
The Return of NetDevOps:
Inside the Convergence of AI,  
Networking, and Automation

© 2025 TechTarget, Inc. All Rights Reserved.

November 2025

Jim Frey | Principal Analyst
ENTERPRISE STRATEGY GROUP



The Return of NetDevOps 2

© 2025 TechTarget, Inc. All Rights Reserved. Back to Contents

Research Objectives
As IT infrastructure continuously evolves to embrace cloud and cloud-native architectures alongside the looming wave of AI 
technologies, the velocity of change at the application layer is accelerating. Networking is the last infrastructure domain to 
achieve seamless automation, creating barriers to success. NetDevOps, a concept that is over a decade old, emerged as a 
methodology for blending networking, development, and IT operations via a combination of automation, collaboration, and 
�M�R�X�I�K�V�E�X�M�S�R�����2�I�X�(�I�Z�3�T�W���T�V�S�Q�M�W�I�W���W�X�V�I�E�Q�P�M�R�I�H���[�S�V�O�½�S�[�W�����Q�S�V�I���T�V�I�H�M�G�X�E�F�P�I���G�L�E�R�K�I���T�V�S�G�I�W�W�I�W�����F�I�X�X�I�V���W�G�E�P�E�F�M�P�M�X�]�����E�R�H���V�I�H�Y�G�I�H��
operational (and security) risks. The challenge is both accentuated and mitigated by the rise of AI technologies, but such 
evolution is still not always easy or streamlined, particularly for organizations that have a well-established culture.

To gain further insight into these trends, Enterprise Strategy Group, now part of Omdia, surveyed 400 networking professionals 
at organizations with 100 or more employees in North America (U.S. and Canada) involved with or responsible for building and 
managing networking solutions within their organization to gauge their levels of awareness and engagement of NetDevOps and 
network automation products and processes.

This study sought to:

Identify  the current state of network automation, including 
the level of automation for network tasks and functions.

Establish the role of AI technologies within network automation 
and NetDevOps processes and strategies.

Understand the current state of NetDevOps deployments, 
including technical and business objectives.

Assess���X�L�I���F�I�R�I�¼�X�W���S�V�K�E�R�M�^�E�X�M�S�R�W���W�I�I�O���[�L�I�R���H�I�T�P�S�]�M�R�K��
GenAI for network automation and NetDevOps.
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“ The rate of  
change within  
IT infrastructure  
is relentless ,  
and networking 
�Q�Y�W�X���¼�R�H���E���[�E�]�� 
to keep pace.”

KEY FINDINGS

Network Automation Demonstrates 
Value Despite Mixed Adoption

�Ü�3�å�(���Í

AI Technology Is Now Mainstream for 
Network Automation and NetDevOps

�Ü�3�å�(���Ð�Ì

Network Automation and NetDevOps Are 
Team Sports as Collaboration Shines

�Ü�3�å�(���Ï�Ñ

NetDevOps Is Steadily Moving 
Toward Deeper Maturity

�Ü�3�å�(���Ð�Ñ
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Network Automation Demonstrates 
Value Despite Mixed Adoption
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�� �Í�`�Í�ã89%
agree that networking is 
becoming more critical with the 
arrival of AI technologies.

�9�Í
D�Í�ã93%
agree that network automation 
will be essential for keeping pace 
with future change.

�� �Í�œ�Í�ã83%
agree that a standard network 
architecture (i.e., SONiC) would 
help their organization achieve its 
automation and NetDevOps goals.

�: �Í
L�Í�ã92%
agree that NetDevOps 
approaches can deliver important 
technical advantages. 

�C�Í�$�Í�ã76%
agree that no-code 
automation platforms will 
accelerate their organization’s 
NetDevOps adoption.

�1�Í
��Í�ã90%
agree that network 
automation initiatives 
require new skills.

Agreement with statements regarding NetDevOps and network automation.

�8�L�I���V�E�X�I���S�J���G�L�E�R�K�I���[�M�X�L�M�R���-�8���M�R�J�V�E�W�X�V�Y�G�X�Y�V�I���M�W���V�I�P�I�R�X�P�I�W�W�����E�R�H���R�I�X�[�S�V�O�M�R�K���Q�Y�W�X���¼�R�H���E���[�E�]���X�S���O�I�I�T���T�E�G�I�����3�V�K�E�R�M�^�E�X�M�S�R�W���W�I�I���R�I�X�[�S�V�O���E�Y�X�S�Q�E�X�M�S�R���E�W���E�R���I�W�W�I�R�X�M�E�P���W�X�V�E�X�I�K�]�����8�L�I���X�I�G�L�R�M�G�E�P��
and operational advantages of NetDevOps are also widely acknowledged, as is the criticality of AI technologies in the mix. New skills, standard network architectures, and no-code 
automation could be key in meeting current and future requirements.

Automation and NetDevOps Are Essential to Networking Success
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Objectives are many when it comes to network automation, but which are most important? All of them, it turns out. Organizations 
assigned high degrees of importance for all major capability categories, with a slight lean toward proactive outage prevention and 
network security. Given the strong responses, these capabilities should be among core objectives and expectations of any network 
automation project.

Proactivity, Security, Visibility, and Error Reduction Are All Seen as Key Capabilities 
for Network Automation

Importance of capabilities to network automation projects.

52%

54%

60%

61%

40%

35%

32%

30%

7%

9%

6%

7%

2%

2%

1%

2%

Centralized visibility and insights across hybrid networks

Reduced human error in network changes

Automated discovery of security vulnerabilities and policy violations

Proactive outage prevention and predictive maintenance

Very important Somewhat important Neutral Somewhat unimportant



The Return of NetDevOps 7

© 2025 TechTarget, Inc. All Rights Reserved. Back to Contents

Fully Partially

�7�S�J�X�[�E�V�I���E�R�H���¼�V�Q�[�E�V�I���Y�T�H�E�X�I�W���E�R�H���T�E�X�G�L�I�W

Device discovery and inventory management

�8 �Í�œ �Ï

�À �Í�� �Ï

�ü �Í�Ø �Ï

�B �Í�’ �Ï

45%

33%

39%

46%

�'�S�R�¼�K�Y�V�E�X�M�S�R���F�E�G�O�Y�T�W���E�R�H���V�I�W�X�S�V�I�W

Policy enforcement

�ü �Í�Ø �Ï

�À �Í�� �Ï

�� �Í�Ä �Ï

�. �Í�¦ �Ï

39%

33%

41%

44%

Analytics and reporting

Diagnostics and troubleshooting 
�[�S�V�O�½�S�[�W

�ò �Í�â �Ï

�¶ �Í�� �Ï

�V �Í�~ �Ï

�V �Í�~ �Ï

38%

32%

48%

48%

Monitoring, visibility, and observability

Service provisioning (for internal or 
external clients, users, etc.)

�Ê �Í�
 �Ï

�„ �Í�P �Ï

�L �Í�ˆ �Ï

�j �Í�j �Ï

34%

27%

47%

50%

Have fully/partially automated key network tasks and functions.

�8�L�I���W�X�V�S�R�K�I�W�X���X�V�E�G�X�M�S�R���E�Q�S�R�K���E�Y�X�S�Q�E�X�M�S�R���Y�W�I���G�E�W�I�W���G�E�R���F�I���J�S�Y�R�H���M�R���X�V�E�H�M�X�M�S�R�E�P���G�S�R�¼�K�Y�V�E�X�M�S�R���X�E�W�O�W���W�Y�G�L���E�W���Y�T�H�E�X�I�W�����T�E�X�G�L�I�W�����E�R�H���F�E�G�O�Y�T�W�����J�S�P�P�S�[�I�H���F�]���E�R�E�P�]�X�M�G�W���E�R�H���Q�S�R�M�X�S�V�M�R�K�����*�V�S�Q��
a broader perspective, all areas are at least partially automated by a majority of organizations, showing promise for those seeking to expand current automations into more areas. 

�2�I�X�[�S�V�O���'�S�R�¼�K�Y�V�E�X�M�S�R�����1�S�R�M�X�S�V�M�R�K�����E�R�H���%�R�E�P�]�X�M�G�W���(�I�P�M�Z�I�V���X�L�I���7�X�V�S�R�K�I�W�X���%�Y�X�S�Q�E�X�M�S�R�W���X�S���(�E�X�I
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�%�Y�X�S�Q�E�X�M�S�R�W���H�I�P�M�Z�I�V�M�R�K���S�V���T�V�S�Q�M�W�M�R�K���X�S���H�I�P�M�Z�I�V���X�L�I���Q�S�W�X���W�M�K�R�M�¼�G�E�R�X���S�T�I�V�E�X�M�S�R�E�P���S�V���F�Y�W�M�R�I�W�W���F�I�R�I�¼�X�W��

38%

Monitoring, visibility, and 
observability

�ò �Í�â �Ï

26%

Network design

�z �Í�Z �Ï

43%

Analytics and reporting

�$ �Í�° �Ï

30%

DevOps CI/CD integration

�¢�Í �2 �Ï

34%

�7�S�J�X�[�E�V�I���E�R�H���¼�V�Q�[�E�V�I���Y�T�H�E�X�I�W��
and patches

�Ê �Í�
 �Ï

25%

Compliance and regulatory 
reporting

�p�Í �d �Ï

33%

�'�S�R�¼�K�Y�V�E�X�M�S�R���F�E�G�O�Y�T�W��
and restores

�À �Í�� �Ï

24%

Policy enforcement (e.g., 
security, compliance, etc.)

�f �Í�n �Ï

31%

Diagnostics and 
�X�V�S�Y�F�P�I�W�L�S�S�X�M�R�K���[�S�V�O�½�S�[�W

�¬ �Í�( �Ï

21%

Auto-scaling infrastructure

�H �Í�Œ �Ï

�;�L�M�P�I���E�R�]���X�]�T�I���S�J���E�Y�X�S�Q�E�X�M�S�R���G�E�R���F�I���F�I�R�I�¼�G�M�E�P���X�S���S�T�I�V�E�X�M�S�R�W���S�V���X�L�I���F�Y�W�M�R�I�W�W�����W�S�Q�I���V�M�W�I���X�S���X�L�I���X�S�T���M�R���X�I�V�Q�W���S�J���W�M�K�R�M�¼�G�E�R�G�I���E�R�H���X�V�Y�I���M�Q�T�E�G�X�����8�L�S�W�I���E�Y�X�S�Q�E�X�M�S�R�W���H�I�P�M�Z�I�V�M�R�K���X�L�I��
�K�V�I�E�X�I�W�X���F�I�R�I�¼�X�W���E�V�I���W�M�Q�M�P�E�V���X�S���X�L�S�W�I���X�L�E�X���L�E�Z�I���W�I�I�R���X�L�I���L�M�K�L�I�W�X���P�I�Z�I�P�W���S�J���J�Y�P�P���S�V���T�E�V�X�M�E�P���E�Y�X�S�Q�E�X�M�S�R�����F�Y�X���[�M�X�L���E���W�P�M�K�L�X���X�[�M�W�X�����;�L�M�P�I���W�S�J�X�[�E�V�I���Y�T�H�E�X�I�W���E�R�H���G�S�R�¼�K�Y�V�E�X�M�S�R���X�E�W�O�W��
�L�E�Z�I���F�I�I�R���Q�S�V�I���J�Y�P�P�]���E�Y�X�S�Q�E�X�I�H�����Q�S�R�M�X�S�V�M�R�K���E�R�H���E�R�E�P�]�X�M�G�W���E�V�I���H�I�P�M�Z�I�V�M�R�K���X�L�I���K�V�I�E�X�I�W�X���F�I�R�I�¼�X�W��

Analytics and Monitoring Are Key Drivers Behind Automations
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Organizations turn to several categories and sources of tools for 
their network automation needs, and with most using more than 
one, the common experience is mixed and multi-tool. Generally, 
commercial tooling from network equipment and third-party vendors 
�M�W���¼�R�H�M�R�K���Q�S�V�I���J�E�Z�S�V���X�L�E�R���S�T�I�R���W�S�Y�V�G�I���S�V���M�R���L�S�Y�W�I���E�T�T�V�S�E�G�L�I�W�����P�M�O�I�P�]��
due to the need for reliability and support, overcoming skill gaps, 
and a desire to avoid creating new points of technical liability due to 
custom development.

Commercial Network Automation Solutions 
Lead Network Automation Tool Deployment

Tools and technologies in use or planned for use for network automation. 

74% Tools provided by network equipment vendors

61% Open source systems or components

50% Self-built tools (scripts and/or code)

66% Tools provided by third-party vendors



NetDevOps Is Steadily Moving 
Toward Deeper Maturity



Maturity level of NetDevOps practices.

NetDevOps is the application of DevOps principles and practices to network infrastructure management, combining network engineering with software development 
�Q�I�X�L�S�H�S�P�S�K�M�I�W���X�S���G�V�I�E�X�I���E���Q�S�V�I���E�K�M�P�I�����I�¾�G�M�I�R�X�����E�R�H���G�S�P�P�E�F�S�V�E�X�M�Z�I���E�T�T�V�S�E�G�L���X�S���R�I�X�[�S�V�O���S�T�I�V�E�X�M�S�R�W�����3�V�K�E�R�M�^�E�X�M�S�R�W���E�V�I���E�X���Z�E�V�M�S�Y�W���T�S�M�R�X�W���E�P�S�R�K���X�L�I�M�V���2�I�X�(�I�Z�3�T�W���N�S�Y�V�R�I�]�W�����F�Y�X��
most report practices that are moving steadily ahead and reaching substantial levels of maturity in terms of capability and degree of automation. There is still much progress 
to be made by the majority, but there is hope, as a portion have reached very advanced levels.

Maturity Rises as Organizations Move Forward With NetDevOps

5%

21%

29%

33%

13%

Initial deployment (e.g., we have
primarily manual processes)

Early maturity (e.g., we have basic
automation for routine tasks)

Moderate maturity (e.g., we have a
high degree of automation with

version control)

High maturity (e.g., we have CI/CD
pipelines, automated testing, etc.)

Very high maturity (e.g., we have
infrastructure-as-code, autonomous

orchestration, etc.)

Average



�8�L�S�W�I���I�Q�F�V�E�G�M�R�K���2�I�X�(�I�Z�3�T�W���M�R�M�X�M�E�X�M�Z�I�W���L�E�Z�I���E���V�E�R�K�I���S�J���W�T�I�G�M�¼�G���X�I�G�L�R�M�G�E�P���S�F�N�I�G�X�M�Z�I�W���M�R���Q�M�R�H�����1�S�W�X���G�S�Q�Q�S�R���E�V�I���X�L�S�W�I���V�I�P�E�X�I�H���X�S���I�R�J�S�V�G�I�Q�I�R�X���S�J���W�I�G�Y�V�M�X�]���T�S�P�M�G�M�I�W���E�R�H���R�I�X�[�S�V�O��
�G�S�R�¼�K�Y�V�E�X�M�S�R�����F�Y�X���M�Q�T�V�S�Z�I�Q�I�R�X�W���M�R���S�T�I�V�E�X�M�S�R�E�P���S�F�W�I�V�Z�E�F�M�P�M�X�]���E�V�I���E�P�W�S���G�S�Q�Q�S�R�����;�L�M�P�I���R�S�X���E�W���F�V�S�E�H�P�]���T�S�T�Y�P�E�V�����E���V�E�R�K�I���S�J���I�¾�G�M�I�R�G�]���E�R�H���E�G�G�Y�V�E�G�]���S�F�N�I�G�X�M�Z�I�W���E�V�I���V�I�P�E�X�I�H���X�S���W�T�I�I�H�����I�V�V�S�V��
elimination, and integration. Those embarking on a NetDevOps journey, or planning to expand an existing one, should consider these as viable and potentially impactful.

Enforcement Drives Technical Objectives as Organizations Seek Better Security 
�E�R�H���2�I�X�[�S�V�O���'�S�R�¼�K�Y�V�E�X�M�S�R

Top technical objectives for NetDevOps.

45%
�2�I�X�[�S�V�O���G�S�R�¼�K�Y�V�E�X�M�S�R��
enforcement

�8 �Í�œ �Ï

28%
CI/CD pipeline integration

�Ž �Í�F �Ï

54%
Security policy enforcement

�’ �Í�B �Ï

31%
Manual process error 
elimination

�¬ �Í�( �Ï

44%
Operational observability

�. �Í�¦ �Ï

26%
�6�I�G�S�R�¼�K�Y�V�E�X�M�S�R���W�T�I�I�H

�z �Í�Z �Ï

38%
Deployment speed

�ò �Í�â �Ï

19%
Cross-domain dependency 
awareness

�4 �Í�  �Ï



�-�R���E�H�H�M�X�M�S�R���X�S���X�I�G�L�R�M�G�E�P���S�F�N�I�G�X�M�Z�I�W�����2�I�X�(�I�Z�3�T�W���M�R�M�X�M�E�X�M�Z�I�W���W�L�S�Y�P�H���F�I���H�I�¼�R�I�H���F�]���I�\�T�I�G�X�I�H���S�Y�X�G�S�Q�I�W���M�R���X�I�V�Q�W���S�J���F�Y�W�M�R�I�W�W���Z�E�P�Y�I�����8�L�M�W���G�E�R���V�E�R�K�I���J�V�S�Q���G�S�W�X���J�E�G�X�S�V�W���X�S���Z�E�V�M�S�Y�W���H�M�Q�I�R�W�M�S�R�W��
of risk reduction. Those organizations embracing NetDevOps place particular value on operational observability and DevOps integration in terms of business objectives. Improvements 
�M�R���W�I�G�Y�V�M�X�]���T�S�W�X�Y�V�I���[�I�V�I���E�P�W�S���M�Q�T�S�V�X�E�R�X�����E�W���[�E�W���S�T�I�V�E�X�M�S�R�E�P���G�S�W�X���V�I�H�Y�G�X�M�S�R�����3�X�L�I�V���S�T�I�V�E�X�M�S�R�E�P���I�¾�G�M�I�R�G�]���E�R�H���V�I�W�M�P�M�I�R�G�I���K�S�E�P�W���E�V�I���E�P�W�S���G�S�Q�Q�S�R�����M�R�H�M�G�E�X�M�R�K���X�L�E�X���E���[�M�H�I���V�E�R�K�I���S�J���S�F�N�I�G�X�M�Z�I�W��
have solid relevance and should be considered valid and appropriate for NetDevOps projects. 

�3�F�W�I�V�Z�E�F�M�P�M�X�]���-�W���'�V�Y�G�M�E�P���X�S���2�I�X�(�I�Z�3�T�W���E�W���3�V�K�E�R�M�^�E�X�M�S�R�W���7�I�I�O���-�Q�T�V�S�Z�I�H���)�¾�G�M�I�R�G�]

Top business objectives for NetDevOps.

40%
Integration with DevOps 
teams

�� �Í�Î �Ï

33%
Resilience or downtime 
reduction

�À �Í�� �Ï

45%
Improved operational 
observability

�8 �Í�œ �Ï

35%
Responsiveness to 
business needs

�Ô �Í�� �Ï

38%
Security posture 
improvement

�ò �Í�â �Ï

31%
Infrastructure agility

�¬ �Í�( �Ï

38%
Operational cost reduction

�ò �Í�â �Ï

25%
Accelerated mean time to 
resolution (MTTR)

�p �Í�d �Ï



 Top challenges of NetDevOps adoption.

NetDevOps initiatives are neither simple nor easily 
implemented. For the fortunate few (roughly one in 
�I�M�K�L�X�
�����E�P�P���K�S�I�W���[�I�P�P���[�M�X�L�S�Y�X���W�M�K�R�M�¼�G�E�R�X���T�V�S�F�P�I�Q�W�����*�S�V��
the rest, there is a diverse set of real-world challenges, 
indicating that individual organizational and business 
�G�S�R�X�I�\�X���T�P�E�]�W���E���W�M�K�R�M�¼�G�E�R�X���V�S�P�I�����;�M�X�L���X�L�E�X���W�E�M�H�����X�S�S�P�M�R�K��
costs and skill gaps are the most common.

NetDevOps Challenges Are Driven 
by Both Business and Team Factors 

16%

18%

19%

22%

22%

23%

24%

25%

33%

35%

43%

We have not encountered, or do not expect to
encounter, challenges

Lack of executive support

Lack of networking device support

Lack of accurate real-time network data for automation

Lack of consistency across all network domains

Cultural resistance

Difficulty integrating disparate network tooling

Unclear ROI

Networking skill gaps

DevOps skill gaps

High cost of new tooling



AI Technology Is Now Mainstream for 
Network Automation and NetDevOps



�+�I�R�I�V�E�X�M�Z�I���%�-���M�W���H�I�P�M�Z�I�V�M�R�K���Q�Y�P�X�M�T�P�I���F�I�R�I�¼�X�W���E�W���T�E�V�X��
of network automation and NetDevOps initiatives. 
Most promising are improvements in security policy 
�G�S�Q�T�P�M�E�R�G�I�����V�I�½�I�G�X�M�R�K���T�S�W�M�X�M�Z�I���X�V�E�G�X�M�S�R���J�S�V���M�Q�T�S�V�X�E�R�X��
high-level objectives aimed at improving cybersecurity 
posture and readiness. Strong traction is also seen with 
�M�Q�T�V�S�Z�I�H���I�¾�G�M�I�R�G�M�I�W���E�V�S�Y�R�H���X�V�S�Y�F�P�I�W�L�S�S�X�M�R�K�����X�I�W�X�M�R�K����
and auditing, as well as network policy compliance. 
These are all excellent force multipliers for the 
networking teams, and given the large distribution of 
�F�I�R�I�¼�X���X�]�T�I�W�����E�P�P���X�L�I�W�I���F�I�R�I�¼�X�W���W�L�S�Y�P�H���F�I���G�S�R�W�M�H�I�V�I�H��
achievable as part of current or planned GenAI rollouts.

GenAI Is Delivering Manifold 
�&�I�R�I�¼�X�W���J�S�V���2�I�X�[�S�V�O���%�Y�X�S�Q�E�X�M�S�R��
and NetDevOps

�&�I�R�I�¼�X�W���+�I�R�%�-���X�I�G�L�R�S�P�S�K�M�I�W���T�V�S�Z�M�H�I���J�S�V���R�I�X�[�S�V�O���E�Y�X�S�Q�E�X�M�S�R���E�R�H���2�I�X�(�I�Z�3�T�W��

1%

39%

40%

46%

48%

50%

51%

51%

56%

GenAI does not (or will not) provide benefits for these initiatives

Assistance with coding or configurations

Reduced skill gaps

Easier reporting

Improved inventory management

Improved network policy compliance

Accelerated testing and auditing

Accelerated troubleshooting

Improved security policy compliance



The newest frontier of AI technology can be found in agentic 
approaches, where systems can conduct advanced tasks like 
reasoning, coordination, and actions. These approaches are 
delivering clear value within the realms of network automation 
and NetDevOps. At its most foundational level, agentic 
AI is making these initiatives more effective and opening 
the door for more systemic autonomy. It is also delivering 
value in operational monitoring areas related to automation 
and NetDevOps, such as discovery, state monitoring, and 
documentation. As teams embrace and deploy agentic AI 
technologies, there should be every expectation that the 
�F�I�R�I�¼�X�W���[�M�P�P���K�V�S�[����

Agentic AI Is Improving Network 
Automation and NetDevOps Outcomes

�&�I�R�I�¼�X�W���E�K�I�R�X�M�G���%�-���X�I�G�L�R�S�P�S�K�M�I�W���T�V�S�Z�M�H�I���J�S�V���R�I�X�[�S�V�O���E�Y�X�S�Q�E�X�M�S�R���E�R�H���2�I�X�(�I�Z�3�T�W����

1%

1%

33%

36%

38%

38%

40%

41%

42%

42%

43%

46%

Don’t know

Agentic AI does not (or will not) provide benefits for
these initiatives

Pre-deployment testing and validation

Recommended action plans

Augmented incident analysis

Documentation and report creation

Continuous network discovery

Continuous state monitoring

Easier integration than APIs

Autonomous orchestration of complex workflows

Better potential for autonomous workflows

More effective basis for automation
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Local hosting options
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Network automation and NetDevOps are multidimensional initiatives, meaning that they involve changes in tools, technology, organization, and work practices. When it comes 
�X�S���X�S�S�P�M�R�K�����X�L�I�W�I���T�V�S�N�I�G�X�W���E�V�I���H�V�M�Z�M�R�K���R�I�[���V�I�U�Y�M�V�I�Q�I�R�X�W���X�L�E�X���[�M�P�P���F�I���Y�W�I�H���X�S���I�Z�E�P�Y�E�X�I���E�R�H���W�I�P�I�G�X���T�V�S�H�Y�G�X�W���E�R�H���X�I�G�L�R�S�P�S�K�M�I�W���X�L�E�X���E�V�I���F�I�W�X���¼�X���J�S�V���X�L�I�M�V���T�Y�V�T�S�W�I�����'�L�M�I�J���E�Q�S�R�K���X�L�S�W�I��
�V�I�U�Y�M�V�I�Q�I�R�X�W���E�V�I���I�Q�F�I�H�H�I�H���W�I�G�Y�V�M�X�]���E�R�E�P�]�W�I�W�����V�I�½�I�G�X�M�R�K���X�L�I���S�Z�I�V�E�V�G�L�M�R�K���W�X�V�E�X�I�K�M�G���M�Q�T�I�V�E�X�M�Z�I���S�J���I�Q�F�I�H�H�M�R�K���G�]�F�I�V�W�I�G�Y�V�M�X�]���H�I�J�I�R�W�I�W���E�G�V�S�W�W���X�L�I���M�R�J�V�E�W�X�V�Y�G�X�Y�V�I�����%�K�I�R�X�M�G���%�-���E�X�X�V�M�F�Y�X�I�W���E�V�I��
also highly desired, indicating that this important new technology is considered key to the future.

Security and Full-blown Agentic Are Seen as Crucial for Network Automation 
and NetDevOps Tooling

�'�E�T�E�F�M�P�M�X�M�I�W���M�H�I�R�X�M�¼�I�H���E�W���M�Q�T�S�V�X�E�R�X���[�L�I�R���W�I�P�I�G�X�M�R�K���X�S�S�P�M�R�K���J�S�V���R�I�X�[�S�V�O���E�Y�X�S�Q�E�X�M�S�R���E�R�H���2�I�X�(�I�Z�3�T�W��

54%
Fully agentic 
architecture

�’
�Í�B

�Ï

63%
Embedded 
security analyses

�ì
�Í�è

�Ï

52%
Standard agentic 
interfaces (MCP, A2A, 
etc.) for integration

�~
�Í�V

�Ï

49%
Cross-functional 
scope

�`
�Í

�t
�Ï



Given that agentic AI is relatively new, a majority of participants felt they lacked full understanding of its value for networking, but that did not constrain hope that it will simplify 
integration challenges and reduce skill gaps. With strong majorities indicating plans to build agents and needing agentic interfaces from existing tooling, agentic AI is moving quickly 
�X�S�[�E�V�H���F�I�G�S�Q�M�R�K���E���T�I�V�Q�E�R�I�R�X���¼�\�X�Y�V�I���S�J���X�L�I���R�I�X�[�S�V�O���E�Y�X�S�Q�E�X�M�S�R���E�R�H���2�I�X�(�I�Z�3�T�W���P�E�R�H�W�G�E�T�I��

Teams Have High Expectations for Agentic AI in Network Automation and 
NetDevOps Despite Uncertainties

Agreement with statements related to network automation and NetDevOps. 

31%

32%

40%

41%

44%

34%

35%

44%

47%

42%

15%

22%

13%

9%

10%

12%

6%

2%

3%

2%

8%

3%

Agentic AI is too new to fully understand its value for networking

My organization will build its own AI agents as part of network automation and NetDevOps

Agentic AI is a simpler approach to building integration than coding for APIs

Existing networking tools will need to support agentic interfaces

Agentic AI can help reduce my organization’s network automation skill gaps

Strongly agree Agree Neither agree nor disagree Disagree Strongly disagree



Network Automation and NetDevOps Are 
Team Sports as Collaboration Shines



�8�I�E�Q�W���M�R�½�Y�I�R�G�M�R�K���E�R�H���Q�E�O�M�R�K���H�I�G�M�W�M�S�R�W���J�S�V���2�I�X�(�I�Z�3�T�W���E�R�H���R�I�X�[�S�V�O���E�Y�X�S�Q�E�X�M�S�R���T�V�S�N�I�G�X�W���E�R�H���T�Y�V�G�L�E�W�I�W��

The nature of network automation and NetDevOps 
projects makes them inherently cross-domain. 
�8�L�I�]���E�V�I���X�V�]�M�R�K���X�S���W�S�P�Z�I���H�M�¾�G�Y�P�X���M�W�W�Y�I�W���X�L�E�X���V�I�K�Y�P�E�V�P�]��
extend beyond the boundaries of networking. The 
�[�M�H�I���V�E�R�K�I���S�J���X�I�E�Q�W���M�R�½�Y�I�R�G�M�R�K���X�L�I�W�I���T�V�S�N�I�G�X�W��
�V�I�½�I�G�X�W���X�L�M�W���L�I�X�I�V�S�K�I�R�I�M�X�]�����7�Y�V�T�V�M�W�M�R�K�P�]�����X�L�I�V�I���M�W���R�S��
clear consensus on which teams are the best place 
to seat primary decision-making authority. The most 
common are networking teams (just over one in 
�X�L�V�I�I�
�����[�L�M�P�I���S�R�I���M�R���¼�Z�I���L�E�R�H���X�L�I���V�I�M�R�W���X�S���X�L�I���(�I�Z�3�T�W��
team. This likely indicates that each organization 
will have its own centers of strength for automation 
initiatives and practices. 

A High Degree of Collaboration Is 
Evident in Network Automation 
and NetDevOps Projects

7%

6%

10%

6%

10%

21%

16%

6%

18%

1%

42%

42%

43%

45%

49%

50%

50%

51%

53%

Other

Systems administrators

Software engineering

Cloud engineering

Security engineering

Cloud operations

DevOps

Network engineering

Security operations

Network operations

All teams

Primary decision-making
team



NetDevOps is intended to modernize approaches to networking, but doing so requires ongoing collaboration across multiple teams and groups beyond networking. While only 
about half of organizations achieve full engagement across all teams (other than network engineering at two-thirds fully engaged), rates rise to a robust 85% or higher when 
examining partial engagement. 

NetDevOps Builds Cross-team Bridges

Level of engagement with NetDevOps initiatives.

66%

50%

55%

48%

52%

55%

47%

30%

38%

37%

41%

39%

35%

40%

3%

10%

7%

10%

8%

9%

9%

1%

3%

1%

2%

1%

2%

3%

Network engineering

Cloud operations

Network operations

Security engineering

Security operations

Application DevOps

Cloud engineering

Fully engaged Somewhat engaged Indirectly involved Not involved



Both network automation and NetDevOps bring new 
technologies, processes, and methods to bear, requiring up-
leveling teams to ensure success. Organizations are looking 
at all options, but one message is crystal clear: Existing staff 
will be trained for network automation, indicating that this 
will be considered a natural and essential evolution (and 
expectation) of present roles and responsibilities. 

Organizations Are Open to a Wide 
�6�E�R�K�I���S�J���7�X�E�¾�R�K���3�T�X�M�S�R�W���J�S�V���2�I�X�[�S�V�O��
Automation and NetDevOps

�4�P�E�R�W���X�S���E�H�H�V�I�W�W���W�X�E�¾�R�K���R�I�I�H�W���J�S�V���R�I�X�[�S�V�O���E�Y�X�S�Q�E�X�M�S�R���E�R�H���2�I�X�(�I�Z�3�T�W���M�R�M�X�M�E�X�M�Z�I�W��

3%

1%

34%

51%

51%

46%

57%

52%

47%

2%

2%

43%

43%

52%

52%

55%

57%

81%

Don’t know

Other

Reduce staff due to new
efficiencies

Reassign staff from other areas

Use external consultants

Use contract services (e.g.,
VAR, VAD, SI, etc.)

Hire new dedicated roles

Use vendor professional
services

Train existing staff

Network automation

NetDevOps



Since 2004, NetBrain has been a pioneer in network automation, empowering IT teams to transform operations 
by combining the power of innovative no-code and AI technology. The Next-Gen platform shifts organizations 
from reactive visibility to proactive observability, automating troubleshooting and change management 
�[�S�V�O�½�S�[�W���X�S���K�E�M�R���S�T�I�V�E�X�M�S�R�E�P���I�¾�G�M�I�R�G�]�����V�I�H�Y�G�I���L�Y�Q�E�R���I�V�V�S�V�����E�R�H���H�I�P�M�Z�I�V���E�G�X�M�S�R�E�F�P�I���M�R�W�M�K�L�X�W�����4�S�[�I�V�I�H���F�]���E��
real-time Digital Twin and intent-based automation, NetBrain facilitates automation creation at scale without 
�W�G�V�M�T�X�M�R�K���� �P�S�[�I�V�W�� �X�L�I�� �F�E�V�V�M�I�V�� �J�S�V�� �E�Y�X�S�Q�E�X�M�S�R�� �E�H�S�T�X�M�S�R�� �E�X�� �E�P�P�� �P�I�Z�I�P�W���� �E�R�H�� �L�I�P�T�W�� �-�8�� �X�I�E�Q�W�� �G�S�R�¼�H�I�R�X�P�]�� �Q�E�R�E�K�I��
�X�L�I�M�V���R�I�X�[�S�V�O�W�����2�I�X�&�V�E�M�R���I�Q�T�S�[�I�V�W���-�8���X�I�E�Q�W���X�S���T�V�S�E�G�X�M�Z�I�P�]���Q�E�R�E�K�I���R�I�X�[�S�V�O�W�����E�Y�X�S�Q�E�X�I���X�L�I�M�V���[�S�V�O�½�S�[�W�����E�R�H��
reduce human error. The platform delivers complete network observability, faster troubleshooting, and risk-
�J�V�I�I���G�L�E�R�K�I���Q�E�R�E�K�I�Q�I�R�X�����L�I�P�T�M�R�K���-�8���X�I�E�Q�W���F�I�X�X�I�V���Q�E�R�E�K�I���X�L�I�M�V���R�I�X�[�S�V�O�W���E�R�H���K�E�M�R���S�T�I�V�E�X�M�S�R�E�P���I�¾�G�M�I�R�G�]��

Try NetBrain Risk-Free and 
Accelerate Your Outcomes LEARN MORE



RESEARCH METHODOLOGY AND DEMOGRAPHICS 

To gather data for this report, Enterprise Strategy Group, now part of Omdia, conducted a comprehensive online survey of networking professionals from private- and public-
sector organizations in North America (United States and Canada) between August 22, 2025, and September 2, 2025. To qualify for this survey, respondents were required to be 
involved with networking or otherwise responsible for evaluating, purchasing, managing, and building network solutions at their organization. All respondents were provided an 
incentive to complete the survey in the form of cash awards and/or cash equivalents. 

�%�J�X�I�V���¼�P�X�I�V�M�R�K���S�Y�X���Y�R�U�Y�E�P�M�¼�I�H���V�I�W�T�S�R�H�I�R�X�W�����V�I�Q�S�Z�M�R�K���H�Y�T�P�M�G�E�X�I���V�I�W�T�S�R�W�I�W�����E�R�H���W�G�V�I�I�R�M�R�K���X�L�I���V�I�Q�E�M�R�M�R�K���G�S�Q�T�P�I�X�I�H���V�I�W�T�S�R�W�I�W�����S�R���E���R�Y�Q�F�I�V���S�J���G�V�M�X�I�V�M�E�
���J�S�V���H�E�X�E���M�R�X�I�K�V�M�X�]�����[�I���[�I�V�I��
�P�I�J�X���[�M�X�L���E���¼�R�E�P���X�S�X�E�P���W�E�Q�T�P�I���S�J�����������R�I�X�[�S�V�O�M�R�K���T�V�S�J�I�W�W�M�S�R�E�P�W��

Respondents’ organizations by number of employees. Respondents’ organizations by years in operation. Respondents’ organizations by industry.
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more, 5% Less than five years, 2%

Five to 10 
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Healthcare, 8%

Technology, 10%

Retail and 
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Manufacturing, 18%

Other, 25%



Enterprise Strategy Group, now part of Omdia, provides focused and actionable market intelligence, demand-side research, analyst 
advisory services, GTM strategy guidance, solution validations, and custom content supporting enterprise technology buying and 
selling.
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