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NetBrain Integrated Edition 8.03 (IEv8.03) introduces several new features and feature enhancements,
including:
= Function Portal N*" — to enable network engineers to collaborate with cross-function teams who do
not have NetBrain seat licenses.

= Device Health Report NV — to assist diagnosis with the visibility about the overall device-level health,

such as live access status, topology connection status, key network data existence, etc.

= Enhancements to Domain Health Report, reporting cloud health and path calculation health.

= Enhancements to CLI Automation, including device qualification before CLI automation, etc.

= Enhancements to Granular Data Comparison, including comparing with instantly retrieved live data,

comparing selected texts and table columns, and a few usability enhancements.

= Enhancements to SDN, including Service Graph Support and Multi-Site Support.

= Enhancements to Discovery, including Bulk Select API Servers, View History Result, Toggle Additional

Operations, Export Access Logs.

= Enhancements to External User Authentication, including mapping user roles and privileges from
TACACS+ to NetBrain, and syncing selected user data for LDAP/AD Authentication.

= New SSH fingerprint authentication to improve network security by obtaining and verifying the
Fingerprint Key.

= Enhancements to Service Monitor, Email Alerting, etc.

= New Tech Support

= Enhanced Platform Framework, including custom interactive commands and command block in driver

definition, etc.

= Enhancements to Path Framework, including replicate active path calculation with auto-saved data, L3
active path calculation with baseline data, etc.
= New REST APIs

= Enhancements to Deployment and Installation
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2. New Features and Feature Enhancements

2.1. Collaborative Function Portal to Work with Maps and Paths

IEv8.03 introduces the Function Portal feature to enable network engineers to collaborate with their
colleagues who do not have NetBrain seat licenses. This is one of the key approaches to achieve the goal of
MAP EVERYWHERE and improve team productivity and collaboration. With Function Portal, external users
from different teams (IT engineers, security engineers, etc.) can gain fast and free access to use selected IE

functions and resources through a website, including dynamic mapping, A/B path calculation, and One-IP table

query.

Hundreds
of incidents
every day

1%t Response [ v Reduce first response time to zero ]

—— A
Automation
Automate initial diagnostics with zero human touch
Trouble
Tickets
Interachy e v Resolve outages without escalation ]
Automation
ID anomalies across 1,000s of data points
__________________________________ -
|
v Improve team productivity & collaboration ] 1
Embedded Map 1

Automatically decument activities & sharing findings

Proactive

Automation v Prevent similar problems from happening again ]

Codify lessons learned from every incident

—

Note: Compared to Embedded Map, Function Portal does not require customer’s effort to provide a hosting environment

or write scripts for initial setup.

Note: Incident Portal Collaboration will be available in the next release to enhance the portfolio.

IE - Define Portal Function Portal
+  Select Maps to Share | Copy Invitation Information | Share via email or A - Searchxiew Map, Apply Data View
+ Select Site Maps to Share g - Search/View Path, Live Calculate Path
+ Select Paths to Share (U RUACCGSS COde"') other tools = View/Search One-IP Table, Draw Map
+ Select One-IP Table to Share

1. Senior Network Engineers Set Up a Function Portal and Share its URL

2. End Users or External Users Access the Portal

a. View Dynamic Maps

b. View A/B Path Result and Calculate Live Path
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c. Search One-IP Table and Map Devices

The typical usage for Function Portal includes:

= Publish selected information (Maps/Paths) to different teams without seat licenses required.

= Create a set of portals for key technologies, application flows, sites, or security domains to aggregate

network knowledge.

= Build dynamic mapping into existing documentation and collaboration flow to replace static Visio

diagrams.

2.1.1.Set Up a Function Portal

Note: Only the users with the Function Portal Management privilege granted can create function portals.

1. Define Basic Information

Senior network engineers can create a function portal by defining a portal name, a query string of URL,

NetBrain functions including Map, Path and One-IP Table, and enabling the access code login with an expiry

date.

Edit Function Portal x

Name: | NetBrain Map Portal

URL: htpsi/10.10.7.209/portal/ | nbmaps

Description: This is a portal for NetBrain maps and paths.

Select contents to share through this portal:
Share Map
Share Application Path

Share One-IP Table

Set Access Code: | 123456 20
Expired after: | 2020-07-16 12:00 W AM v
Time Zone: | (UTC+08:00) Beijing, Chongging, Hong K. v | @

Copy Invitation Information

Cancel

Save
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Note: The Set Access Code check box must be selected to allow people who do not have NetBrain IE user accounts or

portal user accounts to log in to the function portal.

Note: The query string of the URL is the identity of each Site Configuration
portal, and must be unique in the system. The base URL Website Base URL: | hexps://10.10.7.200/

is a system-level setting, which can be configured by the
y & 8 y The Website Base URL is the url via which users access NetBrain. €

system administrator.
Portal Base URL: | hetps://10.10.7.20%/ porzal/

The Portal Base URL is the url via which users access Portal. @

2. Select Maps and Paths

In the context of NetBrain functions (Map and Path) selected in the previous step, senior network engineers
can continue to select multiple map files and application paths that they want to share with others through

the portal.

Edit Function Portal b4

Map v
Label: | NetBrain Maps

Map: 13 Selected  + Select
4 ] Map Files

I El Core Maps

b E BGP

I ] OSPF

I> £ EIGRP

Site Map: 15 Selected  + Select
4 3 My Network
4 &3 NB1
43 NB2
I €3 NB3
@B NB4-ASAT

4 3 North District

4 {3 B)2
b £ BI3 =
Application Path ~
One-IP Table s
Copy Invitation Information Cancel Save

Note: For the selected paths, you can select to publish the first/last calculation result, or the golden one. By default, the last

result is selected, and the Live Path Calculation is enabled. The prerequisite of calculating live paths through a portal is that
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the Application Assurance Module has been purchased.
Application Path v

Label:

2 Paths and 2 Applications  + Select

No. Application/Path
1 & Main Paths
2 & Untitled Application / € 19.3 to 7.254(172.25.19.3 to 172.25.7.254)
3 @ Untitled Application / € 36.1 t0 4.41(10.10.36.1 to 10.10.4.41)
Share cached path result:  The Last One W Enable Live Path Calculation
The First One
One-IP Table The Last One ~

The Golden Path

Note: The label setting is optional, which will be used as the area title to introduce the content.

neSain_) NetBrain Map Portal

Published by: Xu Zhao Email: xu.zhao@netbrain.com Created: 06/16/2020 12:17:55 PM

This is a portal for NetBrain maps and paths. Description
NetBrain Maps Label

Q. Browse or Search Maps (44 maps published) {

¥ Map Files

*  @m Core Maps
» | BGP

* [ OSPF

» EIGRP

NetBrain Integrated Edition 8.03 Release Notes | 9



3. Select Data Views

Senior network engineers can determine whether to publish all data views or only selected data views for
other users to toggle on the portal.

Edit Function Portal *

Data View Settings

4 Allow users to switch Data Views

() All Data Views

(@) Selected Data Views

Data View: 22 selected  + Select
4 ] Data View Templates -
4 ] Built-in Data View Templates

4 ] Cisco ACI
ﬂ Fabric Health and Faults [Cisco ACI]
ﬂ Fabric Underlay Connections [Cisco ACI]
3 Logic Node View [Cisco ACI]

4 F] High Availability
HSRP Overview

4 F] Quality of Service
Qos Overview

4 ] Routing
EIGRP Overview
IP BGP Overview
IP BGP Prefix Instance
15IS Overview
MPLS L3VPN
Multicast Overview
OSPF Overview

4 ] Security
[EJ Access List [Cisco 105)

D Copy Invitation Information Cancel Save

Note: Similar to the qualification in the IE system, only qualified data views against devices on a map can be displayed in

the Data View pane.
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4. Define Page Style and Others

Before publishing the portal, senior network engineers can select to customize the page style, login interface,

and add contact information.

Edit Function Portal

Page Style:
(@ Built-in Template: | Tool Style Template v

(O Customize:

Login Interface:

@ Customize the logo image on the portal login page. JPG, JPEG, GIF or PNG. Max file size: SMB.

. @) Change Logo
Net3rain

Enable Login Banner

Warning
This portal contains confidential and/or proprietary information of devices in it.
This portal is intended solely for the use of the individual(s) to whom itis addressed.
If you are not the designared recipient or have reason to believe you can access this portal, please notify the sender immediately, An

Support Information:

*Publisher: | Xu Zhao *Email: | xu.zhao@netbrain.com

Phone Number: | 185-0136-2396

D Copy Invitation Information Cancel

After saving the definition, copy the invitation information from the following prompt and paste the invitation

in an email or instant message to share the portal with your colleagues.

Notification

Successfully edited the portal!

Name: NetBrain Map Portal

URL: https://10.10.7.20% portal/nbmaps
Access Code: 123455

D Copy Invitation Information

Description: This is a portal for NetBrain maps and paths.

OK
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2.1.2.Access a Function Portal

The system offers two access methods for each function portal:

= Username/Password Login - users with IE accounts or portal accounts can log in by using their
usernames and passwords, or email addresses.

= Access Code - both external users who do not have any accounts and IE/portal users can use an access

code to access a portal.

Prerequisites: Access code login must have been enabled when senior network engineers set up the portal.

o
Net3rain

e A Ak ok e A rnl'ng***‘*"******‘*"***

This portal contains confidental and/or

proprietary information of devices in it. This Login
portal is intended solely for the use of the
individual{s) to whom it is addressed. If you are

not the designated recipient or have reason to

believe you can access this portal, please notfy
the sender immediately, An unintended

recipient’s disclosure, copying, distribution, or
use of this partal or any attachments hereto is
expressly prohibited and may be unlawful.

rlog in with Sinzle Sig (S50)
Publeher: ¥ Zhao or log in with Single Sign On (550)

Email: »u.zhao@netbrain.com
Phone: 185-0136-2396

mammfl Powered By Netbrain

Note: By using an access code to log in, you will be recognized as an unknown user, and you can select to create a user
profile for recognition. User profile is only a visual display of personal information associated with a specific user, but

cannot be used for portal login.

Authenticate User Profile X
@ Leave Suggestion Unknown user

Authenticate User Profile

* Profile Name:

Copy Invitation Informaticn

Log Out * Password:

Forgot Password

Create User Profile €9 Cancel Authenticate
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2.1.3.View Dynamic Maps through Function Portal

Through the function portal, external users can expand the map tree to view the shared maps, including site
maps, and double-click the target map to display it in the working area. Furthermore, they can select to apply
a data view to the devices on the map. The data source for data views defaults to the current baseline (the

latest data saved in the IE system).

(D . . —
mtamir'@ NetBrain Map Portal 5 Leave Suggestion IO N s et

Published by: XuZhao  Email: xu.zhao@netbrain.com  Created: 06/16/2020 12:17:55 PM @ Pageviews [ EEDOB

This is a portal for NetBrain maps and paths.

NetBrain Maps

0, Browse or Search Maps (44 maps published) « > BGP255 > Pagel w — & + 100%
Dynamic Data View Static Data View «
Q —_—
Q
- Map Files -
b Core Maps ® Defaul: Data View Mgmt IP: 172.25.111.6 G» MgmtIP:172.25.111.9 C»
- BGP - Built-in Data View Templates Madel: Nexus NIK-V2000 Model: Nexus NIK-V9000
B infi - Serial Number: SO9WETVXTTO Serial Number: SIL40WEITZP
-~ BGP 100 (T TEEATIEA= 1= Site: My Network\Unassigned Site: My Network\Unassigned
— BGP 255 [:] Metwork Table View
. BGP 84512
' OsPF mgmt0 172.25.111.7/24
r EIGRP
E}'/]
v L My Network Spine1 2nt ’SPil'“!2
\
y O NB1 neiP: 172251117 G Mgm [P 172.25.111
a- Nexus NEIK‘-\-'QODEI Model: Nexus N9K-VS
» O North District ‘umber: 97GFSOGILBI Serial Number: 9T710R

r Network\Unassigned 5ite: My Network\Unass

» ) South District

4 ype: Cisco Nexus Switch
Mgmt IP: 1722511110 BRI 1P e

Note: The shared maps and map contents are all view-only on the portal.

2.1.4View A/B Path Result and Calculate Live Path

Besides mapping devices and sites, external users can mouse over the target A/B path and click the Draw Path

button to view the result. Furthermore, they can re-calculate the path by using live data for a refresh.
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n Paths tion Paths
Seareh Application Paths (S paths published) Map! > Poge! ¥ 1010361 =3 @ 1010441 @ [[EEECI ] -

Path Result

Path Application Saurce @ Destna  Actions

This is

A [Ovcast |
1 1o SWE Main Paths BJ_hcc SW1 B)_fcc_
361 o 41 Main Paths 10.10,36.1 10104 » a n 1o.1o.36.|
T 10.10.28.10Pv)

| InVian¥io
Acc_Swd Bl Ace_ q o ) SW-4500-15.254

| Ouvian2o

| ez
i
i

! 10104 410PW)

4 5 Qa 1010441 Sw-4500-15

Application: 36.1 to 4.41

The applicaticn cantains 2 paths which are main flaws of the company netwark.

Note: The live path calculation function is only available when the Application Assurance Module has been purchased.

2.1.5.Search One-IP Table and Map Devices

One-IP table, generated based on ARP and MAC tables when the system builds the Layer 2 topology of a

network, records the physical connections and can be used to troubleshoot IP/MAC connectivity issues.

With the One-IP table, external users can search for a device in the current domain by using an IP address as
the search term, and click the Map button to map out the target device and its connected neighbors.

Furthermore, they can select to apply a data view among those applicable ones to the devices on the map.

P Address LAN Seyment MAL Address Vendor S * Defauls Data View

ISLELE!

16,900 1010360022 COSO54824671  Vhware. W

LY Owverall Hesith Check

il Pumber: 67108844
Site My NetwarLnstugnes
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2.1.6.Feature Comparison Between Portal and IE

The following table lists the comparison of operations that a user can perform between Function Portal and IE.

Feature Category Functions Function Portal IE

= M Devi
Map ove Devices y y

= Apply/View DVT and Static DV with Baseline Data

= Zoom In/Out

» Edit and Save Map

»=  Export Map to Word/Visio/etc.

= Live Run DVT

* Manage Map Data View

»  View Data View with Historical Data
*  Play Runbook

= Device Context Menu

= Map Context Menu

Path = View Path Result v v

= (alculate Live Path

= Edit and Save Path

Vv
» View Path Log
= Set Golden Path
= View Path Historical Results
One-IP Table " Search Vv Vv
= Map
n Vi
iew v
= Export

= Resolve DNS

= Delete
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2.2. Diagnosis with Device Health Report and Logs

When working on a map, you may run into various anomalies of devices, such as a live access issue, a topology

issue, or a path calculation failure across a device. The visibility of the overall health at the device level is

critical to achieving map success.
By introducing the new feature Device Health Report, IEv8.03 visualizes a device’s health from the following

evaluation perspectives:

Basic Information - device driver and site assignment.
Live Status - Ping status, SNMP and CLI connection, hostname change status, etc.

Data Existence in Current Baseline - configuration file and data tables, etc.

Topology - connections for each topology type, such as the number of no neighbor interfaces,

whether it is an isolated device, etc.
Path Failure - the failed calculation records for paths across the device, etc.

Generate Device Health Report
Typically, the health report for devices on a map can be accessed from the map context menu and generated

on-demand.
[ Stencils | InstantQapp | Dashboard | Map | Actions © — —@ + 20% @ X
NY-core-bak ch Auto Layaut [ [ Default Data vView =

Save as Sample Layout

== Auto Link

1011, 17224 31.193/12¢
v

* Port Channel
™ Change Device Style

172.24.31.192/26
g View Change Analysis Report

Run Qapp
@ Overall Health Monitor

ﬁ) i,
243,
2
BST,PON\ . [@ Run Gapp
173, /
224 N1 ntert?
3215 ﬁ) B8 Execute CLI Commands
L
®

0111722439 195/26

@ Retrieve Live Data
@ Ping
-' Traceroute

o- Path

6] compare

[ Data View Template

| @ Verify Application

BSTX.Core

\:\ Data View

B Map Traceroute Result

=| View Device Health Report I

P
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Search for device, configuration text...

B Device Health Report

Report Generated Time: 4/30/2020 04:08:39 PM

Device Scope: | 1y Metwark

Device Filters:

0
07

PN Towal 206 items T, Export

Change
Hostname Driver Site
ASA.Switch Cisco 105 Switch Unassigned
ASAS505 Cisco ASA Firewall Unassignad
ASA@Switch Cisco 105 Switch Unassigned
ASA\Router Gisco 105 Switch Unassigned
E|*pOP Cisco Router Unassignad
BJ-3750-1 Cisco 105 Switch Unassigned
BJ-3750-2 Cisco 105 Switch Unassigned
BJ-Arizta-1 Arista Switch Unassignad
B-Arista-2 Arista Switch Unassignad
BJ-Avaya-1 Avaya Switch Unassigned
BJ-Avaya-2 Avaya Switch Unassigned
BJ-Cat-5000 Cisco Catalyst Switch ~ Unassignead
BJ-L2-Core-A Cisco 105 Switch Unassigned
BJ-L2-coreB Cisco 105 Switch Unassigned

4

[ Nolssues: 0 ¥ Unassigned to Site: 296 [#] Live Issues: 85 [# Path Issues: 0

Ping SNMP RO ... SysObjectlD
Succeeded nb 1.36.1.419.1.1..
Succeeded  netbrain 1.361.4191.7...
Succeeded nb 1.36.1.4.1.8
Succeeded nb 1.36.1.419.1.1..
Succeeded nb 1.361.41915..
Succeeded nb 1.36.1.41.9.1.5..
Succeeded nb 1.36.1.419.1.5..
Succeeded nb 1.3.6.1.4.1.3006...
Succeeded nb 1.3.6.1.4.1.3006...
Succeeded nb 1.36.1.41453....
Succeeded nb 136141453,
Succeeded nb 136141957
Succeeded nb 1.36.1.4.1.9.1.6..
Succeeded  netbrain 1.36.1.41.9.1.6..

CLI Connection...

Succeeded

Succeeded

Succeeded

Succeeded

Succeeded

Succeeded

Succeeded

Succeeded

Succeeded

Succeeded

Succeeded

Succeeded

Succeeded

Succeeded

Search host

CLI Non-Privilege Login ...

Succeeded Succeeded
Succeeded Succeeded
Succeeded Succeeded
Succeeded Succeeded
Succeeded Succeeded
Succeeded Succeeded
Succeeded Succeeded
Succeeded Succeeded
Succeeded Succeeded
Failed

Failed

Failed

Succeeded Succeeded
Succeeded Succeeded

CLI Privilege Logi...

4 Nodes

Create Health Report

[# Topo Issues: 296 |) Data saved in Current Baseline earlier than | 2020.04-30

SNMP Hostna...

ASA
ASA5505
ASA@Switch
ASA\Router
Unchanged
BJ-3750-1
BJ-3730-2
BJ-Arista-1
BJ-Arista-2
BJ-Avaya-1
BJ-Avaya-2
EBJ-Cat-5000
Unchanged

BJ-L2-coreB

(7]

et

Q

Discovered by SI=

Y - CLI Non-privile
¥ - CLI Non-privile

¥ - CUI Non-privile

Tip: The health report can also be accessed from the Start Menu, which targets all devices in the current domain, or from

the device context menu, which targets the selected device only.

The report provides statistics for each issue category, which can also be used as filters to narrow down

problematic devices. From the
device context menu on a map,
you can select to view the
detailed report of a single
device, view execution logs, or

re-tune up.

Tip: The attention (') is a reminder
to ask for your attention. If remedy
action is not necessary, you can

ignore it.

View Details Report

View Tune Log

View Benchmark Log

Shared Devices Setlinﬁs Tune Up

Map
Add to Device Group

Remove from Domain

51

louter Health Report

Report Time: 4/26/2020 10:10:34 AM

Summary:

Assigned Device in Site: No

Basic Information:
Atention ...  Index

Driver

! Site

Live:
Atention ...  Index

Ping

SNMP RO

SysObjectiD

d CLI Connection

! CLI Non-Privilege Login

' CUI Privilege Login
SNMP Hostname

1 Discovered by SNMP Only
Missed Device

Hosmame Changed

Data Saved in Current Baseline:
Attention ...  Index

CAnfisurarinn Fils

Live: 4 need attention

Value
End System

Unassigned

Value
Succeeded
nb

1.36.14.19.11

5101_Router
Y - Don't Support CLI
N

N

Execution Time

41227020 11:17:51 AM

Tope: 2 need attention

Check This Device Health
View Log v | T, Export
Failed Path on Device: 0
v =
v
Execution Time
4/23/2020 10:32:33 AM
4/23/2020 10:32:33 AM
4/23/2020 10:32:33 AM
4/23/2020 10:32:33 AM
4/23/2020 10:32:33 AM
4/23/2020 10:32:33 AM
4/23/2020 10:32:33 AM
4/23/2020 10:32:32 AM
v
Close
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2.3. Enhancements to Domain Health Report

IEv8.03 adds the health status of Clouds and path calculation to the Domain Health Report.

Report Cloud Health

The added Cloud Health area shows the key properties of the existing clouds in the current domain, for

example, the count of the edge device and blank Network Control Table (NCT).

Cloud Health:
Attention Cloud Name Cloud Type Edge Device Count Created Time NCT Table {no data)
! MPLSCloud3356VRF1001 MPLS L3 VPN 13 1
' MPLSCloud3356VRF1002 MPLS L3 VPN 13 1
' MPLSCloud3356VRF1003 MPLS L3 VPN 13 1
L MPLSC MPLS L3 VPN 13 1

Note: Blank NCT includes those tables with headers only. When the count of blank NCT exceeds 0, the attention mark (')

will display.

Report Path Calculation Health

The health status for path calculation shows the results (the latest ones of paths in Application Manager),

categorized by Succeeded and the causes of failure.

Path Calculation Health:

2 0 0 0 2
Artention Path Result Category Count Percentage
Succeeded 0 0%
¥ Lack of related information 1 50%
! Gareway |ssue 1 50%

2.4. Enhancements to CLI Automation

In previous versions, the selected CLI commands are executed on all target devices without any qualification.
That is, even if a CLI command is not applicable to a device, it will be executed anyway and get an invalid

result, which consumes unnecessary resources.
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IEv8.03 allows you to define the applicable device types for each CLI command in the features that may task

CLI command execution, such as, Runbook, Benchmark, and API-triggered diagnosis.

2.4.1.Qualify Devices for CLI Automation in Runbook

IEv8.03 allows you to define the applicable device types for each CLI command included in a CLI template. By

loading a template to add CLI commands to a Runbook, you can leverage the predefined device types as

qualifications to exclude the improper commands from the execution scope of target devices.

Execute CLI Commands.

Ao Enter Corr Add simpleCll =
Ee Run mpleCll = Templates + New Template BGP Command Template
Load CLI Templates S e o
i 5 e ‘ommand evice Type
BGP Command Template
® 8*P0P o show ip bgp summary Cisco 105 Switch:Cisco Router:CIsco Ne..
EIGRP Command Template
& B)_core 3550 ° A ——— show p route summary Cisco RoutenCisca 105 Switch
& EX2200-1 o Multicasting Command Template show ip bgp neighbors Cisco 105 Switch:Cisco Router:Cisco Ne...
# QOS-Path-NXOS5-1 o 05PF Command Template show ip bgp peer-group Cisco 105 Switch:Cisco Router
Q05 Command Templats
show bgp all all summary Cisco (05 XR
5TP Command Tempiate
No parser used Vv Execution Log ir Private show bgp neighbors Cisco I0S XR
show bgp vpnva unicast summary €50 105 XR:Cisco Nexus Switch
Execute CLI Commands show bep all summary Cisto Nexus Switch
show BEp neightior Juniper Routerjuniper EX SWitch;junip...
4Devices [B] @ | Enter Comman: Add Run simplecll =
All Devie 7 show ip bgp summai .
S IR =ikl topsbmenaty, Description
@ 5j*POP 4 @ show ip bgp neighbors
8GP Command Tempiate
& B)_core_3550 4 BB show bgp vpnv4 unicast summary
& EX2200-1 1 @ show bgp 2l summary Qualified
s QOS-Path-NXOS-1 %
No parser used v | ExecutionLog [
@ The listed CLI commands only apply to the devices with the matched device types. Load

Note: The device qualification is only available to the CLI commands added through a template. Those manually entered or

imported commands will still be executed on all target devices.

Tips:

= Besides the Execute CLI Command node, this command qualification is also available to the Retrieve Live Data
node in a Runbook and other features that task CLI automation through CLI templates.

* You can assign different device types to a single CLI command in different templates. If duplicate commands from
multiple templates are selected, the device types defined in different templates will be combined.

CLI Command Template 1

CLI Command Template 2

Runbook
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* You can assign multiple commands to a single device type at one time.

CLI Template Properties x

* Template Name: | Generic Show Command Template

* Enter Commands

display version 3Com Switch v Add
display |nterface|
Device Type
show version Cisco 105 Switch;Cisco Router;Cisco 105 XR:Cisco Nexu...
show module Cisco 105 Switch;Cisco Router:Cisco Nexus Switch v

2.4.2.Qualify Devices for CLI Automation in Other Features

Qualify Devices for CLI Automation in Benchmark

You can select device types for each CLI command as device qualifications when defining a Benchmark task.

By doing this, unnecessary CLI execution will be ignored in the benchmark execution.

Edit Benchmark Task

Task Name: | Basic System Benchmark Description: | Defzult system benchmark task

Frequency Device Scope Retrieve Live Data CLI Commands Additional Operations after Benchmark

Enter Commands

display interface 3Com Switch v Add
command 4 [=] All Device Types e Type
«» 3Com Switch b
show interface . 0 5 A10 Load Balancer 9 10S Switch:Cisco Router
0 & APC
[ & APCUBS

(] @ ATT VPN Gateway
O o Avi Controller

O B3 Aviservice Engine
[ & Adtran

[ & Adva Optical
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Qualify Devices for CLI Automation in Drill-Down Action of DVT

You can call the execution of CLI templates when

Action Input

defining the input of a DVT's drill-down action. By

Input for @) Execute CLI Commands

doing this, the device qualification defined inside e

| "templates”: ["Public/Generic Show Command Template" |

the CLI template will be applied to exclude the

unnecessary CLI execution.

Qualify Devices for CLI Automation in Triggered Diagnosis

You can select device types for each CLI command as device qualifications when defining an API-triggered

task. By doing this, unnecessary CLI execution will be ignored in the diagnosis.

CLI Command Settings - Collect Additional Commands

Enter Commands for all Devices on Map

show [p bgp summary Cisco 105 Switch, Cisco Ro...

(] & Cisco MDS

O @ Cisco Meraki AP

[ & Cisco Meraki Cloud
O P csco Meraki Firewall
[[] & cisco Meraki Switch

Command

[J @ Cisco Nexus Switch
O ' Cisco PIX Firewall
@ Cisco Router

[ k& Cisco TelePrasence
[J & Cisco UCS Fabric

LM Cisca s, TosECLI Templates

Cancel | oK
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2.4.3.View Historical Execution Results and Search

When working with the CLI automation result, you can:
= toggle the data source to view historical execution results.

= click the search icon to search keywords (case-insensitive).

Execute CLI Commands-Result 1060472020 10:45:03 AM) Execute CLI Commands-Result 1(07/10/2020 09:51:53 AM) = Description
toeces [0 | show interface Aun Batch Cll = B*POP B | show interface Run BatchCLl =
Dath SourcE Live v Compare
Data Source: Live w Compare
£ = - ® B*FOP v Mo parser used w  Execution Log
¥ A SR LR PR
o I mtu X a|w

1 BI*POP-show interface

2" FastEthernetd/o is up, lime protocsl is up

Fl Hardware \s V35348 Cthernet, address {s 0921.5560.b528 (bla 9021.5589.b528)
q Description: this ts a test ~lEWSWAAWJ(_s-=)0H:"f==f.,\'

5
&
7
"

40212020 034930 PM
L 05022020 0335:56 PM

Internet address \s 172.24.32.225/28

WM 1560 bytes, BM 196666 Kbit, DLY 109 usec,
reliability 255/255, txload 1/255, rxload 1/235

Encapsulation aREa, loophack mot set

[ Keepalive set (18 sec)
18 Full -duplex, 180Mb/s, 188BaseTX/EX
1 ARP type: ARPA, ARP Tirwout 84:88-88
o — o 12 Last input 88:88:87, output 8:88:88, output hang niver
Execute CLI Commands. It 1{06/0472020 10:45-08 AM) ] Description 13 Last clearing of “show fnterface” counters never
14 Input gueue: 0/75/8/0 (size/max/drops/flushes): Tetal cutput drops: ©
15 Queueing strategy: fifo
2hevices B show interface Run Bauwhil = 16 Output queve: B/48 (size/max)
17 5 minute input rate §63600 bits/sec, 438 packets/sec
18 5 minute sutput rate 0686 bits/sec, 151 packetsSsec
Dira Source: Wik 19 J167358920 packets input, 1752366389 bytes
= 28 Recelved 3817723 broadcasts, ® runts, @ giants, © throttles
d V' Execution Log & 21 ® input errors, 8 CRC, & frame, © overrun, B ignored
22 # watchdog
23 & input packets with dribble condition detected
21,5505 0520 (Bla 8021.3885.5820 24 JEITABA53S packets outpul, TBA4TAST bytes, B wnderruns
FEHE"Ferd 5 aaa 25 & ocutput errors, 8 collisions, arface resets

28 8 habhles B late collicion & deforred

2.5. Enhancements to Granular Data Comparison

To highlight meaningful changes and eliminate noises, IEv8.03 introduces quite a few enchantments to data

comparison through Runbook Automation.

2.5.1.Compare Values of Parser Variables in Configuration/CLI

In addition to comparing the full text of configuration file and CLI commands, IEv8.03 allows you to compare

the values of selected parser variables in the configurations or CLI commands.
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7 Compare-Result 2(06/10/2020 03:24:21 PM)

& Description |

Input v
Results 2 of 4 Devices changed, 16 of 23 Data changed v
Viewby: @ Device () Data Search. Qs
Hostname # Dsta ) Reri, @ Rewin. Status  Changed
Select Variables: show imerface o EFor 4 [ MAC Table e © #
& BJ_core 3550 12 [ NDP Table © Py e |
1 Parsers + Add Parsers Sefect Variables for Parser I
[7] OSPF Neighbors X ] v .
Incerface [Cisco 105] 4 [=] mintfs_table
= @ A show interface ® ° v .
[ st 4E3 Interface [Cisco 105]
(@ sinput_rate_time B i sab .
[ Soutpu_rate_time.
[ $pkts_input B show version o o & "
) Seraffi
U @swrafficin show interface - intfs:table [
) $runis
[ @ sgiants 4  Dataser intf status input_rate_ti.. OUTPUT_rate ti.. PKIS_input u
) @ sthrotdles -
s B 4 Modified (3)
[ @sinput_error
D @sere Retrieve Live Data-R.. FastEthernet/0  up, line proto... 5 minute S minute 2377055199
O E)strame Retrieve Live Data-R... FastEthernetd/0 up, line proto.. 5 minute S minute 2377121763
O @soverrun
i i - Retrieve Live Data-R.. FasEthernet)/l up, line proto.. 5 minute 5 minute 3458686595
le the full Retrieve Live Data-R... FastEthernet)/1 up, line proto... 5 minute 5 minute 3458741972
8 Compare the full text Cancal
Retrieve Live Data-R... Serial0/1/0 up, line prote... 5 minute 5 minute 248834207
Retrieve Live Data-R...  Serial0/i/0 up, fine prota... 5 minute S minute 248835432
4 Equal(i0)
Retrieve Live Data-R.. FasiEthernetd.. adminisrative... 5 minute 5 minute o

2.5.2.Compare Selected Columns of System Data Table

Noises sometimes distract you when you check the comparison result; for example, nobody cares about the
frequent changes of the Age column in the system data table. To eliminate these noises, IEv8.03 allows you to
select columns before starting the comparison. The number of selected columns and total columns is

displayed for each table, for example, “8 of 9" means there are nine columns in the table, and eight columns

have been selected for comparison.

Comparison Settings for Route Table

Select Comparison VRFs: 1

Select comparisen columns below:

Alg.
DestAddr B
Mask @

[ Distance

Metric

Interface

[] NexcHop IP

Next Hop Device

Age

Cancel oK
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2.5.3.Compare Selected Sub Tables

In earlier versions, the system compares all the system data tables or NCTs by default. This may lead to

potential performance risks, because some customers may have many VRF tables or subname NCTs.

IEv8.03 separates the sub tables for system data tables and NCTs. By default, only the “global” one is selected

for comparison. You can select more sub-tables based on their needs. For example:

= When a route table has multiple VRF tables, you can select one or more to compare.

Select Comparison VRFs

Search...

"Global”
Os
[T] Boston

O ny

Cancel | oK |

*  When an NCT has multiple sub-name tables, you can select one or more to compare.

Select Comparison Subnames

Search...

"Global"

[ 1D_110=Global
[ 10_1:Global
[J 1D_210=Global
[ ID_10::Global

Cancel | oK |
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2.5.4.Set Maximum Size for Comparable Data Types

IEv8.03 allows you to limit the size of each data type for comparison to enhance performance. By default, the

function is disabled. When enabled, only the data types, of which the size is less than or equal to the

threshold, can be compared. These thresholds are configurable before starting the comparison.

Comparison Settings

Configure the maximum size for each data type that can be compared.
If the size of a file exceeds the value, it will not be compared.
Enable Data Type Maximum Size{MB)
] Configuration File 100
O Route Table 100
O ARP Table 50
(] MAC Table 50
O NDP Table 50
[ sTeTable 50
[ BGP Advertised-routs Table 100
O NCT Tables 50
O U Commands 20
Cancel
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2.5.5.Compare with Instantly Retrieved Live Data

IEv8.03 allows you to use the real-time data for comparison if there is no data existence for any selected
source. Once selected, the Retrieve Live Data node will be added to the current Runbook, and all the selected

devices will be auto-populated as target devices for the live data retrieval.

Select Action v S 8 = Input Compare Same Device v
) S Dataset 5 Dataset )
Start 4 Devices a . .
\ / Current Baseline v Default Live v
l? Current Baseline
o : All Devices 4 [ All Data % Default Live
@ Compare = @ B*POP Configuration File @ L] ‘) Historical Data
& B)_core_3550 Route Table [E 8of 9 [] I Retrieve Data
& EX2200-1 ARP Table ==| 4of 4 o » T
O & QoS5-Path-MGMT MAC Table =] 6of b [/]
NDP Table [E=] 4of 4 [/]
STP Table ] 20f2 []
4 NCT Tables
OSPF Neighbors ]
4 [ CLi Commands
show interface ] L]
show ip ospf raffic @ (]
show version (i3] [/]
show version| |shew ... [T [
« >
UntitledZ v Retrieve Data for Compare [ Description
Select Action v G HE '
4 Devices [ Add select data Run =
an All Devices 1 B show interface =
@ B*POP 1" B show ip ospf traffic
& BJ_core_3550 11 B show version i
Retrieve Data for Comp... . & EX2200-1 1 B show version| | show interface
& Qo5-Path-MGMT 11 == MAC Table
- ' — ARPTable X
i} Compare Results Execution Log [[] Auto update all selected data in Current Baseline

Please select a device and a data to see the results.
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2.5.6.Summarized Comparison Results

IEv8.03 allows you to gain quick access to the summarized comparison results, and provides two filters

“changed” and “unchanged"” for devices and their different data types.

Comparison result between Retrieve Live Data - Result 2 and Retrieve Live Data - Result 4

Show: | Changed W Search... Q.| 1, Export
Device Data Changed Value of Retriev... Value of Retriev...
BJ*POP OSPF Neighbors Yes -
B*POP show interface Yes
BJ*POP show interface - $intfs_table Yes
BI*POP show version Yes
Bl_core_3330 Configuration File Yes

Bl.core_ 3550  Configuration File - Sospf_config  Yes

BJ_core_3550 Configuration File - Sospf_intfs Yes

BJ_core_3550 Route Table Yes
BJ_core_3550 ARP Table Yes
BJ_core_3350 MAC Table Yes

2.6. Enhancements to Discovery

In the previous versions, the API discovery and SNMP/CLI discovery shares the same input bar, which caused
lots of confusion. Also, the additional operations after discovery are mandatory, which could lead to a very
long discovery time for a large network environment. Besides that, you can only view the last discovery
history. In IEv8.03, the system provides a separate input bar for API discovery, which offers you the option to

not run the additional operations for every discovery, and allows you to view all the discovery history. The Ul

for discovery and scheduled discovery has been redesigned accordingly.

Domain Management Tenant: Initial Tenant Domain: D1
Start Page Discover
Discovery View Histarical Result: Select

Discover Devices via SNMP/CLI  Network Settings

Method: (@ Discover via Seed Routers (> Scan IP Range Access Mode: | SNMP and SSH/Telnet  ~ @  Discovery Depth: | 30

IP/Hostname: Import IP List ~

Discover Devices via APl + Select API Servers

APl Servers: | Click 'Select AP| Servers' to add servers

Advanced Options v Start Discovery
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'2.6.1 .Bulk Select API Servers

In IEv8.03, you can select the API server from the ‘Select API Servers' window for the API discovery. To
accommodate a large number of API servers, you can choose to select the server by filtering with server type
or using the search bar. The selected server in the window will automatically synchronize with the server listed
in the input bar. When you delete a server from the input bar, the server will be unchecked in the ‘Select API
Servers’' window as well. You can clearly view all selected servers by checking the option ‘Show Selected Items
Only' in the ‘Select API Servers’ window. If a server has been removed from the domain after being selected, a
warning message will pop up when you click ‘start discovery’ asking you to either modify the input or proceed
to discovery without the deleted servers. The traditional devices will be discovered through SNMP/CLI first,

then the API servers will be discovered via API.

Select APl Servers X

Total ltems: 6 4 Add APl Server [ Show Selected ltems Only All API Source Types v Q| 5 Refresh
[F] APl Source Type Server Name EndPaints Description Username Front Server / Frent Server Group Device Counts
(] CheckPoint R20 API w https://192.168.28.230 Admin ES1(:1) 0
[J VMwarevCenter hetps://192.168.48.105 administrator@vs... FS1(z1) 0
(] VMwarevCenter 48235 https://192.162.48.235 administrator@vs... FS1(x1) 0
[J CiscoAcl 501 hetps://192.168.50.1 admin FS1(:1) 0
0 ACMSO 5010 https://192.168.50.10 admin ES1(:1) 0
Cisco ACI 48135 hetps://192.168.48.135 admin FS1(:1) 0

Cancel Select

2.6.2.View History Result

In IEv8.03, you can view and select history result in the ‘Select Historical Discovery Result’ window. By default, it
will show the discovery history in the past 30 days, and you can select which history to view. You can adjust
the time range for the discovery history on the top of the window. After you make the selection, the
discovered devices for the selected discovery will be automatically filled in the input bar so you can easily

rediscover those devices. The discover logs will be loaded on the GUI as well.
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Select Historical Discavery Resuit »

Total lkems: 10 From: | 2020-04-28 To: | 2020-05-28 G Refresh
Start Time User Task Result Duration
5/28/2020, 4:34:31 PM admin Succeeded 1 mins 15 secs
5/28/2020, 4:29:25 PM grace.guan Succeeded 2 mins 26 secs
5/28/2020, 4:26:30 PM admin Succeeded 6 mins 43 secs
5/28/2020, £:21:16 PM grace.guan Manually Stopped 18 secs
5/28/2020, 3:56:57 PM admin Succeeded 46 secs
5/28/2020, 3:56:43 PM admin Succeeded 2 secs
5/28/2020, 3:42:28 PM admin Succeeded 3 mins 11 secs
5/28/2020, 3:41:28 PM admin Succeeded 58 secs
5/28/2020, 3:25:38 PM AutoUser_Bvt_Fvt Succeeded 1 mins 47 secs
5/28/2020, 3:12:23 PM AutoUser_Bvt_Fvt Succeeded 12 mins 58 secs
Cancel QK

| 2.6.3.Toggle Additional Operations

Advanced Options

You can choose to not run the additional operations for the

[ ] Run additional operations after discovery @

discovery by unchecking this option in advanced options. Discovery Options via SNMP/CLI

[} Retrieve device/module/interface information

CLI forced timeout: seconds

for devices in current discovery but also for devices in previous Discovery Methods via Seed Routers

When running the topology incrementally, it will not only run

Use NDP to discover neighbor devices

discovery if the topology has not been built for them. You can

] Find routing protocol neighbor via SNMP
O

Use CLI routing table to discover next-hops

also choose to retrieve the device/module/interface

After Discovery via Seed Routers

information for certain discovery (for example, AWS discovery

Scan destination subnets

] Scan all connected subnets

to merge the multi-source devices and Juniper discovery for

Minimum mask bits: | 24

complete MIB information).

Cancel Save

2.6.4.Export Access Logs

Access log is very important for troubleshooting, but there is no option to easily export them in the previous
release. In IEv8.03, the export function in device logs will not only export the device logs but also export the

access logs for each device.
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2.6.5.5cheduled Discovery Enhancements

The following improvements have been introduced in IEv8.03 scheduled discovery:

e In‘discover all live network’, it will discover all traditional devices in current domain via SNMP/CLI and

SDN/cloud devices via API.

e In‘discover selected live network’, it now offers the option to scan the IP range and select device for

seed discovery.

e The advanced options and API discovery has been added in scheduled discovery according to the

changes made in on-demand discovery.

Add Discovery Task
Task Name: Description:
Frequency Network Settings Plugins Email Alerts Summary
Discover All Live Network @ ® Discover Selected Live Network AP Triggered Discovery |

Discover Devices via SNMP/CLI MNetwork Settings

Method: @ Discover via Seed Routers scan iP Range Access Mode:  SNMP and S5H/Telnetl (3: Discovery Depth: | 30
IP/Hostname: | eg: 10.10.10.1; NY_R1 Import IP List
Discover Devices via AP|
AP Servars:

Advanced Opticns

In order to avoid discovering a large number of End Systems (using SNMP and CLI) when performing

‘Rediscover All Live Network’ via API, the backend logic of ‘Schedule Discover' was modified as follows:

¢ When the option ‘Discover all live network’ is selected, API Discover (SDN/Cloud) still uses the API

Server to discover and update relevant data,
e Legacy Discover does not perform ‘CLI/SNMP Discover’ for the devices that are configured to

‘Discovered by APl Only' nor does it classify these devices as missed devices.

30 | NetBrain Integrated Edition 8.03 Release Notes



Edit Discovery Task

Task Name: | Scheduled System Discovery

Frequency Netwaork Settings

(® Discover all live network () Discover the following IPs

Discavery Options:

Access Mode:

SNMP and 55H/Tel.. | (i) Discovery Depth:

Advanced

Description: | Default scheduled discovery task

Discovery Seed Plugins

() Scan the following IPs

Email Alerts

2.6.6.Do not Scan IP Based on Technology

Before IEv8.03, the Do-Not-Scan IP or Subnet function was ineffective for the Discover task via New Tech, due

to the discovery of a large number of IP phones and unknown hosts through ACI to join the Domain.

In IEv8.03, you are allowed to add IP or Subnet to Do-Not-Scan and can specify the Technology Source through

which you do not want the Discover to be performed.

Domain Management

Start Page Fine Tune Do-Not-5¢an AP Server Mansger Advenced Settings

® List the IP address, subnets or device types you do not want to discover via Telnew'SSH/SNMP.

Tiems 4 Add

IP or Subnet Description Source Technology

% 0 AC| VhMware vCenter VM. . [v

192.168.10.0/24

4 Import 1, Export 4Selected  Select All Clear Seorch. Q| 5 Refresh

Tenant: Initial Tenant ~ Domain: muliSite ~ Operations & admin (]

Device Type.
() 3Com Switch

(] A10 Load Balancer

0 apC

O apCups

[ ATT VPN Gateway

(] Adtran

() Adva Optical

() AeroHive Switch

() Aerohive Wireless

() Alsxala

() Alcatel Lucent Service Router
[ Alcatel OmniStack Switch
[ Alcatel OmniSwitch

() Arista Switch

() Arris Router

[ Aruba 1A

Aruba LWAP

[ Aruba Switch -
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Note: The Device Type for SDN and Cloud is removed from the Device Type selection box to avoid the scenario where you

accidentally select these Device Types, leading to SDN and Cloud function not working properly.

2.7. SDN Enhancements

2.7.1.Service Graph Support

Supported Service Graph Deployment

IEv8.03 supports the following four deployment modes of Service Graph:
e GoThrough
e GoTo

e GoTo with PBR

e OneArm

Display Service Graph in Context Map

The Contract configured with Service Graph will be displayed with a special Icon in the Logic Structure Context

Map under Application Centric View, allowing you to view the deployed Service Graph in an intuitive manner.

O 0 O
Cen\ WebServer inside- EPG nutsmle EPG

ASAv-39
ASAV4U Permit

Calculate Path Across Service Graph Device

IEv8.03 supports path calculation in the four deployments modes (GoThrough/GoTo/GoTo with PBR/OneArm).
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® & 2dmny @0 @ 1sNodes @ S

 Stencils | InstantQapp | Dashboard | Map | Actions & — -& + G0 @S X

B Delauilt Data View

2.7.2.Multi-Site Support

Discover ACI Multi-Site

In v8.03 system, new API Source Type "ACI MSO" (Multi-Site Orchestrator) is added to discover ACI Multi Site.
After adding MSO and APIC Server of each site to API Server Manager, you can select ‘ACI MSO' as the

preferred API Source Type when performing discovery. All sites in Multi Site will be discovered to Domain.
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Display Multi-Site on Network Tree

The ACl-related view has been adjusted in the Network Tree. Sites belonging to the same MSO can be placed

under this MSO, which is convenient for you to view and use.

Multi-site structure is also available in the Application Centric View and Network Centric\Tenant View.

Cisco ACI v | | Metwork CentriciFabrl.. v S Yot
Cisco ACI v | Application CentricView v =
Q
Q
4 £ Muiti Site (1) 5
4 Nt Site (1)
+ FRMS0{192,168.50.10) (3)
+ [EMSO(192.168.50.10) (D)
SN (2) 2

5 192,168.48.1 35(192.168.48.135) (17)

i ISN-Multisite-5 4 [ 192.168.50.1{192.168:50.1) (12)

= ISN:Multisite-B
« [ 132.165.48,135(192.168.48.135) {3}
[ PN (2}
+ J Podi t8) b
@ NBLEAF-1(192.168.48,136)
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1 aoic2(192.168.48.145)
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2nTenant: ACIGolf (1)

M Tenant: LAB.Test (1)

A5 Tenant: hisete-TENANT (1)
AR Tenant NE.CHI (1)

&1 Tenant: NB.LAB Test (1)
¢ BkTenant: NB.LAX(3)
I AR Tenant NE.NSX (1)

A3 Tenant: NEWDCA1)

21 Tenant: QA_MS Tenant (1}
+ EaTenant comman if]
b AeTenant infra ()

A Tenant: mgmt

I

Network Centric View

(with ISN Device) Application Centric View

34 | NetBrain Integrated Edition 8.03 Release Notes



Map Multi-Site

IEv8.03 supports Site to ISN (Inter-Site Network) topology calculation and generating the map depicting Site to

ISN to Site relationship.

PR 5o o or pprmon s e L S R BT TR Ry
TR SEUINTN2MEALTHS) P 5 Phymesl Nertwar o BB s 4 Somok | e Qepp | Desooard | Mup | Ao W = @ + 0 BoSx
B tetaavee W

Calculate Path Across Multi-Site

IEv8.03 not only supports path calculation within the same site, but also supports across-site path calculation.

T Map3 ¥ > Pagelw + 8w @) o3 X

Pagh Status; Succeeded » B oetsitstaview

[T==TY This is Unicast path.
T E o 5L
LR i 15N-Mucixite-A
Out Ethamat1 53

O 458 50 030 VRF inanka

= W Ethunat 153
a8 o 1sN-Multisive-5
OutEthnat1/45.4

€ 71311 60 VRF ok oty
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| EhemetlS1ET

a3 @ s 10l
O Vanss A N, Farant 94,3 51

VRS-G0S Taret G M5,V

o 052000

QA MS_EFGT_SERA VM1 QA3 EPGZ SiEB VM2

=T 52 210Pw)
7 on OGN 0AMS_EPG2_SiteB_vM2 9
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Other Case Driven Features

ACI Stretched Fabric

o Transit Leaf is used to connect to other Fabric to make multiple Fabric as a single POD.

o Ifthere are any DCI devices between Transit Leaf, topology calculation between DCl device and
Transit Leaf is not supported. Only the direct connection between Transit Leaf will be displayed
in the topology.

VRF Route Leaking

0 Support route leaking between VRFs that are in the same tenant and different tenants within
ACI Fabric.

o Support route leaking into “Common Tenant” to communicate without network.

vzAny

o Use of vzAny to effectively save TCAM resources in policy deployment.

Preferred Group Under VRF

0 There's no contract policy check between EPGs within Preferred Group in the VRF.

2.8. New SSH Fingerprint Authentication

To improve network security, you may choose Fingerprint for authentication when logging in to the device via
SSH. After the SSH Fingerprint authentication function is enabled, NetBrain will obtain the Fingerprint Key

from the Device and save it to the Device Setting during the first SSH device login.

In the future, every time you log in to the device through SSH, you will use the Fingerprint Key saved in Device
Setting to verify with the Fingerprint Key on the Device. If they are consistent, you can log in to the Device to
perform CLI operations; if the verification fails, the failed Device and the Fingerprint Key will be recorded in the

SSH Fingerprint Check Failed Table.
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Advanced Device Settings

CLI Force Timeout: | 600 seconds

@) Check SSH Fingerprint

55H Fingerprint Key: | 8123:4345:abbcddac343a:1343:0083:3a8

CLI Login Script

W Enable
Order_. Mode Command._. CL Mode for Change Management_. CLI Mode for Ping/Tracerout...
1 Mon-privilege Mode None Disable Disable
2 Privilege Mode None Disable Disable
Defauk  Clear
[ Apply setings to device group. 4[| Devices— -
Help Cancel Submit

From the table below, you can view the Fingerprint Key saved in the current Device Setting and the new
Fingerprint Key obtained from the Device. After verifying the new Fingerprint Key, you can manually update it

to the Device Setting for future login.

Domain Management (+] enant: BY
Start Page Fine Tune Discover

# Lhve Access Total 5 Rems
Discovered by SHMP Dnty [52]
& Unknawn 1P (5] Hostname Management B Current Fingerprin Key Noew Fingerprint Key
Ping Failed, SNMP Faded (53] 1m 1225379 DdSbcear ook 37a 7905 e7: M LS
Ping Succeeded, SNMP Failed [42]
Den't Suppor CLI 10}
CU Cornection Faded (0]
U Nan-pravege Login Faded (0] BRI 17224002
CU Priviegs Lagin Failed (0]
CU Configurabon Rewneve Faded 1)
CU Configuration Update Faed [0)
SNMP Configuration Update Fadled [0}
Ochars (0)
Missed Devices (%)
Unelassdied Neswork Devices [1)
Uniinewn SHMP SyalbjactD (1]
Discovered Devices [235)
* 55H Fingerporm Chack Faled 5)
# Network and Topotogy
Duphcated IP and Subnet Manager
Topology Link Manager
Clowd Manager [0)
Generic Device [0]
Irnernet Clowd (0]
& (nher
Hestname Change (1)

BpL2Core-h. 172240012 D4 Skeal ocd AT AR TRITN RbeBehodddlics 93T hdcaBolf AT et TG

B12-coreB 172241003 DdSboea) oedi 370079251 Bbodobodddlics 7713 Eed S0 20cbald:a
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2.9. Enhancements to Service Monitor

2.9.1.Quick Access and Auto-Login for System Administrators

To enable system administrators to access the service monitor page directly, IEv8.03 adds a drop-down menu

of the System Management page. Through this quick access, the system administrators will be automatically

logged in to the service monitor page with the current admin account.

System Management & admin

Tensnt Mansgement >
ome Page Leense Advanced Settings

Home Page

Cryprographic Key Rotation @
User Accounts
Last Update Tme: WA Front Server Controlers "

Lastupdated By A

Updste | Viewlogs

100 [T oo e

AP helogters

o

1WAt 10 Share oMz MARIEEMEN fieployrrent Seafis senversancelst 0 Running O Stopped

8 VOIN-KEKSOLETVM

mard@ Service Monitor

B 1 want to share System Meomiorszry  Service Monter Heswname ~ Stats
A tocslhost Connactod

Connectsd

) AertRules

S efresn 0, admin

Active IE web Service Connections

8

1200 121 1300 1330 oo 130 1550 1530 1600

MorgoDD Deta S 7 days ) —

MongoDB Deta Sae (currsnt)  —

ES Index Size

I WIN-BKEKSDLRIVM
ES Indcsize currer) Isamp

B Auowestartsetiogs | all Servees, v | | sean Q|
3 Sanices 05 Varsion CPU Vtization... Memery Utaation
1010596 Frmmsry vl P—— U 2,100 957 617,086 64 XB0_64 whh contos 741910 L., 0.7% RIS

WetDrain License | RabbitMQ  Redis
0 Windows Sarver 20155t 6100 LIS 64T 026 avasw

[temes | [ Knawoe Coud proms | nersrom Frome server |

[Ftran e corwotr s e

2.9.2.Enable Email Alerts for Service Anomaly

In parallel to in-system alerts, IEv8.03 provides the email alerting function to push alerts when a server is

disconnected, or service is stopped. By default, this email alerting function is disabled.

Alert Rules X

A O when MongoDB disk usage reaches % or only GB free space, send emails.

I [[] When a server is disconnected or a service is stopped, send email I

@ [ when MongoDB disk usage reaches % or only GB free space, send emails and delete Data Engine data older than months. €
A When MongoDB disk usage reaches % or only GE free space, send emails and disable write permission to MongoDB.

Send Email To : ‘Sepamre email addresses with a comma or semicolon ‘

Cc: |Sepczmre email addresses with a comma or semicolon |

Send Email Frequency : Hours

Help

Cancel OK
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2.9.3.Service Auto-Restart Settings By Server

For customers with a large scale of networks, especially with many Front Servers, IEv8.03 provides a more
flexible service auto-restart mechanism for different servers. It allows you to customize multiple auto-restart

rules for a single service on a few selected servers.

For example, the following figure shows three auto-restart rules have been applied to six Front Servers.

Auto-restart Settings *

{\, Please select a proper time to auto-restart server services. Note: Running tasks might be ended by service restart.

+ Add Task
No. Enable Service Type Applicable Servers Auto-restart Time and Frequency
Every 1 days, Start Time: 06/10/2020
1 NetBrain Front Server - FS 19.53, FS 19.54 v
01:00 AM
Every 1 days, Start Time: 06/10/2020
2 NetBrain Front Server - FS 20.31, FS 20.32 v
09:00 PM
Every 1 days, Start Time: 06/10/2020
2 NetBrain Front Server - FS 163.2, FS 163.3 v

06:00 AM

Cancel OK

2.9.4.Enhanced Log Collection

To accelerate the debug process, IEv8.03 separates the log search process and log collection process to

improve performance and introduces more enhancements to system log collection, including:

= Allow you to collect different levels of logs for services on different servers.

Log Level Settings x

Service: Settings:
NetBrain Front Server Controller 1 ltems Apply Changes
NetBrain Front Server
Server P Set Log Level To Status
NetBrain Worker Server -
AutoWebServer-32-105 10.10.32.105 Debug v v
Warning
Information
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Note: The log level setting is only available to Worker Server, Front Server, and Front Server Controller.

= Allow multi-selection of server/service types as filters.

o3t Service Monitor_Support Log

oo eQOoD

Search

H

000 ¢

»= Add log file name as one of the search terms.

oSl Service Monitor_Support Log

2.10. More Feature Enhancements

Saarch

oo

2.10.1. Map User Roles and Privileges from TACACS+ to NetBrain

The existing TACACS+ authentication method grants all the external user accounts with the same role

(privileges), and the roles can be changed after your first-time login.

The IEv8.03 system provides a new TACACS+ authentication method to assign granular user roles and

privileges by mapping roles from the TACACS+ server to NetBrain IE system. Thus, external user accounts can

keep finer-grained roles and privileges in good shape before their first-time login to the IE system.

Note: The new TACACS+ authentication only applies to Cisco ISE and Cisco ACS 5.x.
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Use Flow

For example, you have two TACACS profiles with two different roles defined in your ISE system, and you want

to map them respectively to NetBrain IE roles “Power User” and “Engineer”.

Network Access  » Cowst Access » TnstSec  » BYOD

» Overview o Idertibes  Usew idenbly Groups  Ext bd Sources:

¢ Posture = Device Administration

¥ Profied

» Network Resources  » Policy Elernents  Device Admin Policy Sels  Reports  Setfings

L]
TACACS Profies » NeltrainDomainPrivileges.
+ Conditions
TACACS Profile
» Netwark Conditians .
Name | wewsnEngnesr  Profilel
= Resulis
Deescriphion
Allowed Protocess
TACACS Command Setz
TACACS Prodles Task Atiribute View R View
Common Tasks
Commen Task Type | Genew  «
Custom Attnibutes
+ A @ Tan- Eat
=] Type Name Walue
[[] MANDATORY Rl Dedpult View

1.

TACACS Profile
Mama | Nefbrain Power Usor Profile2
Dascnpson
Task AfriDUtE View Raw View

Common Tasks
Common Task Type | Generic
Custom Atiributes

#Add B Treshe O Eoe o~

I Type Name Value
O MANDATORY Foie Nebwors Dperator =3 |

When configuring TACACS authentication, add a role mapping from TACACS (Role/Network Operator)

to NetBrain (Power User).

e A e M

| Anribune Name: | ol Aroripune Vielue:| Neossrk Sperater

NetBrain Privileges:
W System Admin

(] Syssern Mamagement

(] User Maragemen:

1 Tenants, 1 Domaing Selected

a4 Tenacit Access.. Tenant Admin_  Allowed o Create Domain —  Dosmain Access
a4 []SNTDBITENE
] BVT_DR1DOM_3c558f
2 [ VT DEITEME
& BVT_DEIDOM_ 15148
[ ULDom
Clie

[] vearch_man_500

a | AboreTermnsl
(] OvéfereraTenantDaza
W
[ shaskhus
0 Qec
[ Atorativeliata

Q| & metres
Darmain Privilege

(] Dormaim Adrmin
[ Ergireer

7] Megwark Change Cressar

Function Privileges

Haragemen:

Device Aecess Pallcy:

=] Dwevice Access Policy Name
0O

o =
AiDevices
O

O Guest

[7] Nerwork Changs Executar

Prvieges
Wiew Metwork Data, Foecute Netwark Change

View Nenwork Oata, Execute Nerwark Change

Wigw Network Dats, Execute Network Change

Devize Scope
e

All Devices
All Devices
All Davices
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2. Repeatstep 1 to add a role mapping from TACACS (Role/Default View) to NetBrain (Engineer), and

save.
Add TACACS+ Authentication X
Name: | TACACS1 Description:

(O Assign user role manually @ Map user role from TACACS+ to NetBrain

Primary Server IP: 10105145 [ ] Assign NetBrain privileges to attribute-value pairs:
+ Add Mapping
Secondary Server IP: | 10.10.5.70 (i ] Attribute Name Attribute Value NetBrain Privileges
Role Network Operator 1 Tenants, 1 Domains Selected
Server Port: | 49 Role Default View 1 Tenants, 2 Domains Selected
Secret Key:  «eeeee
Login Mede:  Standard ASCII -~ @
Authentication Timeout: 5 Seconds @

Save

When authenticating TACACS+ users’ login, the NetBrain system checks the attribute name and value of their

roles in the TACACS+ server. It assigns the corresponding roles and privileges of the IE system to them.

Note: Once external users have logged in to the IE system, their roles and privileges can be manually changed and locked.

Locked user roles and privileges will not be synced with any changed authentication settings.

2.10.2. Allow Selection to Sync User Data for LDAP/AD Authentication

In earlier versions, the system synchronizes all the attributes of LDAP/AD user accounts by default when

authenticating these external accounts. To meet specific security requirements, the IEv8.03 system allows you
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to determine the user data that can be synced in the LDAP/AD authentication process.

Edit LDAP Authentication e

Name: | NetorsinAD_BJQA Description:
e e
Server Address: | 10.10.10.7/de=nstbrain,de=com i} 0 Groups 1 Groups Selected @Validste
Search Q QA
Group Root: [i]
User Root: [i]
Connect Type: ® Regular () Secure (S501)

Server Port: | 380

Connect Username: | netbrain/gsauto Li ]

Connect Password: ##+#+x change password

Synchronize ltems: | name -
#| name
[ First Name

[J Last Name Next

] Email
|| Description

(L] Phone Number

2.10.3. Direct Map Access from Alerting Email

In previous versions, alerting emails generated for Qapp/Data View Template, etc., did not provide a “View
Map” link for you to quickly address the problematic map in the IE system. This was because the Worker
Server cannot perceive the required information from the Web Server to compose the map URL under the

infrastructure at that time.

In the context of the Server Base URL setting (System Management > Advanced Settings > Site Configuration)
introduced in IEv8.02, the “View Map” link has been implemented and introduced in this IEv8.03 release to

enhance the user journey.
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The following figure shows a sample email with the new “View Map” function added to each alert message:

Tenant: Initial Tenant
Demain: PM_Training

Device Level:
Cbject Severity = Message From Task = User Time View Map
app1/BST to Bl_Acc_SW1/172.24.10.250-5B)_Acc_SW1 | Error app1/BST to BJ_Acc_SW1/172.24.10.250->BJ_Acc_SW1: Calculate path failed, AAM_test = admin = 2019-06-02 19:45:29 -07:00 | View Map

app1/B5T to BJ_Acc_SW1/172.24,10.250->B)_Acc_SW1 | Error app1/BST to BJ_Acc_SW1/172.24.10.250->BJ_Acc_SW1 has changed with Geolden Path, AAM test  admin = 2019-06-02 19:45:29 -0T.00 § View Map

app1/BST to BJ_Acc_SW1/172.24.10.250-> B)_Acc_SW1 | Error app1/BST to BJ_Acc_SW1/172.24.10.250-> BJ_Acc_SW1 has changed with Previous Path. = AAM_test = admin = 2019%-06-02 19:45:29 -0T.00 § View Map

The following table lists the landing page after you click on the “View Map” link, which depends on different

tasks.
Task Landing Page after clicking on “View Map”
Qapp/Gapp Target map page, with Runbook node (Qapp/Gapp) focused
Instant Qapp Target map page, with the Instant Qapp panel opened

Schedule Qapp - Qapp Alert = |f the target device is a device group, path, unassigned site, or manually selected

devices, then an on-demand map page will be created and opened.

Schedule Qapp - Path Alert
= |f the target device is a leaf site, then the leaf site map will be opened.

= |f the target device is a container site, then the leaf site map where the problematic

device belongs to will be opened.

Data View Template Target map page, with Runbook node (DVT) focused
AAM On-demand map page will be created and opened (alerts are detected by scheduled
Benchmark tasks).
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2.10.4. Enable Email Signature for System Messaging

To email uniform information in an automated way, IEv8.03 allows system administrators to set up an email

signature, which will be included at the bottom of the message sent by the NetBrain IE system.

Enable Email Server Settings Fetch Last Setting

= SMTP Server: | 10.10.10.8

* SMTP Port: | 587

* Encryption: | No .

* Sender Email Address: | zhaojiefei@netbrain.com

Password; | sveesene

* Sender Email Frequency: | 5 Minutes @

Email Signature:

Test

ﬂ Zhao Jiefei
Normal ¥  SansSenf ¢ QW A Zhao Jiefei
A% B IUS?™MN QIS

= i =
» Test Email Server Settings...
Cheers,

Weicai Liu S,

wliu@netbrain.com | Beijing Ext. 842 Weicai Liu
(> wliu@netbrain.com | Beijing Ext. 842
Net3rain >)
Net3main
est Save
Email Signature Setting Email Instance

By default, the email signature is blank. To set up one, go to System Management > Email Settings.

2.10.5. Allow Multiple User Accounts to Share One Email Address

To adapt to diverse customers’ needs, the IEv8.03 system allows multiple user accounts to sign up using one
email address. In other words, each email address can be registered to multiple user accounts in the system.

Hence, the username is an identical attribute for these accounts and required as the login credential.

2.10.6. Report Online Users and Portal Users in System Usage Statistics

To detail more helpful information for system usage statistics, IEv8.03 introduces the following enhancements:
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= Report online user accounts (the value of logout time is blank).

System Management

Home Fage Larse Tatunts ] Froen Shrat Conroliers Estad g ASanced Semngs
Currant Lars Lisage Report it Logs
Tenant: Al = Domaim AN = Periods  Tris Month - From: mw‘.i::o Too D00 9 L Gporn G Rekwy
Usseriaems #of Logns P Lo Time. Lawt Logou Time Foxad O Time Login Fature cue 52 Sess License Decate.
ademin ] B0 124 AN 102000 BEED1 AU 291 i 30 8 Check Duads
panganFumcon & ~
gt 4
e 4
shy 3
oy = CntTypes  Loge Time . DamenName . Machine ame_ @ hddvess LegeuaTime Durssen Login Faure _
focisart 3 E SRWI0I0. FAE 6 AM peegden-gs 01043 SRI0 FSIOIAM i
o = [ samain rapdng 1010.43 S0, BSOS AM A 208
Texsifrcno 2 £ domaint yorgdanas 101043 £ 30n
e " Samain yangdan-as 191043 1o 1T
e L3 samain yirgaNnGe LILFE] 2o 20p
i ® somain gy 11043 o 00 43
i & saman? HUCTINGE FEARE
s " |. NG atag1? 2dm 20
rrrgt L] L] husyngis st i 1ImaTy
rr‘.h-lh"t > Ehdm pageang 1043 8n 23 34
ot ] Hadmin  AROMNMGAMOSAM e 10432 >4
porall] Bfuncion v
MyPurtalSFocsn

Note: A refresh is required to get the continuously increasing results of the total online time/duration

for online users.

» Report portal user accounts

yangdan@Function

Usage Details - onlyportal

rmi3

Jjzexest +

1 lkems u

Export £y Refresh

shy
Client Type Login Time Tenant Name ... Domain Name ... Machine Name... IP Address Logout Time Duration Login Failure ...
zhouling

Portal 6/9/2020, 10:12:39 AM Initial Tenant domaini yangdan-ga 10,1043 6/9/2020, 10:33:47 AM 21m 8s
jzerestl

kang
Test@Function
weicai

Ix

li

rmj2

ety

rmjl
jenny.tong
jzerest2

pertalli1@Functior

MyPortal@Functibn

onlyportal 1 6/9/2020, 10:12:39 AM 6/9/2020, 10:33:47 AM 21m8s L]

2.10.7. New Map-Based Search

IEv8.03 adds a new option Search to the drop-down of the map toolbar, which enables you to search for a
specific device on the map by using “hostname” and “management IP” as the search term. When you click on a

search result, the device will be focused and highlighted on the map instantly.
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2.10.8.

Because of the introduction of the function portal in IEv8.03, the client types of logged-in user accounts have

been expanded. The client types can be viewed and used as filters both in the System Management page and

Domain Management page.

System Management

Home Page Licerse Tenan

Current Users Usage Report

Total Sear Licences in Use: 2 of 10000 Session Count: 8 Tenant:

Username ~
4 B zhaoxu
Session7
4 B rmj3

Session!

s User Accounts Front Server Controllers

Audit Logs

All Tenant

- Domain:

Tenant Name Domain Name

NBT legacy_sdn

NBT legacy_sdn

Note: Only the “IE” user accounts consume seat licenses.

Optimized Categories of Logged-in User Accounts

Email Settings Advanced Settings
All Domain - Client Type: IE, IE Admin, Smart ...

o IE

ClientType Ma
w IE Admin
W Smart CLI

IE ZH) o Embedded Map
o APl
o Poral

IE ren
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| 2.10.9. Enhanced L2 Topology Accuracy

In IEv8.03, the existing L2 topology calculation algorithm is optimized to support the scenario where duplicate

IP addresses with different VRFs configured on the device (as shown in the figure below).

158.2.1.218/29 158.2.1.219/29

\

72.10.10. Enhanced Performance to Build L3 Topology for Unknown End Systems

In previous versions, the system added the option as one of the domain’s advanced settings to build L3
topology links for unknown end systems, which brought benefits to L3 path calculation. On the contrary, it

also brought potential performance risks to process such a huge amount of data.

To balance system performance and required functionality, IEv8.03 removes the option of building L3

topology links for unknown end systems, but introduces an alternative solution, including:
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When finding the next hop is an S
unknown end system, the system

processes the path script to ensure

the unknown end system can be

mapped out along the path.

The system will not delete L3 links for
unknown end systems when auto-

updating maps.

The system will not automatically
extend unknown end systems as L3

neighbors.

Advanced Settings

Network Security

#| Remove the following sensitive data from the device configurations and Ul:

Local user

woopa

Enable passwords

£ Enable Secret

5. SNMP community string
£ TACACS enc Radius keys

7. VPN Key r Certs

8. SSH Pri

(these may show up on €SS devices)

Build L3 Topology Option

|| Build unknown en. rapology €

Use the main class mask to calculate L3 topology for an IP without mask

¥| Automatically create zones and assign VRF interface based on VRF names
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3. Platform Enhancements

3.1. New Tech Support

IEv8.03 introduces multiple new techs to enable more topology related functionalities.

New Tech Name

Description

VeloCloud SD-WAN New

AV| SDN New

CloudGenix ION SD-WAN New

Citrix (Netscaler) SD-WAN New

Segment Routing - Cisco I0S XR

Cisco VXLAN
Cumulus VXLAN New

NAT-Traversal

Support discovery, L3 topology build and path calculation for Velocloud edge and

gateway.

Support discovering AVI Controller Service Engine by API, logical topology between

Service Engines.

Support discovering CloudGenix ION SD-WAN devices by both APl and CLI, logical
topology between SD-WAN devices.

Support discovering Citrix (Netscaler) SD-WAN devices by CLI.

Support SRGB NCT table, SR Pfx Parsing, multiple IGP control plane, segment
routing only deployment, SR co-existence with LDP (without sr-prefer configured/

with sr-prefer configured), multiple SR segments pushed at ingress PE.
Support BGP EVPN VXLAN.

Support VXLAN Peer Table, L3VNI VRF configuration, and L2 VNI path calculation.

Support the mapping of topology and aligned devices along two-way paths.

3.1.1.NAT-Traversal Support

IEv8.03 adds the support for NAT-T (traversal), by mapping its topology and aligned devices along the two-way

paths. Here is a sample screenshot:
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81100

“qu,wu 10

192.168.1.10
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216820724 » Remievi

/PN Table(Real-tim: L
sble{Real-time] . ¢

o Maxched entry in IPsec VPN Table[Reak-time] (4

| 1921682100 - Psec

192.168.2.10 £

Ga Coyp | VRF veN Source | Saurce’
Intertace VPN

Map | Neme Remate | Trathc M

Lozl @

| e
Ethernetd/T | mapl 10.1.52 | 201,142 | 19216810 | 255.255
6. Find Nex: Hop

192.168.2.10

Execution Log

Sart calculating A to B Path at 2020-07-03 18:43:03.
192.168.1.10 -> 192.168.2.10 %

Sears calcutating L3 Pach (192.168.1.10 -> 192.1

The logic for NAT-T technology support includes:

1. When generating interfaces for IPSec VPN, the system checks all the neighbors for each hop device to

determine whether any neighbor has been configured with NAT by using its GDR property hasNATConfig.

(@) If yes, the system will obtain the NAT-related information, and then check whether the local IP
address of the current interface has been translated to an outside global address in the NAT

table.

(i) If yes, the system will save the information of the outside global address to the GDR

property NAT outside global of the interface.
(b) Repeat (a) until all devices have been checked.

2. During the Qapp automation for IPsec VPN topology calculation, the system will link two interfaces (A

and B) when the following two conditions are met:
= The VPN local IP address of A equals to the remote IP address of an interface B.

= The remote IP address of A equals to the NAT outside global address of B.
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3.2. Enhanced Platform Framework

3.2.1.Customize Interactive Commands in Driver for Live Data Retrieval

When the system attempts to access devices in a live network, some devices may return particular CLI prompts
and pause the process until getting a valid response. In earlier versions, the system has already built the support

of custom driver definition for the following two interactive cases:
= Respond “Y" to resume when “Yes/No" is returned in the prompt.
»= Respond a whitespace when a page break appears in the returned prompt.

To adapt to more diverse CLI interactive scenarios, IEv8.03 allows you to customize interactive commands

depending on the different CLI characteristics of different devices from both global and individual perspectives.

Define Generic Interactive Commands for Devices Applying the Same Driver

IEv8.03 introduces the “Interactive Commands for Live Data Retrieval” settings in driver definition for you to
define the generic interactive commands for devices that use the same driver. Besides the exiting two pairs of

expected prompt and responsive command, you

can add more pairs. Driver name: | F5 Load Balancer

Devicetype: | F5 Load Balancer h

Author: | NetBrain

Notes:
» The built-in two pairs cannot be deleted, but tiehocess | ConfigRie | Teble | Adanced
can be modified. SNMP porc | 161
= Use “||" to separate multiple expected Telnet port: | 23
prompts, and use “regex:" as suffix for regular T

expressions.

Device CPU Usage OID: | $1.3.6.1.4.1.3375.1.1.83.0

- Use “[ 1" to include a keyboard key or a key Device Memory Usage OID: | §1.3.6.1.4.1.3375.1.1.77.0%1 00.0/§1.3.6.1.41.3375.1.1.78.0
combination. For example, [Ctrl + q].

The command to exit: | quit| |exit| | q

Interval to pause before entering password: | 0 ms

Invalid Return: less than | 120 chars and containing | bash| |Syntax Error:| | parsing error| | Unexpected Error:| | BIGpij

Interactive Commands for Live Data Retrieval

Expected Prompt Send Command
less| | (END) [space]

"Yes' or 'NO'| [Yes or NO| [¥/N | |Yes/NO | | y/n) y

Cancel oK
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Define Interactive Commands for Individual Device

IEv8.03 introduces the customized interactive commands for each device in the Shared Device Settings, which

takes priority over those defined in drivers. That is, once the interactive commands are defined and enabled the

Shared Device Settings of a device, the system will not apply those defined in its associated driver to the device.

By default, the customization of interactive commands in the Shared Device Settings is disabled, indicating that

those commands predefined in its device drivers will be applied.

Shared Device Settings of B|_Acc SW2 X

cu

Tune

Shared Device Settings: m Lock

ManagementIPF: | 172.24.101.22

Live Status: | Up

Front Server/Front Server Group:

SMNMP

Mode:

Access Mode:

Username:

AP

Direct Access

Telnet

netbrain

Password: | ###ess

Privilege Username:

Privilege Password: | ###sss

Jumpbax for FS:

Jumpbox for CLI

N/A

NFA

Interacrive Command:

O Apply above Serrings to device group:

F51(10.10.32.105)

Promprt Semtings

W Ping

- Port: | 23

Avgilable Username v

Avzilable Username v

Cancel Submit

Interactive Commands X

B Enable
+ Add
Expected Prompt Send Command
-mare- [space]
"Yes' or 'NO'| | Yes or NO| |Y/N| | Yes/NO y

Cance 0K

3.2.2.Define Command Block in Driver for Live Data Retrieval

As per customer cases, the CLI command method to retrieve route table cannot be applied to the route tables

with multiple VRF instances, and different commands are required to enter different modes before issuing the

show ip route command. For example:

BR-K6-Albright-G27(su)->su secure
BR-K6-Albright-G27(su-secure)->show ip route

BR-K6-Albright-G27(su)->su student

BR-K6-Albright-G27(su-student)->show ip route
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With this context, IEv8.03 introduces a new format rule to enable and standardize the use of command blocks

to retrieve live data in the driver definition. For example: CommandBlock::[["'su $vrfName", [''BR-K6-

Albright-G27(su-secure)>", "show ip route'™], [“regex:\s\S+>", "Y"], ["regex:\s\S+>", ""]1]

The following table explains the format of a command block in detail:

Command Block Element

Explanation

CommandBlock::[[ 11

Precursor string, indicating the following content is a command block (JSON array).

“su $vrfName”

The first command in a command block, which is also the only one that will be issued
without any conditions.

= ["BR-K6-Albright-
G27(su-secure)>", "show
ip route™]

= ["regex:\s\S+>", "Y"]
= ["regex:\s\S+>", "]

Command pairs, including the expected prompt and responsive command. Multiple
string pairs can be attached in a command block.

Tips: Regular expression can be used to define an expected prompt. The Ctrl + C keys
and whitespace can be used to define a responsive command.

'3.2.3.MPLS Inter-AS Support

In IEv8.03, the MPLS Cloud has been expanded to support two deployment methods: option A (Back to Back

VRF) and option B (Multiprotocol EBGP for VPNv4) in MPLS inter-AS. You can add the CE device and CE

interface to the MPLS Cloud through static addition or dynamic search via BGP AS to support topology and

path calculation.

ay -
un-......“q MPLS“ -“..l-;-

Option A-2

" - . T~
710 Option B-1 ey

P
172, /24 (VRF A)
i

u,
s
bl \d

v
MPLS Cloud Yo A
e bR
vy T L 3
a;.. -‘_‘7__0:2195,‘ B l}q,/.'_&,_/ o
u,... 582 30 (’.\{L - .‘..o
I... 7 T gt
LT Ll
Option B-2

Note: If the CE device deployed by option B is included in the MPLS Cloud, you need to select the BGP All VPNv4 Advertised

Route Table NCT table in the server benchmark task to complete the calculation of the MPLS Cloud virtual route table.
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3.2.4.Internet Cloud Adjustment

In IEv8.03, the internet cloud is integrated into the new cloud framework (offered in v8.02) as a new cloud

type. Starting from this version, NetBrain will use this new cloud framework to simulate various types of

inaccessible networks in the customer’s environment. According to the network deployment methods of

different customers, the platform team is responsible for maintaining the existing cloud types and adding new

cloud types.

Notes:

Name: ISP Newwark

Cloud Typed} | internet Cloud

Descriptian:

+ Static Interface = Dynamic Search Interface » + Exclude =

Cloud Interface Boundary Device Boundary Interface IP address

Seanic (2)
Boundary 1 Serialdil 192.168.1.1

Boundary 2 Serialdil 17216.1.1

Edge Device Caunt: 2

The definition entrance of Internet cloud is different from the previous version. It is now located in the cloud
manager interface.

Compared with the previous version, an additional cloud interface is required for static addition. Cloud interface
has no format requirements, it can be defined according to your specific needs.

In addition to static addition, automatic addition is also provided through advanced search.
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3.3. Enhancements to Path Framework

3.3.1.Replicate Active Path Calculation with Auto-Saved Data

In earlier versions, it was usually difficult for the Platform Team to debug Active Paths for customers. This was
because the data retrieved for the Active Path Calculation cannot be saved and reused in another system

environment.

To enhance the supportability, IEv8.03 automatically saves the specific commands when calculating an Active

Path and also the returned results to the current baseline for future reuse.

3.3.2.Calculate L3 Active Path with Baseline Data

Customers may encounter path calculation failure when Juniper devices are involved. This is because some

data tables are too large to be retrieved. For example, the file size of a VPNv4 table is 8GB.

In parallel with the backend optimization of data acquisition, transmission, and storage, IEv8.03 also adds two
options when using baseline data to calculate A/B path. That is, the system allows you to calculate L3 Active
Path as well, and also use CLI commands with arguments, such as show ip route 1.1.1.1, to narrow down

the data processing scope.

Limitations:

Protocol: | |py4 -
» This function of using CLI command with

Data Seurce:  Current Baseline b

arguments only applies to most device

[7] Calculate L3 Active Path New Option

types, but not all.

[_] Use CLI command with arguments = New Option

= Whether the data can be retrieved by v Advanced
specific CLI commands depending on

Cancel 0K
both the data existence and data

matching. With these conditions, the path scripts can determine whether to use CLI commands with

arguments.
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3.3.3.0ptimized Conditions to Determine Next-hop Device

When it comes to path calculation logic, the system always looks up the source IP address in the ARP table, for
example, the ARP table of a VXLAN anycast gateway or HSRP device, to determine the next hop. If there is a
matching one in the ARP table, that device will be identified as the next hop; otherwise, the calculation will fail.
However, the fact that the first hop of a path is not a VXLAN or HSRP device may happen, and cannot be

supported due to the lookup limitation.

To support this case, IEv8.03 adds a supplementary condition when the above condition cannot be met — the
system will look up the outgoing interface IP of the device, which can be calculated and confirmed along a
path, in the ARP table of VXLAN anycast gateway or HSRP device. If there is a matching one in the ARP table,

that device will be identified as the next hop; otherwise, the calculation will fail.

3.4. New REST APIs

IEv8.03 introduces the following new REST APIs:

API Description
Get Audit Logs Call this API to get the overall system license node information.

Get Shared Device Settings Call this API to get shared device settings in current domain.

Update Device CLI Settings Call this API to update device CLI settings in current domain.

3.5. Enhancements to Deployment and Installation

= Add Support for RHEL/CentOS v7.8
= Allow customized installation path for Linux Front Server
= Unify the installation/upgrade log path to C:\NBIEInstall\ for all Windows components
= Upgrade third-party dependencies to the latest
o Upgrade Redis from 5.0.4 to 6.0.4
o Upgrade IPWorks SSH from 2016 to 2020
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https://github.com/NetBrainAPI/NetBrain-REST-API-V8.03/blob/master/REST%20APIs%20Documentation/Audit%20Logs/Audit%20Logs%20REST%20API%20Design.md
https://github.com/NetBrainAPI/NetBrain-REST-API-V8.03/blob/master/REST%20APIs%20Documentation/Shared%20Device%20Setting%20Management/Get%20shared%20device%20settings%20API.md
https://github.com/NetBrainAPI/NetBrain-REST-API-V8.03/blob/master/REST%20APIs%20Documentation/Shared%20Device%20Setting%20Management/Update%20device%20CLI%20settings%20API.md

o Upgrade Jquery from 3.4.1 to 3.5.1
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