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NetBrain Integrated Edition 8.01 (IEv8.01) is a minor release that introduces a number of feature

enhancements and bug fixes.

= Enhancements to Dynamic Map and Collaborative Automation:

o Export Comparison Result

o Export Change Analysis Details

o Enhancements to Embedded Map, e.g., enable login with non-SSO accounts, enable map
creation by Qapp through triggered API...

o Search Enhancements

0 Export Map to Image

o Auto Unlink Interfaces on a Map

o Map Interfaces/Links in a Device Group

o Enhancements to Smart CLI

= Enhancements to Administration and Supportability:

o Enhanced Domain Setup/Maintenance Process

o Granular Policy for Device Access

o Restore Backup Maps

o Collect More Metrics in Service Monitor

o Collect Usage Log

o Patch Version Management

o Security Enhancements

= Platform Enhancements:

o Calculate Path Above Layer 4 via Customized Parameters

o Calculate VXLAN L3 VNI Overlay Path

o Calculate ACI L2 Overlay Path

o Calculate IPsec Tunnel Topology for Viptela Devices

o Enhancements to Multi-Vendor Support, e.g., enhanced discovery and data parsing for
CheckPoint Firewall R80, login script customization, and more new drivers...

o Enhancements to GDR, e.g., allow predefining Enum values...

o Auto-Update More Resources in Knowledge Cloud

o Enhanced Qapp Debugging and More Usability Improvements

o New North-bound APIs and Plugin APIs
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2. New Features and Feature Enhancements

2.1. Export Comparison Result

To enhance the collaboration flow of Runbook Automation, IEv8.01 adds the capability to export the Runbook

comparison result to a portable file, so that users can directly share the comparison result with other

colleagues. For example: compare the retrieved live data at different time points and export the comparison

result for sharing.

Retrieve Live Data2
one week after

Compare Retrieve Live Datal and
Retrieve Live Data2

>}

Retrieve Live Datal Export the Comparison Results

Send the Results to Others

The exported files are compressed in a zip file. Unzip it and double-click the summary.html file to view the

summary report. Then click on “Y” to view changes in detail.

« [ Daa View = Runbook
—
Pl Rinbodk:Y, Compare-Result 109/21  puyice: B) core 3550 Data: NDP Table Details OAdded ORemoved 2 Modified
Select Action W S 2= | Input
Current Baseline 09/27/2019 02:37:29 AM UTC Retrieve Live Data - Result 1 09/27/2019 03:21:15 AM UTC
Results
Start Local Interface Device Name Interface Name Interface Address Local Interface Device Name Interface Name Interface Address
Viewby: ®Device D1
Modified
Hostname #
8sT. Ethernetd 1722410250 FastEthernet/3  BST Ethernerd 1722410250
& Retrieve Live Data 1 ® B*POP 2
FastEthernet0/10 BI_L2_test_1.netbrain.com Fastithernet1/0/1 172243310 FastEthernet0/10 BJL2 test 1 FastEthernet1/0/1 172243310
& Blcore 3550 5
Equal
== ® BSTX.Core 3
ol | compare 1 FastEthemet02  BI-R3 FastEtherne:d/0 17224184 Fastfthemen02 803 Fastithernetd/0 17224144
= @ NYcorebak 4
m Result 1 TL2AME | FastEthemat(/6 BJ-L2-Core-A FastEthernet0/3 172241002 FastEthernet(/6 BlL2-Core-A FastEthernet)/3 172241002
Save as Favorre Fastithemnat0/s  Bl-L2-Core-A Fastithernei0/1 172241002 Fastithernat)/s Bil2CoreA  FastEthenetl)! 172243002
o Begason FastEthernet0/20  BJ-3750-1 GigabitEthemet 1/0/47 17224362 Fastthenstd/20  B)-3750-1 Gigabitthemet1/0/AT 17224362
Delete
FastEthernet0/1 B1*POP Fastithernet0/0 1722432228 Fastithernetd/1 BPOP Fastithernet0/0 1722432225
Export Resuic
‘Comparison Input: 4 Device(s). 9 Dats Typeis) Dataset! Baseline, Dataset? - Retrieve Live Data « Result 1
Comparison Result: & of 4 Device(s) Changed, 17 of 36 Dstifthanged
Tonse it Toaant Doma Pt Mae FeataMio2
Summary - Change Mo Change
Hostname Configuration File Route Table ARP Table MAC Table INDP Table STP Table BGP Advertised-route Table NAT Table NAT Table[Real-time]
L d N N 4 ¥ N N N N
BSTXCore. N ¥ ¥ N N ¥
NY-core-bak N L4 ¥ 6 ¥ N N N N

Note: Only the devices that have changed will be listed in the exported report.

2.2. Export Change Analysis Details

With the Change Analysis feature introduced in IEv8.0, users can export the summary report for the data

change occurs on specified devices during a specified period.

To enable users to document and share the report with changes in detail, IEv8.01 adds the capability to export

the Change Analysis Report to a zip file. Besides the change summary, users can view the change details
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(before and after) of each device side by side in the exported report, such as configuration files, route tables,

and so on.

Note: For each device, only the last change during the specified time range will be exported.

5 =
Search for device, configuration text.. Q " Path ® & & cvis @ BRAK @ SNodes @ N_B_)
E Change Analysis Report Go To Change Analysis Settings
Last 7 Days v All Devices v All Enabled Data Types v Run Report

Total Changed Devices: 4 out of 104 Devices  Total Changed Entries: 6

4 Device Data Type Latest Change Detection Time Change Details Total Changes

Configuration File 9/11/2019, 9:56:47 AM Compare 1 Change

4 BHL2<oreB(1)
B NetBrainChangeAnalysisResult_20190904_04_00_00AM_20190911_17_57_48PM

Configuration File 1172019, 9:56:46 AM
4 gappvwic(1)
Configuration File WTI2019, 10:27:39 AM
mmary. html
4 Sw2950-132(1)
Configuration File 91172019, 10:27:43 AM

Tenant: Initial Tenant Domain: BJ-RACK
Mode: Change Analysis
Input: 4 Device(s), 4 Data; Dataset] - 09/0472019 04:00:00 AM UTC, Dataset2 - 09/04/2019 04:00:00 AM UTC
Result: 4 of 4 Device(s) Changed, 4 of 4 Data Changed
Y: Change N: No Change

‘Hostname Configuration File
n X
BJ-L2-coreB Y
qapp-vwlc :
sSw2950-132 X
banner motd AC ‘banner motd AC
SNMPy3 cfg: SNMPV3 ofg:
snmp-server user snmpy3 snmp3 v3 auth mdS nbv3authmds priv acs 192 i 192 np user snmpv3 snmp3 v3 auth mdS priv aes 192
" AC
' '
linc con 0 line con 0
line vty 0.4 line vty 02
exec-timeout 50 exec-timeout 50
transport prefemred ssh transport preferred ssh
transport input ssh wransport input ssh
line con 4
Tine vty 4
line vty § line vty §

Note: Unzip the exported file and double-click the summary.html file to view the portable report.

2.3. Enhancements to Embedded Map

IEv8.01 has improved the Embedded Map feature in the following aspects:

= Enable login with non-SSO accounts.

[Ev8.01 introduces the non-SSO deployment mode of the Embedded Map feature, which enables you
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to create dedicated embedded-map users accounts in the IE system and authenticate login with the

created non-SSO accounts.

Note 1: Non-SSO accounts do not consume system seat licenses.

Note 2: Non-SSO accounts can be only used to log into the embedded-map portal and cannot be used to log into

the NetBrain IE system.

= Allow creating an embedded map via Qapp through the Triggered API feature.

In IEV8.01, you can define a triggered-AP| automation task to use Qapp to create a map, call the task in

your embedded map function and create an on-demand map in your embedded map page using the

input parameters in the Qapp.

AP Service Stub

How would you like to create the map? 4 Map Creation input Settings

Type Variable Name Default Value

Real-time

Tenant xxi_tenant v Domain: domain_20190527

Map

Path

Receiver IP:

172.24.30.2 [ Source IP:  172.19.43.2 2] Group IP 239.70.8.1

=  Automatically refresh data view in an Embedded Map. IEv8.01 introduces the auto-refresh data view

API, and you can call this APl in your Embedded-Map function to automatically refresh the data view
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applied in your map page automatically.

Type: | Site Map d Map Name:  Site Map v Open I ~ Auto Refresh Data ViewEvery 5 Min
Map2 > Page1 v E - —» + 85%
= Data View

- b
:
NBITE_ArubaWLC
;‘DAB! 1132

10.883.0/25

Bos-Core-6500
10.88.255.11

| BAURA

2.4. Search Enhancements

IEv8.01 adds the following enhancements to the Global Search:

= Increase the default weight of hostname when prioritizing search results. In general, devices with
matched hostnames will be displayed at the top. The value of weight is configurable at the back end.

= Display “Connected Switch Port” in the search result preview for Unknown End Systems.

10.1.1.10 X o

Search Results(1)

All Configuration Map

~ [ | Device (1/1)

+
[ o2 JEUAEET Map
i 1Interfaces 0L3 Neighbors 1 L2 Neighbors
Files MAC Address: 0050.569C.D375  IP Address: 10.1.1.10
| Connected Switch Port: MikroTik.ether2 |
."‘. Interface (1 matched)
site Ethernet) 30505910 1 Neighbors
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2.5. Export Map to Image

IEv8.01 adds the capability to export a NetBrain map to an image file (.jpeg) in the local disk of users. Before

starting the export process, users can specify the map pages to export.

By default, the system will export all map pages of the current map. JPG files will be compressed in a ZIP file.

o - Stencils | Instant Qapp | Dashboard | Map | Actions o

h Auto Layout

i Xmap
W Word

] visio

£ Export >
View Change Analysis Report

&, Map Settings
¢ Map Tools

() Editing Rights
&5 Update Map

&

BSTX.C
ey [E) Save As
3

& Copy Map URL

ﬁ’ 172243222428 Bl

I
BJ*FOP

NY-core-bak

2.6. Auto Unlink Interfaces on a Map

ER S—

-

core 3550

@ AllMsp Pages
© Customized

Cancel Start

NY-core-bak

&

.
BSTX.Core

72283222512 Ton 172.24.32.226/28 . -
ﬁ) 1722432 224728 )core.

In previous versions, it's labor-consuming for users to manually remove links from a map when they toggle to

view links of a specific topology type by hiding the links of others.

IEv8.01 adds the Auto Unlink option in the context menu and introduces a few more changes:

= Unlink All N*¥ — remove a batch of links for a specific topology type.

= Select N — select a batch of links for a topology type. With this option, users can identify which links

belong to this topology type.
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= Add Link — add a batch of links for a topology type, which is the same as the original Auto Link function.

Cisco Router '
-
o
‘-f,‘):)e h Auto Layout
2. —
'g;h Save as Sample Layout & ?
* A
ﬁ =+ Auto Link > IPvd L3 Topology > Select
g/*pop| 2 Por: Channel > IPv6 L3 Topology > Add Link
1]
172.24322] .
L2 Topol >
CiscoRoute g Change Device Style > opelogy Unlink All

'

L3 VPN Tunnel
View Change Analysis Report
L2 Overlay Topology >

.) Run Qapp

o Overall Health Monitor
i)

172.24.31.192/26 @ Run Gapp

B Execute (LI Commands
%; Retrieve Live Data

@& Ping

-ﬂ! Traceroute

2¥ Path

-:I: Compare

NY-core-bak Data View Template

172.24.31.193
Cisco Router @ Verify Application

2.7. Map Interfaces/Links in a Device Group

IEv8.01 adds new capabilities to map either all interfaces or specified interfaces in a Device Group.

= Map all interfaces in a Device Group by clicking the context menu.

Search for device, configuration text..

Device Group

4 ] My Device Groups

Search..
5 carrie -

Mowe to Public Hostn:
Open Group Map [ =1k
Draw Devices and Interfaces on Map I [ =1k
Draw Group on Map T
Edit

]
Delete

&S B

#EIGRP 11

® - Bl 4

& #EIGRP 10 (3)
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= Map all interfaces in a Device Group by clicking the context menu of a mapped device group.

(-
: \_.8 58 Open Group Map

<:f§‘ Map Devices and Interfaces in Group

Create Note

» Map specified interfaces in a Device Group by selecting them and clicking the context menu.

' Device Group S F X
4 My Device Groups [ O
5 carrie B -

I Public Hostname Mgmt P Interface Interface IP ...
P Policy Device Group #500:0C:29:D0:BF:... Ethernetd
b Ml System J500:27:90:AD:D2:... Ethernet0
b Media

55101_Router 172.25.37.82 Ethernet0/0 172.25.37.8...

e B]_Acc_SW1 172.24.101.21

«’B)_L2_Core_3 172.24.101.4

«’/B)_L2_Core_4 172.26.4.30

&zB) L2 test 1 172.2433.10 Map

& BJ-3750-1 172.24.36.2

&2 BJ-3750-2 172.24.36.20

&2 BJ-Avaya-1 172.24.101.65

&2 B|-Avaya-2 172.24.101.66

Note: When you select more than 1,000 interfaces, or there are more than 1,000 devices in a Device Group, only the top

1,000 can be mapped out. For the rest of the interfaces, only the devices can be mapped out.

2.8. Enhancements to Smart CLI

IEv8.01 enhances the Smart CLI feature in the following aspects:

= Allow End Users to Tune a Batch of Private CLI Settings

Provide an entrance for Private CLI Settings in the Start Menu. End users without the Domain
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Management privilege can add and tune Private CLI settings.

8 siedn @ o,

Tune Private CLI Settings

e the reschaciity of ive dEAGES wSTig e Credersials Defined In Praane Raowerk Semegs

SEY SR R —— *m

B Narne: Maragerrer P Management itsrlace Ping TereussH Logn Enabie
1

@ MEsien

@ e

S Eese

@1

L

L]

L]

L]

L]

]

B @ mcomol
B @scossn
B @snnso

B @Sk

G 15 Merwarh_Du 5550
B 15 Netwons_DrSGROY
L]

@ 15 Network_Drve_T1¢

= Allow End Users to Enable or Disable Device Execution Logs
In IEV8.0, the Smart CLI client records device logs and save them in a clear text by default, which may
not meet the security specifications of some companies. IEv8.01 adds an option to enable the
execution log recording with a warning message to alert users about this risk.

By default, this option is disabled, which means that device execution logs are not recorded.

A NetBrain Smart CLI

File Edit Connect Ip

Execution Log X

["]Enable Execution Log e

Log Location ‘ C:/ProgramData/NetBrain/Smartcli/data/cli_log/ Browse

Logout
Exit Ctrl+Q

Open Folder In Windo
Warning X

The Execution Log will be stored without encryption.
Are you sure you want to continue?

e -_Ves -! u

Execution Log X
Enable Execution Log e Log will be stored without encription
Log Location ‘C:{ProgramDatafNetBrainmear‘tclifdata{cli_\ogf | | Browse |

Open Folder In Windows

= Allow Domain Administrator to Enable/Disable Telnet/SSH CLI
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Both Smart CLI and Telnet/SSH CLI are remote connection tools in the system, which may confuse

users for choices.

View Device Details
View Context Maps
Shared Device Settings

Private CLI Settings

Telnet/SSH CLI

B A AN &

Smart CLI

172.2432.2 =i RunQapp

Cisco Rout
0 Overall Health Monitor

E Run Gapp

IEv8.01 adds an option to enable/disable the Telnet/SSH CLI feature. By default, this option is disabled.

Domain Management Tenant: xxf tenant  Domain: D-20190606

Start Page Advanced Settings

management;loopbackvlan;ve;ethernet Apply
Filter DHCP Entries

# Only save One-IP table entries that have values in Switch Port or DNS Name parameter Polling Order

. *® Trying to login device directly, then login via Jumpbox
Configure Alert Email for Qapp
Trying to login device via jJumpbox, then login directly
Compose emails in this format during each interval:
# If ping fails, don't try Telnet/SSH in Tune Live Access and Seed Discove

® Merge all alerts in one email i
¥ If ping fails, don't try SNMP/Telnet/SSH in Scan IP Range
Separate alert emails for different tasks

Separate alert emails for different objects Third Party Telnet/SSH Tool

@ Duplicate an alert in emails when alert count increases by = 60
Enable Telnet/SSH CLI via third party tool
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3. Administration Enhancements

3.1. Enhanced Domain Setup/Maintenance Process

To solve the pain point that the domain administrator may not be aware of the problems existing in a domain
among too many focuses, the domain setup/maintenance process is optimized in IEv8.01 to provide a
summary report about the domain health, including a guidance of to-do that the domain administrator needs

to care about and perform.

Domain; X¥Test Maximum Nodes: 3000 Descriprion: o 5 Refresh
@© Discover € Fine Tune 0 site © Schedule Task
20 & 338 s d 12

Last Discovered Devices Fully Accessed Devices Sites Tasks

Resul Succeeded
Durstion 1 mins 16 secs

Execution Time S/27/2019 11:40:10 AM

The redesigned start page of Domain Management lists the most essential 4 categories of the domain

setup/maintenance process:

= Discovery — shows the record of the last on-demand discovery task performed by the current logged-
in domain administrator.

» Fine Tune — renamed “Domain Manager”, highlighting the problems that the domain administrator
must pay attention to.

= Site — highlights the count of leaf sites that contain more than 100 devices and the count of
unassigned devices.

= Schedule Task — highlights the count of scheduled tasks that the last result may not be healthy.

Besides the summary page, check out more changes in the following areas:

= Network Settings

=  Benchmark Report

= Re-organized Operation Menu
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73.1.1.Fine Tune

The “Domain Manager” in previous versions is renamed to “Fine Tune” in IEv8.01 to help users better

understand the feature, introducing the following enhancements:

Start Page MNetwork Settings Fine Tune
4 Live Access O Devicesthar SNMP, but notvis. . @Hep corch Q| & Epon G Refresh
Discovered by SNMP Only (40)
4 Unknewn IP(79) Hostname Management IP Device Type SysObjectiD Vendor Model Reason Discovery Time
Username/Passward Mismazch (0) BAvaya-t 1722410165 Avaya Switch 136141453809  Avaya £RS 5520 CU Non-privilege Login... | 9/27/2019, 10:38:27 AM &
Incarrect Privilege Password (0) BAvays-2 172.22.101.66 Avaya Switch 136141453809 Avaya ERS 5520 CUI Non-privilege Login... | 9/27/2019, 10:38:27 AM
Others (79)
BRI 17224102 Cisco Router 136.1.41.9..577 Cisco 220 CUI Connection Failed | 9/27/2019, 10:36:56 AM
Missed Devices (0)
Unclasaied Network Devices (] Bl Ace SW1 1722810121 Ciseo 105 Switeh 13614194328 Cisco canalys:295024 CUI Non-privilege Login... | 9/27/2019, 10:38:12 AM
Unknawn SNMP SysObjectiD (2] BJL2 test 1 172223310 Cisce 105 Switeh 136.1.41.9.4.516 Cisco causlysITaStack CUI Privilege Login Failed | 9/27/2019, 10:38:00 AM
Folly iaumed Guvices §37) BsT 172.2410.250 Cisco Router 1361418099 Cisco 2503 €U Connection Failed | 9/27/2019, 10:37:51 AM
4 Network and Topalogy
EMU_ACL1T 172.25.37.17 Cisco Router 136141900 Cisco (S Qc tion Failed 972772019, 10:3%:59 AM
Duplicated IP and Subnet Manager'
Tompology ek Mansger EMULACL29 172253720 Cisco Router 136141808 Ciseo ciscoGatewsyServer | PingFailed, NoTryCLI | 972712015, 10:30:58 AM

MPLS Cloud (0) EMU_ACL30 172.25.37.30 Cisco Router 136141900 Cisco ciscolatewsyServer Ping Failed, No Try CLI | 9/27/2019, 10:39:52 AM
Generic Device (0)

EMU_ACL31 172.25.37.31 Cisco Router 136141810 Cisco scoGatewayServer Ping Failed, No Try CLI 9/27/2019, 10:40:07 AM
” om:km‘: feual® EMU_ACL32 1722537.32 Cisco Router 1361410804 Cisco ciscoGatewayServer Ping Failed, No Try CLI | 9/27/2019, 10:39:48 AM
Hosrame Change (0) EMU_MBT_H13 172.2537.15 Cisco Router 136141918 Cisce ciscoGatewayServer CLI Non-privilege Login... | 9/27/2019, 10:39:59 AM
EMU_SLM1 172.25.37.37 Cisco Router 136141914 Cisco ciscoGatewayServer CLI Privilege Login Failed | 9/27/2018, 10:40:28 AM
EMU_SNMP1 172.25.37.38 Cisco Router 136141810 Cisco e CLI Non-privilege Login... | 9/27/2019, 10:41:00 AM

IPSEC-MGMT 17225623 Cisco Router 136141801 Cisco ciscoGatewayServer CUI Non-privilege Login... | 9/27/2019, 10:38:28 AM -

1. Identify root causes for the category “Discovered by SNMP Only”.

Reason Access via CLI

Ping Failed, No Try CLI Unattempted

Don't Support CLI Not applicable

CLI Connection Failed Connection Failed
CLI Non-Privilege Login Failed Connected but non-privilege login failed
CLI Privilege Login Failed Connected but privilege login failed

CLI Configuration Retrieval Failed Connected and logged in but cannot retrieve configurations.

CLI Configuration Update Failed Connected and logged in but cannot update configurations.

Others E.g. “SNMP only” is selected in the Discovery Settings.

2. Add a new category “Network and Topology”, and group “Duplicated IP and Subnet Manager” and
“Topology Link Manager” inside.
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3.1.2.Network Settings

The Network Settings have the following enhancements in IEv8.01:

MNetwork Settings %

Define shared Telnet/S5H/SNMP access credentials and proxies for all non-interactive live access. (Order Sensitive)
Front Server Private Kay Jumpbox Telnet/SSH Login Privilege Login SNMP String
—+ Add Check Device Count
Enter all possible usernames and
#| Enable Alias Username Password/Private Key Device Count
passwords for Telnet/S5H login.
rd netbrain netbrain A 53
- o - PR . = -+ Telnet 139.1.1.7
PP Edit User Access Verification
d admin-net... admin P
Move To Toy
| admin-net... admin AAAdAd . Username: Test
Move To Bottom Password:
PR lab_r7>enable
! admin-Net.. admin Move Up Pascwond:
e nouserna.. FAAAEAL Move Down lab_r7# o
! nebrain-n.. netbrain FrAsAad Delete
" netbrain-N... netbrain FEPTTE Add to Device Group Telnet 139.1.1.1
< admin admin AL 0 User Access Verification
Please Enter Password:
" nb-sshv2 nb Ek b 1 User login successful.
telnet @NB_Foundry4802>en
v root-netbr... roat AR 0 User Name: nb
P —— Password:
d nb-netbrain  nb T 5 telnet @NB_Foundry4802# .,
S S LR e - -
4, Import 1 Export

=  Add a new “Enable” column for bulk selection, and deprecate the “Select/Deselect All” options in the
context menu
= Add“Move To Top” and “Move To Bottom"” to quickly prioritize the polling order of credentials.
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3.1.3.Benchmark Report

The benchmark report has the following enhancements in IEv8.01:

Execution Log - carrie: 8/17/2019, 3:09:50 PM

Date & Time Messages

9/17/2018, 3:09:50 PM Begin: retrieve devices data.

9/17/2019, 3:12:50 PM End: retrieve devices daul‘rotal time spent: 0 hours 2 min 59 sec.

9/17/2018, 3:12:50 PM There are no MPLS Cloud devices in your domain.
9/17/2019, 3:12:50 PM Begin:build topology

9M17/2018, 3:12:50 PM Try to build topology IPv4 L3 Topology

9/17/2019, 3:13:00 PM End: build IPv4 L3 Topology with 328 Iinks.ITowl time spent: 0 hours 0 min 9 sec. I

9/17/2018, 3:13:00 PM Try to build topology IPv6 L3 Tepology

9/17/2018, 3:13:04 PM End: build IPv6 L3 Topolagy with 2 lin ks.ITo:ar time spent: 0 hours 0 min 4 sec.l

9772019, 3:13:04 PM Try to build topology L2 Topology

9/17/2018, 3:13:50 PM End: build L2 Topology with 242 links.{Total time spent: O hours 0 min 46 sec. ]

) Only show failed logs

» The value of a task duration displays as a hyperlink to redirect to the execution log.

» The time spent on each subtask is displayed in the execution log.

3.1.4.Re-Organized Operation Menu

Damain: D-20190606

To help the domain administrator better understand the purpose of domain

Start Page
setup/maintenance operations, the hamburger menu of Operations on the quick o
ISCOVEr
access toolbar has been re-organized in IEv8.01. Discover Sertings >
Fine Tune
Topology Manager >

Site Manager

Schedule Task

Benchmark Tools >
Advanced Tools >
Domain Settings >

Device Access Policy
Share Policy
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3.2. Granular Policy for Device Access

In previous versions, the NetBrain IE system only provides the general control on what NetBrain features
users can perform and use, so the domain administrator can only grant users access to either all network

devices or no device access at all.

To meet security requirements, IEv8.01 introduces the granular controls to allow specified users to have

access privileges to specified devices.

Key Use Case

Large customers usually divide and manage their networks geographically, e.g., China, U.S., EMEA, and have a
strict security policy that each network management team can only view the data of their managed devices.
For example, the U.S. team can only view the data of the devices in the U.S. site. Moreover, another common
situation is that a specific team can view the data of a specific device type. For example, only the security team

can view the configuration file of the firewalls.

With the granular device access policy, the domain administrator can assign users in different regions to
comply with different device access policies. These policies determine whether users can be authorized to

view the data of specific devices or execute changes based on their associated policies.

Key Use Flow

The use flow to define a Device Access Policy contains two steps:

Domain: Domain001 ‘ Device Access Policy Definition X [l Assign User for "US team access policy” %

TR Name: 15 ream sccess policy + Assign User (2] search Q
Discaver Description: | Define policy that anly allows US team to view nenwork data User Name FirstName LastName Authentication Ty...  Authentication Se... User Group

DRSS e 2 and execute network change for devices within US site. yguo@systemad...  yguo@systemadm._.. yguo@systemadm._.. NetBrain NetBrain Local Group

Fine Tune 0 jerry jerry jerry NetBrain NetBrain Local Group

Topology Manager > Privilege: ¥ View Network Data €@ ¥ Execute Network Change ©@ kang kang shaotun NetBrain NetBrain Local Group

Site Manager ydu yudas dsa NetBrain NetBrain Local Group

Sehedule Tosk Device Scope: () All Device in Current Domain

Benchmark Tools > @ sie: Us v

Advanced Tools > Device Group:

Domain Settings

>
Device Access Policy —_—
Cancel Save Save and Assign Users
Share Palicy

Prerequisites: The function privilege of “Share Policy Management” is required for defining Device Access Policies.
1. Define a Device Access Policy by selecting device scope and at least one of the following privileges:
=  View Network Data
The network data includes: Configuration File, Route Table, ARP Table, MAC Table, NDP Table, STP
Table, BGP Advertised Table, NCT Table, GDR Property, CLI/SNMP/API Original Result, Parsed

Variable and Configlet.
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=  Execute Network Change, including:

0 Run the Execute node in a Change Management Runbook.

o0 Runthe Ansible Task node in a Runbook.

Note: The function privileges of “Access to Live Network” and “View Network Change” are also required for

users who execute network changes.

2. Assign Users to comply with the Policy.

Alternatively, the user assignment can also be done when configuring the domain share policy or

when adding a system user account.

Note: Each user can be associated with multiple policies. If a user hasn't been associated with any policy, he/she

will not be authorized to view the detailed data of any device in a domain or execute changes on any device in a

domain.

Policy Device Group

Policy Device Group is a new type of device group dedicated to defining device access policies. Only the users

with the Share Policy Management privilege can create, edit, and delete a Policy Device Group.

' Device Group

4

My Device Groups

Public
Paolicy Device Group Hostname
el @ Leafl
% hahha (11
 hene & Leaf2
& Policy Group (813)
& zhaolihua (16) @ Spinel
System & Spine2
Media

Vendor

Cisco

Cisco

Cisco

Cisco

Model

Nexus N9K-...

Nexus N9K-...

Nexus N9K-...

Nexus N9K-...

Mgmt IP

172.25.111.5
172.25.111.6
172.25.111.7

172.25.111.8
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Enable Device Access Policy Control

Before using this feature, the system administrator must enable the “Device Access Policy Control”.

System Management Operations =~ & majun | logOut @

Advanced Settings

Session Timeout
Session Timeout: Hours - Cryptographic Key Rotation ()

Last Update Time: N/A

Audit Log Last Updated By: N/A

7 I
|#| Enable Audit Log Update View Logs

Retention Period: | 12 Months -

Device Access Policy Control

@ Enable ) Disable Share Environmental Information with NetBrain

Logi 1| want to share Domain Management statistics with NetBrain )
ogin Interface -

3.3. Restore Backup Maps

To help the domain administrator deal with unexpected map update errors and roll back to the previous
version of a map, IEv8.01 adds the capability to restore the maps that have been backed up through

benchmark tasks.

Back Up Maps through Benchmark Settings

By default, the “back up map” function is disabled. To enable it, go to Benchmark > Additional Operations after

Benchmark > Update Maps and slide the button to select “Yes".

v Update Maps € Go to Operations > Domain Maintenance > Update Map Manager to see update results.
Enable Map ExporttoVisio {53 Back Up Maps
L4 Update Site Maps  Select Maps Yes m Yes No
v Update Shared Device Group Maps  Select Maps Yes “ Yes m
Update Context Maps @ t Applicable Not Applicable
o Update Public Maps Select Maps Yes m Browse Yes m

Note: To free your disk, backup maps can be deleted on a customized frequency. Go to Domain Management > Global

Data Clean Settings.

20 | NetBrain Integrated Edition 8.01 Release Notes



Restore Backup Maps

The domain administrator can either restore a single map or restore a batch of maps in the Update Map

Manager by selecting the timestamp of backups:

Start Page Update Map Manager
Update Source: | updatel v Map Type: Site Maps Device Group Maps Public Maps Search.. Q)| 3 Refresn
Map Name Path Update Source Update Log Map Restore History Back Up Maps ©
Ic Device Group\Public HES TSR No

Ixj Device Group\Public Yes

Only maps with backups can be restored. Once restored, the current map will be

test] Device Group\Public " Restore to the version of " 9/16/2019 5:36:57 PM " at 9/16/2019 5:37:52 PM Yes
overwritten.

09/16/2019 11:06:29 AM
09/16/2019 11:04:47 AM
09/16/2019 11:03:14 AM

09/16/2019 11:01:39 AM

Cancel Restore

Note: Only maps with backups can be restored. For a batch restore, all the maps that have backups will be restored with

one-click.
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3.4. Enhancements to Service Monitor

IEv8.01 provides more monitoring metrics for troubleshooting references.

New Metrics for All Servers

= Add 2 Static Metrics and 2 Tendency Metrics:

Q
4 A\ Tocathase
Elasiczzarch
MongaDB
MetBrain Licerse
RabbithiQ
Redis
4 A localhast

Elasticsanrch

MengaDB
NesBran License
RabbithiQ

Redis

o O o

o Swap/Commit Size

Stews: Connected  HosiMame: locathost 1P 101032106 OS5 Linux-3.10.0-123.017.x86 64-x86 64-with-redhat-7.6-Maipe (64bit)  CPU Logical Core: 8 Up Time: 2019-09-17 12:57:42PM  Lasi Colleciion Time: 2019-09-19 02:06:40 PM
ToralMemory: 15.5GB  Used Memory: 7.16B [ Totsi Memory(Swap/Commiz Size): 7.9 GB__ Used Memary(Swap/Commis Size): 6640 KB

Metric

CPU Uilization

Memary Usilizetion

Usad Memory

Swap/Commit Size Uniizasion

SwiapiCornmit Size

Value Chart
240% o
CPU Usiizasion @
10 A "\\ A
\b"‘\ / \ \ / \\ A
B Ao P .
1000 1030 11:00 130 1200 1230 1300 1330 100
5.60% L)
WMemary Utlkzazon =B
4 seeersereos®
-~ - —
40 2019-08-19 102717
#Memory Uilization. 44.37%
L
5 =
1000 1050 00 1130 1200 12:30 13.00 1330

7.4GB s
Used Memory

e i 2018-08-18 13.27:22
/ sUsed Memory 7.1 GB

o

10:00 1030 1100 1150 izon 1230 1300 1330 1400
0.00%
Swap/Commit Size Urilization #
10.00 1030 1100 130 1200 1230 13:00 330 «
664.0KB 1 agok
(e}
500k T —— |
y
[ g— o
500k
1000 10:30 1100 Lk 12:00 1230 1300 1530 40

Total Memory(Swap/Commit Size)
Used Memory(Swap/Commit Size)
Swap/Commit Size Utilization

= Change the chart type for “Network 1/0" and “Disk 1/0” from Total Tendency to Incremental Tendency.

Neowork IO

Disk /O

Sent: 27.7 MB

Received: 63.0 MB

Read: 0B
Write: 30.7 MB

1 000M
Mewwork 110 l—j‘

500M !

\

oM r-/-o-j MH‘.MW B e S s -~

10:00 10:30 11:00 11:30 12:00 12:30 13:00 13:30 14:00
26

Disk /10 [
G
0c

D
10:00 10:30 1100 11:30 12.00 12:30 13.00 13:30 14:00
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New Metrics for RabbitMQ

= Number of Ready Messages for RMClientCallback Queue

= Number of Ready Messages for flowengine health monitor Queue
= Number of Ready Messages for flowengine leader Queue

= Number of Ready Messages for flowengine task status Queue

= Number of Ready Messages for taskengine event Queue

= Number of Ready Messages for xfagent task Queue

= Number of Ready Messages for prepared task Queue

= Number of Ready Messages for FSC trigger Queue

Other Enhancements

= The timestamp for both the start time and the end time of the collected support log is automatically

translated to the local time zone of users based on UTC (universal time code).

N@Bmi@ SerV|Ce Mon |to r_SuppOrt I_Og ) MongoDE Disk Aler: Rules admin »
server: | All v Type: | All v From | 2018-09-01 14:21 [ 7o 2013-08-131421 ] Collecting Cancel @ View Last Result
Selected Logs Size: 0B Download

[ servers Type Log Size Staus  Created Time Last Updated Time

O " localhost Elasticsearch fvarflog/netbrain/elasticsearch/elasticsearch_deprecation.log 42MB Q 2012-09-16 07:49:27 AM 2018-09-20 02:19:47 PM

O ._i ocalhost Elasticsearch fvarflog/netbrain/elasticsearch/elasticsearch_index_indexing_slowlog.log 0B a 2015-09-16 07:49:24 AM

O A localhost Elasticsearch fvarflog/netbrain/elasticsearch/elasticsearch_index_search_slowlog.log 0B a - 2015-09-16 07:49:24 AM

O "\ localhost Elasticsearch fvarflog/netbrain/elasticsearch/elasticsearch-2019-03-16-1.log.gz 29.1 KB a 2013-09-16 00:00:00 AM 2018-09-17 09.14.46 AM

= When a chart contains multiple legends, hovering on a data point will display the values of all legends.

1U:0U 130 1:00 1130 12:00
2G
Disk I/0
1G r .
2019-09-1910:27:17
#Read: 192.0 KB
Write: 411.6 MB
0c =T Y il e
10:00 10:30 11:00 11:30 12:00

3.5. Collect Usage Log

To help NetBrain engineers better assist customers with more solid statistics, IEv8.01 adds options to send the

NetBrain feature usage information via logs to the NetBrain team.

= | want to share Domain Management statistics with NetBrain — send the usage statistics about Tenant
and Domain to NetBrain, including device discovery and advanced feature metrics.
= | want to share System Monitor statistics with NetBrain — send the usage statistics about Service

Monitor to NetBrain, including operating system information and the health of NetBrain services.
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By default, these two options are enabled.

System Management

Operations 2 admin Log Out

Q@ wt3wmin/

Home Page License Tenants User Accounts Front Server Controllers
Session Timeout

Session Timeout: | 4 Hours -

Audit Log

| Enable Audit Log

Retention Period: | 12 Months -

Email Semings Advanced Settings Task Manager

Cryptographic Key Rotation ()
Last Update Time:

Last Updated By:

Update View Logs

Device Access Policy
| Enable device access policy

€ Customize the logo image on the login page and add a

link to it.

PG, JPEG, GIF or PNG. Max file size: SM.

Share Environmental Information with NetBrain

¥ | want ta share Domain Management statistics with NetBrain €

¥ | want to share Systern Monitor statistics with NetBrain )

. @) Upload Logo
Net3rain

3.6. Patch Version Management

To better manage the patch release and also elevate the troubleshooting process, IEv8.01 adds both the patch

version number and Knowledge Cloud version number to the About NetBrain dialog.

About Netiirain X

Version: Integrated Edition 8.01 (2019-09-18)

GitVersion: 608d7eal62d

Patch Number: 20190826_00083207 Patch Installed Date: 2019-02-19

Knowledge Cloud:
Commeon Repo: 27a069e7-7f16-3714-8ec9-6fd 113642074 | v0.1.97
Customized Built-in Repo: bbdcef17-c5de-de75-b1f5-0101dd55d8ds | v0.0.7
Customized Repo: Ocld17ec-979d-3365-875d-864ffbeBal1 [v0.0.2

Licenze ID: 17212
For the latest product information, please visit us at www netbraintech.com.
Copyright ® 2019 NetBrain Technologies, Inc. Al rights reserved.

QOpen Source Software Notice

Warning: This computer program is protected by copyright law and international treaties.
Unauthorized reproduction or distribution of this program, or any portion of it, may resultin
severe civil and criminal penalties, and will be prosecured to the maximum extent possible

under the law.

Note: Patch version number will also be recorded in the Usage Log to share with NetBrain.
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3.7. Security Enhancements

IEv8.01 introduces the following security enhancements:

= Encrypt the configuration keys for “requirepass” and “masterauth” to securely store Redis credentials.
= Update the search guard to use appropriate cipher suites only.
= Remove the support for older versions of TLS (before TLS 1.2, including SSL).

»= Remove all instances of clear-text and hard-coded passwords.
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4. Platform Enhancements

4.1. Enhancements to Path

IEv8.01 has improved the Path feature in the following aspects:

. Calculate Path Above Layer 4 via Customized Parameters

= Calculate VXLAN L3 VNI Overlay Path

. Calculate ACI L2 Overlay Path

. Calculate IPsec Tunnel Topology for Viptela Devices

4.1.1.Calculate Path Above Layer 4 Via Customized Parameters

IEv8.01 has the capability of calculating traffic path above Layer 4 protocols, such as checking DSCP value/URL
in ACL or PBR.

Note: The framework already supports the parameter definition of this feature, but the specific scripts to calculate the
path are not ready in the system at the present. The scripts will be released and pushed to customers via Knowledge Cloud

after the 8.01 release.

The flow to calculate a path above Layer 4 is as follows:

1. Domain Admin: Define additional path parameters
2. End User: Specify values before path calculation
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1. Define Additional Path Parameters at the Domain Level

The domain administrator can define parameters for layer 4 above path calculation. Like the definition of

Qapp input, the definition of additional path parameters is based on JSON.

Tenant: BVT_DB2TEN_40d25 Domain: BVT_DB2DOM Scbeb Operations A h

Domain Management

Start Page Path Parameters Settings

Preview:You cannot do any changes in preview state.

2 roupl”, “type”:" 4Q0s
3 G " “Identify the protocol is IPi
4
5 IPinipap; | IPinlP o
5
7 ", "type”:"string”,"label”:"URL","value": "Google.com","enable”:true}
8 ]
DSCPVal... :
< COS Value
4 Others

URL: Google.com

Tip: You can also define additional path parameters in JSON format in a CSV file when importing applications and paths to

the Application Manager.

e Application Manager

=+ New Application = MNew Path | L import| X Export~ ‘5 Refresh

L Reset

Filtered by:  Resull =  Compare with Golden = Compare with Last =

4 Applicatl.. Path Source Source Port  Source De... Destination  Destinatio.. Destinatio..  Protocol Result Compare.. Compare.. LastVerifi. pffask Name TaskType  History =
4 WebServ..
10,104} LS | B : ¢ JI D E e i< . H
1 | Application Name Path Name Source Source Poi Destination Destination Port  Protocol Parameters
4 Untitled .. ["name":"DSCP", "type":"group”, “value":"
Nao Pz ; g
2 Web Service Web to App 172.24.32.225% 10.10.3.253 1Pwd ["name":"COS5", "type":"group", "value":"™
3 |Web Service 10.10.0.40-B)-L2-coreB  10.10.0.40 BIJ-L2-coreB 1Pwd
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2. Specify Parameter Values in Path Settings

The predefined path parameters will be displayed in the Path Settings. Before calculating a path, end users

can specify values for these parameters.

Path Settings x

Configure X
Protocol: | (pyd bt
4 QOS
Data Source:  Cyrrent Baseline ».
IPinIP/IP; | [PiniP o
4 Advanced
Path Logic: Continue calculation even if denied by interface-level policy (such as ACL)
DSCP Val... :

Continue cakculstion even if denied by device-level palicy (such a3 policy)

& - # CO5 Value
' Enable Path IP and Gateway Fix-up Rule

4 Others

Log Mode: ® Production
URL  Google.com

Debug

Parameters:f Configure

CK

Path Calculation Logic for Additional Path Parameters

The traffic state adds DSCP, COS, QOS-Group, and Precedence options to record the corresponding
information of traffic packets. When the system checks that an interface is configured with policies during a
path calculation, it changes the corresponding value in the traffic state to determine routing decisions if the

value in the packet is changed.

Take the path calculation in service policy configured network for example:
1. The system checks whether the in/out interfaces are configured with service policy.
2. If configured, the system checks whether the DSCP/COS/TOS value is modified in the service policy.
3. If modified, the system checks whether the class-map content is matched with the simulated content,
including IP, port, DSCP, and simulated packet.
4. If matched, the system modifies the DSCP value in the traffic state and passes the value to the next-

hop device for further processing.
Note: The change of the Path Settings affects all modules that call the Path feature, such as Application Manager and

Runbook.

4.1.2.Calculate VXLAN L3 VNI Overlay Path

IEv8.01 has enhanced the capability of calculating the VXLAN Overlay Path, which can calculate VXLAN L3 VNI
Overlay Path. It adds the Router-MAC information to VXLAN Peer Table and the Router-MAC is used as
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destination MAC during VXLAN L3 VNI Overlay Path calculation.

Seatus: Succeeded
3 ,“-‘uz.m;.s
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4.1.3.Calculate ACI L2 Overlay Path

IEv8.01 has enhanced the support of ACI L2 Overlay Path in the following aspects:

Media.

path based on topology dependency.

D 200220024 C|- 20021024 . Path @

Gatavuay: APC Domaind 152 188 48 135N

Stencits | tnazant Qapp | Dushboard | Map | Actioms o — —@

»

Path St Sicoceded

W useunpa
1 Me2200.

]
1

A VPCMUNELEAF ANSLERF )

o Seaeni0)104_ 1ot PeGp

o § L2} (S NBLEAF-Y
4 Out et

TR B0 4 TR 6 48 125)
el

& | Ol Semchi81-183_1pern-if Peilip
.p:; VOO HNELEAF. | NBLEAF-T)

; 200 2 009t)

o O IS vs-aos0a2

MBLEAF]
E - - = RELEAF-4

Connect all leaf devices in the same ACI Fabric that have an L2 overlay connection to one L2 Overlay

When calculating a pure L2 path crossing an ACI Fabric, the system calculates L2 overlay and underlay

B & L6 @ns B Nds @

+ e
B oetua
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4.1.4.Calculate IPsec Tunnel Topology for Viptela Devices

IEv8.01 can visualize IPsec tunnel topology for Viptela devices.

§e0/1 peer-ip 10.8.12.10 #
ge0/1 peer-ip 10.8.12.14

'
A .
London-vEdge \1}Pans~vEdge

' 241
1081237 13;3_1 |:
Viptela 9!:,

i d

= «
3 c
i s[5
3 =
e |5 Nle

&lz =&

2| B 2l

Bl; S

318 HE

L » 8

= =

2 =

= S

g E

=

=

-ip 10.8.12.6 #
# ge0/1 peer-ip ge0/1 peer-ip 108122

\
. Tokyo-vEdge
Berlin-vEdge

4
10.8.12.33
Viptela

10.8.12.32/30
VRF:1
Berlin-R1 10.8.12.44/30
1081234 VRED
End System

4.2. Enhancements to Multi-Vendor Support

4.2.1.Enhanced Customization of Login Script and Supported Keys

Login Script Customization

IEv8.01 enables you to define a customized login script via text-based Ul or via JSON scripts.

Edkt Nor-privilege Mode - Edit Non-privilege Mode X

Name: |MNer.gridege Mzce Name: |Non-prrilege Mode
[ v Detine via Text-based Ul +«—> . E3 Define via JSON Script
Legin = Acz Raw 0 Use J50N to cefime logn seript Q) 0
1~
Expected Prompe Send Command Hige Command 2+ X “expeoted_items”: [
1= t
d - 4 “expected_prompt”: “regexilogin.=:T,
regeudogin.®: Susername) 5 "send_commanc’: "S{usernane)”,
& Bide”: false
password: $ipassword) 7 L
g {
. " # "expected prompt”: "passwocd:”,
regex:Terminal rypel? \[.+] merm 10 “send_command”™: "5{password)”,
1 “hide”: false :
regec]isig] Iminfbash = 2 L
13w {
e ) 14 “expected_prompt”: “regex:Terminal typel\? \\L.+\1]%,
regex{i>\s] msh - 15 “send_command”: “xtern®,
% nioe: false
regeciS, s TOE] modify cli preference pager disabied a8 i7 L
- t
AE & i 1 W “expected_prompt®: “regex:i[l\»\\e]%,
regex\S.ANE] maoddy cli preference display-thresho e 0 “sund_commanc’: CifANSBASRT,
§ 31 Mide: false
regexS 4 T\E] cd/ L I 22 i -

Cancel oK. Cancel  ESOKE
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The content defined on the Ul tab and JSON tab is associated and synchronized with each other. When you

configure prompts and commands on the Ul tab, the corresponding JSON scripts of your configurations are

automatically generated on the JSON tab, and vice versa.

Tip: You can access login script definition Ul in shared device settings or drivers. The login script defined in a driver applies

to all device types that use this driver, while that customized in the shared device settings of a device can be applied to a

device or device group.

Device Driver Properties x

Driver name: = F5 Load Balancer

Devicetype: | F5 Load Balancer

Author: | NetBrain

Live Access Config File Table Advanced

SSH port: | 22
Device CPU Usage OID: | 51.3.6.1.4.1.3375.1.1.83.0
Device Memory Usage OID: | $1.3.6.1.4.1.3375.1.1.77.0100.0/$1.3.6.1.4.1.3375.1.1.78.0
Multi page prompt: | less
The command to exit: | quit| |exit

Yes/No prompt sing: | “Yes' or 'NO'| | Yes or NG| |¥/N| [ Yes/NO| |(y/n)

Interval to pause before entering password: | 0 ms

Invalid Return: less than | 180 | chars and containing | bash| |Syntax Errori| | parsing errar| | Unexpecied Error:| | BIGRi

Login Process Settings: () Standard login process ® Customized login script

Order Mode

1 Non-privilege Mode v
Edic

2 Privilege Mode

Cancel oK

More Key and Combination Keys

Edit Nor-privilege Mode X

Name:

Non-privilege Mode

JSON

Login:  + Add Row
Expected Prompt
regexilogin:
password:
regex:Terminal type\? \[+\]
regex\=\#]
regexi>\#]
regexiS.+AI>\#]
regexS 7]

regexiS A

Send Command
${username)
${password)
xterm
!/binfbash
tmsh
modify cli preference pager disabled
modify cli preference display-thresho

ed/

Hide Command

]
3

Cancel OK

With the continuous development of network technology, network devices are constantly being updated. In

order to cope with the more complex login interaction scenarios that NetBrain may encounter in the Multi-

vendor Support, IEv8.01 supports more key and combination keys.

Key/Combination Key [Description

1 [Ctrl+Y]

2 [Shift+Y] The Shift+Y command is sent.

3 [Alt+Y] The Shift+Y command is sent.

4 [Ctrl+Shift+Y] The Ctrl+Shift+Y command is sent.

The Ctrl+Y command is sent. Y is a letter in a lower or upper case from A to Z.
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5 [CtrI+Alt+Y] The Ctrl+ALT+Y command is sent.

6 [Shift+Alt+Y] The Shift+ALT+Y command is sent.

7 [CtrI+Y, X] This command includes pressing the Ctrl+X combination key and then pressing the Y key
separately (without holding Ctrl+X).

= XandY are both letters in a lower or upper case from A to Z.

= Ctrl+Y, in this case, can be any type of combination keys from No.1 to No.6, such as
[CtrI+Shift+Y, X].

8 [Ctrl+Y, Ctrl+X] The Ctrl +Y+X command is sent.

= Ctrl +Y or Ctrl+X, in this case, can be any type of combination keys from No.1 to No.6,
such as [Ctrl+Shift+Y, Ctrl+X].

9 [Esc] The Esc command is sent.
10 [Enter] The Enter command is sent.
11 [Space] The Space command is sent.
12 [Y] The Y command is sent.

13 [Ctrl+\]] The Ctrl+] command is sent.

The system uses [ ] to include a key or combination key, so the escape character \ is used
to avoid the conflict of the ] character.

Tip: The following two combination keys can be used to customize whether to send an additional Enter key when sending a

command.
= +\r:send a command with the Enter key. For example, [Ctrl+Y, X] +\r.

= -\r: send a command without the Enter key. For example, [Ctrl+Y] -\r.

4.2.2.Enhancements to CheckPoint Firewall R80 Supportability

Enhanced Discovery Upon Inconsistency between CLI and APl Name

IEv8.01 has improved the discovery flow and logic of Checkpoint Firewall R80 to resolve the issue that a single
R80 device is added as two different devices to a domain if its name retrieved via APl and SNMP/CLI are

different.

With the enhancement, the recommended discovery flow is CLI discovery > API Discovery > Benchmark.
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Data Table Parsing Enhancements
IEv8.01 has expanded the parsing customization of Checkpoint Firewall R80 in the following data tables:

= Policy NCT Table Parsing Enhancement
0 Add the capability to retrieve protocol and port information based on the service name in a
Policy NCT table.

0 Add the capability to parse the Negated configuration in the Policy NCT table.

= NAT Table Parsing Enhancement
IEv8.01 will parse the install-on information of Checkpoint Firewall R80 after retrieving the NAT of all
Checkpoint devices. It uses the install-on information to determine which device a NAT table belongs

to, thus providing NAT loss and mismatch.

= IPSec Table Accuracy Enhancement
In the previous edition, the system did not consider the distinction between the mesh and star mode
when parsing gateways in the IPSec VPN Table. IEv8.01 adds the capability to parse the information

based on different modes.

74.2.3.More Drivers

I[Ev8.01 introduces new drivers to support more device types and also improves some existing drivers.

Cisco Web Security Application NeW Can add configuration files via SNMP only.
Imperva WAF New Can add configuration files and ARP tables.
Secure64 New

Can add configuration files via SNMP only.

NetScaler SD-WAN New Can add configuration files and ARP tables.

Checkpoint XOS New Can add configuration files, ARP table, route table, and virtual device
information.

Cisco ENCS New Can add configuration files, NDP tables, and MAC tables.
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AeroHive Switch New Can add configuration files, ARP tables, MAC tables, and route tables.
XetaWave Ethernet Radio NeW Can add configuration files, ARP tables, and route tables.

AudioCodes Appliance NeW Can add configuration files, ARP tables, and route tables.

RackSwitch New Can add configuration files, MAC tables, NDP tables, and route tables.
Fortinet FortiGate Firewall Remove root as virtual node to be discovered.

Cisco 10S Router Support traceroute for version 10S 16.

Citrix-B Series Add MAC table and NDP Table.

Cisco WAAS

Add module information.

Alcatel Lucent Server Router Add NCT tables, including Management ARP Table, Management Route
Table, BFD Table, ARP Table[Learning], LDP Table, BGP Neighbor Table, OSPF
Neighbor Table.

4.3. Enhancements to GDR

'4.3.1 Allow to Predefine Enum Values

In previous versions, a GDR property can only be assigned with value via manual input in the Device Detall
Panel. When multiple network engineers fill in the values of these GDR properties for different devices, the

same values may be filled in different formats.

IEv8.01 provides the enum value function that enables you to predefine values when defining a single-valued

GDR property, such as int, double, and string. The predefined values will be displayed as a list for you to select
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when you assign a value for a GDR property in the Device Details Pane.

4.3.2.Allow the Deletion of GDR Property Assigned with Value

In previous versions, if a GDR property was filled in with a value, then this GDR cannot be deleted. IEv8.01
allows you to delete a GDR property that has been assigned with a value in the GDR configuration. When the

GDR property is deleted, the corresponding value is also removed from the database.

4.4. Auto-Update More Resources in Knowledge Cloud

Beyond the capabilities of Knowledge Cloud introduced in IEv8.0 to auto-update a variety of resources, more

resources types that can be auto-updated are added to IEv8.01, including:

* Interface Type Translation — the definition file for the mapping between a short name and a long
name for an interface.

= Default Data View Template — the definition file for the Default Data View Template.
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= Network Tree Category and Different Views — the categories and views that can be updated/refreshed

in the Network pane.

Network S F X
Category View

Cisco ACI v Metwork Centric\Tena... £ =
Find... Q

4 [7]APIC Domain(192.168.48.135) (15)

I~ AkTenant: APP-Core (1)

- AhTenant: ASAv(1)
AL Tenant: Contract_Test_Tenant
> A, Tenant: NB.BOS (4)

- A& Tenant: NB.CHI (1)

> AkTenant: NB.LAX (1)

4.5. Enhancements to Qapp

Enable Qapp Debugging with Raw Data

When being executed with Current Baseline, a Qapp uses the parsed data in the Current Baseline (data
generated the scheduled parser/DVT task) to analyze results, instead of the raw data of the Current Baseline.
It brings a problem that NetBrain engineers cannot use the raw data provided by users to debug a Qapp

beyond the users’ domains.

To resolve this problem, IEv8.01 introduces a function that allows running a Qapp with raw data directly for

the debugging purpose.

Share Alert with: | Cjick to sefect username or email address.

il Separate multiple addresses with a sem
Send Email to: | 2€parate muitiple addresses with 3 s L

Send Email for: |#/ Error ¢ Warning

Run Made: () Production mode

i®] Debug mode

[ Run Qapp with raw data on Current Baseline

Cancel 0K
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Note: This option is available only when the data source is Current Baseline and the Debug Mode is enabled.

It is not recommended for customers to use this function, because it is designed for NetBrain Engineers to debug a Qapp

for customers. Variable Mapping will not be applied when the option is checked.

Usability Enhancements

= Use the shortcut key CTRL+ S to save a Qapp/Gapp/Parser file.
» Add a right-click menu for folders in the Parser Library, Qapp Center and Gapp Center.

'AII Qapps > Built-in Qapps

Qapp Center
Al an Qapps
I ] Built-in Qapps (144)
i ] Shared Qapps in Tenant
= My Qapps (0)

Parser Library

MName
- IDat Cti
New Qapp Data Collecting
New Falder 1Data View
Import Qapp IHighlighting
Refresh

lInventary Repo

Elm onitaring

= Add a DrawTraceRouteHops() APl in the script output to draw the traceroute result hop by hop on a

map.

« 3 Dats View

weicai Runbook v

Select Action v o3
Start
TraceRouteTest 5
Result 6 03:03 PM=
WL Result5 02:58 PM
WL Result4 02:56 PM
WL Result3 02:48 PM
WL Result2 02:456 PM

™ el
7!2. 2‘4“’1\ 1:"."25 0"!‘?"0 Ko ‘\"’. n‘*‘*‘ :t\:) u’g?'o
) (172.24.31.64/26, 17224304350 o T
: j » ) + 0
P ) . a
. - - ]
- 9 » H
H s H H
i i L
i &
% & £/
%

B NY-core-bak NY_POPP
BJ*POP S NY_Router GwaLab
1722052225 1722431193 17224306 17224302 S,
S Cisco Router Cisco Router Cisco Router 018325
Cisco Route Cisco Route
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4.6. New APIs

4.6.1.North-bound APIs

IEv8.01 has added and improved the following north-bound APIs:

_

Get Device and Device Attributes Get devices and their attributes data in batches. The response of this API
will return a list in JSON format.

Notes:

= This API follows the privilege control of NetBrain IE system. If there
are restrictions set by Access Control Policy for the target querying
resources, the response will not return queried data.

= This APl doesn't support any GDR that is not set as displayed,
except first discovery time and last discovery time.

= This APl in the earlier editions is still being compatible for use.

Get Device Neighbors with Topology Type Get device neighbors with topology types in batch. The response of this

API will return a list in JSON format.

Notes:
= This API follows the privilege control of NetBrain IE system. If there
are restrictions set by Access Control Policy for the target querying
resources, the response will not return queried data.

= This APl in the earlier editions is being compatible with use.

Get Device Access Policies "W Get a device access policy in the current domain.
Add Device Access Policy "W Create a new device access policy.
Update Device Access Policy "V Modify a device access policy.

Note: Domain Management or above privilege is required.

Delete Device Access Policy "W Delete a device access policy.
Get User Device Access Policy "W Get all device access policies associated with one specified user account.
Set User Device Access Policy "W Set a device access policy assigned to a user account.
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https://github.com/haoransongnetbrain/IEv8.01-REST-API-Requirements/blob/master/Devices%20REST%20API%20Requirement_09092019.md
https://github.com/haoransongnetbrain/IEv8.01-REST-API-Requirements/blob/master/Device%20Neighbors%20Topology%20REST%20API%20Requirement_09092019.md
https://github.com/NetBrainAPI/NetBrain-REST-API-V8.01/blob/master/REST%20APIs%20Documentation/Device%20Access%20Control/Get%20Device%20Access%20Policies%20API.md
https://github.com/NetBrainAPI/NetBrain-REST-API-V8.01/blob/master/REST%20APIs%20Documentation/Device%20Access%20Control/AddDeviceAccessPolicy%20API.md
https://github.com/NetBrainAPI/NetBrain-REST-API-V8.01/blob/master/REST%20APIs%20Documentation/Device%20Access%20Control/UpdateDeviceAccessPolicy%20API.md
https://github.com/NetBrainAPI/NetBrain-REST-API-V8.01/blob/master/REST%20APIs%20Documentation/Device%20Access%20Control/DeleteDeviceAccessPolicy%20API.md
https://github.com/NetBrainAPI/NetBrain-REST-API-V8.01/blob/master/REST%20APIs%20Documentation/Device%20Access%20Control/GetUserDeviceAccessPolicy%20API.md
https://github.com/NetBrainAPI/NetBrain-REST-API-V8.01/blob/master/REST%20APIs%20Documentation/Device%20Access%20Control/SetUserDeviceAccessPolicy%20API.md

_

Assign Device Access Policies to User "W Assign new policies to a user account without deleting the existing policy

of the account.
Note: Share Policy Management or above privilege is required.

Remove Device Access Policies from User "W Remove device access policies for a user account.

Get Users of Device Access Policy "V Get user accounts who have the same device access policy in the current
domain.
Get Device Group "W Get all device groups in the current domain, including Public group,

system group and private group.

Add Device Group "% Add a device group in the current domain.
Update Device Group "V Update a device group in the current domain
Delete Device Group "V Delete a device group in the current domain.
4.6.2.System APIs

IEv8.01 introduces 2 new system APIs, which can be called in Plugin, Qapp or other modules in the system.
addDevicesToSite(sitename,devicelist) ~ Add devices to a site. The API can be called in the Qapp/plugin/path feature.

DrawTraceroute() Draw the result of a traceroute operation hop by hop on a map.
This API can be called in the Qapp feature.

Tip: For more APIs in the system, click this link.
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https://github.com/NetBrainAPI/NetBrain-REST-API-V8.01/blob/master/REST%20APIs%20Documentation/Device%20Access%20Control/AssignDeviceAccessPoliciesToUser%20API.md
https://github.com/NetBrainAPI/NetBrain-REST-API-V8.01/blob/master/REST%20APIs%20Documentation/Device%20Access%20Control/RemoveDeviceAccessPoliciesFromUser%20API.md
https://github.com/NetBrainAPI/NetBrain-REST-API-V8.01/blob/master/REST%20APIs%20Documentation/Device%20Access%20Control/GetUserDeviceAccessPolicy%20API.md
https://github.com/NetBrainAPI/NetBrain-REST-API-V8.01/blob/master/REST%20APIs%20Documentation/Devices%20Management/Get%20Device%20Group%20API.md
https://www.netbraintech.com/docs/python-api/index.html

5. Performance Enhancements

Compared to IEV8.0, the performance improvements achieved in IEv8.01 are listed as follows.

MPLS Dynamic
Search

Big Data
Environment

Front Server
Support for
Golden Baseline

Network Tree

Semantic Search

File Upload

Search out 724 CE devices and 1.3k interfaces

Build L2 topology for 45k devices

Build L2 topology for 90k devices

Build L3 topology for 10k devices and 463k interfaces,
containing 100k+ Class A IP addresses (without mask)
connected to a single media

Note: The Use the main class mask to calculate L3
topology for an IP without mask option is checked.

Extend neighbors for a device with 250k ARP entries

Calculate golden baseline for 10k devices

= ACI Tenant Count: 876
= ACI BD Count: 4k+

=  ACI VRF Count: 4k+

= ACI EPG Count: 4k+

= ACI ANP Count: 1k

= ACIEP Count: 142k

4.1 hour 0.1 hour

3.7 hours 1.9 hours
29 hours 6.5 hours
18 hours 0.21 hour
Failed after 15 2 minutes

minutes loading

The loading speed in IEv8.01 is 4 times faster
than IEv8.0

= The loading speed in IEv8.01 is 1.6 times
faster than IEv8.0

= The consumed memory in IEv8.01 is
40%~60% lower than IEv8.0

E.g., search for “OSPF 1 AREA 0" with 20 out of 646 devices 151 seconds 30 seconds

returned

Upload 2k Data View Template files.

Failed Succeeded
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