What's New in NetBrain 7.1

Visibility and automation for any workflow
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Enhance Existing Workflows with Visibility and Automation

Dynamic Map Runbook Automation
ol @ O====
=8 magy W=
0 wrernig . ! 64 008 Command
© O O P = o [ o ol
Bogrtr%\ﬂ;»\ljemo/aa 0s Core-Demo LA-WAN2-Demo LA'C/‘“N'::NLHG)E f v? M"ﬁ B oo Q
ﬁ ,',/ 10.103.,10.25 10.100. 10.104.255.2 \/ 10.104.3.2 Hsn‘g‘z?::}ig}f{}u st;ii"‘\;es?,l : — m.mx a SIS e
DB-SERVER.2 10.103.20.0/24 ~ ww‘, —
10.103.20.10 DMVPN Swe ap. . Documart Y our Funde,
10.103.10.0/24 10.100.2.0/27 : \
T
A Dynamic Map is used to define the scope of any task, Runbook Automation documents any operational process
providing documentation of any IT data in a single pane of glass. to capture tribal knowledge and make it executable.
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What's New in NetBrain 7.1

1 Visibility & Automation for SDN End-to-end visibility across Cisco ACI and hybrid infrastructures

@ 2 Network Context Customizable views to document and share network knowledge

Better
VISIbIlIty 3 Tag-Based Auto Layout Customize map layouts across many sites in a batch
4 Introducing Gapp Narrow down a problem scope with multistage automation
5 Introducing Qapp Scheduler Enable problem-based monitoring and best practice enforcement
o 6 Enhanced Runbook Automatically document user activity inside a runbook
AdvanC?d A A ET O RERERTENVEREFEIMN Integrate with your existing change management process
Automation

8 Enhanced Qapp More flexible, more powerful, easier to write.
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Review: Top Use Cases for Dynamic Ma
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Automate Network Documentation Share Knowledge about New Designs

Ticketing Cause of slowness
System Log
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Monitoring

Deep CLI
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OpenView Data 10:59AM  Layer 1

© ServiceNow Ticket Data 10:57 AM

© Splunk Log Data 51172017

© ASA Failover Status 2772017

Traffic
Analyzer

© Maintenance Info 10:59AM  Layer 1

@ Routing Design 51212017

® VRF Design 42712007

oS Performance 42712017

Health Monitor 42712017,

Eliminate Data Islands Isolate and Diagnose Problems
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Visibility for SDN and Hybrid Networks
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Map: Visualize SDN constructs alongside legacy networks and
decode logical overlay/underlay dependencies.

Path: End to end path for the entire application traversing
through both legacy networks and SDN fabric.

Runbook Automation: Achieve “just in time” diagnostics by
triggering runbook execution based on an APIC event.



Visibility for SDN and Hybrid Networks
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Network Context

Different views to organize and contextualize your network devices.

By device type (built-in) By routing protocol (built-in) Some ways to customize your own

W Neowork t x| P Newwork P X W Resource Browser §

Physical Network v | | Device Type v | & Physical Network v | Routing Protocol v | Physical Network Vv | Multicast v &
Find.. - = DeviceType Find... Q Find...

“= Routing Protecol

= Virtualization

4 [] Device Category (13) 4 [7] Protocol Types (5) 4 7] Mukticast (4)
b E7 Router (45) 4 b @ PIM-SM (9)
b ] L3 Switch (53) I &7 BGP 64512 (2) b [ PIM-DM (4)
b LAN Switch (2) »[EEGRP @] b 1 PIM-SDM (9)
P [ Firewall (22) I ISIS (3)
Load Balancer 4 [ RIP(1)
Z WAN Optimizer b &7 RIP(3) W Resource Browser
b B WLC () b @ OSPF(8) Prysical Newwork v QoS v &
1 WAP
] Call Manager Find...
1 1P Phone
I 7] End System (72) -
I [7] Unclassified Device (3) -
71 MPLS Cloud = PO
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Network Context

Get more context around a particular device

P Resource Browser F X PE-3600X-02

Physical Network v | | Device Type v @ Context Maps Node Details

Find... Q

Built-in Context Maps

»

4 [7] Legacy Network (14)

4 &1 Router (8) Last updated by danny at 22/03/2018, 06:23:08

» |Pv4 L3 neighbor topology

@ MPLS-P-ASR9001-01 )
@ Nycrtr-2811-01 & Topology Neighbor - IPv4 L3 Topology

® Ottrtr-2811-01 » |Pv6 L3 neighbor topology.

@ PE-3600X-01

oo (@) : » L2 neighbor topology

@ PE-ASR1K-01

@ PE-ASRIK-02 PN . . . .
@ Pao-2811-01 « . » Site Map which device belongs to.
b ] L3 Switch (18) " = ‘ Open Map |f
£ LaN switch » Device Group which device belongs to.

b & Firewall (9) Last updated by zhanghong at 27/03/2018, 14:50:58

b 1] Load Balancer (1) .

N Optimier & Topology Neighbor - IPv6 L3 Topology
boEWLC(2)

1 WAP

1 Call Manager
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Tag-Based Auto-Layout

Create a layout, save it as a sample, and associate the sample with several sites automatically

€0/2 PortMode:trunk  Trunk Encap: dot1q

PVST-Distribute-SW3
172.16.10 148

. Distribution

PVST-Access-SW1 PVST-Access-SW2 PVST-Access-SW3 PVST-Access-SW4
172.16.10.143 721610144 172.1610.146 172.1610.145
\ A
g & > : i ccess
R ® k, 3
10.40.1.12 10.40.1.13 10.40.1.18 10.40.1.19 10.40.1.33

1040.1.12 10.40.1.13 1040.1.18 1040.1.19 10.£40.1.33



Tag-Based Auto-Layout

Apply customized layouts to a map

W 10f7

e &
< e e >
& & &§ 8

ﬁ Three-layer Hierarchy V
(6 Matched; 100% )

2
- A
PV5T-Distribute-5W1

S
S

PVST-Access-SW1

PV5T-Access SW2 PVST-Access-SW1 PVST-Access-SW2 PVST-Access-SW3



Tag-Based Auto-Layout

Defining a template
Q Assign tags to devices

5 Devices Found I Delete All Tags

Layout Style Assign Tags Layout Association 4 Devices Found @ Delete All Tags @  Device Name Layout Tags
By Device Group By Search Term Import Device Tags # Device Name Layout Tags ¥  PVST-Access-SW1 Access
2Devices Found [ Delete All Tags ¥ PVST-DiStribute-SW1 Distribution ¥ PVST-Access-SW2 Access
Device Name Layout Tags ¥  PVST-Distribute-SW2 Distribution ¥ PVST-Access-SW3 Access
PVST-Core-swi1 Core ¥ PvST-Distribute-SW3 Distribution @ PvST-Bfess sw4 Access
@ PvsT-Eore-sw2 Core ¥  PvsT-Distribute-swa Distribution @ PVSTAfesssws ACCESS

g Divide map into layers @ Use tags to assign devices to each layer

S + Add Layer
? ? | Layer Associated Tags Maximum Devices per Row  Device Icon Size
H Layer 1 Core | @ 8 Medium(100%)
' 108 ' | Layer 2 Distribution | € 12 Medium(100%)

& & & & Layer 3 Access | @ 20 Medium(100%)




Adaptive Automation




Review: Top Use Cases for Adaptive Automation
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*1% Can you help diagnose the root cause??

Document processes for collaboration & hand-off

Troubleshoot Slowness_2017-03-02 10:27:58 v

@ Moniter Network Performance
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Write once, execute anywhere Achieve “just in time” automation, triggered by an event






Multistage Automation with Gapp

Gapp: Daisy-chain Qapps in a logical manner. Downstream Qapps only runs against devices with upstream alerts

| Start |
| Start | :
Y
. . . | ) .
Step 1: Start with aII_ dewce; in th.e : Step 2 If Qapp detects ne|ghbors Step 3: If network types match,
problem scope. Triage diagnosis g in Init state, pass device to bl continue diagnosis... Next Qapp
. S . .
based on detected neighbor state. o downstream Qapp which checks Ne o Sione will check OSPF authentication...
! whether network types match. i
| start | :
= Check OSPF
Neighbor State
¥
§ o Check OSPF
= § Neighbor State
E 3 7
2 S g
\ 4 A4 E
Check OSPF Check OSPF




Multistage Automation with Gapp

Two ways to run a Gapp:

Run from any map

[ Configuration File

B Data Tables

View Device Details

&% View Context Maps

f0/1 172.24.32.226/28 o
“’TQ e &% Shared Device Settings
172.24.32.224/28
B)_core_3550 | ) .
- | Private CLI Settings
172.24.10.34 [ q g

! B Telnet/SSH CLI

1 Run Qapp

& Overall Health Monitor

r Run Gapp 1

Schedule to run on a set of devices

New Schedule

Qapp: | Built-in Gapps/Monitoring/Monitor CPU and Memc ‘ Select

3. Select Qapp 4. Time Settings

| &






Problem-based Monitoring with Qapp Scheduler

Suppose last month there was a 10 hour outage. How can you minimize the impact next time?

Cause: Bad ACL on an ASA that failed over Schedule a Qapp to monitor for this problem proactively

New Schedule

3. Select Qapp 4. Time Settings

Qapp: | Built-in Gapps/Monitoring/Monitor CPU and Memc ‘ Select ‘ &3

Step 1: Target devices in a potential problem area

x%
| Interface AcL F@Full Config [

1 of 3 relevant c uration
<< Le end 1- Last Fails 49 UTC Nov 25 2@e5 . .
g " Step 2: Schedule automation based on previous known problems
Device Interface (72.26:8.20): trash
Acti w0 )
i Hormal Ineerface nstde (172-205-100 Noraah. (% Step 3: Customize schedule and frequency
n 4 »

@ standby
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Runbook Improvements

Runbook Process

2 Data View (3] Instant Qapp
(£

Runbook Results

Custom Notes

©
] List > TSfromAto B | Traceroute from A to B-Result 1 11/02/2018, 11:38:42 (= Description | Note(1) :,,
Select Action v =Y guoyanguo 2/11/18 11:39 AM
= From:{ GW2Lab
Pl =
| start | Interface: Auto v Traceroute from GW2Lab to BJ*POP is also
\_ J ok.
T To:’ BJ*POP Tracing the route to bogon (172.24.31.195)
VRF info: (vrf in name/id, vrf out name/id)
v Interface: FastEthernet0/1 172.24.31.195/26 v 1172.24.30.2 2 msec 0 msec 2 msec
_/0_ calculate a path fromAt.. 1 2 172.24.30.6 0 msec 0 msec 2 msec
Traceroute @ 3 bogon (172.24.31.125) 2 msec 2 msec 2
msec
Y 4 bogon (172.24.31.195) 2 msec * 0 msec A
B ringfromAtoB 1 = |8
= av TIVAVNVA Lap )
11 Target IP address: 172.24.31.195 o
12 Source address: 10.10.3.253
Y 13 Numeric display [n]:
14 Timeout in seconds [3]: 3
- Traceroute from Ato B 1 15 Probe count [3]: (3]
16 Minimum Time to Live [1]:
Result 1 02/11/2018 11:38:42 AM = 17 Maximum Time to Live [30]: 30
18 Port Number [33434]:
19 Loose, Strict, Record, Timestamp, Verbose[none]:
20 Type escape sequence to abort.
21 Tracing the route to bogon (172.24.31.195)
22 VRF info: (vrf in name/id, vrf out name/id)
23 1 172.24.30.2 2 msec @ msec 2 msecC
24 2 172.24.30.6 © msec © msec 2 msec
25 3 bogon (172.24.31.125) 2 msec 2 msec 2 msec
26 4 bogon (172.24.31.195) 2 msec * © msec
27 GW2Lab#exit |
28 N

Enter traceroute result manually

<l

Map



Runbook Enhancements

Select Action

Built-in

| &

Fun Qapp
Manitor

Ping Traceroute

Add a Mew Branch

Overall Health

Favorite

Run Gapp

Q
—_r

Path

Two new actions integrated into runbook

Runbook Template

Execute CLI Retrieve live
Commands data
Y &g
Free Text Compare
Cancel

L

Y,
Monitor Queue Detail along Path

[-] Description

biretrahc002877 Select Gapp
Monitor Queue Detail along Path [7]
Data Source: | Current baseline v
|
Input: Ia)
Threshold:

> [£] Monitor QoS along Path

2 Data View M ELTUEE S (3) Instant Qapp 8
D

2)

i List > TSfromAtwo B

Select Action v o = 5
+

3_2 calculate a path fromAt... 1 !

Result 1 02/11/2018 11:04:00 AM =

calculate a path from A to B-Result 1 11/02/2018, 1...

) web-server

Gateway: GW2Lab.GigabitEthernet0/0.10(10.10.3....

N2

© db-server

D

£ Description |



Self-Documenting Runbooks

Dashboard | Map | Actions
— Run Qapp
& Overall Health Monitor

& Run Gapp
B Execute CLI Commands

bj retrahc002877
70.144.130.150

B Retrieve live data
B Ping

"= Traceroute

% path {5

Dashboard | Map | Actions
|~ RunQapp
& Overall Health Monitor
Run Gapp

@ Execute CLI Commands

@ Retrieve live data

B Ping ‘h
- Trace

Dashboard | Map | Actions

. 1] Run Qapp

o & Overall Healtl@onitor
1000 70.144.130.150/31 ﬁ
-

& Run Gapp
bjretrahc002877 @ Execute CLI Commands
70.144.130.150

@ Retrieve live data
I Ping

-
‘mm Traceroute

#: Data View SRS | Instant Qapp
<

All Runbooks > Default Runbool ©uveran neann momwr-re sult 1(4/25/2018, 2:54:15 PM) [ Description
Select Action Vv 2o = X bjretrahc002877 [ Select Qapp
Save as Runbook Template
Start Save as Runbook th Monitor [SNMP] [5]
Duplicate ;
Pull live data regularly v
Export | |
@ path [ . 1 7 .
- Every: |20 Seconds v | ¥ Repeat |10 Times
Input: v
B ring 1
Run i

Output
@ Overall Health Monitor 1 S

1
Result 1 04/25/2018 02:54:15 PM
T 2 2:54:15 PM

3 2:54:15 PM:
o 4 2:54:15 PM:
5 2:54:15 PM:
6 2:54:26 PM:

7 2:54:48 PM:

: Run Qapp on @ device group(s), @ site(s), @ path(s), 1 devi

Run Qapp on 1 qualified devices

"bjretrahcee2877" is parsed by "Built-in Files/SNMP/CPU and
Data task group has been created and forwarded to Front Ser
Get response from Front Server Controller and start to anal:

Get response from Front Server Controller and start to anal

: Get response from Front Server Controller and start to anal:

<@ Show Result



Runbook: Improved Data Sharing & Communication

< <
All Runbooks > Default Runbook Ping-Result 1(4/25/2018, 2:53:28 PM) [ Description ' Note(0) B
Select Action v S = jason.baudreau
From: | fs62310.10.6.23 °
@ # Normals BT UA §i=== - @Mentlon
Start  —
@iason.baudreau THE'PING on alerts users
To:| bjretrahc002877 #bjretrahc002877 Device Information was
successful. The overall health looks gooa.'m 7
Interface: ge-1/0/3.4000 70.144.130.150/31 Vv g .
Q path not sure what can be wrong... need to -
v~ Pat ping @ escalate] -—
"~ #Mention
, search.. A oalv calls device or map
- Ping 1
- 1 Ping from Front Server(fs623) to bjretrahce02877.ge-1/0/3.4000(70.144.1 o
Result 1 04/25/2018 02:53:28 PM = 2 Pinging... 70.144.130.130 //j

: Cancel OK
4  Reply from 70.144.130.158: time<lms 4
5 Reply from 706.144.130.158: time<lms
6 Reply from 70.144.138.150: time<lms
7 Reply from 70.144.130.150: time<lms

@ Overall Health Monitor - 8 Reply from 70.144.130.150: time=1ms |
° o Notifications ‘
180 Ping statistics for :

-+

(R
W opa =

Packets: Sent = 5, Received = 5, Lost
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 1ms, Average

@ (8% loss),

() jason.baudreau mentioned you in a Runbook.
& Map3 4/25/2018,3:14:24 PM

jason.baudreau mentioned you in a Runboaok.
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Enhancements to Change Management

Select Action v S H =9
start * Approve inside NetBrain
* Approve inside service management solution
0 Approved
4 + Target devices
e
& Define Change o * Commands
. * Rollback commands
Design
Engineer
9 Benchmark Before
-t
* Oneatatime
&F  Execute + Sequential
— * Simultaneous
Implementation
Engineer
g Benchmark After
 Config files
Il | compare + Show commands
N — * Route tables
Operations
Engineer 0




Enhancements to Change Management

Request and approve changes inside NetBrain Request and approve changes via external service management system

Q Design engineer requests change approval

Legend

Please select the approver you would like to send the request to. Se rvi Ce N OW

Approver: | admin v

NetBrain
l Cancel —
A 4

@ Approver receives notification

Create ServiceNow Link runbook and

?
ticket ServiceNow ticket ID GREEEE

| Notifications

[4 Jason Has Sent You a Network Change Approval Request

@ New Network Change1 l 4/17/2018,3:32:19 PM
Create NetBrain runbook Set runbogkas rejected

@ Approver approves or rejects change Define > Execute => Compare I IR NSRRI pRTaRTre N (via API call)

Set runbook as approved -
(via API call)

Approve

Execute change «

Please enter your username and password to approve the network changes.

Username: ‘ e




Enhancements to Change Management

Schedule a Change Task

\s

All Runbooks > New Network Change1 . Execute
Select Action v S o @ x Fxecute:| Fdit 1 Fxern
L Save as Network Change Template
Define Change Share Network Change
Duplicate
l Delete
—
9 Benchmark Before Schedule
=0

‘ Archive Change

1 &

Schedule X

Network Change: [ New Network Change1
Execution time: | 04/19/2018 2:23 PM

Do Not Execute After: | 04/19/2018 6:23 PM

There might be a system delay due to the backlog of tasks.
In the event of a system delay, please enter the time you

want to abort the execution.

Note: This Network Change will be locked after it is scheduled. Cancel Save

" Define Change \
>

Save frequently used configurations

as a template

Configuration Template Properties x

Template Name |SNMP Config

Description | Deploy SNMP community strings

Commands L Config t
2 snmp-server cosmunity NB
3 snmp-server cosmunity NBITE
4 snmp-server context vlan-1
S snmp-server context vlan-2
6 snmp-server context vlan-108|

4 Devices [
Al :
2 1 config t
All Devices o 2 password encryption aes
3 end
& BJ_Acc_SW1 (3) 4

& BJ_Acc_SW2 (3)
& BJ_Acc_Sw4 (3)

& BJ_Acc_SW6 (3)

(=] Description

Cancel Save B i, S ——

Load Template

R

Save a runbook for reuse as Network

Change Template

All Runbooks > ACL Change

Select Action v G a8 = X

S Save as Network Change Template

\ Start ); Share Network Change
¥ ' Duplicate
) Delete
@ Planning
Schedule

Archive Change

I
) o

g) Benchmark Before

oﬁ Execute

&==  Benchmark After
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Qapp Enhancements

Data Analysis Data Source Option Description
Type

Current Baseline Use the latest device data saved in the database.
Historical
Data Analysis Select a Time Point # Use the saved data, which is nearest to the
specified time point.
Select a Time Period # Use the saved data between the specified time
points.
Pull Live Data Once Log on to the device instantly to retrieve live data
Live for once.
Data Analysis Pull Live Data Regularly Log on to the device to retrieve live data regularly

based on the customized frequency.



Qapp Enhancements

Some Qapps may require user input at execution time. The Input Variables node defines the parameters which
require manual input. This will automatically generate a GUI for parameter input when the Qapp is executed

name The name of the variable
VIAN ID: 1

Map VLAN Switch type The value type of the variable. The supported type
includes string, int, bool and double. The variable in the
bool type is displayed as checkbox at the GUI.

label The display name of the variable at the GUI generated at
the Qapp start.

SourcelP; 0.0.0.0
Source Port: TCP v

VRF: v value The default value of the variable. This property is optional.

The value of a variable in the bool type is false or true.

items Displayed as a drop-down list with candidate values.



Qapp Enhancements

(=1

) uﬂn Variable Mapping for Multi-Vendor Support {0}

v More Extensive Multivendor Support
After running a Qapp, add new parser variable mappings to Select Parser Select Qapp
fulfill the missing records for the required vendor model.

1 of 1 Reference Parsers: ]l Interface [Cisco 10S]

how mapping for 3 variables '
v" Integrated data sources Show mapping for 3 variables + Add Mapping

Add multiple access methods (CLI/SNMP/API) for a vendor

model. Data sources can be consolidated and prioritized. Bl Cisco 10S Switch/Cisc... Juniper Router™
EA Interface [Cisco 105) Bl |nterface [JUNOS]
v Writing a Qapp is easier. N intfs_table BB physical_intfs 4
Qapp authors can write a Qapp for a single vendor without — o - T
worrying how to expand it for more device types. E Sintf O & $physical_intf O

- $muu iq-:l

o



Other Enhancements

One.p Table One-IP Table Service Monitor for NetBrain administration

Total Entries: 1609 Q. @ Export Resolve All DNS
System Health Open Service

IP Address LAN Segme.. MAC Addres... Vendor Switch Port DNS Name Description Data Source ata Retriev... Y F
172.27.1.200 172.27.1.20... 0023.5DEB... Cisco Systems qapp-c3560-2.Gigab... Device Inter.. 02/04/2018,... Active Web Connections: 100
172.25.37.5 172.25.37.0/.. AABB.CCOO.... ARP Table 02/04/2018,...

Disconnected Server: 200 Connected Server: 300
172.25.37.6 172.25.37.0/.. AABB.CCOO... sw2960-121.Gigabit.. EMU_MBT_R1.Ether... ARP Table 02/04/2018,...

car Tacke: Data Tacks:

172.2537.7  172.25.37.0/... AABB.CCOO... ARP Table 02/04/2018,... User Tasks: 400 Data Tasks: 500
172.2537.2  172.2537.0/.. CAOSSF1A... EMU_MET_Switch.Ex.. EMU_7206VXR.Esher... Device Inter... 02/04/2018,... MoneoDB Data Size: - (7 days ag0 )
172.25.379 172.25.37.0. AABB.CCOO.... EMU_NAT_R11.Ether... ARP Table 02/04/2018,... . i L )

ES Index Size: - (7 days ago --)
172.25.37.12 172.25.37.0/... AABB.CCOO... EMU_Balancer34.Et... ARP Table 02/04/2018,...
172.25.37.13 172.25.37.0/... AABB.CC00.... EMU_MBT_R2.Ether... ARP Table 02/04/2018,... ! *

S " .

172.25.37.14 172.25.37.0/.. AABB.CCOO.... EMU_MBT_R3.Ezher... ARP Table 02/04/2018,.. NcBminD Service Monitor s B
172.25.37.15 172.25.37.0, AABB.CCOO.... EMU_MBT_H13.Ethe... ARP Table 02/04/2018,... s

PID: 2168  StartType: Automatic  Version: 325

50.6MB v 1368

NaN-ONaN-ONaN ONaN:ONaN:ONaN AM  Last Coflection Time: 2018-02-06 05:37:09 PM

“C:\Program Files\NetBrain\Mongodb\bin\mongod.exe” —config “C:\Program Files\NetBrain\Mongodb\config.conf" ~service

Metric Value Chart

Telnet/SSH From Map

O
.—ﬂ 2B 172.24.302 - PuTTY - D X

W Configuration File

4 3% WIN-UTUCGO290TV

B Data Tables >

£

B

Telnet/SSH CLI

Even more enhancements...

xecute CLI Commands

aq

Retrieve Live Data

v" Search v Qapp/Instant Qapp

Ping from

Traceroute to

v' Map v Word Document

Create Note

v" Data View v" Cloud Deployment
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