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1. Before You Start

NetBrainlEv7.1has been completely redesignedmparing to EEvénd we have enhanced virtually every function.

Due to the complete change in the backend data model introduced by the newly designed system, the data format in
the new database is not compatible wilrevious databaseThe steps in this document need to be completed

ensure a smooth transition from your previous versiofNetBrain tolEv7.1

In this guide, you will bmtroduced tothe steps that help you manually migrate all necessary settingsitklycreate
aparalleldomain thatreplicateswhat you have iryour previous EEV6 versisin the newlEv7.1lversion However,
please beawarethat all historical datasuch aslevice configurationhenchmark data, and map daia EEvavill not
be migrated to this latest version. Therefoii€historical benchmark data is requireste recommendrunning two
systems in parallel for a period of time until you are comfortable with the data in new system.
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2. Pre-Discovery Migration Steps

Pleag make sure everything in this section is properly migrated from EEMB/id Ibefore running discoveryor the
first time in IEv7.1 Eachsubsection may or may not apply to your speclieva&ieployment. If a certaisubsection is
not applicable please move on to the next one.

2.1. Network Setting

1. Export fromEEV6
1) In Workstation, navigate tdV/orkspaceA Settings(Shared Network Settings
2) Clickexportand save the files into a newly created folder
3) Compresghe folder into a zip file

< B H @ o 2 d €9

Settings) Tune Settings Tune Eenchmark CLI Site Manager Overview Map | Asset Report Document
g s Commands =

Shared Metwork Settings x

Define shared Telnet/S5H/SNMP Access Credential and Proxy for all non-interactive live access
Enter all possible Usernames and Fasswords
Metwork Server Private Key Server Jumpbox for Telnet or S5H login

Telnet/55H Login Privilege Login SMMP String

Alias Username Password [Private Key Device Count

£ & ? tENE_Foundry4882H

Edit... Remove Check Device Count Export Import Close Help
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2. ImporttolEv7.1

1) Navigate tabomain Managemen#y OperationsA Discover Setting®, Network Settings

2) Clickimport and select the compressed file created from EEvGerstep1.

Domain Management T (e e e (e E
Start Page
Start Page Network Settings

Share Policy

Define shared Telnet/SSH/SNMP access credentials and proxies for all non-interactive live access. Discover
Discover Settings Bl 5o Novsen

Front Server Private Key Server Jumpbox Telnet/S5H Login Privilege Login SNMP St
y ver ) SH Log vilege Log SN e Network Sectings

Discovery/Benchmark Task Newwork Definition

Front Server&Group 1P Address Status Version Allocated Devices  gica Mansger e
71 0 API Server Manager
O Domain Maintenance >
Topology Manager >

Advanced Settings

Desktop Profile i

&, Import I, Export

NOTEThe data supported for import contains jumpbox server information and live

access credentials for

Telnet SSH and SNMP. The Front Server information is auto generated bstéme agd cannot be imported

2.2. Do-Not-Scan

1. Export fromEEV6
1) Clickthe Workspacetab.
2) ClickDo-Not-Scan
3) Right clickanIPaddress, andhen selectExport

Import Modfy
©
Delete

Device Type
[ 3com switch ~
[ A10 Load Balancer
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2. ImporttolEv7.1

1) Navigate tobomain Managemen®y, Operationsh Discover Setting#, Do-Not-Scan
2) Clickimport to import the file exported from step.1

Domain Managemer‘lt Tenant: Initial Tenant Domain: Q _test :-
StartPage
Do-Not-Scan
start Page Share Policy

© List the IP address, subnets or device types you do not want to discaver or scan.

Discover
4, Import| 1, Export 3 Selecte . .

IP or Subnet Description Device

Domain Manager Metwork Settings

[l 31 Discovery/Benchmark Task Metwark Definition

Site Manager

APl Server Manager

Domain Maintznance >

Topology Manager

Advanced Settings

2 2 | » | P 2

Deskrop Profile

1 Alcarel OmniSwitch

Note:5 SGA OS ¢ e LIS OF y Qi yod eedSomangaNdss iRIKEN7YLILI2 NIi SR =

2.3. Network Definition

1. Export fromEEV6

1) ClickWorkspacetab, expandthe Vendor Modeldrop-down box and seledtietwork Definition.
2) Clickexport

Workspace - WorkspaceT -

,@ SAEHY & =
- Home Map L2 Topology Qapp ChangeMana‘.I Workspace I View

B @, AafYu em B@ ¥

Import Configuration Discover Manager Generic Path Settings Tune Settings  Tune Benchn
E Vendor Model ' Device = Stitching = -
Build Worksp (5]  pevice Type pace Maintenance |Shared Network Settmgs| Local Network Settmgs|
Start Pag; Netwo| & Device Driver
No. Hostname 7] vendar Madel Device Type
1 10.0.0.1 @ Metwork Definition 3Com Switch
Bl Portto Protocol List
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2. ImporttolEv7.1
1) Navigate tobomain Managemen®y Operationsh Discover Setting#, Network Definition.
2) Clickthe Import button to import the file exported fronstep 1.

Domain Management Tenant: Initial Tenant ~ Domain: Q_test 2 o
Start Page
Start Page Network Definition

Share Policy
Olems 4 Add Q Discover
Discowver Setrin| > Mot
Hostname 1P Address Device Type g Do-Nat-Sean

Domain Manager Nework Sertings

Discovery/Benchmark Task Network Definition
Site Manager
APl Server Manager

Domain Maintenance >

v

Topology Manager

Advanced Settings

Deskrop Profile

2.4. Live Options

1. Export fromEEV6
1) Click the® icoon thetop left corner of your workstationand selectOptionsto see all the global live
options.

@ = N = Options X
L~ Map  Live Access  Monitor Route Table Others

Recent Documents
Hew

Doubleclick a device to | Show Config File ~
\_r,} Open Ctrl+=0 Auto layout limitation | 20g « | nodes
IJ- Auto layout length 100 & pixels
' : Initial Path Bezier Parameters
\S Bezier Type Style Width

Cached Route Table Path ~| 3
Live Network Path |- — — — — ~

Trace Route Path

R EOREORED

Shortest Path
Relogin
Reserve License

[] show device interfaces like switch port when ereate L2 map page
Show Qmap In

l% [ zoom infout Qmap via mouse wheel only if the CTRL key is pressed

Change Password

(® 0ld tab group (C)New vertical tab group
Open Server Workspace (O New harizental tab group
Visio map
& Local Workspace » When you double-dick a Visio map in the NetBrain Workstation, open the

Visiomapin:  (JMicrosoft Visio (8 NetBrain Workstation

‘ y Refresh Workspace [Jindex visio maps automatically

Q%g Rebuild Topalogy e

Cancel Help

2) Go to the webpagéttp://EEV6_server_ip/workspace/Zlickthe Systemtab, andthen go tothe Options
subtab to check whetherou haveenabled the security optionss well as minimum subnet mask
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Ser\:;‘r Wofks-pa.ce

6.2a1(64bit), 2017-01-09

kspace | NetworkServer | ScheduleTask | Download | System Help

1 = Options

II Network Secuntyrl

[ Remove the following sensitive data from the device configurations and UL

1) Line and console passwords

2) Local user passwords

3) Enable passwords

4) Enable Secret

5) SNMP community string

6) TACACS and Radius keys

7) VPN Keys and/or Certs

8) SSH Private keys (these may show up on CSS devices)

Select Access Credential For Smart Telnet and Change Management:

O use private credential and shared privilege credential
® yse private credential and private privilege credential

O use shared credential and shared privilege credential

-[I Build L2 One IP Tabl l—l

Filter DHCP Entries: ]}

Minimum subnet mask:

[« Add to One-|P-Table only if switch port or DNS name is available

2. ImporttolEv7.1
1) Navigate tabomainManagementA OperationsA AdvancedSettings
2) Manually configuréhe same settings asSEV6.

Domain Management Tenant: Initial Tenant ~ Domain: Q test = Operations
. SeartPage 1
Start Page Advanced Settings
Share Palicy
= Discover
Network Security
Discover Settings >
Remove the following sensitive data from the device configurations and Ul: Timeout
1. Line and console passwords | Domain Manager
SNMP: | 2 Second
2. Local user passwords Discovery/Benchmark Task
3. Eneble passwords SNMP Hostname Site Manager

£ Ensble Secret @® Trim all strings after do.  API Server Manager

5. SNMP community string . i
© Trim following domain — S
TACACS and Radius keys omain Maintenancs

. VPN Keys andfor Certs Topology Manager >

e.g. netbrain.com| | ne

w1

SSH Private keys (these may show up on CSS devices)

Deskeop Profile

Management Interface

| Build L2 Topology Option |

Enter the interface type order for batch setting the mansgement interface

Minimum subnet mask: | 16 managementloopbackvlan;veethernet Apply
("] Filter DHCP Entries
("] Delete One-IP Table entries older than 14-days autamatically Polling Order
@® Trying to login device directly, then login via Jumpbox
Select Access Credential For Telnet/SSH CLI and © Trying to login device via Jumpbosx, then login directly

Change Management

) ¢ If ping fails, don't try Telnet/S5H in Tune Live Access and Seed Discovery
(®) Use Private Credentials and Shared Privilege Credentials

] ¢ If ping fails, don't try SNMP/Telnet/S5H in Scan IP Range

() Use Private Credentials and Private Privilege Credentials

() Use Shared Credentials and Shared Privilege Credentials Max route table entries: | 100000
Note: NetBrain will not retrieve route tables from routers whose table entries

exceed the number defined above.

3 N e
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3. Run Discovery

*Afew migration processes in Sectiomefjuires thatall devices in your current versiahould bediscovered inE7.1.
If not all devicescan be discoveredt this moment, you cafinish theprocesseshat havethis requirementlater.

3.1. IP List for Discovery

1. Export fromEEV6
1) ClickWorkspaceA Asset Repory CreateAsset Report

2) IntheCreate Asset Repopang select the highlighted options of the image below, and specify the

location of the file Note that make sure the reporis created in a CSV file.
3) ClickStartto generate the Asset Report for device information.

I Workspace I

: — - e = “
IR =z B 2 | dl [#
@G (g B o =2 |¢ :
1 Settings Tune Settings Tune Benchmark CL Site Manager Overview Map || Asset Report) Document
g = Commands =
| — | I |
Asset Report - O x
Home B
5 ==l = -
gy & #
- il
=5 Match whole word
Create Asset I Define Modify Search
Report Attribute Devices |
Data Manager
C =l Create Asset Report
E‘Qg Network Hostniame sysObjectlD Vendor Model b
| @) East Coast TargetD
5 st - ol SRS Gsco catalyst2g...
k{73 West Coast | (®) All devices in workspace () Devices in current view(all pages) 136.1.415.1.516  Cisco catalyst37s...
L Unassigned ‘ 13614191516 Csco catalyst37s...
2" Device Group | Report Content 136.14.15.18% Cisco catalyst65x...
; 5 Local i 1.36.1.4.19.1.57%6  Cisco 2811
4 &b Shared [~] Device information [ site information 1.3.6.1.4.1.9.1.716 Cisco W5-C2960-...
i - System Module information Module and interface summary 1.3.6.1.4.19.1.718 Cisco WS-C2960-...
7 Sy
=g Device Type i [ interface information 1.3.6.1.4.1.9.12.3.... Cisco 55481P
e @8 Router(21) i . Cisco 5548UP
Only export physical interface info
H- 2 L3 Switch{41) | Cisco catalyst296...
b LAN Switch(D) |
i § Firewal(s i
i ) Report File Format Fs Bigin4
- @l Load Balancer(2) E5 Bigip4
3" '-f' xLACN(;Dﬁm‘ZEF(U) () Excel File(multiple pages) (®) CSV File(multiple files) 1.3.6.1.4.1.9.1.717  Cisco catalyst296...
o 1.3.6.14.19.1.745  Cisco ASAS5505
; :: CWETI\'('I:LE ) Target Folder: IC:Wsers\QSun\Deskbop | IIII 1.3.6.1.4.1.9.1.745 Cisco ASAS505
b8 TP Phone(gl} 1.3.6.1.4.1.9.1.717 Cisco catalyst296...
Il End System(s) 1.3.6.1.4.19.1.516 Cisco catalyst37s...
i+ Undassified Device(0) Progress of exporting data:
1.3.6.1.4.1.9.1.465 Cisco 2621XM
o ose

2. Importto IEv7.1and run discovery
1) Navigate taDomain Managemen#y, OperationsA Discover
2) Clickimport IP List

3) Select thecsvfile created instep 1, checkthe Discover via Seed Routeaption, and set Discovery Depth

asO.
4) ClickStart Discovery

NetBrain Integrated Edition
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Domain Management Tenant: Initial Tenant Domain: 1 1 Operations

Start Page
Start Page Discover <
= Share Policy
(® Discover via Seed Routers () Scan IP Range % Network Settings < View Last Result
I Discover |

Domain Manager

Advanced 6 Start Discovery Discovery/Benchmark Task

Site Manager

Access Mode:|  SMMP and SSH/T..  « a Discovery Depthy

e.g: 10.10.10.1; NY_R o Salect Deviceo Import IP List Discover Setrings e}

3.2. Device Driver

1. Export from EEV6
1) ClickWorkspacetab, expand the/endor Modeldrop-down box and seleddevice Driver
2) Rightclickthe customizeddrivers and seledExport

L2 Topology Qapp Change Manage I ‘Workspace I View
|E] hedule = Fir] 3 - = “ Fe
: en & | @

!

@ Do-Mot-5can

rer Manager Generic Path Settings Tune Settings Tune Benchmark CLI Site Manager Overview Mz
J_—.I Vendar Model ' Device = Stitching = = Commands =
ksp Device Type spggblaintenance | Shared Network Settings| Local Network Settings| Benchmark | Site
Device Driver q (3 Qapp Previ Device Driver X | + |
PP
1
E Vendor Model Driver Device Type Status Author
@ metwork Definition test - o megter Enable T —
Fort to Protocol List Brocade AC Edit... Switch Enable Netbrain
ter(135) |'|'| ¥ Arista Switt Save As... itch Enable Metbrain
4 Tellabs RoL Delete auter Enable Metbrain
View Model List...
Goto Folder...

Submit to MetBrain

2. ImporttolEv7.1
1) Go toTenant Managementnavigateto MVS ConfiguratioA Device Driver
2) Clickimport to import the file exported from step 1.

Tenant Management Initial Tenant v & admin Log Out

MVS Configuration

Device Type eor Model
s @

User Authorization Domain List onfiguration GDR Data Configuration API Manager Interface Ty;

No. Driver Device Type Status Author ID
1 Tellabs Router Tellabs Router v NetBrain 18141c75-5249-427c-0d89-4eeac3 344
2 Brocade ADX Brocade Switch v NetBrain BeBce7da-5258-445f-8ebd-00d4c0cf4

Note:
9 Driver Export/Import Limitationa the driver file extension in EExés .nbdriverwhile it is .xdrv idE7. 1
However,you canimport EEvV6 driver inttEv7.1despite the difference of file type.
9 Driver Customizatior» the customized login scripts cannot be migrafesm EEvV6.x to IE7. 1f
necessary, manually reconfiguiv7.1login scripts to be the same as existing EEv6.ones
f Contact NetBrain Support if ya 2 dzf I6egfeCthie customizedrivers created by NetBrain.
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4. Post-Discovery Migration Steps

Follow the instructions below to finalize pediscovery migration stepgnsuring alenvironmens set upproperlyand,
ideally, the samesthe exiting EEv6 environment.

4.1. Site Definition

1. Export from EEV6
1) Clickthe Workspacetab.
2) ClickSite Manager
3) Right clickMy Network, and selecBackup Site Definition

;D @0 ®B@ @ W[ R e

1 Settings  Tune Settings  Tune Benchmark cu ite Manager | Overview Map | Asset Report Document
g - ‘ommands ~
1 ‘Shared Network Settmgs‘ Local Network Settingsl Benchmark ‘ Site ‘ Documentation ) ‘
Site Manager - X
Site Tree:
Site Definition Border Interface  Site Member
Add Container Site
Lockdown Members

Add Leaf Site Name: [ My Network Site Properties

Import from File P

Export to Spreadsheet

Clear All Sites Border Interface: | Select

Remove Sites without Leaf Sites Dynamic Search

Backup Site Definition |[Booean Expression:

Load Site Definition

A Flease Select A
search Add Exclude
Device Model Management IP Location
There are no items to show.
Add a New Site: Import from File Rebuild Site Commit

2. ImporttolEv7.1
1) Navigate tabomainManagemen®, OperationsA Site Manage.
2) RightclickMy Network, andthen selectLoad Site Definition
3) elect the site definition fileexportedin step 1.
4) dickRebuild Siteandthen Commit
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Domain Management

Tenant: Initial Tenant ~ Demain: Q_test Operations

Start Page Site Manager X

My Network(Q) R4 Site. Ds%nnmn Site Members
Add Container Site
Add Leaf Site Name | My Network
Import from File
Export to Spreadsheet =scription
Clear Al Sites
Remave Site without Leaf Stte jynamic Search
Backup Site Definition

e Load Site Definition N
Boolean Expression:
Device
Add site v Import from File

NOTEDevices in gite may be lost if they are added via border interface or dynamic search

4.2. Device Group

1. Export fromEEV6

Start Page

Discover Settings >

Share Policy
Discover

Lockdown Members
Domain Manager

Discovery/Benchmark Task

[ Y E—

APl Server Manager

Domain Maintenance >

Topology Manager >

Advanced Settings

Desktop Profile

Model Management IP Location

9 6 -

| Rebuidsite ]r commit |

1) Rightclickatargetdevicegroupin the WorkspacePaneandthen selectProperties

2) Clickexportto generate a .csfile.
3) Repeat above stept® exportmore devicegroups.
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