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1. Introduction 

Before starting out to experience NetBrain Integrated Edition, you will need the following preparations. 

1. Signing Up 

2. Logging in to Your Domain 

3. Thin Client Overview 

It is highly recommended to use Google Chrome 51 or higher versions to experience the Thin Client of NetBrain 
Integrated Edition and zoom it at 100% to get the best view. If you need any help, please visit Online Help for more 

reference or contact NetBrain Support Team for further assistance. 

Dynamic Mapping 

 Documenting Your Network 

 Using A-B Path to Analyze Network Traffic 

 Using Data View to Demonstrate Network Design 

 Using Dashboard to Display Multi-Dimensional Data 

 Using Instant Qapp to Decode Network Design 

Executable Runbooks 

 Using Runbook to Automate Network Tasks 

 Working with Qapps and Tools 

 

1.1. Signing Up 

1. In your web browser, navigate to http(s)://<IP address of NetBrain Web Server>/. For example, 

https://10.10.3.141/. 

2. In the end user login page, click Sign up. The Create Account page opens. 

3. Enter the required information, such as email address, first name, last name and so on. 

https://www.netbraintech.com/ftp/IE70b/OnlineHelp/index.html?welcome.htm
mailto:support@netbraintech.com
https://10.10.3.141/admin
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4. Click Submit. 
Your registration application will be submitted to system administrator for acceptance. Afterward, you will 

receive a Welcome email in your registered email box. 

5. Follow the instructions in the email to activate your user account. 

 

1.2. Logging in to Your Domain 

1. In your web browser, navigate to http(s)://<IP address of NetBrain Web Server>/. For example, 

https://10.10.3.141/. 

2. In the login page, enter your username (or email address) and password.  

3. Click Log In. 

Notes:  

– If it is the first time that you log in to the system as a user imported from the LDAP/AD or TACACS+ server, you may be 
required to complete your user profile in a pop-up dialog, including the email address, first name, and last name.  

– It is not recommended to use the same web browser to log into NetBrain system with multiple user accounts. Only the 
last logged-in user will be recognized as the current user. 

 

1.3. Selecting a Domain 

1. Click the domain name from the quick access toolbar. 

 

https://10.10.3.141/admin
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2. Select the target tenant and domain, and then click Apply. 

 

1.4. User Interface 

NetBrain domain is a workspace to separate areas, branches or departments to simplify network management for 
an enterprise, as a subset of a tenant. The landing page of your NetBrain domain is displayed as soon as you log in 
to the Thin Client of Integrated Edition.  
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2. Documenting Your Network 

Accurate documentation is critical for maintaining a reliable and secure network. However, 80% of network teams 
can’t keep the documentation up-to-date because the workflow is manual laboring, tedious, and time-consuming. 

And what's more, the materials of an enterprise network is often scattered throughout multiple sources.  

 Use map to diagram your network (in MS Visio) 

o Search and Map or Open a Site Map 

o Export to Visio 

 Export Inventory Report (in MS Excel or CSV) 

 Export a Word Document from Dashboard (in MS Word) 

When your live network changes, NetBrain's benchmark engine will capture those changes and automatically 
update the backend data model. Besides, the system can be synchronized with the data from the external CMDBs 

to serve as a single source of truth for all asset data correlations. This ensures NetBrain’s inventory information is 

accurate and comprehensive. 

 

2.1. Searching and Mapping 

With NetBrain, your entire network becomes a searchable database, so that you can search for a device by IP 
address, hostname, vendor/model, or a part of a configuration file such as routing protocol. You can find exactly 
what you are looking for instantly, and then generate a new map or open an existing map directly from the search 

results. 

1. Enter any of the following keywords in the search bar: 

Data Source Sample Keyword 

Hostname Boston_core_SW 

IP address 172.24.10.2/30 

Text in configuration file (Current Baseline) route-target 

ospf 10 area 0  

Vendor/Model information catalyst 

Device/interface/module property 11851648 (take serial number for example) 
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If you do not remember the full keyword, type the first three letters of the keyword, and then select the 
matched one from the drop-down menu.  

 

Note: Currently, intelligent prompt is only supported in these data sources: map name, IP address, device hostname, 
and dashboard name.  

2. Press the Enter key or click the  icon to start searching. The search results will be displayed with the matched 
keyword highlighted. 
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3. Click the X L3 Neighbors hyperlink (for instance, 15 L3 Neighbors). A preview map containing the searched 
device (for instance, GW2Lab) and its neighbors are displayed. 

 

4. Click Open in New Map to open the map.  

 

2.2. Extending Neighbors 

You can draw different types of topology links and neighbor devices on the current map page by extending 

neighbors, including layer 2 topology, IPv4 layer 3 topology, IPv6 layer 3 topology and IPsec VPN topology. 

1. On your map, click the  icon attached to the target device. 

2. Extend and draw neighbors on the map. 

1) Select a neighbor type (such as IPv4 L3 neighbor device, L2 neighbor device or neighbor site) from the 
drop-down menu to filter neighbors. 
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2) Select an interface in the left pane. The connected neighbor devices are listed at the right side. 

3) Select one or multiple neighbor devices, and then click Add to Map. You can also double-click All Neighbors 

to map all the listed neighbor devices. 

3. Repeat the above steps to extend neighbors for more devices. 

 

2.3. Opening a Site Map 

As soon as a site is created, the corresponding site map is generated in the system and named with the site name.  

1. Click Site on the taskbar to open the Site pane. 

 

2. Expand the site tree, right-click the target site and select Open Site Map from the drop-down menu. 

 

2.4. Design Reader 

Design reader provides you with a quick access to view device configurations on a map. 

1. Rotate your wheel button forward to zoom in to display more data units. Move your mouse pointer over a link 
label, such as interface protocol. A tip box opens with the relevant configuration displayed. 
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2. Click the  icon to view more relevant configurations if multiple matched results are found in the configuration 

file. 

 

2.5. Creating Device Notes on Map 

1. Select several lines in the configurations and click the  icon to create a device note for the selected content. 

Tip: You can directly click the  icon to create a note for the whole content in the design reader. 

2. To create more notes, click Full Config in the design reader and repeat the previous step. 

 

2.6. Saving a Map 

An asterisk marked with the map name ( ) indicates that there are unsaved changes on your map. To save 

your changes on a map: 

1. Click the  icon on the map toolbar. 

Tip: You can also press the Ctrl + S keys on your keyboard.  

2. Select a folder to save the map, and enter the map name. 
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Tip: The files saved under the Private or Desktop category are only visible to yourself; the files saved under the Public 
category are visible to all users in the domain.  

3. Click OK. You can view the saved map in the Files pane. Here is a sample screenshot. 

 

 

2.7. Exporting to Visio 

1. On a map page, click Map > Export to Visio on the map toolbar. 

 

2. Specify the map pages that you want to export. By default, all map pages are selected. 
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3. Click Start. Then a Visio file is exported to your local machine named with the map name. 

 

Tip: The default location of the exported file is C:\Users\<your user name>\Downloads. The exported file is in .vsdx 
format, and you need to use Microsoft Visio 2013 or higher versions to open the file. 

2.8. Updating a Map 

After you create a map and save it for further use, there may be some changes in live network causing your map 

data out of date, such as the connectivity changes of devices.  

To update a map by using the latest domain data, click Map > Update Map on the map toolbar. The updated 

results will be saved in the map file automatically. 

Note: Only the user who has the editing rights of the map can update it. 

 

2.9. Exporting Inventory Report 

NetBrain Inventory Report records comprehensive asset data of your network. You can either use built-in reports 

as templates, or specify device scope and asset data to customize your own reports. 

To export an inventory report, complete the following steps:   
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1. Click the start menu  and select Inventory Report. The following page opens. 

  

2. Select the target report type in the left pane and browse asset details in the table list. 

3. Click Export. 

4. Select a file format (.xlsx or .csv) and then click Export.  

 

Tip: The default location of the exported file is C:\Users\<your user name>\Downloads. 
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3. Using A-B Path to Analyze Network Traffic 

Unlike traditional traffic paths, NetBrain Dynamic Path Analysis visualizes the forwarding of packet and emulates 
the real packet forwarding process in your live network. It looks into modern technologies like policy-based 
routing and load balancing, and provides end-to-end visibility across any network path. You can map an 
application path between two end points to troubleshoot connectivity problems (such as a slow application and 

routing loop), or monitoring path performance. 

 

 

3.1. Mapping a Path 

1. Click Path on the search bar. 

 

2. Enter the source and the destination IP addresses (device hostnames or DNS names). 

3. By default, the system calculates two-way paths. To change the path direction, select the  icon or the  icon. 

4. The related gateways will be auto-identified. If a device has multiple gateways, you can select the correct one 
from the Gateway list. 

 

Tip: To configure path analysis set, data source and protocol for path calculation, click the  icon to make changes, and 
click OK.  
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5. Click Path to start calculating the path. Then you can view the diagrammed path on the map and the summary 
log at the left side. 

1) Click the  icon to view more information along the path, including device log, traffic state and execution 

log. 

2) Select a device icon in the path result pane to view the technologies evaluated on this device, such as ACL, 

NAT, PBR, VRF, MPLS and so on. 

 

 Tip: By default, only the technologies matched with the devices are displayed. To view all technology evaluating 
steps, clear the Only show steps matched with the device check box. 

 

3.2. Saving a Path 

1. After Mapping a Path, click the  icon at the upper-left corner of the path result pane. 

2. Enter a path name and click OK. The path will be saved in the system. 

Tip: You can also save the map that contains the mapped path. 
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3.3. Running Qapp on a Path 

You can run a Qapp on a path to monitor live data of devices or troubleshoot network problems, such as slow 

application or routing problems. 

1. Select the path on the map and then click Run Qapp on the floating tip box. 

  

Tip: To monitor the path performance, click Monitor to directly run the Qapp Path Overall Health Monitor. 

2. Select a Qapp based on your needs and click OK. To run multiple Qapps at one time, click More Qapps in the 

Run Qapp dialog. See Running a Qapp for further operations.  
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4. Using Data View to Demonstrate Network Design  

Data View is a flexible and reusable device-based data container, which stores both static and dynamic 
information of a device and its interfaces. A group of data views having the same name can represent a "network 
design" or "troubleshoot scenarios", such as OSPF design, BGP design, and multicasting design, check QoS queue 

congestion, check interface errors, and so on. 

You can apply multiple data views simultaneously on a map to share network design knowledge, trace network 

changes, monitor network performance and security, and troubleshoot network issues. 

This is a sample data view, which displays data units of a device and its interface on both reserved and overflowed 
positions.  

 
 

4.1. Creating a Data View from Templates 

1. On the map page, click the  icon next to the map search bar.   

2. In the Data View pane, select a data view template. To select more data view templates saved in the Data View 

Template Manager, click More. If you select multiple templates to run, multiple date views will be generated. 
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3. Click Run. The generated data views will be automatically displayed in the list and named after the selected 
template name by default. 

 

 

4.2. Applying Data Views on a Map 

All devices on a map page are displayed in the default data view.  You can apply an available data view to show a 

different layer of data units on the map. 

Applying a Single Data View on a Map 

1. In the Data View pane, click a data view to apply it on the map. Data units in this data view are highlighted with 

a background color. 
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2. Click another data view to apply it on the map page.  

Applying Multiple Data Views on a Map 

To show more layers of data units on a map, you can apply multiple data views and the data unit on each position 
might be overlaid. The rule is that the latter applied data view will occupy the positions used by the earlier applied 

ones, and these data units will be displayed in other positions automatically (including the overflowed positions). 

1. Click the  icon of your interested data views one by one. The sequence of selections determines the layer 

display of data views. The latest applied data view will be laid on the top. 

Tip: To remove an applied data view, click the  icon. You can also manually reset the layer level of a data view by 
clicking the layer hyperlink. 

2. View different layers of data units on the map page. The  icon indicates that the device has data units on the 
overflowed positions. The OSPF, Multicast, and ISIS configurations are displayed as a device note. Click the  
icon to expand the note. The data table, such as OSPF_Nbrs, is displayed under the device label, double-click it 
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to view its data. 

 

  

4.3. Sharing a Data View 

Take the data view generated by the Multicast Configuration Decoding template in Creating a Data View from 

Templates for example.  

1. In the Data View pane, move your mouse pointer over the Multicast Configuration Decoding data view and click 

the  icon to select Share. 

2. Specify the data view category, Map or Global. 
A map data view can be applied to the current map page that contains the involved devices only, while a global 

data view can be applied to any maps pages that contains the involved devices in the current domain. 

3. Click OK. 

 

4.4. Editing Data Views on a Map 

You can manually add, edit and remove data units in data views. Many types of data units are supported to be 

added in data views, such as hyperlinks, format notes, attachments and so on.  
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Tip: If multiple data views are applied on a map, you can edit only one data view at one time. 

Take adding a device label and a link label for example: 

1. In the Data View pane, move your mouse pointer over the Multicast Configuration Decoding data view and click 

the  icon to select Edit to enter the editing mode. 

Note: If the data view is not applicable to a device, the device will be protected in the editing mode. You cannot perform 
any operations on the map except extending neighbors. 

2. Click the target device icon. The existing device labels are displayed on the corresponding positions. To add a 

device label: 

1) Move your mouse pointer over an empty position and click the  icon to select Select Built-in Data from 
the drop-down menu. 
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2) Select NCT Table from the drop-down list and select Config File from the available table types. Click OK. 

 

3) Click Save. 

3. Click a connected link of the target device. The existing link labels are displayed on the corresponding 

positions. To add an interface label: 

1)  Move your mouse pointer over the empty position and click the  icon to select Select Built-in Data from 
the drop-down menu. 
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2) Select Multicasting Mode from the interface property list and click OK. 

 

3) Click Save. 

4. Click Save. 

5. Click the  icon on the upper-right corner to exit the editing mode. 
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5. Using Dashboard to Visualize Multi-Dimensional Data 

In some monitoring or troubleshooting scenarios, you may want to browse the configuration files, data tables, 
performance statistics, and other data synchronously at one shot. Dashboard organizes and displays multi-
dimensional data for diversified scenarios on a single screen, which is highly customizable and interactive, 
integrating real-time data, tables, and charts.  
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5.1. Creating a Dashboard from a Map 

1. On the map page, click Dashboard from the map toolbar and select a dashboard template, taking the system 
built-in template EIGRP Neighbors and Running Status for example. 

 

2. A new dashboard is created targeting all devices on the map. The ConfigLet by Config Parser widget 
immediately presents the EIGRP configlet of a single device from the Current Baseline and the Map widget 

immediately loads the map contents. Click Run to retrieve live data for other widgets that are associated with a 

Qapp. 

3. By default, all widgets except for the Map Widget display the data for one single device. To browse the data of 

another device, click the  icon in any one of the widgets and select the target device from the drop-down list. 

The other widgets will synchronize with this change immediately. 

4. Adjust your dashboard with more settings based on your needs, such as adding widgets, updating device 

scope, unlinking widgets, and so on.  

 

5.2. Exporting a Word Document from Dashboard 

1. In the dashboard, click the  icon from the dashboard toolbar and select Export to Word from the drop-

down menu.  

2. Select the widgets to be exported. By default, all widgets in the dashboard are selected. To not export a widget, 

clear the Export this Widget check box floating on it.  

3. Specify the document name and the location to save the file. The extension of the file is .docx.   

4. Click Export. 

5. After the document is generated, click the hyperlink in the prompt message to navigate to the location of the 
file.  
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5.3. Saving a Dashboard 

1. On the dashboard page, click the  icon on the upper-right corner. 

Tip: You can also press the Ctrl + S keys on your keyboard. 

2. Enter the dashboard name. 

3. Click Browse to select a destination folder to save the dashboard. 

4. Click OK. 
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6. Using Instant Qapp to Decode Network Design 

Instant Qapp is the fastest way to decode network design in a live network and overlay the discovered data on top 

of any maps. With Instant Qapp, the dynamic map becomes the single pane of glass for any network data. 

 

Supported Data Sources 

The following types of data sources are supported in the map-based search and can be used for Instant Qapp: 

Data Source Sample Description 

Parser 

 

Search for parser variables that match device types on the map and 
drag them to a map for visualized automation. The system will 
identify the devices to which these variables are applicable by 
matching vendor and model configurations with the variable type. 

The icons of these matched devices are focused as . 

For example, if no Juniper devices exist on the map, then the 
parsers that are applicable to Juniper devices will not be displayed 
in the search results. See Searching for CLI Commands and 
Mapping Matched Results for more details.  
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Data Source Sample Description 

Third-Party API 

 

Search for variables in third-party systems through API calls and 
drag them to a map for visualized automation. Here is a sample 
snapshot: 

 

Dashboard Template 

 

Search and apply executable dashboard templates on a map to 
visually display multi-dimensional data of devices. Drag and drop 

the template to the map or click the  icon to run it. 

Qapp  Search and run executable relevant Qapps on a map to highlight or 
monitor devices.  Drag and drop the Qapp to the map or click the 

 icon to run it. See Running a Qapp for more details.  
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6.1. Searching for CLI Commands and Mapping Matched Results 

1. On the map page, enter a CLI command keyword (case-insensitive) in the map search bar (for instance, show 
interface) and press the Enter key. 

 

2. Click the intfs_table table to expand it. 

3. To select multiple variables, check the circles at the upper-right corner. 
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4. Drag the selected variables to the map. The system starts to retrieve the variables from your live network and 
the results are displayed on the map.  

 

5. Select a variable and define an alert for it. Take the input _error variable for example: 
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6. Click the  icon to specify the frequency and click Run to monitor these variables periodically. 

 

When the value of the input _error variable of an interface reaches the threshold, the alert will be triggered and 

the variable will be highlighted with a background color. Click the  icon to browse the alert message.  

 

7. To save the variables and alert as a new Qapp in the Qapp Center, click the  icon and select Save as Qapp. 
When you create a runbook, you can add the Qapp into it.  
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7. Using Runbook to Automate Network Tasks 

Runbook is an executable set of procedures that an operator carries out to enhance IT operations and efficiency. 
Every workflow can be guided by an executable Runbook, to streamline collaboration and diagnosis process. With 

Runbooks, users can also digitize their knowledge and processes for the entire team. 

Executable Runbooks are self-documenting. All data captured during runbook execution is stored inside as a 
Runbook analysis result, and attached to the map. Every step in a Runbook can be executed individually to 

automate data collection and analysis. See Executing a Runbook for more details. 

Executable Runbooks are powered by Qapp, and easily programmable, providing a framework for teams to codify 

network knowledge and best practices into repeatable processes which elevate efficiency and team capability. 

 

7.1. Executing a Runbook 

This section will introduce how to use the built-in runbook template Check ASA Failover Status to monitor the 

problem areas and display off-normal status on a map.   

1. On a map with ASA firewalls, click Runbook > Browse Runbooks from the map toolbar. Select the Check ASA 
Failover Status under Security Checking and click OK. 

 

Tip: You can select Show Runbooks for Current Map only check box to filter runbooks based on device types included on 
the map. 
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2. Select the Purpose of Runbook node and click Description to read the summary. Pay attention to Device Types 
this runbook is applicable to. 

 

3. Monitor the failover status of ASA firewalls and highlight failover status on the map. 

1) Click the  icon on the Monitor ASA Failover Status node.  

2) Click Run in the Run Qapp panel to run the Qapp. Save the map if prompted to do so.  

3) The active or standby status is displayed on the map as well as the sync status of the interface. A data view 
named Monitor ASA Failover Status is created. 

 

4. Collect the failover details by CLI commands. 

1) Click the  icon on the Retrieving the CLI commands of Failover node. 
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2) Click Start to execute CLI commands.  

3) Select one device to view the show command status. Select one command to view the output results.  

 

Tip: If a runbook is not visible on the map, click >> at the left side of the map to expand it. You can toggle between 
Runbook and Data View.  

 

7.2. Saving Runbook Analysis Results 

After executing a runbook, the runbook analysis results including the collected data and execution logs will be 
saved within the current map. You can save the runbook analysis results by saving the map and then share the 

map with your colleagues for collaboration. 

 

7.3. Sharing a Map 

Every map has a unique URL in the system. With the URL, you can share a map with more users in the same 

domain, or even external users who do not have NetBrain accounts. 
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1. On the map, click the  icon from the map toolbar. The Share Map dialog prompts with the thumbnail of the 
first map page displayed. All pages within the map will be shared. 

 

2. Specify the users to share the map with. 

1) Enter the user name or email address, and select the matched user account from the populated drop-

down list. 

 To - the users in the field will receive a notification in the system (and an email if the Email Server 

Settings are configured). 

 CC - the users in the field will only receive an email. To share a map with people who do not have 

accounts in the system, you can input their email addresses directly (separated by semicolons). 

2) Add a message if required. 

3. Click Share. 

 

7.4. Viewing Runbook Analysis Results 

You can share the runbook analysis results with your colleagues for collaboration or escalation by sharing the 

map. Other users can directly open the map to view the analysis results. 

1. Open the map where the runbook analysis results are saved. 

2. Click Runbook > Open Recent on the map toolbar and select the runbook analysis result.  
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3. Click a runbook node to browse the detailed execution log and click the result hyperlink to view the collected 
data. 

 

Purpose Operation 

View the results of a Qapp node Take the Monitor ASA Failover Status node for example:  

1) Click the Monitor ASA Failover Status node to expand its 
execution log pane. 

2) Click Result1 and check out the details on the map. 

View the results of a CLI Command node Click a result hyperlink to view the CLI outputs in the pop-up dialog. 
Take the Retrieving the CLI commands of failover node for example:  

1) Click the Retrieving the CLI commands of failover node to 
expand its execution log pane. 

2) Click Result1 and the Execute CLI Commands dialog pops up.  

3) Select a device and command to display the outputs. 
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8. Working with Qapps and Tools 

Besides runbook, you can directly use Qapps and other tools to monitor network performance, retrieve live data 

for troubleshooting and more usages. 

 

8.1. Overall Health Monitor 

With the Overall Health Monitor Qapp, you can monitor the performance metrics along a path, including 

CPU/memory usage, interface usage data and pinpoint a problem area.  

There are two built-in Qapps for Overall Health Monitor in the system: 

 Overall Health Monitor [SNMP] - retrieves live data via SNMP. 

 Overall Health Monitor [CLI] - retrieves live data by issuing CLI commands. 

Take Overall Health Monitor [SNMP] for example: 

1. Click Qapp on the map toolbar and select Overall Health Monitor from the drop-down menu. 
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2. Click Run to start the instant monitor. You can view the real-time status of devices on the map. 

 

Tip: Rotate the wheel button of your mouse forward to zoom in to view more data on the map. For more Qapp settings, 
see Running a Qapp for more details.  

3. Click a numeric value on the map. A floating chart prompts as follows, displaying the monitoring metrics of this 
device during a period.  

 

Tip: To show multiple data units in one chart, click Select Metrics.  

 

8.2. Running a Qapp 

1. On a map page, click Qapp on the map toolbar to select the target Qapps you want to run. 



 
40 | NetBrain Integrated Edition 7.0b1  Quick Start Guide 

 

2. In the Run Qapp dialog, you can select whether to configure the following settings before running the Qapp. 
The settings that you configure here will not affect those of the original Qapp files. 

 

1) Target Devices - indicates devices or paths on the map are auto-populated by default. 

2) Frequency - indicates the recurring period of the Qapp. 

3) Threshold - indicates the threshold value to generate alerts. You can click the  icon to customize the 

value. 

4) More settings - click the  icon to configure the following settings: 

 Specify data source for Qapp execution. For monitor Qapps, only live data can be used. 

 Share alerts with specified users by email. 

 Select the mode to control the message types to be displayed in Event Console.  

5) More Qapps - run multiple Qapps at one time. 

3. Click Run.  

 

8.3. Retrieving Live Data 

When retrieving live data, the system attempts to access devices by using Telnet/SSH first with the credentials 
configured in the Network Settings, and then issues CLI commands to retrieve data. The retrieved data will be 

saved in a Data Folder and can be used to calculate historical traffic paths, compare configuration files and so on. 
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The following data types can be retrieved: 

 Configuration files 

 Device/Interface information 

 Route/ARP/MAC/NDP/STP table 

 NCT table 

To retrieve live data, complete the following steps: 

1. On a map page, select More > Retrieve Live Data on the map toolbar. 

Tip: You can also right-click on the blank area on the map page and select Retrieve Live Data. 

2. Select the target devices. By default, the devices on the map are auto-populated in the Target Devices field. You 

can click the hyperlink to customize the target devices. 

3. To customize the data types that you want to retrieve, click Select Data. 

4. Select a Data Folder to save the retrieved data. If you leave the Data Folder field empty, the system will create a 

Data Folder named by the timestamp. 

Tip: If you select the Auto update all selected data in Current Baseline check box, the configuration files stored in the 
Current Baseline Data Folder will be overwritten with the latest retrieved data. 

5. Click Start to retrieve live data. The retrieval result for each item is displayed in the table. Here is a sample 
snapshot: 
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Tip: You can click the hyperlink of the status of data to view the details. Also, to view the live logs to retrieve data of a 
device, move your mouse pointer over a device row and select View Live Log from the drop-down menu. 

 

8.4. Executing CLI Commands 

The CLI automation function is used to retrieve live data for devices on a map by executing CLI commands. It 

provides built-in templates with specified commands and also allows customization. 

1. On a map page, select More > Execute CLI Commands from the map toolbar. Or right-click on the blank area on 

a map and select Execute CLI Commands. 

Tip: To execute CLI commands for specific devices on the map, select the devices by pressing the Ctrl or Shift key, right-
click them and select Execute CLI Commands from the drop-down menu. 

2. Select the target devices for this task. By default, the devices on the map are auto-populated in the Target 

Devices field. You can click the hyperlink to customize the target devices. 

3. Enter CLI commands and click Add. The CLI commands will apply to all devices by default.  

Tip: To batch add CLI commands from built-in templates, click Load Template. To add a CLI command for an individual 
device, select the device, enter the CLI command and click Add. 

4. Click the  icon to set recurrence patterns for the task. 

5. Select a Data Folder to save the CLI commands execution results. If you leave the Data Folder field empty, the 
system will create a Data Folder named by the current timestamp. You can select New Data Folder to create a 

new one. 

6. Click Start. 
After the execution is finished, click a device to view its CLI command outputs or execution log. You can also 

export the outputs by clicking the Export Output Data hyperlink. 
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8.5. Browsing Activities 

As soon as a map page is created, a capsule is created in the Activity Timeline with the timestamp. Afterward all 

activities executed on the map are stored in the time capsule until you close the map.  

1. Click a capsule on the Activity Timeline and you can get a brief summary of the activities as follows: 

 

 

2. Click Activity Manager to browse the activities in detail. 



 
44 | NetBrain Integrated Edition 7.0b1  Quick Start Guide 

 

3. In the Activity Manager, move your mouse pointer over an activity entry and click the  icon to perform further 
operations based on your needs. 
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9. Comparing Network Changes 

NetBrain can help you identify the detailed network changes and make the comparison results visualized to 
accelerate the troubleshooting. With this function, you can compare the following data changes on one device or 
the differences between two devices to find the root cause for a network problem. 

 Configuration file 

 Data table (route table, ARP table, NDP table, NCT table, MAC table, and so on) 

 CLI command outputs 

 Live path data 

Comparison Method 

The following two comparison methods are provided in the system: 

 Comparing Device Data on the Same Device - applicable to find the changes for one or more devices 
between two baselines or time periods. For example, compare route tables and configuration files for all 

devices on a map between a healthy baseline and another one. 

 Comparing Device Data between Two Devices - applicable to find the changes between two neighbor 
devices or two same functional devices at the same baseline or time period. For example, compare two 

configuration files between one device and its neighbor device or two gateway devices to troubleshoot a 

connection failure. 

 

9.1. Comparing Device Data on the Same Device 

1. On the target map page, click Compare from the map toolbar. The Compare Historical Data dialog prompts. 

By default, the Compare Same Device option is selected. 

2. Specify the target devices in the left pane. By default, all devices on the map page are selected. 

Tip: To compare data on a single device only, right-click the device icon on the map and select Compare Historical Data 
from the drop-down menu. 

3. Specify the destination to search for device data. 

 Data Folder - search for available data types in two Data Folders.  
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 Time Period - search for available data types retrieved during the time span that you specify.  

4. Click Search Available Data to find available data types from the specified destination. Only the data types 

included in both specified Data Folders or in the two specified time periods are listed.  

5. In the search results, select the data types that you want to compare, and then click Compare. 

Tip: If you select Route Table, you can click Options to customize the attributes (table headers) for comparison. For 

example, if you select the AD and Metric two fields, two routing entries will be considered equal only if they have the 
same destination address, subnet mask, administrative distance, and metric. 

6. Browse comparison results. 

 

9.2. Comparing Device Data between Two Devices 

1. On the target map page, click Compare from the map toolbar.  

2. In the Compare Historical Data dialog, select Compare between Two Devices. 

3. Specify two target devices from the corresponding list. By default, all devices on the map page are populated in 

the lists.  

4. Specify the destination to search for device data. 

 Data Folder - search for available data types in a Data Folder.  

 Time Period - search for available data types retrieved during the time span that you specify.  

5. Click Search Available Data to find available data types from the specified destination. 

6. In the search results, select the data types that you want to compare, and click Compare. Only the data types 

included in both specified Data Folders or in the two specified time periods are listed.  

Tip: If you select Route Table, you can click Options to customize the attributes (table headers) for comparison. For 

example, if you select the AD and Metric two fields, two routing entries will be considered equal only if they have the 
same destination address, subnet mask, administrative distance, and metric. 

7. Browse comparison results.  
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