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1. Introduction

NetBrain Integrated Edition is a browser-based interface backed by a full-stack architecture, adopting the
advanced distributed technologies to support large-scale networks with more expansion possibilities. All user data
and tasks are managed in the server end, which relieves network professionals from manual CLI-digging and
empowers collaboration through a shared analysis console.

Before starting to experience NetBrain Integrated Edition, you need the following preparations.

1. Sign Up.

2. Login to Your Domain.

3. Understand User Interface.

It is highly recommended to use Google Chrome 51 or higher versions to experience the Thin Client of NetBrain
Integrated Edition and zoom it at 100% to get the best view. If you need any help, please visit Online Help for more
reference or contact NetBrain Support Team for further assistance.

Dynamic Mapping
= Visualizing and Documenting Your Network

= Using A-B Path to Analyze Network Traffic

= Using Data View to Decode Network Design and Troubleshoot

Using Context-Driven Mapping and Automation

= Using Instant Qapp to Decode Network Design

= Using Dashboard to Visualize Multi-Dimensional Data

Runbook Automation

= Using Runbook to Document Map-Based Activities

Smart CLI

= Using NetBrain Smart CLI
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1.1. Signing Up

1. In your web browser, navigate to http(s)://<IP address of NetBrain Web Server>/. For example,
http://10.10.3.141/.

2. Inthe End User Login page, click Sign up.

3. Inthe Create Account page, enter the required information, such as email address, first name, and last name.
Note: The username cannot be modified once it is created.

4. Click Submit. Your request will be submitted to the system administrator for approval. Afterward, you will
receive a Welcome email in your registered email box.

5. Follow the instructions in the email to activate your user account.

1.2. Logging in to Your Domain

1. Inyour web browser, navigate to http(s)://<Hostname or IP address of NetBrain Application Server>/. For
example, https://10.10.3.142/ or http://10.10.3.142/.

2. Inthe login page, enter your username or email address, and password.

Note: It is highly recommended to enter your username instead of email address because one email address may match
multiple users.

Note: If you are using SSO (Single Sign-On), click the hyperlink of the SSO server to redirect to the login page of your
Identity Provider. After your credentials are verified, you will be directly logged in to the system and you can skip step 3.

3. Click Log In.
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1.3. Understanding User Interface

NetBrain domain is a workspace to separate areas, branches, or departments to simplify network management
for an enterprise, as a subset of a tenant. The landing page of your domain is displayed as soon as you log in.

l—— 1 )
¥

Start Menu Desktop Visual Search Bar Quick Access Toolbar

e Taskbar

It includes the following parts:
= Taskbar
= Start Menu
= Desktop

Visual Search Bar

Quick Access Toolbar

Taskbar

The taskbar is located at the leftmost and includes the following menus.

Description

Create a map, dashboard, runbook, Qapp, parser, Gapp, or network change task from scratch.

s Organize files and folders.

Files
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Icon Description

Browse devices by site, browse site details, and so on.

Browse your network resources.

NETWOTK

Browse and manage saved paths.

2l el

Browser

B Browse and manage runbook templates.
Runbook

Manage network changes in the system.
Start Menu

Click the e icon on the top of the taskbar, and then you can access the main NetBrain functions. The start menu
opens as follows:

Q UTILITIES

Network Resources H% Map Layout Manager ﬁ"; Golden Baseline Manager

Automation :: Variable Mapping

S8 Network " Runbook Template ﬂ System Automation Manager

“% Device Group a Runbook Action Manager _'_,b Function Portal Manager
s

#% Application Manager »; Context Action Manager Others

m Inventory Report £5 Metwork Change @ Files

Dynamic Map Qapp Center q Dashboard Widget & Template

B2 single Pane of Gla L Gapp Center 5.?& OneIP Table

V; Data View Template Manager Qapp Scheduler iﬁ Task Manager

Vﬂ Static Data View Manager =% Parser Library B Change Analysis Report

You can click an icon to start the application, or click the . icon to pin the application to your desktop.

Desktop

Desktop is your personal space to visually organize your frequently used map files, dashboard files and group
them into a folder. You can also send file shortcuts or pin applications to the desktop for quick accesses.
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Visual Search Bar and Path Calculation Mode

Use NetBrain's powerful search functionality to quickly find your interested objects in your domain, including
devices, maps, paths, sites, and much more.

Search for device, configuration text... Q -al

Click Path to switch the Visual Search Bar to path calculation mode.

Source IP, hostname or DNS name G Destination IP, hostname or DNS nc

Quick Access Toolbar

The quick access toolbar is located at the upper-right corner of your Thin Client.

o : =
€ A 2 majun @& BYVT_DB2DOM_533b4 88 Nodes @ Nzeruln\,}

Each icon and menu option is described as follows:

Description

Get notifications for map and dashboard collaboration from your
colleagues, such as sharing a map or dashboard, and transfer editing
rights of a map or dashboard.

Get notifications of events, such as errors and warnings in tasks and
activities.

m = User Profile — maintain your personal information.

= System Management (only for system administrators) — redirect to
User Profile

T — the System Management page.
Change Password = Change Password — available only if you have the privileges to

Log Out change your password.

= Log Out — the current user session will be ended by clicking it.

The hyperlink Manage Domain is available only if you have the role
in: danag i . L Lo .
Current Domain: BVT DB2DOM 533b4  enege Bomein of the domain administrator, or the privileges of domain
Tenant: | Initial Tenant - Search.. ala management.
Tenant Name Domain Name Maximum Nodes Description Creator
Initial Tenant Toronto_Domain 1000 (161 used) iz
Initial Tenant BJ_Domain 1000 (159 us=ed) zhao
Initial Tenant Domaini 1000 (2 used) li
Initial Tenant RACK 2000 (146 used) fan
New Domain Cancel Ap
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Icon Description

USROS EEEISEESE | = Get to know the licensed node count and consumed node count by
Usage Heslth device type, as well as the licensed seat count and the newly

created objects in 30 days.

+ 4 5eat Licenses used in current domain, 5 out of 500 used in the entire system
= 15 Dynamic Data Views qualified in domain

* 0 NetBrain Automation enabled domain devices

* 0Gelden Baseline Varisbies defined and calculaied Note: SDN licensed ports and CPU processors require

+ 0 Golden Paths setin 3 Applications

+ 1 Qepp/Gepps scheduled additional purchase.

125 out of 1000 Licensed Nodes (Usage: 12.5%) License Details Device Health Report

e Do = System Health — monitor NetBrain servers and services. It is
@ 29 Router &= 7413 Switch ' 17 Firewall g 1 LAN Switch
£ oloedBriancer () 210 o 20C 559 0 VAN Opmizer available only when Service Monitor Agent is installed.

New objects created in 30 days

& V] =] 5]
12 Maps 0 Dynamic Data Views 0 Runbosk Templates 0 Network Changes
o? =] 2] a
2 Applications 0 Dashboards 144 Qapps 5 Gapps

Valued Customer Since 06/02/2020

= Help — visit online help.

= Contact NetBrain — Email or call Netbrain if your request is urgent.

Help

Contact NetBrain = Support — redirect to NetBrain Website for support.

Support . . . .
P = About NetBrain — view version number and legal notice.

About NetBrain
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2. Visualizing and Documenting Your Network

Accurate documentation is critical for maintaining a reliable and secure network. However, 80% of network teams
can't keep the documentation up-to-date because the workflow is manual laboring, tedious, and time-consuming.

And what's more, the materials of an enterprise network are often scattered throughout multiple sources.

= Use map to diagram your network:

1.

©® N o v M W N

Open a Site Map or Search and Map

Extend Neighbors
Work with Design Reader

Add Notes on Devices

Save the Map
Export Map to Visio

Export Map to Word

Update the Map

= Export Inventory Report (Excel or CSV)
= Export Runbook to Word

= Export Dashboard to Word

When your live network changes, NetBrain benchmark engine will capture those changes and automatically
update the backend data model. Besides, the system can be synchronized with the data from the external CMDBs
to serve as a single source of truth for all asset data correlations. This ensures that the inventory information is
accurate and comprehensive.

2.1. Opening a Site Map

As soon as a site is created, the corresponding site map is generated in the system.
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1. Click Site on the taskbar to open the Site pane.

Search for device, configuration text...

Site
Search... Q Search...
~ My Network(1304) Hostname Vendor
4 ¢ East Coast(18)
10 Packeteer
@@ Boston(12)
10.10.10.11 3G
@ New York City(3) o om
@ Ott(3) 8 100-test-Test th... VMware
@8 MPLS Core Network(8) 17216101 Axis
@& reproduce00078913(0) o 172.16.102 A
P ¢ 3 Unnamed-site1(1)
17216103 Axis
I ¢ West Coast(23)
U Unassigned(1254) 577216104 Fods
£ Excluded from site(0) Io172.16.105 AXis
5 172.16.106 AXxis

Model

PacketShaper

test

IP Camera
IP Camera
IP Camera
IP Camera
IP Camera

IP Camera

(%]
1
X

Management IP
10.110.0.5
10.10.10.11
99.0.0.2
172.16.10.1
172.16.10.2
172.16.10.3
172.16.10.4
172.16.10.5

172.16.10.6

Expand the site tree, right-click the target site and select Open Site Map from the drop-down menu.

(<4 ¥ Data View

22 Boston * > Boston v
£ Runbook

Dynamic Data View Static Data View

Search Data View

4 [ Built-in Data View Templates
[ Infrastructure Information
[7 Maintenance Information
[7 Network Design
4 7] Shared Templates in Tenant
41 NEATeam
4 7] BGP
[ BGP Instance[Cisco 105]
[ BGP Overview [Cisco 10S]
4 7] OSPF
[ OSPF [Cisce 10S]
[ Access List [Cisco 10S]
[ MPLS LDP [Cisco 10S]
Network Table Qverview
ServiceNow SPOG
4 [T PM Team
4 [ Chris
3 All-in-One
[ QoS Overall
4 [7] Eddy

2.2. Searching and Mapping

N¥-core-bak

OO0 ~ More | InstantQapp | Dashboard | Map | Actions | @ —

\

P snrn v

.
1722431 64126

ogyTiel U0

o

L
L ORTECLd
NXB\Router/3

-~
(nuvv%
-

172.1633.0129
4

G5t popt L2 .
! 2 A e
q 243264026
T

LA_PO?

1
1722433 12826

With NetBrain, your entire network becomes a searchable database, and you can search for a device by using one

of the following search terms:
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= |P address

= hostname

= Text string in Configuration File
= Vendor/Model information

= Device/interface/module property

1. Enter an IP address in the search bar.

172.24 x Q |

172.243.2/24

172.24.10.1/30

172.24.10.2/30

les 172.24.10.9/29

- 172.24.10.10/29
aa

172.24.10.17/28

@c 172.24.10.18/28
network
172.24.10.33/27
Q9
- 172241034727
172.24.10.240/27

Advanced Search...

2. Press the Enter key or click the & icon to start searching. The search results are displayed with the matched
keyword highlighted.

172.24.10.1/30 X Q]

Search Resuls

iiii
[
=
*

All Configuration Map

- Device (2)

8 GWillab Site: Unassigned
25 Interfaces 1513 Neighbors 1 L2 Neighbors
Cisco 2811 Software Version: 15.1{4)M2

Interface (2 matched)
FastEthernet0/0.5 172249001/30 1 Neighbors
FastEthernetD/1 172.24.30.1/20 2 Meighbors

& BR Site: nb-sited
5interfaces 2 L3 Neighbors 1 L2 Neighbors
Cisco 2821 Software Version: 15.1{4)M5

Interface (1 matched)
GigabitEthernet0/1 172.24.10.2/30 1 Meighbors
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3. Click the X L3 Neighbors hyperlink (for instance, 15 L3 Neighbors). A preview map containing the searched
device (for instance, GW2Lab) and its neighbors is displayed.

L3 Neighbors: GW2Lab *

All “  IPv4 L3 Topology

BJ-R1 2 neighbors in preview (All 15 neighbors)

NY_Router

qapp-c3560-1 ==

sw3B50-103
b

sw-3560-131
sw-4500-15 -y
sw2050-120
sw2950-132
sw2060-108

sw2960-125

sw2960-130

sw3560-123 TWZDE0-125
[rE e

sw3560-127

sw3560-128

Add to Current Map Open In New Map
sw3850-102

4. To display the preview map on a new map, click Open in New Map.

2.3. Extending Neighbors

You can draw different types of topology links and neighbor devices on the current map page by extending
neighbors, including layer 2 topology, IPv4 layer 3 topology, IPv6 layer 3 topology, and Layer 3 VPN Tunnel.

1. Onyour map, click the © icon attached to the target device.

2. Extend and draw neighbors on the map.
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1) Select a neighbor type (such as IPv4 L3 neighbor device, L2 neighbor device, or neighbor site) from the
drop-down menu to filter neighbors.

Neighbors of GW2Lab(Default Visual Space) X

1Pv4 L3 Topology v Search neighbors... Q
IPv4 L3 Topalogy O Neighbor Interface VRF
IPv6 L3 Topology SW.ZY9bU-1U7 vian4u 10.10.13.107722 .
L2 Topology sw2960-108  vlan40 10.10.13.108/22
Interface
sw2960-109 vlan40 10.10.13.109/22
Site
sw2960-121 vlan40 10.10.13.121/22
f0/0.10 10.10.3.253/22 £ sw2960-125 vlan40 10.10.13.125/22
f0/0.20 10.10.7.253/22 sw2960-130 vlan40 10.10.13.130/22
f0/0.30 10.10.11.253/... £ sw2960-133 vlan40 10.10.13.133/22
f0/0.40 10.10.15.253/... sw3560-123 vlan40 10.10.13.123/22
-
3 links on map (All 34 neighbor links) Cancel Add to Map

2) Select an interface in the left pane. The connected neighbor devices are listed on the right side.

3) Select one or multiple neighbor devices, and then click Add to Map. You can also double-click All Neighbors
to add all the listed neighbor devices to the map.

3. Repeat the above steps to extend neighbors for more devices.

2.4. Working with Design Reader

Design reader provides you with quick access to view device configurations on a map.

1. Rotate your wheel button forward to zoom in to display more data units. Point to a link label, for example,
interface protocol. A tip box opens with the relevant configuration displayed.

V4

/| Interface Protocol EsFull Config [

O,

1 of 3 relevant configuration [~ |+ s
1~ interface GigabitEthernet®/8.5

2 bandwidth 80080

3 encapsulation dotlQ 5

4 ip address 172.24.18.1 255.255.255.252

5 !

6+ router ospf 208

7 redistribute connected subnets route-map connecte
k] redistribute static subnets route-map Static-To-C

9 network 172.24.18.1 8.2.8.8 area 200 M
e A4 »

2. If multiple matched results are found in the configuration file, click the ¥ icon to view more relevant
configurations.
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2.5. Adding Notes on Device

1. Select several lines in the configurations and click the =

o
v
3
&

i icon to create a device note with the selected content.

Interface Protocol [ Full config

i

BT

S
&
§ 1 of 3 relevant configuration |[A |w

1~ interface GigabitEthernet@/08.5

2 bandwidth 300808

3 encapsulation dotlQ 5

ip address 172.24.10.1 255.255.255.252

&
=
¥
F,
4 ‘
$

© 0o N o w

-
Dy

8079
50
M
253,
22
’
GW2Lab

=

lnetuork 172.24.10.1 9.9.0.0 area 200

pguter ospf 200
distrihute connected subnets route-map connecte

redistribute static subnets route-map Static-To-0!

»

P

-

/
10.10.7.253 l

———

~
10.10.12.0/22

Config Let of "GW2Lab" ~0

router ospf 200

redistribute connected subnets route-map connected
redistribute static subnets route-map Static-To-OSPF200
network 172.24.10.1 0.0.0.0 area 200

03/07/2018, 18:08:40

Tip: You can directly click the [licon to create a note with the whole content in the design reader.

2. To create notes for more configurations, click Full Config in the design reader and repeat the previous step.

2.6. Saving a Map

An asterisk marked with the map name (M= *) indicates that there are unsaved changes on your map. To save

your changes on a map:

1. Click the i&l icon on the map toolbar.

Tip: You can also press the Ctrl + S keys on your keyboard.
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2. Select a folder to save the map, and then enter the map name.

Save Map b

I Bl Desktop
[ £ Private
b Bl Public

Map Name: | GW2Lab

Cancel OK

Tip: The files saved under the Private or Desktop category are only visible to yourself. To make a map file visible to all
users in the domain, save it under the Public category.

3. Click OK. You can view the saved map file in the Files pane.

Seorch for device, configuration text... Q
Files > Private S F X
I+ ] Desktep _
Search...
I» 7 Private
] Shared with me Type  Name Modified Date
b B Public £ GwaLab 25/07/2017, 15:02:43 v

2.7. Exporting Map to Visio

1. On a map page, click Map > Export > Visio on the map toolbar.
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2. Specify the map pages that you want to export. By default, all map pages are selected.

Export Map to Visio X

® All Map Pages
() Current Map Page

) Customized

Cancel Start

3. Click Start. Then a Visio file named after the map name is exported to your local machine.

&

'
AS115_R1

i
158.40.133
Cisco Router
fo,
ﬁ’ 0 193 lse.aius/a
g
AS5113 R1
158.4.255.11
Cisco Router 131.153.233.0!24\
AS116_Nexus
158.4.0.157
Cisco Maxus Switch
A5S114 R1
158.4.0.141
Cisco Router
Last Updater: kang shactun Path: C:\Users\kangshaotun\Downloads\
Net rain https:/fwww. i com/ — -
Date Created: 2019/9/23 Last Modified: 2019/9/23 | Filename: Map5.vsdx

Tip: The default location of the exported file is C:\Users\<your username>\Downloads. The exported file is in the .vsdx

format, and you must use Microsoft Visio 2013 or higher versions to open the file.

2.8. Exporting Map to Word

The document exported from a map contains topology map, device configuration, data table and so on.

1. On a map, click Map > Export > Word from the map toolbar.
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2. In the Export to Word dialog, enter a document name and select a location.

Document Name: | Map1_20190326_092715
Location: | Private Browse
Map Page: ¥ Page 1 ¥ Page2
Device Scope: 6 Devices [

Data View: | Select Data View v

Advanced Settings Cancel Export

3. Click Export.

Tip: Click Advanced Settings to customize the Word template and the content contained in the document.

4. To find the exported document, click Files on the taskbar and locate the folder where you save the document.

2.9. Updating a Map

After you create a map and save it for further use, there may be some changes in the live network causing your
map data out of date, such as the connectivity changes of devices.

To update a map by using the data from the current baseline, click Map > Update Map on the map toolbar. The
updated results will be saved in the map file automatically.

| Instant Qapp | Dashboard | Map | Actions =N

h Auto Layout

&5 Update Map

Refresh Map

View Change Analysis Report

Editing Rights

ra B3O

Lock Map >
# Copy Map URL

[+

’

Undo
Redo

&5 Sselect Mode >

Note: Only the user who has the editing rights of the map file can update it.
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2.10. Exporting Inventory Report

NetBrain Inventory Report records comprehensive asset data of your network. You can either use built-in reports
as templates or customize your reports by specifying device scope and asset data.

To export an inventory report, complete the following steps:

1. Click the start menu 6 and select Inventory Report.

4 (7= Builtin Reparts

Total Count: 108 Filer by: My Netwaork v || Search... Q 3 Expert Go To Manage Reporis Page »>
Device Report
ostname anagement anagement Interfa... evice e sl jectl ‘endor jogel L) )are version er
Interface Report H Manag: P Manag: Interfa... D Typ sysObjectiD Vend Model Software Vs S
[£] Module Report
.10.4.. 267, n tem
: 10.10.4.28 172.26.7.11 End Sys INTEL CORPORATIO) o
[£] Site Report
Summary Repor: § 1722704 17227.1.1 X1 Dell Sonicwall 1.3.6.1.4.1.8741.1 Dell SonicWALL NSA SonicWALL NSA 260...
4 (= Customized Reports & B/*POP 172.24.32.225 FastEthernetd/0 Cisco Rauter 1.2.6.1.4.1.9.1.576 Cisco 2811 1231172
4 (- Shared Reports £ B}-Cat-5000(17...  172.24.101.52 scD Cisco Catalyst Switch  1.3.6.1.4.1.95.7 Cisco Catalyst wsc5000 4.1(3)
Ey FRU Repor: . ) 3
& BJ-L2-Core-A 172.24.101.2 Vian10 Cisco 105 Switch 1.3.6.1.4.1.0.1.633 Cisco WS-C3560-24T5 15.0(2)5E
Other_If_Repart
Router It Report & BJ-L2-coreB 172.24.101.3 Vian10 Cisco 105 Switch 1.3.6.1.4.1.9.1.633 Cisco catalyst356024TS 15.0(2)SE
F Stackable Switch Repart = BRI 172.24.10.2 GigabitEtherne:0/1  Cisco Router 1.2.6.1.4.1.9.1.577 Cisco 2821 15.1(4M5
frch 1| @ B .24.10. astEtherne iscoRouter  1.3.6.1.4.1.9.1. isca i
Swizch_If_Repart Bl-R2 172.24.10.10 FastEthernet0/0 Cisco R 1.3.6.1.4.1.9.1.576 Ci 2811 15.1(4M2
[} V55 Repors . i
® B-R3 172.24.10.18 FastEthernet0/1.10  Cisco Router 1.3.6.1.4.1.0.1.576 Cisco 2811 15.1(4)M2
= Private Reports
& BJ_Acc_SW1 172.24.101.21 Vian10 Cisco 105 Switch 1.3.6.1.4.1.9.1.324 Cisca catalyst295024 12.1(9)EAT
& BJ_Acc_SW2 172.24.101.22 Vian10 Cisco 105 Switch 1.2.6.1.4.1.0.1.324 Cisco catalyst295024 12.1(22)EA2 <
] 3

2. Select the target report in the left pane to browse asset details in the report. Its asset details are displayed in
the right table.

3. Click Export.

4, Select a file format (.xIsx or .csv) and then click Export.

Select File Format x

@ Excel File (.xlsx) () CSVFile (.csv)

Cancel Export

Tip: The default location of the exported file is C:\Users\<your username>\Downloads.
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3. Using A-B Path to Analyze Network Traffic

Unlike traditional traffic path tools, NetBrain Dynamic Path Calculator visualizes the forwarding of packets and
emulates the real packet forwarding process in your live network (including overlay and underlay networks). It
looks into modern technologies, such as policy-based routing and load balancing, and provides end-to-end
visibility across any network path to help diagnose and troubleshoot network traffic issues.

P e & e & &

=p Inbound ACL = IPSec SA =) Routing Table = Xlate Table = VIP to RIP
Deep Visualizations | = pPBR = MPLS Tag = QOS = G Table = NAT
= NAT =5 NAT = SNAT

= Link Congestion

Troubleshooting = High CPU LWkilization
= Interface Emor

= Device Healthy
= Interfface Utilization
= QO0S queue

Monitor

3.1. Calculating a Path

You can use the Path Calculator to instantly map an end-to-end traffic flow from one endpoint to another, or from
a receiver to a source (multicast network) and then troubleshoot or monitor your network traffics based on the

visualized path.
= Calculate a unicast path
= Calculate a multicast path

Calculate a Unicast Path

1. Click Path on the search bar.

Search for device, configuration text...

2. Keep the Unicast option and enter the source and the destination IP addresses (device hostnames or DNS

names).

3. Click the &1 or the Bl icon to select the path direction. By default, the system calculates two-way paths.
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4. If a device has multiple gateways, select the correct one from the Gateway list.

- 172.24.32.105 ﬂ 172.24.32. . Pasth &

Gareway: EX2200-1.bme0.32...

EX2200-1.bme0,32768(128.0.0.32) (o ]
EX2200-2.bme.32768(128.0.0.32)

EX2200-2.bme(. 32768(128.0.0.32)

LADIS, 1.FastEthernet/0{172.24.32.65)

Tip: To configure the data source, protocol, and other advanced settings for path calculation, click the % jcon to make
changes.

5. Click Path to start calculating the path. A map is automatically created to diagram the path.

£ 1722432105 © 172243370
ath Result B E X 2 Mapl * > Pagel v

8 77Nodes @

Dashboard | Map | Actions o — —e—————— 4 100%

@ PM Training

Stencil | Instant Qapp

Status: Succeeded » E Default Data View =
il This is Unicast path.
= 1 2.24.32.103 1
1 1722432.1050Pvd)
{ o
b
P 17224326426 4 . ’
i 1722432105 LA_POP R £
i PRI \ 24 385 BST_POP2
! 172.24.255.10 172.24.255.7 FA
1 In:FastEthernat0/0 : isco Router 172.24.33.70

u,\"'b Cisco Router
isco Router

59 @u

Out: FastEthernet(/0

(1’5 172.24.3264/26
H

172.24.32.64126

H
i InEtherner1/2
249 @3 La rop

Out: Ethernet1/3

2 [
H
[

€ 17220324730
1

: LA
‘
i 172.24.255.13 17224324730 12243123
i 2.24.32.
1 In:Etherneti Cisco Router
92 5 est.PoP1

| Out Serai0
:

.1": 172.24,33.128/26
H

6. Click the = icon in the Path Result Pane and select Save Path to save the path to the Path Browser.

Calculate a Multicast Path

1. Click Path on the search bar.

Search for device, configuration text... Q

2. Click the Unicast option and select Multicast from the drop-down list.

3. Enter a Multicast Receiver IP address in the R field, a Multicast Source IP address in the S field, and a Group
Value in the Group field.

4. Select one from the Gateway list if a device has multiple gateways.
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Tip: To configure the data source, protocol, and other advanced settings for path calculation, click the & icon to make

i

2 5

@ path-multicast
P

Actions T =

Instant Qapp | Dashboard | Map

Click Path to start calculating the path. A map is automatically created to diagram the multicast path.

changes.
53 Unicast v Jd 0O »~ nf stendls
Multicast ~ * | I B Runbook
ynamic Data View Static Data View
Q=
4 (L e
\
&
> ',
§ Mu&ica‘s{-’ﬁ .
= s % Multicast-Sourcel
3 172251174 2 -~
Cisco Router % 172351171
< Cisco Router
%z g
= s

Default Data View
1 Built-in Data View Templates
. 2 ‘
Multicast-Receivel
-
172251177
Cisco Roliter

4 [ Routing
Multicast Querview

[ OSPF Overview
[ Infrastructure View

[ Network Table View
[l Qverall Health Check

o~
158.7.23.32/2
“,
%,
",
'J"‘ |
i

Multicast-R2
1723511758

Cisco Router

-

2 W
, w
RUTTSC T
S87.23.029

icon in the Path Result Pane and select Save Path to save the path to the Path Browser.

6. Clickthe =

3.2. Viewing Path Results and Details
After calculating a path, you can view the status and result of the path:

= View Path Result in Path Result Pane
= View Path Result Details in Path Overview Pane
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Viewing Path Result in Path Result Pane

The Path Result pane shows the status and the traffic information about a path hop by hop.

i Unicast path.

["Creticser} This i
q,-“a 173243284035
H

| IncFastEthemer0/D
25 @u
- Out: FastEthemetd/0 Uehmanle
172.2432.105
O 172243264126

Inc Ethernet!/2

e 5 Lapop
Qut: Ethernet1/3 .
172243264126

& 172.2432.4/30

i
| IncEthemnett
i AL ﬁ BST,POP1
Out: Sesiald

1722425513

&8 1722433128028 Cisco Routér

172.24.33.70(1Pw4)

a ) 3 BsT POP2

Path Status|

There are three types of path result status:

= Succeeded: all full paths are calculated successfully.

= Failed: all full paths are calculated unsuccessfully.

raffic Information

The traffic information in the Path Result pane includes:

171.2-&.155:1 ]
Clsco Router 1

!Eam Result |g e m X E1 Mapt * > Pagetw a - Stencil | InstantQapp | Dashboard | Map | Actions © — —@- - 4 100%
Path Status: Succeeded # [ Default Data View =

o

im
BST_POP2
;o
172243300
isco Router

1722433128726

17224324130

= The traffic flow diagram of a path from the source to the destination.

= Path types (including L2 Path, L3 Path, and Overlay Path). A Path may contain several types of paths at a

hop. To view the result of a path type, click it to display the corresponding path on the map.

= Incoming and outgoing traffic interfaces at each hop.

Viewing Path Result Details in Path Overview Pane

The Path Overview pane shows the details of path results based on the following categories:

= Full Path: A full path means a complete path from the source to the destination.
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= Segmented Path: A segmented path means the path between the outgoing interface of a device and the

incoming interface of the next-hop (L2 or L3) device.

PEatn Resuit 0w =
Path Status]Succeeded ©

39 & errop
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'
H
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3.3. Running Qapp on a Path

You can run a Qapp against a path to monitor live data of devices along the path or troubleshoot network

problems, such as a slow application or routing problems.

1. Select the path on the map and then click Run Qapp on the floating tip box.

B*POP => () BJ_L2_Core_4 |

(IPv4, Current Baseline, 26/12/2019, 14:25:28)

& Monitor [Z] Run Qapp g View Details

=]

’ ~
BJ)_core_3550
7
72.24.10.34
Cisco 105 Switch

BJ*POP
172.24.32.225
Cisco Router

0
(]
72
%g{_‘?e
. e?s
2
'

172.24.32.224/28 o

172.24.100.0/30

[
BJ-L2-Core
7
1?’2.24.1 01.:
Cisco 105 Swit
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Tip: To monitor the path performance, click Monitor and run the Overall Health Monitor Qapp.

2. Select a Qapp, and click OK.

3. Configure data source and Qapp input if required, and then click Run. See Running a Qapp for more details.
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4. Using Data View to Decode Network Design and Troubleshoot

Data View represents a data structure to organize and visualize network information, which can be used to decode

a network design or troubleshoot a network issue. By integrating with third-party systems, dynamic map powered

by Data View can serve as the single pane of glass for all your network data.

&« ¥ Data View E] Runbook

Cache

Static Data View

Q

Dynamic Data View

Search Data View

# Default Data View -
47 Built-in Data View Templates
I 1 High Availability
b £ Quality of Service
b £ Routing
I ] Security
I 1 Switching
[ Infrastructure View
[ Network Table View
o | Overall Health Check
47 Shared Templates in Tenant
[ 20200115_0115_20191227Data
€ [ complete_DVT_20190711
@ [ compound note
[ containspog
[ cpu&mem_oid
@ [ devicenote
® [ dir
[ dvmorealert
[ ifindex

[ indivnotewithdisplay . [ 2Recommended Actions

Live

five_min_cpu_usage: 7%
mem_util: N/A

£ cpu_table

m—)
BJ_Acc_SW2

£ 26 Intfs Detail
five_min_cpu_usage: 5%
mem_util: N/A

B cpu_table

vian10 17224109 -22/24

BJ_Acc_Sw4

8 28Intfs Detal
five_min_cpu_usage: 7%

mem_util: N/A

£ cpu_table

BJ_Acc_SW1
BJ_Acc_SWe

Sl Lo five_min_cpu_usage: N/A
five_min_cpu_usage: 5% mem_util: N/A
mem_util: N/A = o

cpu_table

Through a dynamic data view, the system compares cached or live network data with Golden Baseline to address

anomalies. Alerts can be both visualized on a map and messaged to users through system notifications and

emails. Then users can leverage the recommended actions to further drill down to troubleshoot for proper

remediation. Actions and results will be documented in Runbooks and can be used to collaborate with colleagues

and other teams.
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<« ¥ Data View
Dynamic Data View
Search Data View

® Default Data View
47 Built-in Data View Templates
I £ High Availability
b £ Quality of Service
I £ Routing
b £ Security
b [ Switching
[0 Infrastructure View
[ Network Table View
@ 7 Overall Health Check

47 Shared Templates in Tenant

® [ complete_DVT 20190711
@ [ compound note
[ containspog
[ cpu&mem_oid
@ [ devicenote
® 0 dir
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[ ifindex
¥ [ indivnotewithdisplay

i Runbook

Static Data View

Q =

[ 20200115_0115_20191227Data

Reference Flow

% T SISO

Open Map

Apply Dynamic DV to
Map

Cache

Recommended Actions (2)

[ show log include INPUT [Cisco 1I0S NXOS ASA]

[ show run section INPUT [ Cisco I0S NXOS ASA]

Live
> ':'BG
1
BJ_Dis_SW1
[
& 29 Intfs Detail
L
BJ_Dis_SW2
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five_min_cpu_usage: 0.6 Ty —
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@D Execute CLI Commands
Acc_Sw2
26 Intfs Detail
BJ_Acc_Sw4 five_min_cpu_usage: 5%
mem_util: N/A
B 28 Intfs Detail < .
five_min_cpu_usage: 7% / 7 o m
mem_util: N/A
E cpu_table

BJ_Acc_SW1
Acc_SW6

P7 Intfs Detail
|_cpu_usage: 5%
b _util: N/A
cpu_table

five_min_cpu_usage: N/A
mem_util: N/A
£ cpu_table

View Historical Data

Execute Drill-Down
Action

View Data and
Golden Baseline Alert

Record Result in
Runbook

4.1. Applying a Data View Template

Example: Apply the data view of Overall Health Check to troubleshoot a slow application.
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1. On a map page, click Overall Health Check in the Dynamic Data View pane to preview it and then click Apply.

W =2 SNOWTIERD * [View Only] > Page 1 v

O 0O » f Stendls | InstantOapp | Dashboard | Mao | Actions | o = + 60% @) & X
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" Bullt-in Data View Templates
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4 [ Routing
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« [ securiny Pravigw - Data View Template
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4 1 Switching
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[ spanning Tree VLAM Instance [Ciseo 102
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4% Shared Templates In Tenant
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[ Overall Healch Check _ ©xL-1 o o ® wnterface
[ 2] [0 PRTG Manitor View _ L1 Tips; Double cick Data View Template onlefi to apply directly. — ruk Uk @

Legend 0]

2. Take an overview to understand the network design and operation status, and look into the alerts. Click an
alerting metric to view its historical data in the Details pane.

P 53 SNOWTIERD = (View Oyl > Fage ) v 0 O~ i Sencils | InstantQapp | Dashboard | Map | Actions k] = ———@—— o4 200% B o X
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Tip: See Detail Pane for more information about historical data analysis.
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3. Click 2 Recommended Actions and select show log include INPUT [Cisco I0S NXOS ASA] to run a Qapp for

further analysis.

P 2 SNowmERs + tiew oniy) > Faged v
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View the running result to address the root cause of the alert. In this case, the alert is caused by a duplex

mismatch.

' 52 SNOWTIERD * [View Oniy] > Page 1w
L4 u Data View m
)
ity funbook v T

Select Action v o oHE

B O -~ o Sends |

: Log Note
| %CDP-4-DUPLEX_MISMATCH: duplex mismatch discovered on GigabitEtherneto/ (not half
© duplex), with LA-Core1-Demo FastEthernet1/0/22 (half duplex). i
© 3ys0w: KCDP-4-DUPLEX_MISMATCH: duplex mismatch discovered on GigabitEtherneto/1 4
{not half duplex), with LA-Core2-Demo FastEthernet1/0/22 (half duplex). :
¢ 3y50w: %COP-4-DUPLEX MISMATCH: duplex mismatch discovered on GigabltEthernetd/2 |
: | aasame, enaTe |

2 Sy

iDewl A

instantQapp | Dashboard | Map | Acions | B = ——@—o 4 220w i 2 X

B show log inchude INPUT [Cisco 105 ...

= trunk Trusk Encap: ot1g

T —

Spoed: 100 Dupiea: full Trunk Encap: dotlg Port Mode: trunk 1170722 e
Nathve VLA 1 v\.w:m/_,\.gmpm
Log Note I Dl A~
*Feb 18 06:41:02.332: %CDP-4-DUPLEX_MISMATCH: duplex on 121
(not full duplex), with LA.Dist1-SW-De com Glg (full duplex).
*Feb 18 06:41:15.637; RCOP-4-DUPLEX_MISMATCH: duplex mismatch discovered on FastEthernet? /0v22
(ot full duplex), with LA-DIst2-SW-Demo GigabitEthernet0/2 (full duplex).
*Feb 18 06:42:02 336: %CDP-4-DUPLEX_MISMATCH: duplex mismatch discovered on FastEthernet /0421
[not full duplex), with LA-Dist1-5W-Demo, com i 2 (Tl duplex).
*Feb 18 06:42:15.649; ®CDP-4-DUFLEX_MISMATCH: duplex on et /v22
B25A2019, 631037 P
L =
10,104, '.l;ﬁru et >
SRR 21(10.104.10.3) B Owice incartace
@ Log Found J— P

¥ @ reo Log Found

R

M

NetBrain Integrated Edition 8.0 Quick Start Guide | 29



5. Go back to the Details pane and select the duplex variable.
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6. Click Define to modify the rule as intfs_table.duplex Equals Full-duplex and re-apply the data view to
proactively identify the anomaly.

Edit Golden Baseline - intfs_table.duplex - LA-Core1-Demo

Varaiable: intfs_table.duplex

Golden Baseline: Equals

Full-duplex

Golden baseline note

Apply above Settings to: 20 Interfaces on Map

Type: Manual
Last Madified by:

Last Modified Date:
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With the enhanced Golden Baseline rule, your colleagues will track the issue easily.
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4.2. Applying Data Views

Static Data View is a snapshot of the device data at a particular moment. It can be generated by running the
scheduled Qapps or Gapps, or saved from a dynamic data view. You can apply a static data view to decode
network design.

1. Open a map page, click the Static Data View tab in the Data View pane.
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2. Click static dv8_Collect CPU Utilization to preview it.

& ¥V Data View Q Runbook

Static Data View

Q|5

Dynamic Data View

Search Data View

Default Data View
4 7] Scheduler
[ static dv10_Collect Interface 5 min Traffic Rat
[ static dv1_BGP 05/05/19
[ static dv2_Device Information 05/05/19
[ static dv4_Monitor CPU and MEM 05/05/19
[ static dv5_Collect Flash Data 05/05/19
[ static dv7_Monitor LDP Detail 05/05/19

[ static_Interface Speed and MTU Overview 05
[ overall health monitor 16:29:50

3. Click Apply.

& Dpefault Data View

i - .—IO P-channel 10 172.24.109. 1,3,
BJ_core_3550 172.24.100.0/30 '
172.24.10.34 -

b preview - Data View x |

[ static dv8_Collect CPU Utilization | Apply |

Data View Name:  static dv8_Collect CPU Utilization

Type: Global Data View Matched Devices: 7

Last Update Time: 06/05/2019, 12:04:02 Total Devices: 30

static dv8_Collect CPU Utilization

Tips: Double click Static Data View on left to apply directly.

' E3 Devices with Core * > Devices with Core v

& V Data View Q Runbook

Static Data View

QG

Dynamic Data View

Search Data View

Default Data View

4 7] Scheduler
[ static dv10_Collect Interface 5 min Traffic Rat
[ static dv1_BGP 05/05/19
[ static dv2_Device Information 05/05/19
[ static dv4_Monitor CPU and MEM 05/05/19
[ static dv5_Collect Flash Data 05/05/19
[ static dv7_Monitor LDP Detail 05/05/19
 sttic v8_Collet CPU Utlzation 120402
[ static_Interface Speed and MTU Overview 05

[ overall health monitor 16:29:50

down menu.

BE O rd More | Instant Qapp

| Dashboard | Map | Actions

o

BJ_LZ’_CO
BJ_core_3550

CPU Usage[5 sec]:27
CPU Usage[1 min]:10
CPU Usage[5 min]:5

ﬁ

N
172.24.100,0/30  BJ-L2-Core-,

CPU Usagel5 sec):20
CPU Usage[1 min):12
CPU Usage[S min):11

172.24.101.0/24
HSRP: 100{172.24.101.1)

a0 172

re_6

172.24.101.7

e

/
T\M2YB)_L2 Core 3
A
172.24.101.4

N
ﬁ}/‘mfzd 172.26.4.10/24

BJ-L2-coreB
CPU Usage[5 sec):19
CPU Usage[1 min]:11
CPU Usage[5 min]:9

Tip: You can also directly double-click the target data view to apply it to the map page.

172.26.4.0/24
HSRP: 0(172.26.4.50)

Tip: To clear applied data views, right-click the blank area on the map and select Data View > Clear All from the drop-
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4.3. Editing Data Views

You can manually add, edit, and remove data units in data views. Many types of data units can be added to data

views, such as hyperlinks, rich texts, and attachments.
Example: Add an STP table to the Static Data View static dv8_Collect CPU Utilization.

1. On the Static Data View tab of the Data View pane, double-click static dv8_Collect CPU Utilization to apply it to a

map.
« ¥V Data View £ Runbook
Dynamic Data View Static Data View
Search Data View Q 9

Default Data View

4 7 Scheduler
[ static dv10_Collect Interface 5 min Traffic Rat
static dv1_BGP 05/05/19
[ static dv2_Device Information 05/05/19
[ static dv4_Monitor CPU and MEM 05/05/19
static dv5_Collect Flash Data 05/05/19
[ static dv7_Monitor LDP Detail 05/05/19
 satc va_Collect CPU Unllzaton 120402
static_Interface Speed and MTU Overview 05

[ overall health monitor 16:29:50

2. Click the = icon at the upper-right corner of the map and click Edit.

3. In the editing mode, click the device BJ_L2_Core_6. The existing device data units are displayed in the

corresponding positions.
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1) Point to a blank device position and click the ¥ icon to select Select Built-in Data from the drop-down
menu.

Edit Data View: static dvB_Collect CPU Utilization
=<

gl L7 Core 6
D (Add Device Note) D (Add Interface Nate)
24 | i ;

3 2 1.
sy ORI 9 o
‘9 172241017 ! 9 L
a i b More
i Edit Manually
DI e
More Insert Text
" Attach File

Cancel | Save.

2) Select Device Data from the drop-down list and select STP Table from the available table types. Click OK.

Select Built-in Data X

Select a device property

Device Data v || Search... Q

BH ARP Table
BH MAC Table
FA NDP Table
BB Route Table

R STP Table

4. Click Save. Then click OK.
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5. Click the "% icon on the upper-right corner to exit the editing mode. The newly added data unit is displayed on
the map.

H
-~ T
i al
H i

pummmmmmnad

B)_L2_Core_

172.24.101.7
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5. Using Runbook to Document Map-Based Activities

NetBrain Runbook represents an automated workflow. It provides a visual way to codify a network
troubleshooting process into an executable, reusable, and documentable workflow, to elevate collaboration

efficiency.
Runbook Process Runbook Results Custom Notes
<« a Data View ’ Runbook .
<-( <«
kang Runbook v | Traceroute-Result 1(01/08/2020 02:47:50 PM) [ Description " Note(0) +
Select Action v S E kang
me;‘ GW2Lab |
@#% Nomals BT UA ===
Start Interface: Auto Vv
Traceroute from GW2Lab to BJ*POP is also
To:‘ BJ*POP | ok
. Interface: FastEthernet0/0 172.24.32.225/28 v |
7 path 1
o
Traceroute &
. Ping 1 Search... B & w
36 '0(***********IK******)0"0(**)000(*******************************************1A
37 GW2Lab>
38 GW2Lab»ena Cancel 0K
i 39 Password:
- Traceroute 1 48  GW2Lab#traceroute |
- 41 Protocol [ip]:

I
Result 1 02:47 PM= 42 Target IP address: 172,24.32.225 ‘
43 Source address: [

44 Numeric display [n]:
45  Timeout in seconds [3]:
46  Probe count [3]: 3

- . . 47 Minimum Time to Live [1]:

= Retrieve Live Data 1 48 Maximum Time to Live [38]:

49 Port Number [33434]: 3@
58 Loose, Strict, Record, Timestamp, Verbose[none]:
51 Type escape sequence to abort.
52 Tracing the route to 172.24.32.225

@ Overall Health Monitor 2 53 VRF info: (vrf in name/id, vrf out name/id)
54 172.24.30.2 @ msec @ msec 2 msec
551 localhost (172.24.30.6) © msec 2 msec 2 msec
56 localhost (172.24.31.125) 2 msec 2 msec 4 msec
57 4 172.24.31.195 4 msec * @ msec

(+] 58 GW2Lab#exit

5900 ¢

ey

Map Traceroute Result [i] Map

Besides, tribal leaders can digitize their knowledge into a runbook template to streamline best practices for the
entire team. The three primary scenarios of using a runbook are illustrated as follows:

» Record Activities and Process
For example, end users run Qapps, execute CLI commands, or use Ping/Traceroute to troubleshoot a
problematic area. These actions are instantly recorded in a Personal Runbook, and each action can be
annotated with thoughts or analysis to document the diagnosis process.
Example: Execute a Runbook to Troubleshoot A/B Path Issue

= Share Knowledge and Know-How
For example, to proactively take measures for network problems that might re-occur, power users create a
Runbook Template and continue to improve it, to share best practices and know-how with junior engineers.

= Re-executable to Maximize Data Value
For example, Tier 1 engineers execute CLI commands to troubleshoot problematic devices on a map,
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document the diagnosis and escalate the issue by mentioning next-level users in the runbook. Tier 2
engineers re-execute the runbook, and continue to add a Compare node to evaluate data changes between
the two CLI outputs, and then escalate to Tier 3. Each Tier can continue to build on top of what has been
done previously by checking analysis results and notes.

5.1. Executing a Runbook Template

Example: Use the built-in runbook template Check ASA Failover Status to monitor the problem areas and display
off-normal status on a map.

1. On a map with Cisco ASA firewalls, click Runbook Template on the taskbar.

2. Inthe runbook template tree, select Security Checking > Check ASA Failover Status, and click Create Runbook.

Search for device, configuration text...

Browse Runbook Templates

Search runbook templates. Q Device Types Authors = aps v

[[J Show Templates for Current Map anly Check ASA Failover Status

4 ] Built-in Runbook Templates

4 ] Configuration and Best Practice start
#] Check EIGRP Running Status
#] Check O5PF Running Status
] Interface Checking 1. Monitor ASA Failover ...

bl
4 ] Highlighting

& Collect MPLS Running Status
£ Highlight MQC Interface Queuing u 2. Retrieving the CLI co...
#] Highlight Per-VLAN Spanning Tree
#] Highlight Routing Protocol
4 [ Security Checking
i | Check ASA Failover Status
& Find Interface Weakness
& SNMP Security Check
4 [ Troubleshooting
& 1515 Performance Health Check
& Multicast Shared Tree Health Check
# Multicast Source Tree Health Check
# Troubleshooting OSPF Neighbor State
E] Shared Runbook Templates

E] My Runbook Templates
Create Runbook

3. In the Monitor ASA Failover Status Qapp node, add target devices, select Pull live data once in the Data Source
area and click Run. The active and standby status of ASA firewalls is displayed on the map. According to the
legend, the ASA-AA/act firewall becomes secondary but the ASA-AA/stby firewall becomes primary. You can
click Show Output Console > Execution Log to view the detailed log regarding how the Qapp retrieves data
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from target devices.

3 Docs view m =
< >

(Cneck ASA Fallover Statust v |1 Menitar R 10:40:32) 5 Dmseri
Select Acton v 8= #lese 0 Select Qapp
ASA-ARJEontext1/sthy
-
3 2 Falowt Tlatea. Fandy
£ Manitar ASA Failover Status (Cinco ASA Firewall] Lae Fucme wr BE-ST0U7E 1 18 3008 ASA-RASact
Fasowr Sy
Cacs Source:  Pull live dats ooce w 2:‘.“4:;;‘“:;,
u-—»w.e
AT28 UTE jul 10 3008
— - w.oz Gratas e b g o

Mo required ingut for this Qaps, MSA-AATCONteXEN/ACt
Pt St AT
Lo Fasaver aw 0121 UTE R 162006

1D S Cutpiut Conaste

o Bt QAT EUTC R 10 B

# Devce W insertace

= ey ) —Hrrrial
(T g ”\dmionuq.m v By
24104

& @ seieosey v HLLNE,

Surnmary | o Monsor 5K Faide

BCums
Log Type: A5l w  Device: &0 Devices L
LI £ L TIEEAATEORTERTITRETT 15 parsed By TTRLIGver [Tisco 353 Fireeall]T pr varLable macoing.

< “aSd:aafacein/eteyT 16 parted by “Fatlower [Cleh &5a firesll]® per vaclaole sapping.

0 A5k Frenl] | Gl Execution Log.

" 1B PHD TABAAAICONTENTLISTOy" 45 phreed by "Fallover [Cisco ASA Firesali]® per varistle mseoleg.
I 1 P "ASA-A/contextaistoy” is parsed by “Pallover felsco asa sireall]” per varisole mazpicg.
1 T3 P TaSd-aafcontext/act” 13 parsed by “Fallover [Cisco th Flrewall]” per varlsble sapping.
1 13 P “AEAGAL(UTHY" §3 partes by “Ealiover [CIGCE 54 Firsmall]” per viriable mipping.

1 5 P: BTG ID: xo1: :

i S18 P Date Tisk has Bees created and forwarded to Frost Server controller. waiting...

36 187530 M The Process Td &5 1,
37 1:57:90 PA: SR retpones #rom Front Berver Contraller and ptart To sealyie dete.
T tom ¢ [ F tat i

4. In the Retrieving CLI commands node, select ASA-AA/act and ASA-AA/stby as target devices, and click Run. From
the output result, the status issue is verified.

Chack ASA Fallower Statust W 2 = 4 AL

SRiec Aoy DRI | pkn B | e Comeind Add ASh-Adcontext! sty

m

All Devices

i P B show monmordnosrtace
L § Assenarmey B show failaver interface Bl
1. Monitur ASA Failover . 2 %
t 1
Bz revievingthecuco. 1 i
W Fallover [Cco . v Eaecution Lag 3
o : H >
£

i MWRWM fallover

o
ver al Exhernetd/@ (up)

S nit Poll frequency 1 seconts, nerdtime 15 setoods

6§ fnzeriacs #gudnty § tacands, nslgtise T8 cecenae
7 Incerface B

B Monitoced In;:— rees 3 of 118 sexieus

e e nzoes
15158 TS Jut 16 2308

Th
#Li4ii25 UTE 20l 10 3096

18 Group 1 last . L2 1T »
9148245 UTC Jul 18 2096 ASKAAICONENT2IacT

31 Group I last

13 Inis resti 5
Tres. areive

Tite
15 Retive thee: 0430788 (acc)
1 Grees d Stare: Stansny R

X Active time: 19613828 fll:‘

Faaer Siatu. Aatien
0738 Lage Epbvar bt B1:25 UTE il 192006

7
18 ]
0] Ale SARS10 g Pry 1(7)18) status (Up Sys) i
2 sondn Interface cwtside ( 26, 10.14): hormal (MNot-Fenisores)
a1 somln Emturvacs fasise (172.25.7.10): Mrml (Wot-Manitoree)
22 samln Ieterface mgt (172.23.900.87): Normal (Momiteeea)
a contintd Inzerface eutside (172, zn B.39): Hormal (Fendtores) 17LHAL
F contextl Interface inside (172.26.5.103: horsal (Monitored) f AR 0172 5.5 501
15 context? Trierrace sutside [172.26.9.18); Hormal (Not-Honitored) b,
8 contextl Tnterdace iniioe (172.36,6.18): Wormal (Not-Monitores)
= Ty P\\% ASA-AATEONTEXLLIStEN
L - L Legend
I oteer nosz:  Primary [ et
M Grees 1 state: Standsy Resdy
n Aotive time: 8L (300) # Devie  irmerfoce
37 Grow 2 State: dctive
1 hitive ties:  BEIINST [sec) W@ frimay o Hormal
£y
= B R L R PL LT AP e [ LY =’ o @ Seconaery i Lk,
Selectyariable A
O variables Selecied YR
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5. (Optional) Click the >’ icon to add notes to mention other users to further check configurations.

£

7 Now(l) 3

majun

@#% Nomals BIUA §t
(@admin

This firewall has config issue. Please chack
#ASA-AAact.config)

Cancel oK ‘

5.2. Creating a Runbook

Example: Create a runbook to troubleshoot issues on a traffic path, and escalate to admin.

1. Click the icon on the taskbar and select New Runbook. The Runbook pane opens on the current map.

2.

In the Start node, specify the required information.

9.

Untitled1 v " Runbook Info

Select Action w o R =

Author: | John
Last Modified: 2019-04-15 3:53 PM
Device Type: | All Device Types
Tags: | Path

Runbook Description:

to "BJ*POP™.

3. Add the Path action node.

1) Click Select Action or the € icon, and then double-click Path.

v | tAddTag

Execute the Runbook to troubleshoot issues on the traffic path from "G\W2Lab"

Tip: When you save the runbook as a template, both device types and tags can be used to filter runbook templates.
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2) In the Path node, specify two endpoints, and click Path.

Untitled1 v
Select Action v T I—
@
9 path 1

& ﬂ Data View . Runbook )
<)

" Path-Result 1(04/15/2019 04:15:51 PM)

GW2Lab

Gateway:
4
@ sPoP

GW2Lab.GigabitEthernet0/0.20(10.10.7....

Gareway: BJ*POP.FastEthernet0/1(172.24.31.195)

| Path

Result: £2 GW2Lab (__) BJ*POP

@ View Details

()

[ Description

1)

Swap

@

2% Map Path

3) After the path is diagrammed on the map, click the ) icon to add a note. To mention a device, enter # and
further select a device asset. A link will be generated for other users to quickly access the required

information.

i Note(0)

%
John
@# Nomals BIUA IE==
Successfully mapped the path from
#GW?21 ab Route Table to #B.J
Device Map
Name Table
BI*POP Device Information ™  |Add to Note
BJ-3750-1 Device Information
ARP Table
Bl-3750-2
¢ NDP Table
BlArista-1 MAC Table
BJ-Arista-2 Route Table T
! Configuration File
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4. Add the Ping node and execute the action. Make a note to record the result.

& ﬂ Data View . Runbook
Untitled1 v
Select Action v SO =
| start |
p gy
Q
v- Path 1
Y
B ring 1

ﬂ Result 1 0421 PME

| Ping-Result 1{04/15/2019 04:21:27 PM)

[=1 Descripticn

From: | GW2Lab

Interface: Auto v

To:| BI*POP

Interface: FastEthernet0/1 172.24.31.195/26 V

Search...

20
21
22
23
24
25
26
27
28
29
3e
31
32
33
34
35
36
37
38
39
40
41
42
43

Gl2Labrenable

Password:

GW2Lab#ping

Protocol [ip]:

Target IP address: 172.24.31.195

Repeat count [5]: 5

Datagram size [1088]: 64

Timeout in seconds [2]: 2

Extended commands [n]: y

Source address or interface: 10.18.3.253
Type of service [8]:

Set DF bit in IP header? [no]l:

Validate reply data? [nol:

Data pattern [@xABCD]:

Loose, Strict, Record, Timestamp, Verbose[none]:
Sweep range of sizes [n]:

Type escape sequence to abort.

Packet sent with a source address of 1.19.3,253

GhW2Lab#exit

Success rate is 18@ percent (5/5), round-trip min/avg/max =

Sending 5, 64-byte ICMP Echos to 172.24,31.195, timeout is 2 seconds

1/1/2 ms

T Note(1)

5. Add the Traceroute node and execute the action. Make a note to record the result.

«

u Data View . Runbook

B

Jehn 04/15/2019 04:23:29 PM

Ping from GW2Lab to BJ*POP is also ok.

Sending 5, 64-byte ICMP Echos to
172.24.31.195, timeout is 2 seconds:
Packet sent with a source address of
10.10.3.253

Success rate is 100 percent (5/5), round-trip
min/avg/max = 1/1/2 ms

Untitled1 Vv

%]

Select Action v

n Result 1 11:09 AM=

| Traceroute-Result 1(04/15/2019 04:31:38 PM)

[2] Description

From: | GW2Lab

Interface: Auto v

Tq:| BJ*POP

Interface: FastEthernet0/1 172.24.31.195/26 v

Traceroute | 2

Search...
24
2g GW2Lab>enable
29 Password:
3@ GhW2Lab#traceroute
31 Protocol [ip]:
32 Target IP address: 172.24.31.195
33 Source address:
34 MNumeric display [n]:
35 Timeout in seconds [3]: 3
35 Probe count [3]:
37 Minimum Time to Live [1]:
3g Maximum Time to Live [38]: 38
3g Port Number [33434]:
4p Loose, Strict, Record, Timestamp, Verbose[none]:
41 Type escape sequence to abort.
42 Tracing the route to bogon (172.24.31.195)
43 VRF info: (vrf in name/id, vrf out name/id)
44 1 bogon (172.24.38.2) 2 msec @ msec @ msec
45 2 bogon (172.24.3@.6) 2 msec 2 msec 2 msec
46 3 bogon (172.24.31.125) @ msec 2 msec 2 msec
47 4 bogon (172.24.31.195) @ msec * @ msec
48 GW2lab#exit
49
so

Map Traceroute Result

B a w

o v

| Note(1)

o

John 04/15/2019 04:40:48 PM

Traceroute from GW2Lab to BJ*POP is also
ok.

Tracing the route to bogon (172.24.31.195)
VRF info: (vrf in name/id, vrf out namel/id)
1172.24.30.2 2 msec 0 msec 2 msec
2172.24.30.6 0 msec 0 msec 2 msec

3 bogon (172.24.31.125) 2 msec 2 msec 2
msec

4 bogon (172.24.31.195) 2 msec " 0 msec
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6. Add the Retrieve Live Data node, click the = icon to load CLI commands via template, and then click Run.

| « [ Data View - Runbook
£
Untitled1 W Retrieve Live Data-Result 1(04/15/2019 05:06:15 PM) [ Description | Note(1) B
Select Action eoEA = . ] - Jehn 04/15/2019 05:09:42 PM
e = 7 Devices [ Add | selectdatz | Run | =
TN S
| Start . | see the general data of all devices. There are
<) All Devices 5 B8 show version (] no issues.
J @ BPOP 5 @ B show module ]
& B|_core 3550 5 @ B show ip interface brief o
_/() Path 1 @ BSTX.Core s @ B show ip protocols summary o
l @ NY-corebak 5 B show log ©
@ GW2lab s @ -
. Ping 1
Results Execution Log [0 Auto update all selected data in Current Baseline
J 1~ BJ_core_355e#show version
2 Cisco Internetwork Operating System Software
W L ceroute 1 3 105 (tm) C2680 Software (C260@-IS-M), Version 12.@(8), RELEASE SOFTWARE (fc1)
[ o 4 Copyright (c) 1986-1%999 by cisco Systems, Inc.
5 Compiled Mon 29-Nov-39 15:15 by kpma
] 6 Image text-base: Ox80088885, data-base: @xBBSEE3AR
7
= c - = 2 H i .
,i Retrieve Live Data 1 . ROM: System Bootstrap, Version 11.3(2)XA4, RELEASE SOFTWARE (fcl)
e BJ_core_355@ uptime is 1 year, 29 weeks, 5 days, 19 hours, 44 minutes
ﬂ Resuit 1 11:25AME 11 gyctem restarted by power-on
E System image file is "flash:c26@@-is-mz.120-8.bin"
13 cisco 2611 (WPCBE0) processor (revision 9x203) with 22528K/2045K bytes of memory.
a Processor board ID JAD@5838FHA (212217789)
- M36@ processor: part number @, mask 49
18 Bridging software.
22 X.25 software, Version 3.8.8.
op £ Ethernet/IEEE 302.3 interface(s)
91 2 Serial(sync/async) network interface(s)
a9 32K bytes of non-volatile configuration memory.

7. Add the Overall Health Monitor node, and then click Run. See Running a Qapp for more reference. After
running the Qapp, make a note to describe the issue and enter @ to mention admin for escalation.

« [ Data View i K3 overall Health Monitor - Result 1
« «

Untitled1 Vv | Overall Health Monitor-Result 1(12/26/2019 02:39:50 PM) [ Description | Note(0) o

Select Action Vv S E 7 De Select Qapp kang

@#% Normals BT UA Qi=:

"1 Overall Health Monitor [SNMP] [T .
/-\\ | run the overall health monitor Qapp to check
[ the device and interface metrics, and find that

\ ) Data Source: Py e data regula V)

"GW2Lab" @admin Please help check the

Every: Iz Minutes v Repeat |1D Times rool cause.

Start Il e fE ek ;
U N the CPU is too high for the device
9 path 1
= Input A
-
Threshold:
. Ping 1 Alert Name Threshold Cancel OK
l Input Errors Occurred > 0
- Traceroute 1 Qutput Errors Occurred > |0
l High Input Traffic Utilization - Error »= 80
?‘i Retrieve Live Data 1 High Input Traffic Utilization - Warning  >= 60
l High Qutput Traffic Utilization - Error ~ >= 80
; High Output Traffic Utilization - Warn... >= 60
e Overall Health Monitor 2
High CPU Utilization - E >= 90
© —_— e S ig ilization - Error -
(O} . Result 1 07:48 PM Show Output Console Elapsed Time:0:7:47 O Stop [

o
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5.3. Exporting Runbook to Word

The document exported from a runbook contains actions and execution results.

1. In the Runbook pane, click the = icon to select Export to Word.

« u Data View . Runbook |
«

Untitled1 v " Runbook Info
Select Action Vv S H =
Save as Runbook Tem... ?ng
Share Runbook
Duplicate 19-12-26 2:36 PM
l Delete L
_F? _— ; Export to Map File Pevice Type Selection v

{ Export to Word

| vug=— RUNbook Tag Selection
. Ping 1

Runbook Description:

L Please typs here.
-
"} Traceroute 1
-
- - -
- i Retrieve Live Data 1

I

Overall Health Monitor 2

v | +AddTag
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2. In the Export to Word dialog, enter a document name and select a location. By default, all nodes and their
latest results are checked.

Export to Word X

Document Mame: = kang Runbook_20200108_025715 PM

Location: = Private Browse

Select Result:

@ ¢f Path v
[« Result 1 08/01/2020 02:46:32 PM

“ @ ring v
[« Result 1 08/01/2020 02:47:23 PM

) gT Traceroute v
[« Result 1 08/01/2020 02:47:50 PM

¥ =& Retrieve Live Data v
[« Result 1 08/01/2020 02:48:43 PM

= @ Overall Health Monitor v

[« Result 2 08/01/2020 02:57:01 PM
[0) Result 1 08/01/2020 02:48:53 PM

Advanced Settings Cancel Export

3. Click Export.

Tip: Click Advanced Settings to customize the Word template and the content settings in the document.

5.4. Sharing a Runbook

Besides mentioning other users, you can escalate network problems to upper-level engineers by sharing a
runbook.

Every runbook has a unique URL in the system. With the URL, you can share a runbook with more users in the
same domain, or even external users who do not have system accounts. They will receive both system
notifications and email notifications.

1. In the Runbook pane, click the = icon to select Share Runbook.
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2. In the Share Runbook dialog, specify the users that you want to share the runbook with.

Share RunBook b's

To:

ad |i‘i'

cc: sdmin it

Subject:|  jisdongxu

Please helpTookinto the issue.

Copy Runbook Link to Clipboard

https//10.10.7.180/map.htmi?t=4{f7 2682-8e80-fod9-844e-62 a2e66e3d1 a&d=47832217-6ad5

Cance Share

1) Enter a username and then select the matched user account from the populated drop-down list, or directly
enter an email address.

Note: To complete an email address, you can enter a comma, semicolon, or press the Enter key, Tab key, or Space
key.

Note: Users in the To field will receive both a system notification and an email; users in the CC field will only receive
an email.

2) Type a message if required.

3. Click Share.

5.5. Running Overall Health Monitor

Example: Run Overall Health Monitor on core devices to get key performance metrics using SNMP.

1. On a map, select Overall Health Monitor from the right-click menu, or click Actions > Overall Health Monitor
from the map toolbar. The Runbook pane opens with an Overall Health Monitor action node added.

2. Before running the Qapp, you can select to configure the following settings:

1) Click the ¥ icon to customize target devices. By default, all devices and paths on the current map and are
auto-populated.

2) Select Pull Live data regularly as the data source to run the monitor.
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3) Customize Qapp input, including threshold values of variables.

4) To share alerts with more users via email, click the  jcon.

3. Click Run and view the result. The captured alerts will be displayed in the Output Console.

« [ oseien m

kang Runboet ¥

Select Aesion X = [~ ]

| Dasa Source:

By [;‘_

e Overall Health Monitor 1

e
+ [T
I i
é Thratheid:

At Name
Ingut Errors Occarred
Durput rrors Ocourred

High Irgut Traie Unlization - Errar

High CPU Uniizguion - Errgr
High CPU Unlization « Warning
High Memary Utilcstion « Erroe

High Mamary Lilsanan - Warning

0 Show Outpus Contoln

1] Drweeall Health Manitsr [SNMP] 71

High Ingt Traffic Unlizaven « Warning ==
High Cutput Tratic Ublizaten - Ervar

High Dutpor Traflc Usiizasion - Warr..

]
© Overall Health Monitsr.Result 1092472019 11:18:37 AN}

Repesz 10

EiDeseription |

Times

I Otou Dana View =
a. BlAL Cored
BLLZ Core 6 i st
CR 0w Meinary 40 0%

» Legend

Devce: interiace
g 17 2aam

"™ Errer Ervor

@ Warning Waning

- N et —— o Alens

B Overall Health Moveur- Rl 10043010 11

B Owpa Summary & Aen
Blere (15)

O Ienerbpos Do 16

0 High Mesnoey Utilization - Warning: 3
Data View (1)

™ Darall Hasizh Monsor [SNME]
€5V Repart (9

# Cverafl Heakh Mo

Execution Log
Ungqualified Devices: 0
None Parser: 16
Hone Dacac 0
Premed Messages: 0
Syavem Errars O
Duratigrs G1:36

Tip: To save an action node and its input for reuse, point to it and click the = jcon to select Save as Favorite.

REc 2N R

7

3

Dt Urez
m—E e
i

¥ Warming v
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4. Click a numeric value on the map. A floating chart prompts as follows, displaying the monitoring metrics of this
device during a period.

Device: B]_L2_Core 5 Current Time:201959H24H 11:25:13

f (= B Sclect Metrics
e Zoom 1H 6H 24H 7D MAX
Friday, Apr 27, 23:41:35
(RS LSRRE 108 five_min_cpu_usage: 80
30 \ 2
72 /\ /'.\ e
— .
54
6
18
0
17:00 21:00 04-28 05:00 09:00
[
b i
'|'I A 16:00 04-28 08:00
| (1] [
= :? vian10 172.24.101.6/24 . i
— vian1017224.101.11/24 | Y
)_12_Core 5 12224101.024 BJ_Dis_SW1
PU Usage:€5 CPU Usage22
MENM Usage:31 MEM Usage:45
& oOverall Health Monitor-Result 1(09/24/2019 11:18:57 AM)
B output Summary | A Alert | Kl Overall Health Monitor [SNMP] | [=H Execution Log
Alert (3) E ti
@+ High Memory Utilization - Warning: 3 xecyLon
Data View (1) unqualifi
Overall Health Monitor [SNMP] None Pal
C5V Report (0)
None Da

i

During the monitor process, the color of devices and interfaces may change, indicating the corresponding status
described as follows:

Device Icon Description

) The value of the predefined device variable dev_status is Up.
| The value of the predefined device variable dev_status is Down.
— The value of the predefined interface variable intf_status is Up.
— The defined interface variable intf_status is Down.

|| The data unit reaches the predefined threshold of an error alert.

The data unit reaches the predefined threshold of a warning alert.
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5.6. Executing CLI Commands

CLI automation is used to retrieve device data by executing specified CLI commands. This automation action is
highly customizable, and you can execute different commands on different devices, not limited to the existing
devices on a map.

1. On a map, select Execute CLI Commands from the right-click menu. The Runbook pane is opened with the
Execute CLI Command node added.

2. Select target devices. By default, this action applies to all existing devices on the map. To customize target
devices, click the & icon.

3. Use either of the following ways to add CLI commands.

» Single Command (Simple CLI) — enter a CLI command and click Run. By default, the Simple CLI mode is
selected, which means only one CLI command can be executed at one time on each target device.

< .
Execute CLI Commands-Result 4(04/19/2019 01:38:38 PM) [=] Description

6 Devices show version Run Batch CLI =

* Multiple Commands (Batch CLI) — enter the CLI command and click Add repeatedly to add multiple CLI
commands. By default, all the commands in the list will be executed for all target devices. To add a CLI
command for a specific device, select the device in the device list, enter the command, and click Add.

<

Execute CLI Commands L] Description
6 Devices show ip interface brief Add Run Simple CLI =
All Devices 1 show version
& BJ*POP 2 show ip interface brief
& B| core_3550 1
& B5TX.Core 1
@ NY-core-bak 1

1

P AsA-adfcontexti/stby

Tip: To add commands by using templates, click the = icon and select Load CLI Templates. You can also create
your own command template. See CLI Template for more details.
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4. After the execution is finished, select a device and a CLI command to view its output.

- s
>

kang Runbook Vv o Execute CLI Commands-Result 2(04/19/2019 02:34:12 PM) [l Description
Select Action W N = —— [
6 Devices Enter Command... Add | Run | SimpleCLI =
All Devices 5 = [ show version ]
@ EB*POP 6 @ B show ip bgp summary [}
& B]_core_3550 5 @ B show ip route summary [ ]
u Execute CLI Commands 2 & BSTX.Core 5 @ [ show ip bgp neighbors o
02:34 PM @ NY-core-bak 5 ® (&0 show ip bgp peer-group o
02:31 PM ' ASA-AMfcontext1/stby 5 @ - B show processes cpu °
Data Source: Live v Compare
E BGP Neighbors ... W | Execution Log
Search... B a «

We could not highlight script parser, please click here to select variable

1~ BSTX.Core»show ip bgp neighbors s
2 BGP neighbor is 172.24.255.11, remote AS 64512, external link

3 BGP version 4, remote router ID 8.9.8.8

4 BGP state = Active

5 Last read 1y51lw, hold time is 188, keepalive interval iz 68 seconds

] Message statistics:

7 InQ depth is @

S OutQ depth is @

9

Sent Rewd
1e Opens: @ 8
11 Notifications: [:] a
12 Updates: a =]
13 Kespalives: ] 8
14 Route Refresh: @ a
15 Total: -] e
16 Default minimum time between advertisement runs is 38 seconds
17
13 For address family: IPw4 Unicast
19 BGP table version 1, neighbor wersion @
20 Index 1, Offset 8, Mask Bx2
21 Inbound soft reconfiguration allowed
22 Sent Rovd
23 Prefix activity: —--- -—--
24 Prefixes Current: ] @
25 Prefixes Total: ] ]
26 Implicit Withdraw: @ a
27 Explicit Withdraw: @ a
28 Uszed as bestpath: nfa a
29 Used as multipath: n/a ]
Je
31 Outbound Inbound
32 Local Policy Denied Prefiwes: — -------n —ooooo-
a3 Tasate - a
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6. Using Context-driven Mapping and Automation

Context is corresponding to a specific network situation. For example, a network design (such as QoS policy), a
network technology (such as BGP MPLS VPN), a specific application (such as video conference), and management
(such as site and core network). Each context is associated with context maps and context actions (runbook
template that is the most relevant to the selected devices). With the context, you can quickly understand the
network design and troubleshoot.

6.1. Predefining a Network Context

Example: Create a voice context for one of the main voice flows in your company.
1. Click Network on the taskbar.

2. Under the Physical Network category, click the View drop-down list, then right-click the All Views to create a
new view type QoS.

Note: Built-in resources are accessible to all users but can only be modified and deleted by NetBrain Engineers with
authenticated credentials (username/password). To customize a built-in category or view, you can submit a ticket to
NetBrain.

View Details

View Name: Qos

Description: Monitor the slow voice]

® Manually ) By Script
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3. In the QoS View, right-click the All Contexts node to select New Context from the drop-down menu.

'Network

Category

Physical Network

Find...

1 All Contexts

View

New Context

New Folder

8 8 X
v =
Q
v

4. In the pop-up Context Information dialog, proceed with the following steps to define the context information.

1) Define the name and description of the context. Click Next.

Context Information x

Description:

Last Updated:

1. Define Context 2. Select Devices

Context Name: | NY-BST Voice

3. Select Maps

Created: By kangshaotun at 17/08/2018, 11:06:17

: By kangshaotun at 17/08/2018, 11:06:17

4, Select Actions

Monitor the Voice fram New York to Boston based in Contetx Map.

Next >
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2) Select devices either one by one or from a predefined group. In this case, you can predefine a QoS device
group and then add the included devices. Then click Next.

Context Information b'Y
2. Select Devices 3. Select Maps 4. Select Actions

Please define the devices included in this context:
@ Select Group of Devices & Device group : QoS Devices
Select devices by Sites/Device Groups. When those groups are updated, the devicas within will be updated as well
) Select Individual Devices

Select devices one by one.

<Back | Next >

4

3) Select context maps. The optional maps contain site maps and Layer 3 or Layer 2 topology maps relevant
to the target devices. You can also select a predefined map as needed. In this case, you can calculate the
voice flow path from NYC to Boston and add it as a context map. Click Next.

Context Information x
3, Select Maps 4. Select Actions
Select Maps X

For every device within this context, the following maps will be displayed in the Context Pane:

i @ Site Map Containing the Selected Device

@ & L3/L2 Topology Maps of Selected Device ) [ Desktop
| Select Maps I._; 4 [# [ Private
— [ # Voice Path From NY to Boston

[ 3 Shared with me
) [ Public

<Back Next>

4) Select context actions. In this example, select the runbook template Troubleshoot Slow Voice (to monitor
QoS interface parameters and highlight QoS configuration and QoS Interface Queuing Strategy). Then click
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Save.

Context Information X
4. Select Actions

Please define the Map Actions for each type of maps in this context:

4 Map Name Action Details

4 Reference Map - Private (2)
Select Action i
Troubleshoot Slov £] Troubleshoot Slow Voice

4 Reference Maps of Selected Devi...

Select Action

< Back Save

Tip: You can predefine context actions in the Context Action Manager.

6.2. Using Context to Understand Network Design and Troubleshoot

Example: Troubleshoot network design and troubleshoot slow voice based on the predefined context.
1. Click Network on the taskbar, then find the NY-BST Voice context under the QoS view.
2. Click the target device, and view its context maps.

3. Point to the Voice Path From NY to Boston context map and select the action Troubleshoot Slow Voice from the
drop-down list.
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4. Click Open Map. You can execute the runbook to monitor the QoS parameters and troubleshoot the slow

voice.
| L o ¥ X
Category Wiew
Physical Network v | QoS w =

Nv° X Alw

4 [ All Contexts (1)
» (& N¥-BST Voice ()
® B*eop
@ GVl
® N¥-core-hak
® NY_ropp
@ N¥_Router

GW2Lab
Context Maps Device Details
& Vouce Pash From NY 1o Boston

Context Action:  Troubleshoot Slow Vo -

Last updated by shanghows al 14082018, 15,3530

Bt bz

Open Map

T W

54 | NetBrain Integrated Edition 8.0 Quick Start Guide



7. Using Instant Qapp to Decode Network Design

Instant Qapp is the fastest way to decode network design in a live network and overlay the discovered data on top
of any maps. With Instant Qapp, a dynamic map becomes the single pane of glass for any network data.

Example: Visualize parser variables on a map.

]
U
B)_L2 Core_3
software:C3750-IPSERVICESKS-M
:
—~M uptime:33 week’s. 5 days, 18 hours, 1 minute
. N version:12.2(55)SE4
BJ_Dis_SW1
software:C2950-16Q4L2-M
uptime:44 weeks, 1 day, 19 hours, 30 minutes
version:12.1(22)EA1

B control Panel X

“#), Retrieve Variables Once Finished =

Data Source: Pull Live data once m

9 Show Output Console

S+
- Device Variables
P v
1750024 vlan10 172.24,101.24/24 H
HSRP: 100(172.24.101.1) BJ_Acc_Swd %] show version (Version [Cisco 10S])
software:C2950-16K2L2Q4-M .
v
Uptime:28 weeks, 3 days, 3 hours, 24 minutes @ software O A 5 devices
version:12.1(22)EA14 72 uptime C' A 5 devices
¥ version SA 5 devices

« Interface Variables

B)_Acc_SW6
software:C2950-16K2L2Q4-M
uptime:44 weeks, 1 day, 19 hours, 32 minutes
version:12.1(22)EA14

BJ_Dis_SW2
software:C2950-16Q4L2-M
uptime:44 weeks, 1 day, 19 hours, 26 minutes
wversion:12.1(22)EA1

7.1. Searching for CLI Commands and Mapping Matched Results

Example: Search for the show interface command to display and monitor related data.

1. On the map page, click Instant Qapp on the map toolbar.
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2. Inthe search bar, enter the show interface command keyword and press the Enter key.

Instant Qapp x

show interfacq * |

8 results found, 8 results displayed.

ey -

2| show interface switchport
B switchport_table
1 Interface Transceiver [Cisco I... &5
*] show interfaces transceiver

B intf_transceive...

2 Interface Trunk [Cisco 105] @5
*] show interface trunk
allowed_mana... B native_vlan
port_STP_forw... vlan_allowed_...
1 Interface [Cisco I0S] @5
~] show interface
¥ intfs_table
1 Variable Interface [Cisco 10S] @5

"] show interface $intf_name

=2 intf_para

3. Click the intfs_table table to expand it.

4. Check the circles at the upper-right corner to select multiple variables.

F3 Interface [Cisco 10S] - 5

> show interface

B intfs_table

admin babbles
bw bw_unit
collisions crc °
deferred dly
duplex ° frame
giants ignored
input_drops o input_error ©
input_flushes input_max
input_pkts input_rate
input_rate pkts input_rate time
Show All
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the map.

BSTX.Core

1722432224128

%, Retrieve Variables Once

Data Source: Pull Live data once

 Device Variables

w Interface Variables

Finished

Show Qutput Console

show interface (Interface [Cisco 105])

5. Drag the selected variables to the map. The system starts to retrieve live data, and the results are displayed on

&

W71 BST.core
61.1.414

¥ crc & A 11 devices

[« input_pkts & A 11 devices

(¥ input_drops & A 11 devices

) input_error & A 11 devices
Input_drops:0 WUt pks0

input_error:g

&

BJ_L2 Core 4

51.1.1.0/24
VRF: bbb
HERP: 0(51.1.1.99)

.\ﬂw(jyop&“ f2/0/4 51.1.1,3/24

B)_core_3550

6. Select the input_error variable on the Control Panel and define an alert condition for it.

#, Retrieve Variables Once Finished =
Alert1 X +

Data Source: Pull Live data once

w Device Variables
Name: |Aler(1 |

- Interface Variables

show interface (Interface [Cisco 105])

Type: Basic W
@ cre [+ A 11 devices
¥ input_pkts O A 11 deviees If [now] | > v | [Threshold], defau\tls
[ input_drops &y ﬁ 11 devices
(@ input_error £y A 11 devices Then  There may be 2 layer one issue, most probably a bad cable is transmitting the traffic

partially.

| Define Alert |

Delete

Alert Level: ® Error () Warning

Cancel | OK ‘
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7. Click the Data Source field to select Pull live data regularly, specify the frequency, and then click OK.

Define DaaSource b e

Data Source: | pull live data regularly v

Every: Minutes v | ¥ Repeat Times

Cancel | OK |

8. Click Run to monitor these variables periodically. When the value of the input_error variable of an interface
reaches the threshold, the variable will be highlighted on the map.

7
% \.\;\hl'l BST.core
ABR 61.1.4.14

B control Panel X

Finished =
[_fun_]

3 Show Qutput Console

“#, Monitor Variables Periodically

Data Source: Pull Live data regularly
Every 2 Minutes

* Device Variables

172.24.32.224/28
« Interface Variables

show interface (Interface [Cisco 105]

@ cre O A 11 deviees
# input_pkts [+ ] A 11 devices
@ input_drops & A 11 devices
@ input_error [+] A 11 devices
Input_drops:0 input_pktsi0

= o
input_error:g ﬁ

B)_L2 Core 4

med'OpE“ 51.1.1.0/24 el £2/0/451.1.1,3124

: bbb
HERP: 0(51.1.1.99)

B)_core_3550
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8. Using Dashboard to Visualize Multi-Dimensional Data

In some monitoring or troubleshooting scenarios, you may want to browse the configuration files, data tables,
performance statistics, and other data synchronously at a glance. Dashboard organizes and displays multi-
dimensional data for diversified scenarios on a single screen. Dashboard is highly customizable and interactive,

integrating real-time data, tables, and charts.

T Untier  mump o

© Device Details BtmdonmiMima v E X O Confgiet oy Design Fiker Ex
Dever  Irosfee  Wodus DunFulder, Currant Racadna
e
0 Confighcs by Condig Parser Bgare 3250 v EX 0 MATa s =x
Omsboder Curert Rasins w Lo Mewncs  meertace oefig " Dealfoider 12202006 W51 AM v
AN s # hdeest DA harme
109
»
n
= B
0 Device Bvent Chan i3 Uunlevee v @ E X 0 Device bvern Table MmO eEX
Tmctmpe: 1M W 3w 70 A e fezce o om
- - o Teme -
T v Saes ot e 3830 .0, 51 [Ter I
—— e
L Usite Time | 4021200, L83 P
@ CPU and Mamory Chart. B Acc S0 v BEX O Irverface Traffic B Az tw1 e =Ex |
T suge W G 240 70 - i 104 1
s At T 1 p e - T ] —— TraffiCut )
I ER Urikrasicn &1 il i Frafficial s
Ttoo e e e \sod 1810 e0n
VAT T el M e VL N halL

8.1. Creating a Dashboard from Template

Example: Create a dashboard from the OSPF Neighbors and Running Status [Cisco I0S] template.
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1. On the map page, click Dashboard from the map toolbar and select OSPF Neighbors and Running Status [Cisco
10S] from the drop-down list.

Dashboard | Map | Actions

[ EIGRP Neighbors and Runn._.
@ Network Design Document
@ OSPF Meighbors and Runni...
f@ Overall Health Status

l_',n Topology Presentation
[@ Select More

pf Customize

A new dashboard is created targeting all devices on the map. The Map Widget immediately loads the map
contents. The ConfigLet by Config Parser Widget immediately presents the OSPF configlet of a single device
with the data in Current Baseline.

2. Atthe upper-left corner, click Run to retrieve live data for other widgets that are associated with a Qapp.

3. Adjust your dashboard with more settings based on your needs, such as adding widgets, updating device

scope, and unlinking widgets.

4. Click the = icon to save the dashboard.

8.2. Exporting Dashboard to Word

1. In a dashboard, click the *** icon in the dashboard toolbar and select Export to Word from the drop-down

menu.
2. Specify the document name and the storage location.

3. From the Template drop-down list, select a document template. To customize the information displayed on the

cover page, such as title and company name, click the & icon.

4. Click the ' icon in the export toolbar to set the data size limit for the configuration file and data tables, such as
route table, MAC table, and NCT table.

5. Specify the widgets you want to export.
7. Click Export.

8. After the document is generated, click the hyperlink in the prompt message to navigate to the document
storage location. Then right-click the target file to download it.
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9. Using NetBrain Smart CLI

NetBrain Smart CLI is an SSH and Telnet client for the Windows platform. You can use it as a standalone tool to
execute CLI commands or integrate it with NetBrain |IE to automatically log in to devices, execute CLI commands
and send CLI results to your NetBrain IE for documentation and troubleshooting.

Note: Before using NetBrain Smart CLI, you need to install Smart CLI on Windows first.

User Flow
The following is a recommended flow for using Smart CLI along with NetBrain IE:

1. Connect to Devices from NetBrain Map.

2. Execute CLI Commands in Smart CLI Window.

3. Save CLI Results to NetBrain Runbook.

4. Compare CLI Results with Historical Data to View Changes.

9.1. Connecting to a Device from NetBrain Map

When you use the Smart CLI to connect a device from a map, it will automatically log in to the device with the
credentials of the device configured in your NetBrain IE.

Proceed with the following steps to launch the Smart CLI to log in to a device:
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https://www.netbraintech.com/docs/ie80/help/index.html?installing-smart-cli-on-windows.htm

1. Configure and tune private CLI settings. Click the start menu @ and select Private CLI Settings, then add

private Telnet/SSH login credentials and tune the target devices.

Check the reachability of live devices using the credentials defined in Private Network Semings

® All Devices Device Groups W Start Tuning

¥  Device Name Management IP Management Interface  Ping

! ¥ 10.10.33.80-DB-CentOS

Privare Network Settings
el 9 10.10.33.90-DB-CentOS

Define private CLI Telnet/S5H credentials

v B 10.10.5.161-MIMIC-MVE

¥ 10105182 MIMIC-WIN Telnet/SSH Login Private Kz

d B 10.10.5.166-centos7.6 + Add Telnet/SSH Login X

l ¥ 10.10.5.170-win2019 ter all possible usernames and passwords
Alias Password/Private ) .

¥ o0 Please select your authentication method and input your r Telnes/SSH login.

@ Q10107155 Mongoch § access credentials for Telnet or SSH non-privilege login. — 1391 1.7
® TelnetSSH Password SSH public key elnet -1, 1.
¥ E10.10.7.193Fslcon(P .
User Access Verification

T B 10.10.7.204 - ACS 5.6.0. Alias: | nb

Username: | userl

Password; | #4444

Confirm; | ##%454

oK

2. On amap, right-click the device that you want to access and select Smart CLI.
3. Click OKin the popped NetBrain Smart CLI dialog.

4. Enter your username and password to log in to the NetBrain IE system. The Smart CLI window pops up and
logs into the device automatically.

Note: SSO accounts cannot be used for the login to an IE system from the Smart CLI client.

4. Enter CLI commands in the NetBrain Smart CLI window.

| N
[ig Configuration File | File Edit Connect Help
gRgoinaa
@ Data Tables > Command: PE-3600X-01 show version [~] Dot 5 nﬁd@ Map/Runbaok: Galden Map - danny's Runbook

PE-3600X-01 PE-3600X-01 x

[#=] View Device Details
4% View Context Maps
. %% Shared Device Settings

ﬁb B® private CLI Settings

PE-3600X-01 EY Telnet/SSH CLI

B smartcu —-""

Run Qapp
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9.2. Saving CLI Command Results to Runbook

Proceed with the following steps to save a CLI command result of a device to your NetBrain domain:
1. Click the tab of the connection that you want to document in the Smart CLI window.

2. Click the Command drop-down list and select the command that you want to save the result.

- o X

B NetBrain smart cul
File Edit Connect Help - 5 | zhanghong

ey fQ k ) ’

Command: |BJ-42-Care-A#show ip protocol Decurant sy ,.g,d,@ Map/Runbook: Map v Dindca Dhadar S

= BJ-L2-Core-A %

< >

= 3 Document in NetBrain

3. Select the Map/Runbook that you want to save the CLI command result to if no Map/Runbook is specified.

4. Click Document > maml@_

1) Inthe Document in NetBrain window, view the device, divider (used to divide the command and device),
command and command result, and manually modify them if necessary.
2) Add a note and enable the Show note on map checkbox. The note will be attached to the device on a

map.

3) Click Document in NetBrain. An information dialog will pop up. Please read the information carefully and
then click Continue. If you do not want this message to pop up again, check Do not show this message

again checkbox.

Your NetBrain domain will automatically create an Execute Command node in the specified runbook to save the
CLI command result and a note will be attached to the device on the specified map if you have added a note in the
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Smart CLI window.

Al Runbocks = danny's Runback * PE-3600X-01-show ip protocol(04/23/2019 01:35:32 PM)

Selact Action W o HE
i PEIB00K-01 shiow Ip peotacal Run
Start @ PE-3600%-01 v EIPProtoceis[Cl. v ExseutionLog
1= PE-3600x-aleshow ip protocal
2 *s* I Routing is NSF aware ==
3
° 4 fov
Path L = a1l interfaces is ot sex
= & for a1l interfaces is pot sex
7
8
3
18
T i ®

B eoscoresson 4
)

Verify Application

dnterfaces is fot sef

Infrastructure informati.. 1 S erds s L ey

PE-3600X-01 2
‘show ip protocol MI5PME

E show version 01:27°PM

©

tOut Weight RouteMap

[ Descriprion

Bawch CU =

Draw map note on map

show ip protacol
Routing Pratocal s “bgp 62550°
Durgoing updare filver list for all interfaces is not et
Incoming update filzer list far all incerfaces is not set
IGB synchranization it disabled
Auomatic route summarization is disabied
Redisiributing connesied, static
Neighborsk
Address  Fiin FiltOur Distin DistOut Weighe Routehap
10882508
10.88.250.27
10.88.2555
10.88.255.41

defauli rouse 1o current rovier

a—
\

e ﬁ) #0119 10.88.250.8531
BT 10.88.250.12/31 gort gO/23

Thare are 4 BGP neighbors, please double check which one advertised the

423/2019, 1:35:32 PM

ﬁ) 101,64 10 88,20,
i il

Ottrer-2811-01

100 10,88, 250.9/31

9.3. Comparing with Historical Data to Detect Changes

LenvesTanol vl vzl

-
1088250831

You can compare the current CLI result with historical results and Golden Baseline stored in your NetBrain system

to view changes and historical details.

= Comparing with Golden Baseline

= Comparing Historical Results

Comparing with Golden Baseline

Proceed with the steps below to compare the current CLI command result with Golden Baseline to view the

changes and view the historical details.

1. Apply a parser in the CLI Command node. The system automatically compares the data retrieved by the parser
with Golden Baseline and generates alerts and highlights for any data unit that deviates from the Golden
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Baseline in the result pane.

<«

administrator Runbook v

" BJ-L2-Core-A-show processes cpu(0§
show processes cpu
“w  FProcesses CPU ... W

Bl-L2-Core-A#show processes cpu
CPU utilization for five seconds:

Highlight alerts
in CLI result

[--] Description l

Apply a parser Alert counts

Btch CLI =

Execution Log Compare | | @) 10f1Alerts | a v

»

/8% ; one minute: @%; five minutes: @é
5Min TTY Process
7 Chunk Manage

Invoked

55ec
1528 :

e

IMin

a% &

Select Action v S 8=
BJ-L2-Core-A
sl ), & BJ-L2-Core-A
N .
2
v 3 PID Runtime(ms)
. B
B s2corea 2 - 57011
6
. show version 10:49 PM 7
8
show processes cpu 10:41 PM 9
18
11
12
Y 13
=3 14
Retrieve Live Data 1
(=] 15
16
17
Y 18
19
' Execute CLI Commands 1 P
21
22
23
X 24
1+ 25
26

Entity MIB AP

IFS Agent Manage
IPC Event Notifi
IPC Mcast Pendin
IPC Dynamic Cach
IPC Session Ser
IPC Zone Manager

TNC Nawmiadi- Tie

8
@
@
@
a
a
=
8
d
@
d
8
@
@
@
)
@
@
@
a
a
3
d
a
@
@
@
)
@
)
@
@
@
a
a
3
d
a
@
@
@
)
@
)
@
8
@
=

Click a variable in the result pane to open the Data Details pane and view the historical data of the variable

over a period.

Path Name: Client to DNS(172.24.101.41 to 17.14.12.1)

Last Verified Res.., Last Verified Time... Result Category.. Setas Golden Path...
Falled: 12/30/2019, 2:37:... Lack of related In... v
Sutress 12/30/2019, 2:21:... Golden Path  ~
Success 12/30/2019, 2:20:... Cancel Golden Path

Open Path in Map ﬁ

Delete

o BJ-L2-Core-A .. %
& })-L2-Core- 'ﬁ,'l
s
-
&
4 —
o T LLLLLLL Y
5 = P
XE-MGMT
172441010
5 HSRP 10317224 101.1) w_u_car:_s.‘\t;.\oﬁof/ 172.25.16.6
17224101415 e pai e

172287.0024

B)-L2-caredl
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3. Select variables, define alerts, and click Start to periodically display the live variable values on the map.

4 MTU 1509 bytes, BW 19900@@ Kbit, DLY 1@ usec,

5 reliability 255/255, txload 1/255, rxload 1/255
13 Encapsulation ARPA, loopback not set

i ARP type: ARPA, ARP Timeout ©4:00:00

8 Last input never, output never, output hang never
9 Last clearing of "show interface" counters never

18 TInput queue: 8/75/8/@ (size/max/drops/flushes); Total output drops: @

11 Queueing strategy: fifo

12 Output queue :0/4@ (size/max)

13 5 minute input rate © bits/sec, @ packets/sec

14 5 minute ouxtput rate @ bits/sec, @ packets/sec

15 @ packets input, @ bytes, @ no buffer

16 Received © broadcasts, @ runts, @ giants, @ throttles
17 @ input errors, @ CRC, @ frame, @ overrun, @ ignored
13 9 packets putput. @ bvtes, @ underruns

7 Variable Selected

@ intfs_table g8 e Monitor: Every 2 Min Repeat 10 ...

@ Sinput_rate_time
<@ S$output_rate_fi...

@ Spkts_input

& bbb b O

@ straffic_in

Comparing Historical Results

sw2950-132
E  intfs_table

Select Variable A

8 Show Output Console

swW2950-129

Compare any two historical CLI results to view what has changed:

1. Click Compare in the CLI command node.

2. Select the time point for comparison. The system will compare the differences between the command results

at the two-time points. The differences are highlighted.

Compare show processes cpu - BJ-L2-Core-A

O 1 Alert

Device: ¢ BJ-L2-Core-A

25 10:41:47 PM v

BJ-L2-Core-A#show processes cpu
CPU utilization for five seconds: 36%/0%; one minute: 15%; five minutes: 11%
uSecs 55ec 1Min 5SMin TTY Process

PID Runtime{ms) Invoked

1 85 1839 46 0.00% 0.00% 0.00% O Chunk Manager

2 37011 1589255 23 0.00% 0.00% 0.00% O Load Meter

3 ] 1 0 0.00% 0.00% 0.00% 0 Connection Mgr

4 99269535 4582113 21664 0.00% 1.01% 1.15% O Check heaps
5 2244 1682 1334 0.00% 0.00% 0.00% O Pool Manager
6 0 1 0 0.00% 0.00% 0.00% O DiscardQ Backgro
7 0 2 0 0.00% 0.00% 0.00% O Timers
8 44225 6427923 6 0.00% 0.00% 0.00% 0 WATCH_AFS

9 0 1 0 0.00% 0.00% 0.00% O Critical Bkgnd

10 0 1 0 0.00% 0.00% 0.00% O Crash writer

Data: B8 show processes cpu A v

10:22:14 PM v

BJ-L2-Core-A#tshow processes cpu :I
CPU utilization for five seconds: 5%/0%; one minute: 6%; five minutes: 7%

PID Runtime{ms) Invoked uSecs 5Sec 1Min 5Min TTY Process

1 85 1839 46 0.00% 0.00% 0.00% O Chunk Manager

2 37011 1589024 23 0.00% 0.00% 0.00% O Load Meter

e 0 1 0 0.00% 0.00% 0.00% 0O Connection Mgr
4 99255036 4581450 21664 0.00% 1.07% 1.11% O Check heaps
5 2244 1681 1334 0.00% 0.00% 0.00% O Pool Manager
6 0 1 0 0.00% 0.00% 0.00% O DiscardQ Backgro
7 0 2 0 0.00% 0.00% 0.00% O Timers
8 44208 6427017 6 0.00% 0.00% 0.00% 0 WATCH_AFS

9 0 1 0 0.00% 0.00% 0.00% O Critical Bkgnd

10 0 1 0 0.00% 0.00% 0.00% O Crash writer
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