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4.3.9. Monitor System Usage and HEaAItN .......co.oiiieiee ettt 286
4.3.10. Enhancements to System/Tenant AdminiStration ........cccevervvniinenienenienenenesesesieseese e ssessesessenns 287
4.3.11. Enhancements to Domain Setup/MaintenanCe PrOCESS ......ccccevereriererererienteeetriesee et 290
4.3.12.  Enhancements to BENCHMAIK . .....cooi ittt et 293
4313, ENNaNCemMENtS t0 DISCOVEIY .c..eiiiririeieirinieietsestestesee st stess e s e siesse e ssesbessessesessessensesesssssensensasessenns 298
4.3.14. Do notScan IP Based 0N TEChNOIOZY .....ccuvirieriririirieieenieretetee ettt 302
4.3.15.  Enhancements to Duplicate IP and SUDNEL........ccoiviiiiriininicrnrceese e sre e 303
4.3.16. COlECE USAEZE LOG ..cuiiieieniriirieieeeiesteste ettt sttt sttt sttt s b et ebe bt bt et be b e b et e b b e 305
4.3.17. Patch Version ManagEMENT .......ccviirierieiriniinienteesiesieseesiessessesessessessesessessessessessssessensessssessessensessssenes 306
4.4, ENhancements tO SYSTEM SECUIILY vvivveciiiririeriritririeteesresiesteesrestesseessesbessessesessessessensssessessessesessessensesessenes 306
4.4.1. New Keystore with Enhanced Hashing and Encryption Algorithms ........cccccevrinenenninienenncnns 306
4.4.2. Enforce Strong PassWord POLICY....u.cieiiiriiieiriniinieeetseseee st sbe st ss e ssesbesaesassesaens 307
4.4.3. Single Source for Website Base URL .....cocoieiririniieentneetecne ettt 308
4.4.4, Upgrade Third-Party Components to the Latest VErsions .......ccveveevvininienenieninensesesesessenesesiens 309
4.4.5. Allow the Deletion of Built-in AAMIiN ACCOUNT.....cooeivereirieireeeereereeee et 310
4.4.6. Start Services with Restricted PriVIIEEES ..ottt 310
4.4.7. Lock Accounts After Too Many Unsuccessfully Attempts of Password Reset .........ccccoeeereueenene. 311
4.4.8. Limit GUEST USEI'S PriVIIEZE ...ttt sttt sttt st ebe b 311
4.4.9. Validate Data Access Privilege for Extended DeViCe SCOPE.....ccvirerirreririnienenenenienseesesiensesesessens 312
44170, MiNOr ENNGNCEMENTS ...cuiiiiiieeeeeeete ettt ettt sttt sttt s b sttt b e s bbbt b b et ebe b e 312
4.5,  Performance ENNANCEMENTS. ...ttt ettt et b e s bbbt bt e e bt ebe e 312
ST N o] o 1= (o | OO OO OO OO OO OSSOSO P RO RSPROOURUI 316
5.1. Built-in Data View Templates in Detail.......cccoiiierenneeeeee ettt 316
5.2, BUIIE-IN PIUGINS..cotiiteietiirirtete sttt sttt sttt et et s b s b s b e esa s b s b e s esassesbesbenessasbesbensesassesbessensesessensan 324
5.3, APPHCALION WEIENT ..ttt ettt b e sttt b e sttt b e s b st et e be s b e ae e ebesbesben 326
5.4, SDIN CONTEXE MAPS..cciiiiiriiiiiiiniiritetesie sttt sttt sb sttt sb st e e b s bt s bt e e e s b s bt s st e b e s bt s bt eseebesbesbeeneenbesreeneas 327
5.5.  Technology SUPPOIT DELAIIS ....cccuvirieriririirieietntsientet ettt sttt st bt e s s b sbe s esesbesbessesassesbesaensesessessen 334
5.5.1. VXLAN Lottt ettt sttt 334
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5.5.2. OTV e bbb et 337

5.5.3. VPLS ettt e b et bR e bt e bbbt b bt b et b bt b et b st ens 340
5.5.4. HA/CIUSTRE 1.ttt b e st ae bbb et e bt s b et et e st ebe s b et et ebesbesbe e enesbenbens 345
5.5.5. TrANSPArENT DOVICE...c ittt st st st st e s e b e b e b e be e beennes 348
5.5.6. IVIC-LAG ettt sttt sttt st st st st sat e sat e she e sae e sae e sbe e s be e sbaesbe e s be e s beesbeesbeesbe e be e be e be e be e be e be e beenbes 349
5.5.7. FEX DUGI-HOMEA ...ttt b ettt ettt s sa e ebe b 352
5.5.8. PO CRANNEL ...ttt bbbt st b e bbbt st b e bt st ebes 354
5.5.9. Unified Sub Interface in Topology CalCulation........ccceceiiiriennenineeeneeeee et 355
5.5.10. ENA SYSTEM ottt sttt ettt sttt sttt s b s b st e s aesb e s b et e e ssesbessesassasbesbensesassesbessensesessensn 355
D5 1T, WIF@IESS ettt ettt ettt e b s bt e e bbb e b et e bt s b e b et e bt bt b et et e bt b et et eneebeeaen 360
5512, MaNaAgEMENT ROULE ...c..eiiiiiiieteeteeteete ettt sttt st st st st st st satesaeesaeesaaesanesanesaeesmeesanessnene 362
D 5. T3, SPB et h et e bt e bt bbbt e bbb bt b et bene s 364
5514, HSRP IMPIOVEMENT ..ottt sttt sttt sttt st s b bt e se e b sbesbe s e e b e sbesneens 365
5.5.15. Checkpoint FIr@Wall R8O .......ccceciviriirieiririinietetsesetet st st sie s ee st saesseassessessesassassessessessssessessensesessensen 366
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1. Summary

NetBrain Integrated Edition 8.0 (IEv8.0) streamlines end users’ workflow with dynamic data view, drill-down
action, golden baseline, and smart CLI, and enhances the platform support by building Knowledge Cloud
capabilities to manage all software resources and platform plug-in to enable the platform expansion. Further,
many new features such as Application Assurance, Change Analysis, and more feature improvements such as

Path enhancements are added into IEv8.0.

Highlights
1. Streamline end users’ workflow

= Dynamic Data View (Data View 2.0): a view of the design and operational data on a dynamic
map with the visual alert against the golden baseline and recommended drill-down actions.
Each data represents a network design or a troubleshooting scenario.

= @Golden Baseline: the reference standard of a normal network state which can be auto-
calculated from historical data or manually defined, and serve as a basis or foundation for
network management analysis and comparison.

= Single Pane of Glass (SPOG): a dynamic link back to the web page of a 3"-party tool related to

the data retrieved from this 3"-party in the dynamic data view, which is usually defined as a
drill-down action of the data view.
= Smart CLI: a Telnet/SSH client that can document CLI results in a dynamic map or executable
Runbook besides the capability of logging into a network device and executing CLI commands.
= Function Portal: to enable network engineers to collaborate with cross-function teams who do
not have NetBrain seat licenses.
2. Other New Features

= New Multicast Reverse Path Calculation: calculate a multicast path from a receiver to a source.

= New Application Assurance Module (AAM): an add-on module to manage applications and

underlined network paths, and periodically verify the application paths to detect path changes
and failures.

= New Event-driven Automation Framework to proactively integrate with 3™-party systems.

= Change Analysis: analyze the change of network data, such as configurations, so that the
change history and difference details of every change record can be reported.
» Ansible Integration: integrate Ansible Playbook as a Runbook node so that a dynamic map can

be used as the Playbook input, and the results can be managed through Runbook.
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= Export Dynamic Map to Word: create a Microsoft document from a Qmap to include Visio map,

device inventory data, configurations, and interface information.

=  Document Network Change and Runbook Automation in Word

= Customer Service Ticketing: directly create a ticket to NetBrain Support Team from a specific

feature with the associated data auto-collected and attached.
3. Feature Enhancements, including:

= 12 Map Enhancements: customization of device icon according to device type and

vendor/model, customization of link styles, export to Visio with a template applied, export map
to image, etc.

= 9 Runbook Enhancements

= 4 Site Enhancements

» 2 Enhancements to Change Management

= 7 Enhancements to Service Monitor

= 18 More...
4. Platform Enhancements:

= Topology and Path Dependency: create a model for topology dependency and automatically

discover the underlay and overlay paths.

=  Driver Enhancements for Virtualization

=  New Multi-CLI Mode Support

=  NCT Framework Enhancements

= |2 Topology Framework Enhancements

= Platform Plugin Framework: a framework to allow plugins which can be any type of executable

scripts to be inserted into different stages of discovery, benchmark, or any type of scheduled
task, which enables platform expansion to support multi-vendor and new technologies.

= 10 Path Enhancements: calculate Overlay and Underlay Path based on Topology Dependency,

enhancements to Path calculation, Path Gateway, and Path Visualization, etc.

=  Fully Extensible MPLS Cloud Framework: a fully scalable framework to support more cloud

deployment scenarios and technologies, such as VPLS, IPv6.

= 16 New Technology Support, such as VXLAN, OTV, VPLS, SPB, Wireless, etc.

= Knowledge Cloud: a central place to manage all built-in and customer-specific software

resources and plugins, such as vendor/model, drivers, Qapps, Runbooks, data view templates,
and platform plugins.

*= 4 Enhancements to Variable Mapping for Multi-Vendor Support: manage variable mappings

through Namespace and Global Variable, etc.
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*= 6 SDN Enhancements: Cisco ACI Multi-Pod Support, Contract Path, Logical Node Support,

Service Graph Support and Multi-Site Support.

» 3 Enhancements to Qapp Output
= 20+ New North-Bound APIs

5. NetBrain System Administration and Others

= New Subscription License Model with Modularization

= 20+ Enhancements to Administration

= 10 Security Enhancements

= 4 Enhancements to System Architecture

= 31 Performance Enhancements
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2. New Features and Feature Enhancements

2.1. Data View 2.0

Dynamic Data View, as known as Data View 2.0 (differentiated from Static Data View), streamlines the normal
users’ workflow by incorporating viewing the network design or operational status, comparing the data against

the historical or Golden Baseline data, and recommending drill-down actions into a central concept, Data View

Template. Each data view template can represent a network design or a troubleshooting scenario.

When a user opens or creates a map, the system will apply all data view templates against the devices on this
map and all qualified data views will be listed beside the map. When a data view is selected and applied, the
historical or live data is displayed to show the network design or operational status. The data is auto-
compared against the golden baseline rule, and the data which does not match the rule is highlighted. The
user can execute drill-down actions associated with a variable or a data view, such as executing CLI

commands, Qapps, Single Pane of Glass, and so on.

To achieve the goal of the end-user flow, an admin or power user needs to define the following:

= Define Data View Template (DVT): besides the variables and the device or interface positions to display
these variables, DVT definition also includes drill-down actions, supporting variables, and condition-
based notes and highlights.

= Benchmark all variables defined in the DVT. The data will be stored in the data engine and displayed
while the end user applies the corresponding DVT to a map.

= Enable Golden Baseline calculation for all or selected variables in the DVT. A golden baseline rule

represents a normal network state and can be calculated from a set of historical data.

Reference Flow for Dynamic Data View

Baseline Across Golden Baseline
All Network Calculation

Data View Template

History/Live View Anomaly via Drill-down
Data View Golden Baseline Runbook, etc.

Apply to a Map
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72.1.1. Main End User Flow

1. Apply a Dynamic Data View

2. View Data and Golden Baseline Alert

3. View the Detail Data Pane

4. Execute Drill-Down Actions

1. Apply a Dynamic Data View

Dynamic Data View refers to Data View Template (DVT), which organizes device and interface data based on a
network technology or a troubleshooting scenario. When users open a map, all DVTs will be checked and
qualified by the devices on the map, and only the qualified DVTs can be listed in the Data View pane beside
the map. Users can instantly know whether there are any recent or historical Golden Baseline Alerts per Data
View Template, and how many of them. Then they can select a proper DVT to apply according to the actual

user task, or based on anomalies.

lap age 1 v ~ 7 Stencils | InstantQa Dashboard | Map | Actions [ — L] 180%
'::M3*>P 1 [m] g | pp | | p | =] + = X
« L] Cache | Il Live [E3 overall Health Check - Results =
Dynamic Data View Static Data View
e
o Default Dara View uplex Full0e®

4% Built-in Data View Templates e

4 [ High Availability
[ HSRP Overview

4 [ Quality of Service
[ Qos Overview BJ*POP

4 [ Routing 3 a

[ Multicast Overview

[]] OSPF Overview
4 [ Security
[ Access List [Cisca 105]
4 [7] Switching
[ Spanning Tree Overview
[ Spanning Tree VLAN Instance

[ Infrastructure View

[ Network Table View do
@ [ Overall Health Check BJ_core_3550
f 37 Intfs Deta
mem_util: NAA
Legend [

Data Unit

B Latest Data With Golden Baseline Alert  View

[ 2Recommended Actions Historics! Data With Golgen Baseiine Aler  View (5

Example of Indicator | Explanation
o This data view has Golden Baseline Alerts for 6 device/interface variables, detected in the latest
(Latest GB Alerts) run.

Note: If the latest run was one month ago, these alerts will be treated as Historical GB Alerts.
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Example of Indicator | Explanation

This data view has Golden Baseline Alerts for 1 device/interface variable, detected in the last six

months.
(Historical GB Alerts)
(4 = This data view has Golden Baseline Alerts for X device/interface variables, detected in the
latest run.

(A Combination of = This data view has Golden Baseline Alerts for Y device/interface variables, detected in the

Latest and Historical last six months.

GB Alerts) = X+Y=4

Note: DVT supports the qualification definition, such as using configuration contains “router bgp” and “Device Type equals
to Cisco Router and Cisco 10S Switch” as filter conditions. Thus, a DVT will only be executed on the qualified devices, which

makes applying DVT more efficient.

Note: Some of the DVTs allow users to interactively input values to generate a specific data view, such as inputting a VRF

name equals to “Blue” and a VLAN ID equals “10". See Define Input Variable for more details.

2.a View Data and Golden Baseline Alert

When a DVT is applied, the system will retrieve data from the database or live network based on the pre-
defined data source in a DVT and display the data on the map. The data can be displayed on the positions
under a device icon or along an interface link. It can also be a note or highlight for the devices or interfaces.
The golden baseline alert will be shown if the data doesn’'t match the golden baseline rule. Meanwhile, the pre-

defined drill-down actions for DVT and data unit will also be displayed.

cache | il Live [0 overall Check - Result 3 05/31/201905:00:40 PM v =

BGP Config Detall  ~
bgn_config:router bgp 64512
no synchronization
bgn log-neighbor-changes
network 172.24.254.31 mask 255.255.255.255
neighbor 172.24 32 57 remote-as 64512
5/31/2019, 5:00:35 PM

NY_POPP
CPUBI%

83 Route Entires [

ei 2431
«0/1 172.24.31.66126 % 85TX.Core
172243164726 i

NY_DIS_1 /
CPUSH [ L

e o,
NY-core-bak 22,
- 2
3
84 Route Entires |«

86 Route Entires [ =

BGP Config Detall A

arrop bgp_configrouter bgp 65535
L

bgp log-neighbor-changes

neighbor 172.24.255.11 remote-as 64512

83 Route Entires |~ neighbor 172.24.255.11 ebgp-multihop 10

< 573172019, 5:00:34 PM
172243119226
Legend ] @
[ 3 Recommended Actions 8
Details for % Overall Check - Result 3 x
@ Ny-corebak v Hew = 1D 5D 7D 30D MAX
Device Data Interface Data Golden Baseline Analysis: Alert Detected = Golden Baseline: Range: 30 - 70
P
ey 100% - 1
& bgp_nbrs o g I * \
— 1 \ AN \
BGP Best Practice 60% |\ | LA \ li 4 " 1 ¥ = e 1 't |
5] rt_count_string a0% N | i ) | N N | AN o o A 121, w QN /) AT L /
A—7 T 4 \ i \ Pt | I A S, S /i ”, | /
[5] mem_usage s |\ g - \ " o 1 WENS TS FE. .- e
| \J Y / I7 b¥) i
[] VRF Name 0% L | % - -4 Y LA N o L ] LI e 4 o
05/17 05/18 05/19 05/20 05/21 05422 05/23 05/24 05/25 05/26 05/27 05/28 05/29 05/30 05/31
[3] version
@ RouteTable

| ™

o~ Al A AL A b— A\ e \ Al R R aml e
A b eSS A Al e B o AR b Blaboe A A Badl B4 el A S el Al
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2.b View Notes

The device/interface note can be plain texts or contain variables. The display mode is different:

Note with Alerts

@ NYDIS1 v (5] bgp_config =

Device Data Interface Data Golden Baseline Analysis: Alert Detected  Golden Baseline:  Equals: router bgp 64512 no synchronization ...
& CPy

211 itemns Show Older Data Compare
8 $bgp_nbr_count a
T BGP Best Practice bgp._config Time
8 $rt_count_string router bgp 64512 06/03/2019 10:02:24 AM (Map Data Time)
] mem_usage na synchronization
%] VRF Name
[3] version router bgp 64512 06/03/201% 07.58:12 AM
] Mp‘_ﬂbf! no E‘}I\[nfnﬂilillﬂﬂ
« [ BGP Config router bgp 64512 06/03/2019 07:57:06 AM
[%] bgp_cenfig no synchronization

[EE———— B osio3r2019 075632 At

ne synchronization

Note containing variables|

® NYDIS1 v ™ BGP Config Last Update Time: 06/03/2015 D1:45:14 PM
Device Data Interface Data bgp_configrouter bgp 64512
@y no synchronization
bbgp log-neighbor-changes.
& Sbgp_nbr_count natwork 172.24 254,31 mask 256.255.255.255
T BGP Best Practice neighbar 172,24 32 57 remote-as 64512
8 Srt_count_string no aulo-gummarny
[z] mem_usage
[5] VRF Name
[&] version
@ ospf_nbrs
4 [ BGP Config
[@ bgp_config

3. View the Detail Pane for More Data

Click a data unit to open the Data View Detail pane, which provides different styles for different data types.

With the Detail pane, users can view both historical data trends, golden baseline and alerts.

Detail Pane for Number Data

@ BSTHCore v ol T 1D 5D 7D 30D MAX
Device Data Interface Data Golden Baseline Analysis: Alert Detected = Golden Baseline: Range: 30 - 70
Eicry. 100% D m
&® $bgp_nbr_count 0% E \ ] _ Man ata Time
T BGP Best Practice §0% r I|’ \ |’ 1\ \ [ \\
ey = i u -l ﬁ\ N \J | \r \ J m -\
[} mem_usage 20% \ ! f ‘ L / v \
(5 Ve Name R - AT

X 05420 05721 05722 usrz; os.rz-‘ os.lzs USMG 05427 oms 05729 osnu osm 05;01 06/02 uem;
(@ version
i ospf_nbrs

b [ BGP Config /\J}DNM WWWWWM

All the variables in the current data view are listed on the left side of the Detail Pane. The right side of the
Detail Pane shows the comparative analysis for historical data points. The Golden Baseline Analysis field

shows the current analysis result targeting all data points. Once there is an alert, “Alert Detected” will be
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shown, and red dots represent the values that don't match the Golden Baseline. If the Golden Baseline Rule is
manually changed, the system will re-analyze all historical data according to the new rule to address the

anomaly, and refresh the result.

Detail Pane for String Data

@ NY-core-bak Vv [Elversion [
Device Data Interface Data Golden Baseline Analysis: Alert Detected  Golden Baseline: Equals: 15.0

CPU
I 330 items
A5 bgp_nbrs
T BGP Best Practice version Time
(&) rt_count _string 12.43) 05/31/2019 04:01:47 PM (Map Data Time)
[+] mem_usage

12.4 :01:

5] VRF Name 2.4(3) 05/31/2019 04:01:17 PM
[£] version 12.4(3) 05/31/2019 04:01:16 PM
RouteTable 12.4(3) 05/31/2019 03:01:48 PM

12.4(3) 05/31/2019 03:01:14 PM

Detail Pane for Table Data

@ PE-3600X-01 W B8 bgp_nbrs = Table Details Row Count History
Device Data Interface Data 06/03/2019 01:41:05 PM (Map Data Time) Vv Golden Baseline Analysis: Alert Detected Golden Baseline: Equals: Table...
5

I five_sec.cpu_usage 4 items Compare Type to find.. Q 1, Export

8 bgp_nbrs

(8] version nbr_id remote_as nbr_type version remote_rid state up_time last_read last_write holdtime:

& intf 10882509 64553 external link 4 108825551  Established 2ya3w 00:00:22 00:00:37 180

5] bgp_config

@& root 10.88.250.27 64556 external link 4 10.88.7.4 Established 3y43w 00:00:12 00:00:00 90
10.88.255.5 64550 internal link 4 10.88.255.5 Established 2y10w 00:00:17 00:00:19 180
10.88.255.41 64554 external link 4 10.88.255.41 Established 00:11:17 00:00:06 00:00:48 180

4. Execute Drill-Down Actions

Drill-down Actions refer to a set of pre-defined actions to analyze and troubleshoot a specific network issue. A

drill-down action can belong to the template level or device level.

= DVT Level - the action is executed on all devices on a map.

= Device Level - the action is only executed on one device.

The selected drill-down actions will be added to a Runbook for users to execute later.
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2.1.2.Define Data View Templates

Data View Templates are defined, modified, and deleted in the Data View Template Manager.

Search for device, configuration text...

[j] Data View Template Manager R Table Overview

4 [7] Built-in Data View Templates
% Infrastructure Information
*, Maintenance Information
% Network Design

i Shared Templates in Tenant

- Chris
“ Table Overview

%, Golden Baseline Test - All Variable Types
= Network Table Overview

4 |1 My Templates

= Unnamed data view template

= Define a Qualification

= Define a Variable on a Device/Interface Position

= Define a Drill-Down Action

o Define a Condition to Display the Drill-Down Action

o Define Script-Based Action Input and Device Input for the Drill-Down Action

= Define a Note

= Define a Highlight

= Define a Compound Variable

= Define an Input Variable

See also: Built-in Data View Templates.

Define a Qualification

The qualification for a DVT can be used to 1) qualify which devices this DVT can apply to; 2) show different data

views for different devices by setting multiple branches; each branch has its conditions.

When you expand the dynamic data view pane beside the map, only the applicable DVTs will be displayed. In
other words, the devices on the current map have been prequalified whether they meet the qualifications of
the DVTs. For example, to define a DVT for both Palo Alto firewalls and BGP devices, you can create two

branches with different conditions: Device Type equal to Palo Alto Firewall and Configuration contains router bgp.
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A Device Type W Palo Alto Firewall v M
S —

B Select Criteria W 1 i Nokia OLT
& Morted Switch
™ Oracle Acme

B f Palo Ao Firewal
(9 Peplink Load Batancer
& Planet WGSW
i) Printer
3 Radware Altean ]
) Radwin Radio Devices
& Ramecom Switch

Boolean Expression: 4

Cancel 0K

Define a Variable on a Device or Interface Position

When defining a DVT, users can select data to add to 4 or more positions under a device icon and 8 or more
positions along an interface link.

Branch: Branch1 w (1 Branch Defined) Branch Type: Legacy Device (5 Interface types) @ Branch Filter Criteria:  Mone

+ Add Interface Note

+ Add Device Nate ‘
T Link to Splunk i 9 |

GRE VPN Interface

Interface
#. Highlight Node IPsec VPN Interface
1Pvé Interface o/ @ & acin
1PV Interface PPN S SRR R |
| @ 0 intLerror
. Highlight Interface I+ Define More

v Define More

The data can be selected from:
= Built-in Data (GDR Property)
= CLI/'SNMP/API/Configuration Parser Variable

= Compound Variable

* Input Variable
=  Text
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Define Drill-Down Actions

A power user can recommend one or more actions that represent the best practice or in-depth analysis for a
data unit or the whole data view. When end users apply a DVT to a map, the drill-down actions will prompt as

recommendations to assist end users for further troubleshooting or analysis.

« -l" Data View £ Runbook cache [l Live
Dynamic Data View Static Data View #

0| = BJ_Dis_SW1
= R catt

@ Default Data View

2 mem_util: N/FA
41 Built-in Data View Templates & epiizable

ﬂw._mln_,cpu_usa;e: 7%
™ mem_util: N/&

b B High Availability

b 1 Quality of Service AR 3
b [ Routing Recommended Action (1)

b I Security Device: § ASA-AA/admn/act Vardable: [] five_min _cpu_usagel

I B Switching

3 Infrastructure View I Exeate £LT Commands

[ Network Table View
@ 1 overall Health Check e

4% Shared Templates in Tenant

ﬁve_‘mmlr _usage: 5%
3 20200115 0115_20191227Data e

mem_util: NIA

B] Acc Swd
s Dt ahis

)
e

© © complete_DVT_20190711 e rmcinr 9 o
@ [ compound niote mem_util: N/& s

[ containspog T — §

cpugmem_oid
€ £ devicenote
€ £ dir

&9 B dvmarealert

Recommended Actlons (2)
BJ Acc SW1
| Acc SW6 : .
[ show log include INPUT [Cisco 105 NXOS ASA] . -

Lreta five_min_cpu_usage: N/A
_cpu_usage: 5% mem_util: NFA
m_util: NJA - table

Bifind 1 show run section INPUT [ Cisco 105 NXOS ASA]
ifindex

) B indivnotewithdisplay -

14 Types of Available Drill-Down Actions

Description DVT Level Supported Device/Interface Level Supported

Data View Template Apply a DVT to a map v v

Qapp Run a Qapp v v

Gapp Run a Gapp v v

Overall Health Monitor Run the “Overall Health Monitor” Qapp v v

Execute CLI Commands [Execute CLI commands v v

View Data Visualize the built-in data, such as v
configurations, route tables, etc.

Ping Perform the Ping action v
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Description DVT Level Supported Device/Interface Level Supported

Traceroute Perform the Traceroute command v

Path Calculate a Path between two end points v

Compare Compare the built-in data or CLI command v v
results

SPOG URL Open the designated SPOG URL of the 3d- v
party system

URL Open the predefined URL in Web Browser v v

Runbook Template Add the nodes of a Runbook Template to v v
the current Runbook

Verify Application Run a Verify Application node v v

Define Conditions to Display the Drill-Down Action
The following conditions can be used to define whether a drill-down action can be displayed or not.

= Always - this drill-down action will display unconditionally. Always
Golden Baseline Alert

= Golden Baseline Alert - this drill-down action will display
$arp_count

when the data doesn’t match the Golden Baseline. - $mac_count _

= By Supporting Variable - this drill-down action will display e

Dr 1 Action
$route_count
only when the variable from the supporting variable list is Cc $vlan Drill-down Actions
not null (for string type), equals to true (for Boolean type), As (] NoP Table
Always Bl Execute CLI Comm
or not equal to 0 (for number type).
Always <« Compare

Define Script-Based Action Input and Device Input for the Drill-Down Action

To customize for specific use scenarios, power users can define input parameters and target devices for each
drill-down action via scripts. For example, to define a drill-down action for interface CRC errors, power users

can: 1) run a Qapp to monitor with a predefined alert threshold; 2) run a Qapp to check interface
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speed/duplex mismatch for a device and its neighbor devices.

Action Input x

Input for @l Execute CLI Commands (1]

1- 4

a2 "commands”: [“show $input_var","show version"],
&2 ) templates”: [J Target Device X

Target Device for @] Execute CLI Commands (i ]

L o

$this

Cancel OK

$all_devices
$this_nbr

$device_group
$arp_count
$ndp_count

Reset Cancel OK $hae count

4 .

See Online Help for more reference.

Define Notes

Besides the plain text, the built-in data (GDR properties) and parser variables can be added as a device or

interface note. Further, users can define the condition to display the note.
There are three types of notes:

» Individual Device Note — a note linked to only one device.

BGP Config = Detalt  ~ BGP Config = Dot~
bgp_config-router bgp 64512 bgp_configorouter bgp 65535
no synchranization na synchronization
bgp log-neighbor-changes bgp log:neighbor-changes
network 172,24 254.31 mask 255.255.255.255 nesghior 172.24.255.11 remote-as 64512
nieighbar 172.24 32 57 remate-as 64512 peighbor 172.24.255.11 ebgp-rmultihap 10
NAFNG, 110421 PM TRAZ0NG, 110420 PM

/ /,.;

ﬁ-" 071 172.24.31.66/26 e “)
E g FO/D 1 TL24.39, 125026

1TL24. 6006
INY_DI5_1 NY-core-bak
CPLETDY | - CPLEIDW |
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= Compound Note (Append) — a note linked to multiple devices, and its content is merged with the

notes of these devices. Each note uses the hostname of the device as its prefix.

BGP Config [~ Detail ~

NY_DIS_1:
bgp_config:rauter bgp 64512
no synchronization

Ibgp lag-neighbor-changes.
network 172.24.254.31 mask 255.255.255 255
neighbor 172.24.32.57 remote-as 64512

no auto-summary

"~ BSTX.core:
bgp_config router bgp 85535
no synchronization
bgp lag-neighbor:
———— neighbor 172.24.255.11 remote-as 64512
neighbor 172.24.255.11 ebgp-multihop 10
neighbor 172.24.255.11 soft-reconfiguration inbound
no auto-summary

3
3

Y

5/31/2019, 3:36:12PM

B -
86 Route Entires. |

B3 Route Entires [ =

S0/1/0 172.24.32 210729
1172243220525

01,1 1722431193726 _
-

041 172.24.31.195/26
1722431192726

NY-core-bak BJ*POP
EEEE CPUZT % [

tice [
84 Route Enires [ 83 Route Entires (<

= Compound Note (Overwrite) — a note linked to multiple devices, but its content is the latest note for

one device. The previous note will be overwritten by a new one.

L oy e
W)
e b e g 81
iyt P b
D O e < P
e o 5T 0 1 s P AL
/ [ R FLT o] ———E
o e
P i
4
ol
S i &
-'T:-':"‘H.- ' [ pmir A
T P iy P -
s ) A
i B Basafeem
ey % |
a5 3"‘
!'-. EHE
- 2
[ 3 Elg
A 1R
L] i
¥ "
wn
: COLCE e
AT L
K - P

Define Highlights

Like a drill-down action, a condition can be defined for whether to highlight a variable, an interface or a device.
Supporting variables can be used to define the condition for a highlight. For interface highlight, the line shape

and width can be customized besides the color.

Define Compound Variables

If the existing built-in data (GDR property) or parser variables cannot satisfy a complex semantic, a Compound

Variable can be defined from a set of GDR or parser variables.
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For example, the BGP neighbor table can be added to a device position as a variable. As shown in the
following figure Before, the variable is added traditionally: each device position displays the same content BGP
Nbr, and there is no valuable information or details. Alternatively, as shown in the figure After, a compound

variable is displayed with the number of rows, which makes the data view more useful.

ﬁ) 0/1.2172.24.32.34729 =5 w ﬁ) 10/1.2 172.24.32.34129 = ﬁ}
—_—_—
oo 10/1.2 172.24.32.33129 10/1.2 172.24.32.3329

17224323029 172243232129

fr\!on fon BSTX.Core Iml BSTX.Core

Before After

Note: Both the CPU/Memory utilization and Interface traffic utilization often require a transformation of percentages, for

example, value/total*100%.

Compound Variable supports three types: string, number, and bool. The supported formula syntax may differ

depending on variable types. Refer to Online Help for more details.

Define Input Variables

A lot of network technologies and configurations contain more than one instance. IEv8.0 introduces the “Input
Variable” feature for power users to define multiple value options for a variable in the data view template, so

that end users can select a proper one or even manually input one when applying the data view template.

For example, each VLAN is corresponding to a Spanning Tree, when users apply a data view template that
contains the "VLAN ID" variable to a map, the generated data view can be customized by specifying different

values for variables.
Reference Flow of DVT with Input Variables

Svlan =

Data View Created
Apply DVT with ® vlan1 e LR s

from DVT with
Svlan = vlan2

Input Variable o vlan2
® ... (user input)

More Use Cases:

= Manually input a value for multicasting source/group pair to generate an expected data view for a
Multicasting Distribution Tree.
= Use a device property from GDR as an input variable. For example, use the GDR property of VLAN as

the input value to generate an expected data view for a Spanning Tree.
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Apply Data View Template with Input Value to Create Data Vie

When a user applies a data view template with an input variable, an input dialog will pop up and the user can

either select or enter a value. Take “VLAN ID" for example:

& V Data View Bl runbook
Dynamic Data View Static Data View
Search Dato View Q%S

» Default Data View
4 [7 Built-in Data View Templates
7 infrastructure Information

Preview - Data View Template *
7 Maintenance Information

7 network Design [ Spanning Tree Troubleshooting | Apply

4 [} Shared Templates in Tenant

Default Data Source: Current baseline ‘When Apply:

Last Scheduled Run Time: Create New Runbook Node W

Sample Picture Run “Spanning Tree Troubleshooting” X

Introductary Sentence | Specify a8 VLAN name or id to visualize the interface status of Spanning Tree |

Display Mame | VLAN: 10 o - 0
Sample Picture Not Available 10
| 20

Data Source: Cache m
4 30
Manual Input
Cancel Run-
Tips: Double click Data View Template on left to apply directiy. -

Define Data View Template with Input Variable|

If a CLI command itself includes a variable, such as “show spanning-tree vlan $vlan_id detail”, then the variable

of this CLI command, $vlan_id in this example, will be auto-added as an input variable.

1 Supporting Variables

[ [] Device Varizble

b Bl Interface Variable Variable Scoper (8 Template Level () Device Level

4 [T Input Variable Display Name:  |[VLAN

[ vian_id

Option Values: 10:20:30

¢ Allow Manual Inout

You can also manually define an input variable as follows.
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1 Supporting Variables

[ [] Device Variable

Introductery Sentence:
I [[]Interface Variable v o

4 [ lInput Variable o ‘Specify a VLAN name or id to visualize the interface status of Spanning Tree

e Add Input Variable

2 Supporting Variables

|<j

Variable Type: string
[+ [] Device Variable

b ] Interface variable Variable Scope: ® Template Level () Device Level
4 [[]Input Variable Display Name: ‘variable ‘
B vian_id .
Option Values:  |gnter values as input options, e.g. 30; 40; 50 or GDR:$vlan
[ ] wariable

<! Allow Manual Inout

For more details about the configurable properties of an Input Variable, refer to Online Help.

Use Data View Template with Input Variable in Triggered Automation

Data view template with input variables can be added to an API-triggered diagnosis task through a Runbook
Template, and the first option value of the input variable will be treated as the default value, which cannot be
modified in the task definition. However, other values can be defined manually through scripts in the third-

party APl server and passed to the NetBrain system for execution.

Variable Input * Required
Type Variable Name Default Value
I> APl Service Stub
l> Map Creation

af My Runbook Templates/Tri...

¥ 4 Highlight 5TP for Specifi... Settings
* $device
* £data_source Pull Live data once
*VLAN 10

Note: If no option value is defined in the data view template for the input variable and no value is defined in the third-party

script, then the data view template node will not be executed during the execution of API-triggered task.
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2.1.3.Share Data View Templates

There are two ways to share DVTs:

= Publish DVT Resources Through Knowledge Cloud

NetBrain Knowledge Cloud is a new primary media to deliver resources to customers. Data View

Template (DVT) is one of the resources, and all associated files referenced in DVT will be shared with
customers.

= Export and Import DVTs
Exporting/Importing is a standard method to share a DVT file with more users within an
enterprise/organization. The NetBrain Service Team usually delivers IEv7.x DVTs to customers in this
way.
Limitation: All Qapp/Gapp/Runbook Template/DVT files referenced as the drill-down actions of a DVT cannot be

exported. As a result, it is very likely that the imported DVTs cannot address the corresponding action to execute.

2.1.4.Built-in Data View Templates

IEv8.0 provides 20 built-in data view templates for various purposes and scenarios, including routing and
switching, security, quality of service, high availability and so on. To know more details about supporting

variables and drill-down actions defined in each template, refer to the Appendix.

Built-in DVT Name Description and Sample Image

1 Infrastructure View Infrastructure maintenance information:
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Built-in DVT Name

Description and Sample Image

e
US-BOS5-5W3
Mgmt \P::‘ID 5130
Model:3560E
Serial Number-69232653
Site:My NetworkiBoston

|Z/OEL'EOL LOLUER

10.8.1.16/28
HSRP: 1{10.8.1.17)

vianigy 10,89 192
 —

Us-BOS-5W1
Mgmt IP:10.8.1.18
Model:3560E
Serial Number:69246596
Site:My Metwork\Boston

78
20019877 ys.pos.sw2
Mgmt IP:10.8.1.35

10.8.1.0/28 Model:3560E
Serial Number-63245045
Site:My Network\Boston

H5RP:- 1(10.8.1.1)

—

US-BOS-5W4
Mgmt IP-10.8.1.14
Model:3560E
Serial Number:69234702
Site:My Network\Boston

2 Network Table View NetBrain Built-in Network Table Overview:

o,

T
10.88.250.16/31

10.88.250.10/31

70.88.250.18/31

10.88.250.12/31

PE-ASR1K-01

Bos-Core-6500

10.88.250.2/31

|;I 4

I P

3 Overall Health Check Overall Health information from CLI:
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4

Built-in DVT Name

EIGRP Overview

Description and Sample Image

et S, Frmt, £ LA e ¥
Dreen e o

Elopt wems

[ - T—
e — B
[ a—

[ e e ——
0 Lok v e 1904 ]
PTG Mg 3999 i e
0P o e

EIGRP overview displays eigrp neighbor, eigrp interfaces, route table from CLI output.

HIGRP Dyerview [Cisco 5] Fe.. BVIDGOSONI303FN | =

s

€U outpus EDsal ~

218w & e netebars cesl
RGP UBfan) e Famm By Wi for AS{1CH]

G H addess Imefme  HakiUssive SATT RTO @ Seq
o o (el gmy Cmiwm
S A 0Emes G Vived fooe 01

ersian 200720, eftans: 0 Feies: 0, Preflies 3
Taolazy-s from pees -0
Taoslagfis bvtivnt 10 s Lise

RIRLEFIVE TR 12iwd 1 1A A
tbSi PO, BT . R 1L, P
Toaeingy s fiem peer 9

Tk scveriises g base

LT SE R

T one o s

s E Seigr relghbe_count o Dmals S o iy
DeEDO  ICETOSDND | pgI80I8 oI P Mg Date T Selin Bestins APaNInNGLDAINGT  Guden Baceing Define
I Seigrp.neighoor_ coune
I Sekim e S Compere || e . ] Faporr
I S imf s
BTkl T bt Pt s ST e Ll B s
T Ao 2zman S0 " Teg 1 1w o
PR T
azmas sz 1 T = 12 o
EETT T
P — mamee s 1w 2 1 " o
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5

6

IP BGP Overview

IP BGP Prefix Instance

Description and Sample Image

BGP IPv4 Unicast Overview displays BGP operational status including BGP neighbors, BGP
policy filter, Route Tables, Rib failure from CLI output.

F B R — T - e

= W e 0 7 0GP Overaiew [Chea 5T -SSR NSIT AN | =

[SES

3 B A5 RATH A UEiG 72 tyTes of mamany
LT S— Digmn ot

B3 s 1477 o
B3ty GUE2 prafines, 1111 patha, sean irnervad 60 snca

----- Nestier W5 MaRod MisSent Teler Q9.3
UpDiarim Stasa P

SWIG, BARSE AN el

= Detahfur ¥ IPEGP Guuview [ I0GK1) - sk 4

& ol ET——

DedkeDon  FOITCEDSE  GUIG/ONG OB AEE] AM [Mis Data Time)

s Compare 1| Lo
Emuu.::m el fs— rreype e upeme nty Cul JE—— [ ——
= jEeean nsam el i ezmabizned bt u o = w

10111 a1 asarra bk [a— [ u 1 o o

IPv4 BGP data view with prefix input displays BGP attributes for BGP paths, highlight prefix
existing in BGP table or not.

P wape ¢S pat C # o st | it Qepp | Omhbosrd | map | aciom | W - ————— 4 e [ a2 X
» cmbe [ v = o cisea 105) - Rasail. =
i Dutput et~ U Output EES

Ptz bgp 172 168,10
e for 172,16 822, wersior 118
st 81, cabla detailt)
Audversiied to update grougs:
i

2113018, 53603 P

0uwils A
s Ll Butpat

- el v rprtcTLGEA0) 0 e Conanl sy

DeVics D3R ITGMASOA  on23/2019 053543 PN Map Data Timel S T S ———
stota ogp g

L] . Comgare \ i Caon

= e Pty

= Raute Tatle 2z path rexthop frem et losl_pref bem_atrioutes

4 2 cucut P 0145 20405 100 Grigr g, o e 100, velid, ex,

o ot
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Description and Sample Image

7 ISIS Overview ISIS Overview displays ISIS operations including ISIS neighbors, ISIS interfaces, LSP databases,
ISIS processes from CLI output.

Operation CU Dutput el - 1035440

B exmcuts L commends
» g
= a8r Tank

- 23 i ~ =
e, T6E2M0 i . = N——
= - ! . FO e iee e dripe et ()

[ " S o Operatien CUI Dutput o Detals

Detaisfor ¥ 1S Do (s 105] - Fesult 1

= a0 W Sasightor court 5] Tuble Details o Count Wity
DevicaData Intertare Dl | /22018 05:2517 PM IMse Data Timel akon Hassine arlysis Not Defined  Gaiden Racslingt Dine

M Snalgntior count

S Comae | Tpetofing SRR
5 4 it ol
@ Shp count stemd bee Interface Ip_scdress state heietime eroune
W Sl prectas counk "7 53 it TRETIEY [ 25 )
4 1 Cperoan Cu Cutpee
1z Lz e 1022545 wn = w
) elloutaut
7 shovtpun il 5 i 625410 w e w
sl

8 Multicast Overview Multicast Overview displays multicast operational status for PIM and IGMP including PIM
neighbors, Pim interfaces, RP mapping, and IGMP join.

» come [l e 3 kst Rt Fotanes (G . B4 120 A | S

Ll Gusput. o besis -

| sat3nahew Ip mroute 2241.1.1
 Mullicast Houting “able
| Piags: - Derse. 5 -Sparse. - Bicir Graup, s - S380
| Group, - Commuctedd.
& L-ioceh P Pruned, R-REbit et F-Regsior a6
T SPIbILSEE | Join SPT, 14 - WSO created ey, € -
Eatranst -
e Prasy Join Tener Aurning, .- Candidate for MSGE
| dvertiamers,

an2z7 10,490 1wz
G2a2018, 113034 A & 2w
a

@
T 20 \ s &
2 Do [Ep—

€L Dutput ST =T T = p——
@ heasrntise @

ESticast count | {multicast proup 2241410 5] Table Dstils  Row Count Hisgary
DA% 0572472015 13028 AM (Map Dt Time) Gkl e Ay Nk Delied Gkt Daselie: Defing
2t Lomgare Q] bt
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Built-in DVT Name Description and Sample Image

9 OSPF Overview OSPF Neighbor; OSPF Interface; OSPF Process.

OSPF CLI Qutput

Dl A

..... . _— i alpurCA TOR Ri>cha B 856 ra ghbar
OSPF CLI Dutput |

Weghbor I3 Pri State  DeadTime Address  Interface

10220 1 FULLBOR  0DOJ30 10836  Ehamedrt
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Pl o —~ —— 10103040 O ALL - 000140 109610  Turneld
0 109811724 _cse kst
S —=
"
usBOSR1 1as 10 -

<li_autput 1 CATOR-RTshow ip o5of interface brief

Inorface P Area (P AddressMack Cost State Wors FIC
o0 1 5t 1088847 1 LOOP 00

BN 1 ST WE3IS 10 DR N

B0 1 WAII™ 1D DR W

™ 1S 108615024 10 PIMB 11

Compars 512572009, 30352 PM

show log include INFUT [Clsco 105 NXOS AS4] L

show run section INPUT [ Clsca [0S NXOS ASA]

Troublashooting 050F

& CATORRL v Msospfnbscount 5] Tabie Detaits Fiow Count History
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4 [ OSPF CL Outpur
108210 1 LB 00:00:34 0E3E Echernertif
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Eonged pysem 1D iG anabled 3
PorfestDefedke I disables shows spanning:tres summary View Detail
PortFest BFOU Gusrd Default iz dissbled
Forcfast EFDL Filter Cafaul i dicabled
Loopguerd Defeus 12 disebled
EtnacChannal miszenflg guard s enabled o . — [ ——
L 2 mesied Speed. =100 Dupler 2t Trimk Encag: dat1q Port Mede: tunk 134
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] # @ mosep o Trunk Link
Z
o 3 3 H # @ moderapicons: @
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G5/25/2018 DE0248 PM [Map Daca Time] v Golden Bascline Anslysis: No Golden Baseline Defined  Golden Baseline: Define Golden Baseline
10 items Campare Type & a 1, Export|
[5] root_bridge
8 Sstp_ront_count derid vien_rame ar_status parts
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Description and Sample Image

11 Spanning Tree VLAN

Instance

Cacne

l@;:, Live

STR VLAN Instance Vieew Detail =~
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Input a VLAN ID, and this DVT will

map the VLAN based STP view.
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12 HSRP Overview

U Outpue

I Sstaratoy yrop covms 5

DEI0I010 052512 P Mo Dt Towes)
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I #SRP [Tisco (05) - Resuh 2
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Display all HSRP interface status, and highlight HSRP interface states active/standby.

41 Output Homi ~
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13 Access List [Cisco IOS]

[

11

inbound/outbound access-list applied to an interface.

Display access-list on the devices with detail information such as access-list name, hit count,

34 | NetBrain Integrated Edition 8.0 Release Notes



14

15

QoS Overview

Infrastructure View
[vCenter]

Description and Sample Image
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Display policy-map, class-map, mls QoS with detail information such as class-map with policy
map, match information (dscp, access-list), inbound/outbound policy-map applied to
interfaces.

Cache [E Live 0 qos Overview - Rasuit 1 DB/ 052128 BAL =

Mt o -
| show policy-map interface = petall o~

| cii_output:US-BDS-R2#show policy-map interface

i Ethemennz

| Service-policy input: gos

D Classmap: video match-any) ]
i 600545 packets, 774703050 bytes
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Device Data Interface Dara 06/20/2019 0G:30:45 PM {Map Data Time} Golden Aaseline Analysis: Mot Defined  Golden Raseling: Define
B:Spoticy Sk 4 ilems Compare. Q| LExpont
@ Schass_count
4 [ show policy-ma interface class_map match_type match packets ming_drop rate direction palicy intf
[3] cli_output viden match-any I dscp t41 34 00545 0 input qo8 Ethernetd/z
sgnal matcheal accessgroup 150 0 0 inpur o8 Ethernern/z
unice matcheal accessgroun 191 0577 0 inpur o8 Erhernsrlz
data matehezl accessgroup 197 05818 o input a8 Ethernstiz
general matcheal access-group 193 a a ingut qos Ethernstirz
class-defaul match-any any 2sau0e a input qos Ethernetirz

=  Provide host, memory, vCPU and storage information along with interface connection
status for NSX controller, manager, DLR, ESG and VMhost.

= Display interface information like port-group, vlan, connection status, etc (including
VDS interfaces).
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Description and Sample Image

Mgmt |P:'|10 8130
Model 35608
Serial Number-69232653
Site:My Networki\Boston

HZ/OEL'R'OL LOLUEIN

8828 10.8.1.16/28

10
iant0? HSRP: 1(10.8.1.17)

vlan

Maodel:3560E
Serial Number:65246556
Site:My Network\Boston

10.8.1.0/28
HSRP: 1{10.8.1.1)

d)

US-BOS-5W4
MgmcIP:10.8.1.14
Model:3560F
Serial Number-65234702
Site:My Network\Boston

16 Operation View [NSX-V] ]

DLR_Production_bak-0
overallStatus.gray
overallCpulsage:0

hostMemaryUsage:0
guestHeartbeatStatus:green

000

aqte‘ US-NYC-LB
ot

“gc" overallStatus:gray
overaliCpulsage:0
hostMemoryUsage:0
guestHeartbeatStatus:green
con

VDS-Man'agem ent

mgmtinterface

DLR_Production_bak-1
overallStatus.green

overallCpullsage:43 ZEpETd
hosth: = =
ostMemoryUsage:334 @ Device
guestHeartbeatStatus:gray

oo

Vian1gq 10.8,9 1925
S

. 00105 J
2 10010813 e poc w2
US-BOS-5W1 Jian
Mgmt IP-10.8.1.18 MgmtIP:10.8.1.35

2] ° Overall Status:gray

Model:3560E
Serisl Number:65245045
Site:My Network\Boston

Display HA state, edge, system and publish status for NSX DLR and ESG.
Display status, failover ready and connectivity table for NSX controller.
Display system and common components for NSX manager.

&

[ Interface

[#] s Status:ok

73} ‘ Overall Status:green
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Description and Sample Image

17  Operation View [vCenter] L]

Display status and CPU & memory usage along with heartbeat status for NSX
controller, manager, DLR, ESG and VMhost.

Display status of host for VDS.

NSX?ManagN

NSX-Controller-Master

DLR_Production-1

\
Statuscrunning Edge Status:green

Node Failover Ready-False

4 HA State:standby
ff connectivity table Publish Status:applied
System Statusgood
Legend [N
Logical Switch0 B Device

& , Controller Statuszrunning
2] ° HA State:standby

¢ @ £dge Stztusigreen

18  [Fabric Underlay

Display Cisco Fabric underlay connection information, including LLDP and CDP neighbor table,
Connections [Cisco ACI]  port-channel and virtual port-channels configured on a device.

Cazne LE Lve £

ity
5

Il Falaric Undertay Connestions (G, 05

MELEAF-3

WELEAF-1

[Bs 2 Pacommended Action

Detailsfor W Fabric Underloy Conpections [Cisco AT - Result 2 x
- NDLEAFA v Ehpecomt B Table Details

fow Count Hiztary
Interface Data DSI25/2019 042211 PH v

Golder Baseline Anshysis: No Golden Seseline Defined.

Zhems

Galgen Baseiine. Define Golden Bassling

Compere Q

laip_role

it Q, A Export
P P
B $p<_count Swrch103-104_T-porm-45 PoiGrp master 10.1.144,85/32 £ 100,104-105,134-136,170 10
3805 masier 10498455032 1013264532

19

Fabric Health and Faults Cisco ACI Fabric nodes health score and faults with critical logs.
[Cisco ACI]
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Description and Sample Image
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e configuradionfated  hmpslipudhitde.. FI2E ARSI, Barstions Paticy (o Inba 2018171510723, ‘minar maragement conti

20  Logic Node View Cisco ACI Contract, EPG, Bridge Domain, L3 Out, L2 Out basic
[Cisco ACI] ) _ B o

Coche @ v = EJ Logic Node View [Ciaco ACT] - Re.. 0SO4201801:24230M | =

(+] (+]
W 5
L30UT 246 Extornal 666 L30ut-ASA

uSeg DB EPG /f’pquh
st to: CSPF Enabied rea T3 520t nfo: DSPF Snsbied, Ares 20052 n o
B 1 Deplayed i & 1Depioyeaini

APP-Contract dafault

WEB-TO-L3OUT transit_route

pravider eogepgDB-EPG, cpgWESprovider_eppingPAIOUT-2 proNder EpREOBAPFERG, og-uSeg DB prodider Epgeng APP-EFG, sy BT Y &
Canzumer_EpEINEPLI0UT.HEEETERG, CANSLME_EQgEE-APR.ERG, APREFG, cangumer_eng: WA
% ) cona s A o i 1 ot
[Ss ! Becommended Acsicz
Deiisfor % Logic Node View [Cizca ACT] - Rezut 2 x
® WEBPG v =] Table Devails  Row Counc History
Interface Deta O5/04/2019 01:24:30 PM (Mag Data Time] Golden Baselinz Analysis: Not Applicable @
diems Compare. Type 4 [+% o Expart
o in mee et e
COS0SEEEINTE 200010 an35 du
CO50S6EESTI 200011 05056885339 e 135 s
0050:56:8E:1B:50 200020 0X50563E18:50 e 133 s
00:50:56BETRAF 00021 O3505EETHAF o135 dus

2.1.5.Schedule Data Retrieval for DVT

IEv8.0 adds a new type of scheduled task to retrieve and parse network data for data view templates or
parsers. When a Data View Template is applied to a map, the cached data can be instantly used to create a

Data View instance.

Tip: This new task type can also be triggered through Benchmark to adapt to Benchmark frequency.
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Reference Flow

Schedule a DVT
Task

Execute the Task
Periodically

Apply the DVT to

Note: When a data view template that contains an auto-generated input variable is scheduled and executed, the system

will pull all optional values of the input variable and pass each of them to the corresponding parser to generate CLI

command instances. The Max Command Instances of a Parameterized Parser for Each Device field is used to limit the

generated CLI command instances for each device included in this task. If the selected parsers have parameters, assign a

smaller value to avoid devices overloaded due to the execution of too many CLI commands. The default value is 32.

Add Task X

* Tazk Mame: | Demo

v Data View Template @

+ Add
1 % Infrastructure Information
2 % Maintenance Information
3 % Newwork Design

> Parser @

Description:

Select Data View Template/Parser

Location

Data View Templates/Built-in Data View...
Data View Templates/Built-in Data View...

Data View Templates/Built-in Data View...

Max Command Instances of a Parameterized Parser for Each Device:

Cancel

submit
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2.1.6.Message Golden Baseline Alerts to More Users

To warn end users about network data deviations when they are not monitoring, power users can message
alerts via NetBrain system alerts, or email alerts, or both. As a result, end users can timely respond by

analyzing the root cause on an addressed dynamic map and performing drill-down troubleshooting.

By default, only the action executor can receive system alerts for golden baseline deviations. The executor can

configure whether to message more users proactively. Detected alerts will be categorized as errors in the

Event Console.

Use Flow

Configure Alert Settings Receive Alert Open the addressed Map

to Message More Users Messages to Troubleshoot

1. Configure the alert settings for a Data View Template by sharing with specified domain user accounts,
or sending email alerts to specified email addresses, or both. For example:

= Before running a Data View Template Node in a Runbook:

Share Alertwith: | weicak Thaa | F:

nd Efhad rn; | TRBCHEleIGRETbepin com:liLneicalGnETIAin.COi

=  When toggling to apply a Data View Template with Live Data to a map:

Share Alertwith: | weicai: Zhao,\F;

SengEmail to;  zhaojiefei@netbrain.com;liuweicai@netbrain.com

Duplicate an alert in emails when alert count increases by (7

Cancel oK
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= When scheduling a Data View Template Task:

*TaskName: | BuTask Description: | Periodically retrieve data for built-in date
Natification
Share Alertwith: | Jeffrey.Zhao
Send Email to: zhaniiafai@nalbﬂin com;liuweicai@netbrain.com
For more details about the email alerting rules, refer to Alerting Rules.
2. Receive alert messages from system alerts, or email alerts, or both.
Example 1: Golden Baseline Alerts in System Event Console
s =)
o AL 2L weicai @ QGBAlert @& 135Nodes @ Notaroin‘,}
Instant Qapp | Dashboard | | Actions © — ——8&— 4 200% @ X
Eventtype: | My eventsShared eve... ~ Level: @ Error, @ Warning v Time range: Last 24 hours v Source: | Data View Template v

Object Event First Time LastTime .. Count  Acknowle.. Status Executed ... Task Type

BJ-R2 @ The value of double_0 0.00 doesn’t match Golden Baseline "Equals: 1.1" 12/9720189, 1. 12/9/2019,.. 3 Ne Open Jeffrey.Zhac  Run Data View Template

BJ-R3 @ The value of bool_false "False” doesn't march Golden Baseline "Equals: True™ 12/9/2019, 11:...  12/9/2019... 3 No Open Jeffrey.Zhac  Run Data View Template

BJ-R3 @ The value of siring_value "value” doesn't match Golden Baseline "Equals: Netbrain@@" 12/9/2019, 11:..  12/9/2019.... 3 No Open Jeffrey.Zhac  Run Data View Template

BJ-R3 @ The value of double_0 0.00 doesn't match Golden Baseline "Equals: 1.1" 12/9/2019, 11:...  12/9/2019... 3 No Open Jeffrey.Zhao  Run Data View Template

BJ-R2 @ The value of string value "value” dossn't match Golden Basaline "Equals: Netbrain@@" 12/9/2019, 11:...  12/9/2019.... 3 No Open Jefirey.7hac  Run Data View Template

BJ-R2 @ The value of bool_false "False” doesn't mawch Golden Baseline “Equals: True™ 12/9/2019, 11:..  12/9/2019... 3 No Open  JeffreyZhac Run Data View Template
QoS-Path-SW2 @ The value of ospf intf doesn't match Gelden Baseline 12/9/2019, 10:...  12/9/2019.... 10 Ne Open Zhao).F Data View Template Scheduler
BST_POP2 € The value of ospf_intf doesn't match Golden Baseline 12/9/2019, 10:...  12/9/2019... 10 No Open Zhao).F Data View Template Scheduler
NY_Core @ The value of ospf_intf doesn't match Golden Baseline 12/9/2019, 10....  12/9/2019.... 10 Ne Open Zhao)F Data View Template Scheduler

Example 2: Golden Baseline Alert Messages in Email

17 Golden Baseline Alerts Detected for CDom_BRack_GBome_Map.Page 1.Result 3.DVT-Flow-for-GBAlert-20200111

gatestT@netbraincom
o huwesa@netbran.com

Tenant: Initial Tenant
Dornain: domainl
Task: COorn_BRack GRomee_ Map. Page 1.Resull 3.0VT-Flow-for-GRAIe - 20300111 executed by user Zhan.|LF
Golden Baseline Check for Deviee Variables:
Chjoct Mpssage Time

BI*POP The value of uptime_minutes 26 doesn't match Golden Baseline "Continucusly Increase™ | 2020-01-17 14:54:51 +08:00

BI_core_3550 | The value of uptime_minutes 25 doesn't match Golden Baseline "Continucusly Increase® | 2020-01-17 14:54:51 +08:00

BJ_L2_Core_5S | The value of table_test doesn't match Golden Baseline | 2020.01-17 14:54:30 +08:00

BI_L2_tare_3 | The value of uptime_minutes 28 doesn't match Golden Baseline "Continuously Increase” | 2000-01-17 14:54:51 +08:00

BJ 12 Core 5 | The value of tak

¢ test doesn't ch Golden Basidine | 20200017 14:55:37 +08:00

B-L2-Core-A | The value of uptime_minutes 26 doesn't match Golden Baseline "Continuously Increase” | 2020-01-17 14:55:21 +08:00

Golden Baseline Check for Interface Variables:

Ohbject Interface Messaga Time
BI"POP Fard Etherne 0 | The value of ingut_drops 0 doesn®l match Goldien Baseling "Continuowsly nonsee® | 20000017 14:54:51 +08:00
BIPOP Serialof 11 The value of input_drops O doesn't match Golden Baseline "Continuously Increase™ | 2020-01-17 14:54:51 +08:00

B oo 3550 | Fird Fthermed0f1 | The value of it _drope 0 doess't mateh Golden Baseline "Continuody Incnsse™ 2020-01-17 14:54:51 408:00

@)_core_3550 | Port-channelln | The value of input_drops 0 doesn't match Golden Raseline "Continuously Increase™ | 2020-01-17 14:54:51 +08:00

17 Core 5| Vianin The value of inpart_drops 0 doesn't match Golden Raseline "Confinuously Incraase™ | 20200117 14:54:51 +08:00

BHL2-Core-A | Port-channellD | The value of input_drops O doesn’t match Golden Baseline "Continuously Increase”™ 2020-01-17 14:54:51 +08:00

BL2-Core-n | Vian10o The value of input_drops 0 doesn't match Golden Baseline "Continuously Increase™ | 2020-00-17 14,54:51 +0800
BSTPUML Seriall The value of input_error 3640 doesn't match Golden Baseline "Less or Equals: 7" 2020401-17 14:54:31 HEA0
BST,POP1 Seriall The value of input_error 3660 doesn't match Golden Baseline "Less or Equals: 7 2020-01-17 14:54:51 +08:00
BST,POPL Seriall The value of input_drops 474 doesn't match Golden Baseline "Continuously Increase” | 2000-01-17 14,53:51 +08:00
BET, PO Seriall The value of ingut_error 3660 doesn't match Golden Baseline "Less or Equak: 7 2020-01-17 14:55:31 +08:00
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3. Open the map to troubleshoot.

Object Evert Firs Time: LascTime.. Count Acknowle.. Statws Executed.. TaskType From Task
Bie2 @ The vaiue of double “Equals: (1282019, 1% 1292018 3 Mo Open  JefireyZhao  Run Data View Template.  <Map>DVT_fiow. for GBAlers 20191205
B}R3 @ The value of bool_false *Falze” dossn't match Golden Bassline *Equale: True” 12402019, ;.. 12/8/2015,.. 3 No Open  JeffreyZhao  Run Data View Templare Acknowledge _fiow_for_GBAlers 20191205
B3 @ The value of string_value "value” doesn't match Goiden Baseline “Equals: Necbrain@@"  12/8/2019, 1. 12/8/2019,.. 3 No Open  JeffreyZhas Run Data View Templete Bl fow_for_GEAlers_20191205
gR3 @ The value of double_0 0,00 doesn't match Golden Baseline “Equals: 1.1 120902019, 2. 12092018, 3 No Open  JeffreyZnzo  Fun Data View Template Dees _Bow_for_GBAlers_20191205
Co
EjR2 @ The value of string_value "valus” dossn't match Golden Baseline “Equals: Netbrain®@ 12902019, 115 12872019, 3 No Open  leffreyZhso  Run Dota View Template fiow_for GEAler 20191205
BIR2 @ The value of bool_false “False” doesn't match Golden Baseling “Equals: True™ 22019, 115 1282019, 3 No Open  [effray.Zhac  Run Data View Template d fiow_for GBAlers 20191205
OoS-Path-SWZ @ The value of asof infF 57 Map_for GBAlerc G * [View Oniy] > Page 1+ o O -~  Stencls | InstantQopp | Dashboard | M:
« [ Dot View m Cache
)
JeffreyZhas Runbaak v i
Select Actian v S EB=
- 1722410829
| start
b
L}
@ Overall Health Meniter 1
4 Overfiow Data Unit
EJ  ovifiow for ceatert 2. 2 fiver_sess NiA
WL Resul:2 o25eM rastCant: Faszichernasd/0
a Resuc) memory_wihParaMemaid: 7.00
L] Name: NIA
© -]
vesiCont_nul: N/
124509628
122414004

- BR2 v
Device Data
& boal false
4] sering_value
@] Filer_test
(] sesCont
[ memory withParaMemaid
(&l Name
(@) testCont_null
1 dautie 0
@ et

+ I v

Interface Daca

[l double 0

Golden Baseline A

0

Devails for ¥ OVT_flow_for_GiAlers. 20191205 - Resuls 1

Anal

s aert Derecred

= Golden Baseline: Equals; 1,1

11230 AM

111245 AM 11300,

11245 AN

Note: If the alert is detected in a scheduled DVT task, the alert message will be attached to the map as a

device note.

ﬁ f0/0 172.24.32.66/26

172.24.32.64/26

« Data View Cache L Live
N
»)
weicai Runbook v T
Select Action v G HE
LA.DIS,1
+ 17224331

Cisco Router

&

LA_POP
172243210
Cisco Router

Overall Health Check

Golden Baseline Alert Cal

The value of five_min_cpu_usage 11 doesn't match

Golden Baseline "Equals: 4°

1211172019, 5:16:23 PM

ﬁ}/ Jeffrey.Zhao

BJ*POP
1722432225
Cisco Router

.
XE-MGMT.
172.25.7.254

Cisco 105 Switch

172.25.7.0/24
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Emailing Rules for Golden Baseline Alerts

The system provides three general rules to avoid duplicate and excessive email alerts.

1. By default, the system sends alert emails every 5 minutes.
The frequency is configurable at System Management > Email Settings.

2. The system emails GB Alerts per Data View Template.

For example, if a task (on-demand or scheduled) contains 4 Data View Templates, and 3 of them have
Golden Baseline deviations, the system will send out 3 emails separately.

Taskl Email Count

—

Alert4 @ Alert5 * Email2 Alert4 | Alert5

DVT4 No Alert

3. When the data source of an on-demand DVT task is “Pull live data regularly”, the system will duplicate
an alert message in one email if it reaches a specified threshold. It is configurable in the alert settings,
and the default threshold value is 7.

Share Alertwith: | weicai: Zhao L.F:

SengEmail to: | thaojiefei@netbrain.com:liuweicai@netbrain.com

Duplicate 2n alert in emails when alert count increases by |7

Cancel oK
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2.2. Static and Map Data View

2.2.1.Static Data View

Static Data View (SDV, sometimes also called Global Data View) is different from Data View Template (DVT).
DVT is only a template without instantiating to a specific device. SDV is a data view instance. The data of an

SDV can be out-of-date unless users manually modify it.

1. Apply a Static Data View

2. Edit a Static Data View

Apply a Static Data View

The Static Data Views related to devices on a map are listed when a user opens the map. The user can select

an SDV to apply to the map based on the actual user task.

Search for device, configuration rext. Q > Path %o A & chris @ Dlrack @ M0Nodes @
o1 ChrisTest! * > Page 1 O~ Stencl | InstantQapp | Dashboard | Map | Actions &) — —® + 1 B
i1 Runbook VR DEI01/2019 030124 AM v =
Dynamic Data View Static Data View
Default Data View
4 ) Scheduler
EIBGP 06101119
[ Device information 0510119 EIGRP CLI —petail ~
1 EIGRP 05/01/15 router eigrp 10
4 [ My Folder network 172.24.32.48 0.0.0.7
network 172.24.253.21 0.0.00 o -oX
network 172.24.254.21 0.0.0.0 ),

6/172019, 3:01:12 AM

4 # e0rt 1722431 66126
y e
& y 0y

NY_DIS_1
EIGRP_NBR_Num:1

EIGRP CLI Deil  ~

router eigrp 10
network 172.24.32 32 0.0.0.7
aute-summary

EIGRP Intf_Num:2

&

" *POP ;
NY-core-bak ™7, 7"1‘ 6172019, 301:12 AM
17223119 2y, e

L rg, 7
e e
G
S

[+
172243119226

Edit Static Data View

The Static Data View can be used to document and share the device data across different maps. Users are

allowed to edit a Static Data View to add the data which cannot be retrieved from the live network.
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1)

{D @ -1 AR Entries '

¥ Mare

| {Add Interface Note)

f0M0 172.24.32.225/28
101 172.24.31,195/26 H
SO0 172243221028 | e r e mm s, L e
3] 9
9 °

Cancel S&rue

2.2.2.Map Data View

Map Data View can be recorded and displayed only on the current map, which is a method to document data

within the map itself. However, it will be affected if the map file is deleted or the devices on the map change.

The Map Data View is listed on the top of the map, instead of the Data View pane beside the map.

o -~ o

BGP Config

rauter bgp 65535
Ao Synchrani Zation

bEp log-nefghtor-changes.

nefghbsor 172 24.255.11 remote-as 64512

neighbor 172.24.255.11 ebgp-multihap 10
P29, 11:38:08 AM

Stencils | Instant Qapp | Dashboard | Map | Actions

1 BGR Nbr

R o8

£l eGP Neighbor =~ =

¥ BGP Nelghbor OTNAANS 115311 AM

Map Data View [2) |
| £ =GP Neighbor 0722015 105311 AM |
|

OFAZ20N5 11:54:56 AM |

| 0 OSPF Design

BSTX.Core
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2.3. Golden Baseline

Golden Baseline serves as the reference standard of “healthy” status for various types of data. It can be auto-
calculated based on historical statistics or manually defined, and can be further used as a basis or foundation

for network management analysis and comparison, e.g., troubleshooting.

v

— -
Cache |l ""&’«’:_,\\ [ Golden Baseline Test - All Varia... 04/26/2019 03:09:31 PM =
¥

$11722631.226 ﬁ)
s0M 172.24.31.1/26 <

NY_POP
five_sec_cpu_usage:
software:C2600-15-M
rook NA
Baseline and 4 B6I26
(ki 72723164
show alers et 17 17228316426 e
ﬁ 2431128725
NY.DIS 1 M”:f:'b"‘ ) »  Llegend
Sage 8 B .“ﬁee.a
fve_sec.cou. 5 soltware:C2E004PBASEKS-M
softwane:C2600-IN90353-M % fmcves Diata Unit
fm-c LT Lo W Golden Baseling Alert g

Histancal
@ NY Core v [ five_sec_cpu_usage =] dala analyss 1 5D 70 300 Max
with Galden
Device Data Interface Data Golden Baseline Analysis: Alert Detected = Golden Baseline: Ranpe: 0 - 50 ;l::weﬁ;:gm
five_sec_cpu_usage a
o] = 2 Map Data Time
[3] software 69 L
o —
benenb 59 —— ———
@ bgp_nbrs i — = e ——
[i] root 19 - e
29 e
1%
18:56 1858 19000 19:02 19:04 19:06
— 1L — -
L — IAEE 000} 19.02 19.04 19.06

Note: IEv8.0 only provides a golden baseline for parser variables of legacy devices.

Reference Flow

View Historical Data Analysis

Result with Golden Baseline

Define Golden Baseline for
Parser Variable
1. Manual

e 2 Apply DVT to Map gy

2. Auto-Calculated

Compare Historical Data

with Golden Sample

----------Manua"yAdjustGo'denBaseline------------------------

1. Manually Define Golden Baseline

2. Auto Calculate Golden Baseline

3. View Golden Baseline Analysis Result
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2.3.1 .Manually Define Golden Baseline

The system provides two ways to manually

define Golden Baseline for parser variables:

= Define golden baseline for parser

variables on a map.

= Define golden baseline for parser

variables in Golden Baseline

Manager.

Golden Baseline Rule Definition

Edit Golden Baseline - five_sec_cpu_usage - B]_Dis_SW2

Varaiahle: five_sec_cpu_usage []
Golden Baseline: Range v | 5 | to | 95 |
Note: Equals

Not Equals to

Equals any of

Range

No Change - Equals Last Value n Map
Continuously Increase

Type:
Less or Equals
Last Modified by: Greater or Equals

Last Modified Date: 06/11/2019 10:39 AM

Clear Dynamic Results and Restart Calculation Cancel oK

The definition of Golden Baseline rules for different parser variable types are as follows:

ariable Type olden Baseline Rule

Number Equals

Equals any of

Not Equals to

Range

Less or Equals

Greater or Equals

No Change - Equals Last Value

Continuously Increase

xample

“$BGP_neighbor_count” equals 3

“$mtu” equals 1500 or 1514

“$In_traffic" not equals to 0

"$BGP_routes” range (400, 420)

“$interface_utilization” less than or equals 50%

“$tunnel_counts” greater than or equals 3

"$CRC_error”

Note: Use this rule if the expected behavior for the variable should be
kept as it is and should not change.

“$device_up_time”
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olden Baseline Rule

ariable Type

String Equals
Equals any of
Not Equals to
Regex

Table™ Equals

" Prerequisites to Define Golden Baseline for Table-Type Variables:

xample

Note: Use this rule if the expected behavior for the variable should
keep increasing.

“$version_number” equals 12.1

“$ospf_neighbor_status” equals any of “2 way”, “established”

“$Interface_status” Not equals to “Down”

Enter a regular expression and the system will search the entire

parser variable results to see if there's a match.

"$BGP_neighbor” equals XXX

1. An Interface Key or Table Key is required for each table-type parser variable. Otherwise, neither manual definition

nor dynamic calculation can be done to set the

Golden Baseline for table-type variables.

2. The Golden Baseline definition for table-type

variables allows selecting only part of table

4 [ Original_Result

columns, which can be done in parser definition.

It means unimportant columns or constantly

changing columns can be ignored. For example,

the “BGP Neighbor”, “Version” and “AS Number”

in the following BGP Table is defined as Golden,

and the other three columns are not involved in

Golden Baseline calculation.

BGP Table Key

Compared Columns

4 Paragraphi$intf_table] | v
[ sintf{string) £ Edit

[ $ip_addr(string)

Delete

-

z $broadcast-addrg Comparison Setting il

[ smeufing

[ $fast_switching{string)
[ gcef_switching{string)
[ $flowe_switching(string)

[ smuiti cast_fast_switching(string)

[ gphysical_state(string)
[ $prortocol_state(string)
[ $ip_proxy_arp(string)
] $in_acl(string)

[ gout aclistring

Ignored Columns

B TTFEstEREr..

Serigl3/0

Serial3/1

Serigl3/2

Serigl3/3

1411

$intfistring)  $ip_addr{stwring)

1.255.0.11/24

1122

i
i

$broadcast_add

BGP Neighbor Version AS MsgRCD MsgSent InQ
10.100.1.1 4 200 26 22 0
10.200.1.1 4 200 51 23 0
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Define Golden Baseline Rules on Map

After applying a Data View Template to a map, users can define Golden Baseline Rules for parser variables

according to their variable types, and apply the rules to devices/interfaces on the map.

Falil Guabeber Bl < ntis_Lnksie sttt < B] L2 Corm 3

Varaiable.  intfs tablestotus =
san Selected: 48
Gaolden Baseline: Equals v
.f\ # O @ BiHL2-coreB
s - FapEthernentil s
down, line pratocod is down (natcannest) P ACHLAB-ASALsc iy FassEtherne
0l iy Ethernendi) iy Vs
& Ethernettii 1101 i FastErhernenli2s
| & Ethernetti2 + O @ 9-2Core-n
Hote: &b Etherreloi3 oy Vienro
. £ b 11 il FAILOVER iy Port-channelin
iy Managemensii) FRa NS
& Port-channent 2 il AvsyatthemetRoutingsmichas 50T Mudu
o Part-channell. 1001 > iy AvaysithemnetRoutingSaich3550TMedy
Agaply taove Settngs to; 49 interfaces o0 Map :
iy Por-channeil 1002 dh AvsysithemetRoutingSwitch3550TMedy
Type:  Manual 5 iy Part-chanaelt. 1003 < 40 @ Byl
View & AvayaEth tin hESSTH
Last Modifled by:  Methrain View More o i SvayaithenetRoutingSwitch3550TModu
P AcrLamasiisdminac iy AvayatthematRounngSwinchI550TMody
it : 2 08 A 2
Last Modifled Date: 052872015 05:09 AM ot & AveysEthemetRoutingswach3S0THMady
P ACHLAR-ASAAASAT Lact 4 Bl @ Bl-Adsta 2
Clear Dynamic Besults and Restart Caloulation o b Ao i Managementt
| iy D2 4 O @ oj-ansta-t
&b LB i Management!
iy Cratsice 4 O & 927502 -
5 Al Web x + 1 *
C oK

Moreover, the system allows users to apply the rules to multiple devices/interfaces, even for those not in the

map or not of the same device type.

Note: When the rules are applied to other device types, the system will look up variable mappings to find out the

corresponding variables of those devices.

Note: When applying a DVT that includes an Input Variable, users can input different values for different devices. However,

the Golden Baseline Rule for the Input Variable cannot be applied to other devices/interfaces.

Edit Golden Baseline - root - B]_L2_Core_3 X

Varaiable: root {"vlan_id":"10"} (=]

Golden Baseline: Equals v

Example: value

Note: Golden baseline note

Type: Manual
Last Modified by:

Last Modified Date:

Cancel oK
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Define Golden Baseline Rules in Golden Baseline Manager

In Golden Baseline Manager, users can define Golden Baseline Rules for parser variables to a batch of
devices/interfaces. Through this method, users can batch define, modify, and delete Golden Baselines for

parser variables.

4

Galden Baseline Manager Galden Baseling

Cyramic Cakulaten
S1Ereries  Devicesimerfaces: 119 Dmvices [ Varisble: fve_ses_rpu_uzage [ Update
51 Lmaries Al v 3,
Device Name - Varisile Trend Analyss Galden Baselne
n Wi Device Name « Varabie Galden Baseiine Type toe
EROR - epu_imfizaven  sees Undefined Undetined
e . B*POP fue_sec_eou usage Undefined Lk
BTS2 v BT Fre seetou vaage Urdetined Undsfined
B2 = . . - BR3750:2 Pt SeC_cpn Usage Undefined Undehned
- R R Wesdehined Undefined
v R Fare_see cpu Utage Undefinied Undefined
v HLAIW2 Fue_tes o utage Undefined Undefined
P T a o LA S Foue_sac_cpluthge Undefined Undafinad
e Manual v BlAccsWe Fve_sec_cpu_usage Undefined Undefined
. « . W_zore 3550 Fve_ses tou_usage Ungetined Undefined
Lo B Dus S0 fie_sec_cou_uTag Undefined Undefined
BLL Bl Dis 502 fve_ser oo usage Undetined Undetines
WAL Cx oK 7 BLI3 Core X fove_sec_cpu usage Undetined Undefined
) v B2 Cor s e et cpu. utege Undefisd Undefined
o BLLee Fve.sec. tonl ushie Wndefined Undefined
v bpadiZiE ST Fve_sec_ oo unrge Urdefined Undefined
- bman s R At s Tnnatnas
oK

The batch of devices/interfaces can be selected per Device Type, Device Group, or Site. IEv8.0 introduces

Enhanced Device Group to enable users to batch define Golden Baseline for a group of interfaces.

2.3.2.Auto Calculate Golden Baseline

With Machine Learning, IEv8.0 provides an auto-calculation mechanism to set Golden Baseline for parser
variables based on historical data generated through scheduled tasks. Once a Golden Baseline is manually
modified with customized rules, its auto-calculation function will be disabled. To re-enable dynamic calculation

for it, users can clear the manually defined Golden Baseline Rule.

Enable/Disable Dynamic Calculation

An option to enable/disable the dynamic calculation of Golden Baseline for a parser variable is offered

through Variable Mapping > Global Variable.

50 | NetBrain Integrated Edition 8.0 Release Notes



4 [f intf_table = I Golden Baseline Dynamic Calculation @ |
I sbroadcast_addr

= in_ad Description: Smtu

i Sm:fdp ~
E $ip_addr 6 variable mappings  +Add Mapping All Device Types (152) v Search Porsers and Variables... Q
I Sip_icmp_redirects Parser Variable Table Device Types Action

IE Sip_proxy_arp " = =

E IP Interface [Alcatel $ip_oper_mtu BH interface_detail_par.. Alcatel Lucent Service... Delete

T Smw

s E £ ista, [ Smt tabl Arista Switch

B Smulticass fast switd B IP Interface [Arista. [ Smtu fH intf_table rista Switcl Delete

E Sout ad B IP Interface [Ciscol. E $miu BB intf_table Cisco IOSXR Delete

h ™ InnN r 1 X
"""""""" o B IP Interface [Ciscol. [ Smtu MR intf_table Cisco |05 Switch,Cisco .. Delete

B3 IP Interface [Cisco.. T $mitu B intf_table Cisco Nexus Switch Delete

£ Customized Variables

B IP Interface [Dell N. [ $mtu B ip_intf Dell Networking Switch Delete

Note: Only the dynamic calculation of single-value variables, table variables, and interfaces’ table column variables can be
enabled.

Note: To enable the dynamic calculation for interfaces’ table column variables, you need to enable an interface key.

* Enable/Disable Dynamic Calculation Globally: “ 8 Pinertace [cico [05]

4 [ intf_table
The Golden Baseline Manager provides an option to disable T sbroadcast_addr
T Sin_acl
the dynamic calculations for all Golden Baselines. As a T $intid -
result, all the existing dynamic calculation process will be o eeddr Rename
. B Sip_icmp_redirecs Remove Interface Key
disabled. ¥ Sip_proxy_arp Delete
. . E $mw
= Clear Dynamic Calculation Results: B $mute .
I© $multicast_fast_switching
The system allows users to clear all the existing dynamic B Soucad
I* @@ IP Protocols [Alcatel Lucent Service Router]
calculation results for a Golden Baseline and will re- b @ IP Protocols [Cisco 10S]

calculate with new data.

Dynamic Calculation Logic for Different Variable Types

Golden Baseline for string/number/table-type variables can be dynamically calculated.

1. String Type: The Golden Baseline for the following two string-type variables can be dynamically calculated.

= Equals - at least requires data at 4 different time points for calculation, and the first three values must
be exactly the same. See the following table for the example of the 10S version.
» Equals any of - at least requires data at 10 different time points for calculation, and the count of

instance status must be no greater than 3.

1t Time 2" Time 39 Time 4t Time 5t Time 6t Time 7t Time 8t Time

Data (I10S Version) (12.1 12.1 12.1 12.1 12.2 12.2 12.2 12.2
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1t Time 2" Time 3dTime 4thTime 5t Time 6th Time 7th Time 8th Time

Golden Baseline |Calculating |Calculating [Calculating [Equals 12.1|Equals 12.1  |Equals 12.1  |[Equals 12.1  |[Equals 12.2

Alert N/A N/A N/A No Alerts |Alert Detected |Alert Detected |Alert Detected No Alerts

2. Number Type: The Golden Baseline for the following number-type variables can be dynamically calculated:

Available Type Required Data Points

Equals at least requires data at 4 different time points for calculation, and the first three values
must be exactly the same.

Equals any of at least requires data at 10 different time points for calculation.
Range

No Change - Equals Last Value

Continuously Increase

3. Table Type:

According to the predefined compared columns, the system generates hash values in parsers, and convert
into single-value strings for comparison and analysis. The analysis logic is the same as that for string-type

variables.

Take the following table for example, if the “BGP Neighbor”, “Version” and “AS Number” columns are
predefined as compared columns, then only the corresponding hash values for these three columns will be

generated for comparison.

BGP Table Key

Compared Columns Ignored Columns

BGP Neighbor Version AS MsgRCD MsgSent InQ
10.100.1.1 4 200 26 22 0
10.200.1.1 4 200 51 23 0
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Initial Value for Golden Baseline Calculation

Automation Team will accelerate the convergence for the Golden Baseline dynamic calculation of range-type
variables by specifying an initial value, for example, “0 - 90%". With the specified initial value, the Golden

Baseline can be gradually calculated with convergence ever since the first cycle of data retrieval.

Details for ¥  All Variable Types - Result 2 x
& BI-R2 Vv [ five_sec_cpu_usage = 1D 5D 7D 30D MAX
Device Data Interface Data Gelden Baseline Analysis: Alert Detected — Golden Baseline: Range: 0— 46
[+] five_sec_cpu_usage 108
bgp_nbrs 90 Map Data Time

. 72

[£] version i

B8 intf 16

[5] bgp_config { 18

(5] root e
05/30 06/01 06/03 06/05 06/07 06/09 06/11

Note: Only the data retrieved through scheduled tasks can be involved in Golden Baseline dynamic calculation, such as
scheduled Qapp/Gapp task, or scheduled DVT/Parser task. The data generated by on-demand tasks will not be involved in

the Golden Baseline calculation.

2.3.3.View Golden Baseline Analysis Result

The analysis and comparison result between historical data and Golden Baseline can be visualized by applying
a Data View Template to a map. The analysis results between the last copy of historical data and Golden
Baseline are displayed on the map, and the Detail Pane offers the analysis results between more historical

data and Golden Baseline. See Apply a Dynamic Data View for more details.

Apply DVT and View Comparison Result with Golden Baseline

After a user applies a Data View Template to a map, the last copy of historical data and Golden Baseline is

displayed. When the data doesn’'t match the Golden Baseline Rule, it will be highlighted in red color to alert
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— BST,POP1
sw3560-128
five_sec_cpu_usage: 11 : tf

LA_POP
five_sec_cpu_usage: 0

T

View Historical Data Analysis on Detail Pane

Refer to View the Detail Data Pane.

Compare Data with Golden Sample

Parser variables of string-type and table-type can be compared to the golden sample.

Golden Sample: a copy of data that matches the Golden Baseline Rule.
o

For manually defined golden baselines, the data will be checked against Golden Baseline Rule

each time, so the golden sample is the last data point that matches the Golden Baseline Rule.

For auto-calculated golden baselines, the data will only be checked against Golden Baseline Rule

for the first time when the Golden Baseline Rule is created, so the golden sample is the first data
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point that matches Golden Baseline Rule.

8 bgp_nbrs = Table Details Row Count History

06/11/2019 10:39:16 AM (Map Data Time) V Golden Baseline Analysis: Alert Detected Golden Baseline: Equals: Table...

4 items Type to find... Q 1, Export
nbr_id remote_as nbr_type version remote_rid state up E last_read last_write holdtime
10.88.250.9 64553 external link 4 10.88.255.51 Established 2y 00:00:43 00:00:39 180
10.88.250.27 64556 external link 4 10.88.7.4 Established 3 00:00:16 00:00:11 90

{1kt Compare Result

10.8
Device: @ PE-3600X-01 Data: @B bgp_nbrs Golden Baseline: Equals: Table... Select Columns
2019-06-11 10:39:16 AM (Map Data Time) v Set as Golden Baseline 2019-05-30 07:56:25 AM (Golden Sample) v
4 nbr_id remote_as nbr_id remote_as nbr_t

4[] Modified (4)

10.88.250.9 64553 10.88.250.9 64553 extel
10.88.250.27 64556 10.88.250.27 64556 extel
10.88.255.5 64550 10.88.255.5 64550 inte:
10.88.255.41 64554 10.88.255.41 64554 extel
4 L »

[l 0Added [ ] 0Removed [ 4 Modified
4

For table-type variables, only the table columns selected for comparison will be compared. The table
columns for comparison are selected in the comparison setting of parser definition, and users also

have a chance to temporarily adjust the desired columns to view the comparison result.

Parser Compare Sellings

Select variables to compare

4 bgp_nbrs

# Snbr_id
Sramote_as
Snbr_type

i Sversion

| Sremaote_rid
Estate

A Sup_time
Slast_read
$last_write

i $holdrime

| Skeepalive
$session_active

i Sroute_refresh -

Cancel
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2.4. Visualize Third-Party System Data through Single Pane of Glass

With NetBrain, network data from different sources and third-party systems can be visualized on a single map,
which enables a map to serve as a single pane of glass (SPOG) for all valuable network data. In most SPOG
scenarios, either the link to access a third-party webpage appears in the drill-down action list, or the detailed
information retrieved from third-party systems via APIs is displayed in a table format with generated URL.

With one click, users can directly go to the predefined webpage for further investigations and operations.

In previous versions, the only way to define a SPOG URL was to manually add it to a data view template, which
was static and labor-consuming and lacks extension capabilities. IEv8.0 introduces the definition of SPOG URLs
to resolve the limitation. Various variables and combinations are supported in SPOG URLs, including
customized variables, parser variables, built-in variables (properties in GDR), and generic variables. Once
defined, SPOG URLs can be directly referenced in all dynamic data views and will appear in the drill-down

action list if the predefined conditions are met.

Search for device, configuration text... Q = path fa A 2 justin

3 Map2 * > Page1 Vv o - More | InstantQapp | Dashboard | Map | Actions o

e o
| Runbook Cache L] uve = [ system health--PRTG - Result 3 04/29/2019 05:19:01 PM

Dynamic Data View Static Data View

search Data View Q9
[ Display STP Detail ~
[7 inputTest

p position condition parser ﬁ)
[7 support variable - compound action \
) S2a02  BR1
[7 support variable - compound case & goit 172 \
-~ CPU_Usage(PRTG): N/A

172.24.10.0/30 )
Memory_Usage(PRTG): N/A

[7 support variable - device built-in data

p support variable - device parser api
[7 support variable - input variable
p support variable - input variable data t

[ support variable - interface built-in dat

CPU_Usage(PRTG):2 %
[7 support variable - interface built-in refi Memory_Usage(PRTG):14% [ Jf

p support variable - interface compound
[7 support variable - interface parser

[ test

[P test1

4 [7|Run Mode

A0S
2}_.5_10.
[ cache ﬁ} 10017

[7 Live(Run once)

7 Live2(Frequency) BJ-R2
CPU_Usage(PRTG)4 %
Memory_Usage(PRTG}9 % [

4| zlh

7 Display STP Detail

[7 om demand
7 original - dvt
4 [ My Templates
spemeaneme
4 »
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Reference Flow

Define API Parser Define SPOG URL ACICE T Apply DVT to Map T 2

and SPOG URL in DVT System via SPOG URL

Key Use Case

End users apply a dynamic data view NetBrain Splunk

(including API parser variable from Splunk) to

a map, and the event information retrieved Applylive run dynamic data view Call AP

via APIs will be displayed in a table-type data

A

unit. Click on the Event ID in a specific cell of Retrieve data

the table to generate the SPOG URL. Then

View alert summary in data -
view

end users will be redirected to the target

Splunk website for event details. |

Select SPOG LJRL in drill Click URL
down actions

Retrieve data (Used by SPOG URL)

Y

Generatereal URL |-

Cpen new webpage————»| Login

Jump to target page

View alert details

2.4.1.Define and Apply a SPOG URL

Take how to visualize a SPOG URL for Splunk firewall log search in a data view for example.
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*Page Name! | Splunk Define SPOG URL

Apply Dynamic Data View  #ésomcez

Customize Variable Input in DVT

1. During the SPOG URL definition process, users may have no idea about the earliest and latest time for

the search period. So, they can compose the URL by inserting two customized variables “earliest time”
and “latest time” as placeholders.

2. During specific DVT definition process, assign values to “earliest time” and “latest time"” in the input
script.

3. Apply the Dynamic Data View (template), and the SPOG will appear in the drill-down action list.

4. Click on the SPOG URL to go to the Splunk page for the target firewall log search.

2.4.2.Pre-Define a Generic Variable for SPOG URL

To make common and static resources (such as a base URL) easy to reuse and maintain in SPOG URL

management, users can pre-define generic variables before defining a SPOG URL.
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For example, add “https://ven01749.service-now.com/” as a generic variable. Then it can be directly inserted

when defining SPOG URLs for ServiceNow.

Edit Page Link %

Edit Generic Variable x

* Name: | ServiceNow
*Value: | httpsi//ven01749.service-now.com/nav_to.de?uri=incident.do?

Description:

* Page Name:

Description:

Condition:

Cancel OK E > *Page URL:

servicenow'

A Please select

Boolean Expression:

{85ServiceNow}{$sys_id}

N

v

B o

Insert Built-in Variable

Insert Parser Variable

I Insert Generic Variable I

Insert Customized Variable

2.5. New Multicast Reverse Path Calculation

2.5.1.Calculate Multicast Reverse Path

When a problem occurs in a multicast network, users often need to troubleshoot the connection from a

receiver to a source based on a specific group. In the previous versions, the system helped users troubleshoot

multicast issues by drawing multicast paths via Qapps.

The system has extended the path framework, which enables users to calculate multicast paths. End users can

specify a multicast group, source IP, and receiver IP to calculate a unidirectional multicast path from a receiver

to a source.
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A multicast reverse path includes four parameters: receiver, source, group, and gateway.

x
@ 15872334 0 158.7.231 234119 . Path @ & zh @ path-multicast @ 8

2 Uﬂ\CﬂStn v e O o~ f Stencils InstantQapp | Dashboard | Map  Actions [ = ®
Multicast  » I ] Runbook
ynamic Data View Static Data View
A=
Default Data View
e

11 Built-in Data View Templates “\uuﬁ
& F 3
g
3

4 7] Routing 5 soon
= Multicast-R1 e S
s E Multicast-Sourcel

. " . -
B Muticest Overview Multicast-Receivel st
T o - ¥ =3 5z 497
[l OsPF Qverview 172.25.117.7 Ciseo R 172.25117.1
Cisco Router Cisc Rauter

B Infrastructure View
[ Netwark Table Yiew
[ Overall Health Check

Ay
o

5
¢/ \..‘
*,

i

%, 0
Multicast-R2 ay, it
TS T
172251175 e
: 1587230725
Cisco Router

Multicast Path Calculation Logic
Compared with a unicast path, the following calculation logics are added for a multicast path.

*= The system adds an NCT “Multicast Route Table” and uses it to look up L3 next-hop devices during a

path calculation.

Note: For the first-hop device, the system looks up its next-hop device based on the original routing table.

= When checking ACL/Policy on interfaces, the system checks whether the group IP as a destination is

matched and continues path calculation based on the matching result.

2.5.2.view Path Legend on Map

IEv8.0 introduces the Path Legend function to differentiate paths on a map based on styles and types.
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By default, the Path Legend pane is invisible. To view path legends, click Map > Path Legend.

O ~ A Stencils | Instant Qapp | Dashboard | Map | Actions o o=
J'H Auto Layout
5:'0 Update Map
E View Change Analysis Report

’."h.-‘:_ E Editing Rights ﬁ
'

Lock Map > NB_HP_ProCurve

D\\ & Copy Map URL

"
]
"
-
»
»
»
»
&
K
+

*

-
]
.g

-

&) Select Mode > l..o"’

Save As

& Print

R Export > J
BJ-L2-coreB

& Map Sedihgs

1
172.2430.0020

L
'l
-
LA
o -+
3
| %
A
.
o
:
S . . I
17224.31.192/26 - '+

Display Path Style Source @ Destination @ Group @ PathTypel Protocol Calculation Time

NY_Router
1 mEmmmE 10.10.7.253 e 172.24.253.8 None Unicast 1Pvd 2020-01-07 10:49:32
l#f ~ mmmmE= 10.10.7.253 6172.24.101.34 None Unicast P 2020-01-09 15:44:36

| mEmEas 172.24.101.26 G 172.24.32.225 None Unicast 1Pvd 2020-01-09 15:44:45

2.5.3.Gateway for Multicast Reverse Path

IEv8.0 uses the unicast path gateway logic to look up the gateway for a multicast path, but adds filter

mechanism to the logic:

= If a candidate gateway is not configured with multicast, it will be removed from the gateway list.

= If devices associated with a particular technology such as HSRP, VXLAN anycast gateway, and VIP, is
configured with multicast, they will be added to the gateway list.

= If the device that an input IP belongs to is a network device, the device will be added to the gateway list

no matter it is configured with multicast or not.

2.6. Application Assurance Module

Application Assurance Module (AAM) feature is designed to manage paths based on applications and

periodically verify the application paths to detect network changes.
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Note: Like Change Management, AAM is a feature that requires separate subscription. Only users who have subscribed to

this feature can use the related functions.

Reference Flow

Add Verification
e 135k to System

Benchmark

Execute Benchmark View Result in
Periodically Application Manager

Define Applications Add Verification Run Verification View Result in
and Paths Node to Runbook Node Runbook

Add Verification

e @ NOde to Scheduled
Qapp

Run Qapp View Result in
Periodically Application Manager

1. Verify Application Paths in Benchmark

2. Verify Application Paths in Runbook

3. Monitor Application Paths in Qapp Scheduler

2.6.1.Manage Applications and Paths

The Application Manager is used to manage applications and paths as well as to show the path verification

results.
Application Path Source Source Port  Destination Destination Port  Protocol  Result Compare with Golden = Compare with Last Last Verified Tim... Task Name
4 [EmaiServices (3)
Client to DNS 102234 102234 1Py Succeeded NiA Changed 09:24am, 2018/09/18 Manually Verified by John
Clicent to SMTP 10.2234 1050 102234 8080 TP Failed Changed Ne Change 09-18am, 2018/09/18  Basic Benchmark
POP3 to Client 10.22314  opog 1022314 5 UDP Succesded Changed No Change 09:24am, 2018/09/18  HR Application Verified

4 WebServices(3)

Verify the paths

E | to Web B Changed Changed i
XtErnal el Drganlze Paths based Pud Succeeded anged ng based on ce Application
i i 1050 5 2 - -
Web to App on Applications TP Succeeded No Change No Change applications ified by Tim
Application to Database 10 1Pyl Failed NFA No Change Verified

Define Applications and Paths

Before using the Application Manager, you need to first create applications and add paths to the

corresponding applications in the Application Manager. For details on defining application and paths, refer to

online help.
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Example1: Manually define applications and paths in Application Manager.

Path Name

New Application and
Path added

Define Golden Paths

Golden Path refers to a calculated path in the NetBrain system that goes exactly as the traffic goes in a real
network. You can set a golden path for a path calculation, and each time when the system periodically verifies

or monitors the path, it will automatically compare the results with the Golden Path to detect changes.

A golden path can be set manually or through the Auto-Set Golden Path function that enables the system to
automatically set a golden path by analyzing and comparing several consecutive path results. For details about

how to define golden paths, refer to online help.

Example1: Manually Define a Golden Path.

nath Resuit s C_E b4 3 Map2 * > Page 1w
Path Stawws: Suco | ot gs Golden Path 9 - ASA-AA/admin/sty => (@) BST,POP1 =
2 o . (IPw4, Live Metwark, 2018/6/25  9:57:46)

Contact NetBrain

@ Monitor

o

;;;'; 172.24.101.0/24 HSRP-.
'

' -

1 ASA-AASadmin/stby
! EViaalg 177 24 100 A1

d Bi-L2-Core-A Cigca ASA Firguwal

| Our Bon-channed &

L3
L2
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Example2: Auto Set Golden Path in Benchmark.

Edit Benchmark Task x
Task Name: = Basic System Benchmark Description: | Defauit system benchmark task
Frequency Device Scope Retrieve Live Data CLI Commands Additional Operations after Benchmark Plugins Summary

Enable auto set ——
W Auto Set Goldep® QOIden palh
# Enable
Run 3 Benchmarks to set up Golden Paths @
Last Restarced Time: N/A Restart Now Define how many times of

benchmark to set golden path

v Application Verification

¥ Enable = Add Application and Path 2 Applications and 0 Paths Selected Alert Serting
No.  Application/Path
1 @ Email_Service

2 @ BOS-APP1

v Run Scheduled Tasks after Benchmark

<+ Scheduled Data View Template/Parser Task <+ Scheduled Qapp Task @ The run time of the added tasks will start after the execution of this benchmark task.

Cancel Submit

Note: The auto-set golden path function is only supported in the benchmark function.

he logic for Auto-Set Golden Path

The Auto-Set Golden Path function (Run “x” Benchmarks to set up a Golden Path) will auto set the last

calculation result of a path as its Golden Path if the results of benchmarking the path continuously for “x”

times are all successful and consistent. Otherwise, its Golden Path will be left empty.

72.6.2.Verify Application Paths in Batch

You can set your NetBrain system to monitor or verify the application paths periodically a

and emails when the paths change.

= Verify Application Paths via a Benchmark Task

= Monitor Application Paths via Qapp Scheduler

= View Results

nd sent your alerts
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Verify Application Paths through Benchmark

You can add the application paths to a benchmark task. Each time when the benchmark is executed, the

application paths will be verified accordingly.

Edit Benchmark Task o

Task Name: | Basic System Benchmark Description: | Default system benchmark task

Frequency Device Scope Retrieve Live Data CU Compmands Additional Ooerations after Benchmark

Add Application And Path

Plugins Summary

& Update Public Maps  Sclzcr Maps

W Auto Set Golden Path o Q
# Enable 4 [ @ Email_Service
[ 4 DNS-SERVICE(10.88.3.2t0 10.88.16.131)
Run | 3 Benchmarks to setup Golden Paths @ [ 4 SMTP_SERVICE(10.88.3.2 w0 10.88.16.5)

4 [ @ BOS-APPT
[ 4 VOIP_SERVICE(10.88.8.4 10 10.83.0.68)
) € VIDEO_CONFERENCE(10.28.8.132 to 10.82.0.70)
) € VIDEO_SERVICE(10.82.8.62 to 10.88.0.60)
[} @ Untitled Application Alert Serting

Last Restarted Time: N/A Restart Now

v Application Verification

| Enable <+ Add Application and Path Applications and 0 Paths Selected
Neo. Application/Path

1 @ Email_Service

2 @ BOS-APP1

Note: To improve the efficiency of path calculation, the system uses the data retrieved from the benchmark task to

perform path calculation with cache data.

Path Result Logic

Path (Full Path) can be divided into Segmented Paths. In the Application Manager, the result of a Full Path is
displayed as “Successful” or “Failed”. If the Full Path is a load-balance path, only when all segmented paths are

successfully calculated, the Full Path is considered as “successful”; otherwise, it is considered as “failed”.

he logic for comparing with the Last Path and Golden Path

When the system compares the current path with the Last Calculated Path and Golden Path, it will compare
the device, incoming interface, and outgoing interface of each hop of the Full Path. If it is consistent, the

system considers the path unchanged; otherwise, the path is considered changed.
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Monitor Application Paths via Qapp Scheduler

You can add the application paths to a Qapp Scheduler to periodically monitor the paths. Once the paths have

changed, the system can detect changes and notify the changes via emails and alerts.

Add Task X

Site Device Group e Path Device

+ Add Application and Path 1 Applications and 3 Paths Selected

No. Application/Path

1 @ Email Services / § Client to DNS{172.24.101.41 t0 172.24.32.2)

2 @ Email Services / @ Client to SMTP{172.24.101.41 to 158.2.10.161)
3 @ Email Services / € POP3 to Client(158.2.10.159 to 172.24.101.41)

Data Source:

< Back

Live Network

Next >

View Results

When you monitor application paths in a Qapp Scheduler or benchmark, the verification results will be

recorded and displayed in the Application Manager.

iew Latest Results|

The Application Manager shows the latest results and supports a variety of filter methods to filter the result.

@ Application Manager

4 Applicasian Barn Saurea 1B Sourcs Part  Saurce Device Denranian P

4 HR_OASERWCE(1)

Mo Path

4 Ermsd Serice(3)
NS S2FacE 108832 13 Baney pC 1088 1K 131
SMTP SERACE 106832 Oenny-PC 1088145

4 BOSAPPA (Y

Eaar_Can_Cencer 108048
si_conference chent 1008070
Wideo Chert NEROLF
Path:
4 Applicstion Path Saurce P Source Port  Source Device Destinasion IP Destinasion Part

4 EmaiService
Chentro DNS T2 LA .3 V72401 a2

DNS 1o POP R 2 Bl Acc_SW1 it

Dastinazian Pary

@

30000

30000

Destination Device

220132

172240000

Dewminanca Devce

DS Sarver
SMTP_SERVER

West Can_ Cercer

B0 _conference Server

Vides Semvwr

Protacol  Result
1Ped Suzceaded
1P Failed

Prosacal

Bant

+ Ny

Campare ik Laxe

Compare with Galden  Campare with Last

WA

Filwrwdby.  Resul = Comparewithlast =  Compare with Golden

Compare with Gadaen  Lust Verdhas Time

Last Verified Time

2010/5% FFIMAS

20190556 FH1:36:50

ADA000, 11EIGPM B v

4232010, 10253400 5

4233013,

P 5

ARV NI PM 4

AN 0IEIIFN 2

Filter paths by keywords ﬁ

Filtered by=  Result » Comparewith Last »  Compare with Golden = 722400

Task Name

Runbaak Verified ...

Manually Varified ..

Task Type

Runbask Vrity

Marually Verify
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Export the latest results in the Application Manager to a CSV file.

&
T.
2
3
4
5
s.
7
a.
9

! A . B | e
Path Source IF
[HR_DA-SERVICE

| Ermail_Service DINS-SERVICE 10.88.3.7
:EmaiLServil:e SMTP_SERVICE 10.88.3.2

| BOS-ARP1 VOIP_SERVICE 10.88.8.4
:m.n.rxm VIDEQ_CONFERENCE 10.98.8.132
|BOS-APPL VIDEO_SERVICE 10.88.8.68

| Untitled Application

10|
Al
12|
13|

14

15|
16|
17|

18

19/
20|
a1

2

£

24

25|
2|
27|

28

2|

| B | E
Source Port Source Device

53 Danny-PC
Danny-PC

East_Call_Center
sje_conterence chent 10.82.0.70
10.88.0.69

Video_Client

] 1 H !
1P D ion Port i Device
10.88.16.131 53 DNS-Server
10.88.16.5 25 SMTP_SERVER
10.88.0.68 20000 West_Call_Center

30000 BOS_conference Server
0000 Video_Server

Pratocol fesult

4 K

Failed NJA

Succeeded No Change
Succeeded No Change
Succeeded No Change
Succeeded No Change

i

LTEY

No Change
No Change
Ne Change
No Change

M 1]

Compare with Last Compare with Golden Last Verified Time Problem Device

4/24/2019 3:14 PE-3600X-02
4/24/3019 2:35
4242019 2:36
4/24/3019 :36
4/24/3019 2:36

|_path_report export | 5

Draw the current path and Golden Path on a map to view the differences.

Danny;PC
108832

Y
2
s
\2
%
Cl

10.88.3.0725 10.88.250.2/31

Bos-Core-6500
10.88.067

PE-ASRIK-O1
oo
108825013

10.88.250 22/31

L

MPLS-P-ASR9001-01

10.88.250.18/31

UDP 10.88.3.2:53 -> 10.88.16.131:53 oy

Path failed: Traffic was denied by ACL Demy_DN5S

42372018, 11:12:29 PM
.o"'#"-.

& -\
] PE-3600%-02
\
501

LTI

The blue path
is the current

+'

Nye-rtr-2811-01
10.88.250.7

0

DNS-Server
5

10:88.16.128/26
-

The green path
is the Golden

Path
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iew History Results

The Application Manager stores the last calculated path and earlier history paths. You can open a history path

on a map.
4+ New Application 4 NewPath TiRefresh Jimportw J.Exportw
Fileredby:  Result ~ Comparewithiast ~  Comparewith Golden = o Q| Reser Fach Hame: DIPSERVICEMER 2.2 1o 101K 1Y)

Last Verifiefl Result Last Verified Time Set as Goiden Path

Compare with Last Compare with Golden Last Verified Time Task Name Task T Higzs = )

pare v pa ified Ti ype istory = S = =

Success £/2372019, 10:25:20 PM Open Path in M%

o Char HoChinge 422019, 53258PM  Manually Verfied .. Manuslly Veriy 4 ‘ - PR RrpSERl [ 13

No Change Neo Change &4/23/2019, 5:32:50 PM Wl‘mﬂ!ly Verified ... Manualiy W 3 472312019, 53129 PM
Suckess 42372019, $:3045 PM ;

No Change Click the Number in b .. Manually Veriy 3 Success 2232019, 5:26:14 PM P

No Change H|5tory Column b .. Manually Verify 2

No Change — T INEHOTIIIIN . Manually Verify 2

3

ST # .,
& ressrine % & restodnor % 5 server
i 4
HE ] § vmdn 3 1ifiem
H - :
= i 6\
H : : /3 %8
H H i3 i
H = HE
H H HE
H
H

ALE S50 1088 5010

H i
: H H H H
= H H : [
-\ i i i 2
it i i i it
: Y i i ] i
LR § % H L ®
e .l bl
Bos-Core.4500 MPLE P-ASRIOOT 01 Nyc-rtr-2811-01

iew Verification Results via Emails
The Application Manager supports sending verification results to specified users via emails.

1. Set Email Sending in the AAM Alert Settings of Qapp Scheduler or Benchmark.

Share Alert with: Em
Add Email Address

Send Email to: admin@netbrain.com

o Error & Warning
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2. View the verification result in Email.

u !’\‘:;Brmniﬂpphnlun Path Verification Result 2019-04-09.cov —/ csv REpOl't Attached

Hi admin,

Application path verification results for 2019-04-09 are below:
Task Type: Server Benchmark

Task Name: TestApp03

Execution Time: 2019-04-09 03:21:07 @M_ Summar\/ |nf0rmati0n

Total Entries: 2 Applications, 5 Paths

3 paths succeeded; Q

2 paths failed;
1 paths changed with Golden Path;
0 paths changed with Previous Path.

You can see the details in ication

Table Report

,/

The paths that failed or changed are listed here:

Application Path Source ®  Soutte Port Sourte Device Destination IP Destination Port Destination Device Protocol Resuit  Compare with Golden Compare with Last Last Verified Time Task Name
hx path1 10.10.0.23 1 10.10.023 |172.24.31.195 failed Changed NoChange | 2019-04-09 11:22:37 +08:00 | TestApp03
thx SearchPath30001 l 10.10.0.29 [ ‘ 10.10.029 |172.24.31 wsl .Su(cE(‘dA No Change l No Change 2019-04-09 11:22:39 -os‘oc‘ TestApp03
thx . path2 . 10.10.10.2 . 1 . qapp-c3560-2 [ 172.24.30.6 [ [ Failed [ N/A [ No Change . 2019-04-09 11:22:50 +08: cal TestApp03
thox l TestBug55407 l 10.10.0.23 [ [ 10.10.0.23 [ 10.10.0.24 [ '\u(rnm. No Change [ No Change -.'ul-uum 11:22 'u«namv TestApp03

NB I | TestBenchmark0001 . 172.24.30. .‘. [ NY_Router ' 172.2431 :."\' .\uril'lod. No Change [ No Change ' 2019-04-09 11:22:38 +08: nc)v TestApp03

2.6.3.Verify Application Paths via Runbook Automation

The Runbook in IEv8.0 adds a Verify Application node to enable you to verify applications and paths related to

devices on a map via runbook automation.

Note: Only users who have purchased the AAM feature can see and use the Verify Application Node in the Runbook Action.

Key Use Case

* In a network change flow, users can define which applications need to be verified after the network

change through the runbook node and ensure that the network change does not affect these critical

applications.

= During troubleshooting, users can verify application paths via Runbook automation, and the system

can automatically filter out the application paths related to devices on a map.

Add “Verify Application” Node

On a map, open the default runbook, add a Verify Application node to the runbook and then click Add Paths to

add applications and paths that you want to verify.
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' G2 GoldenMap2 > Page 1w

& Data View ® Rurbook |
>
All Runbosks > danny Runbook [
Select Action A ]
Built-in Favarite
- 00 10,88 350 031
5 o Py BT
Lo & AR AL
R e et
i B Add Verify Application
Node fevice, configurstion text.. [} ' Pach
" 52 GoldenMapl > Page 1w
= b Dacs View
<
Free Test Compare A Rubacks = danny Runbosk Werify Application = Descrip
Select Aion v
0 Applicazions, O Paths.  + Add Path 0| MEport | AlersSemt

-3

- . H{b Appicanen Seurce IP Desnation 1P Rasur Compare with Golden  Campara wath Lase
Templase Application
1 Apgplications, 3 Paths Selectad @ 14 Devices [ Q,
| 4 Application Path DevicezonMap Source 19 Deztinatian (P
B 4 BOS-AP01
S VolP 7 10.88.8.4 10.E8.0.68
v Wideo_Service 7 10.88.8.88 10.88.0.69
* Video_Carference 7 10.ERE1E2 10.ER.0.70
_./ - Ernad_Service
;‘T\pplication List b‘\f TO-DNS-SERVER 5 10.88.3.2 10.68.16.131
ight order TOSMTBSERVER 5 108832 1088165
I a Untided Applicac...
Mo Ptk

The applications in the Add Path pane are sorted and ordered based on application weight. For details on the

rules about various weights, refer to the Appendix.

Execute “Verify Application” Node

After verifying the application paths in the runbook, you can view the verification results in the Application

Path Verification Pane.

All Runbooks > Default Runbook 5‘ Application Path Verification [z Description f
Select Action v S HEE X o .
3 Applications, 8 Paths (6 Succeeded 2 Failed, 6 Not Changed from Golden 2 Changed from Golden ) Search.. Q.
:. Start ) Application Path Source [P Destination I[P Result Compare with Golden Compare with Last
s i 4 Application1 (3)
) 0 Client to DNS 102234 102234 Succeeded Changed Changed
° Verify Application Path Clicent to SMTP 102234 102234 Failed No Change No Change
POP3 to Client 1022314 1022314 Succeeded  No Change No Change
4 4 Application2 (3)
o External to Web 1022314 1022314 Succeeded  Changed Changed
Web to App 101.22314 10122314 Succeeded Mo Change No Change
Application to Database  101.2231.4 10122314  Failed No Change No Change
4 Application3 (2)
Pathi 98.65.201.3 101.22.31.4 Succeeded No Change No Change
Path2 1.1.2.205 101.2231.4 Succeeded Mo Change No Change
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2.7. Collaborative Function Portal to Work with Maps and Paths

IEv8.0 introduces the Function Portal feature to enable network engineers to collaborate with their colleagues
who do not have NetBrain seat licenses. This is one of the key approaches to achieve the goal of MAP
EVERYWHERE and improve team productivity and collaboration. With Function Portal, external users from
different teams (IT engineers, security engineers, etc.) can gain fast and free access to use selected IE functions

and resources through a website, including dynamic mapping, A/B path calculation, and One-IP table query.

Hundreds
of incidents J
every day

( ’ Automation

1t Response

[ v+ Reduce first response time to zero ]

) Automate initial diagnostics with zero human touch
z‘\\ Trouble
‘F("‘L Tickets
) .!I\I:Jtteor:lc:t::) ‘; + Resolve outages without escalation ]
v
@:}0 ID anomalies across 1,000s of data points
9 Pt el e I -
| |
'—‘.@1- | v Improve team productivity & collaboration 1
v‘%“%&
é““’ I Automatically decument activities & sharing findings Embedded Map |
— mms mas mas L B B B EEE S S B BSE B B B B B B B B B B B S B B B B B B e e e . -
Proactive i . .
%*0&0 Automation ¥ Prevent similar problems from happening again ]

Codify lessons learned from every incident

-

Note: Compared to Embedded Map, Function Portal does not require customer’s effort to provide a hosting environment
or write scripts for initial setup.

Note: Incident Portal Collaboration will be available in the next release to enhance the portfolio.

IE - Define Portal Function Portal
+  Select Maps to Share | Copy Invitation Information | Share via email or A - Searchj\-’iew Map, Apply Data View
+ Select Site Maps to Share =l *  Search/View Path, Live Calculate Path
+ Select Paths to Share (URL/ACCESS COdE...) other tools View/Search One-IP Table, Draw Map
+ Select One-IP Table to Share

1. Senior Network Engineers Set Up a Function Portal and Share its URL

2. End Users or External Users Access the Portal

a. View Dynamic Maps

b. View A/B Path Result and Calculate Live Path

c. Search One-IP Table and Map Devices

The typical usage for Function Portal includes:

= Publish selected information (Maps/Paths) to different teams without seat licenses required.
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= Create a set of portals for key technologies, application flows, sites, or security domains to aggregate
network knowledge.

» Build dynamic mapping into existing documentation and collaboration flow to replace static Visio

diagrams.

2.7.1.Set Up a Function Portal

Note: Only the users with the Function Portal Management privilege granted can create function portals.

1. Define Basic Information

Senior network engineers can create a function portal by defining a portal name, a query string of URL,
NetBrain functions including Map, Path and One-IP Table, and enabling the access code login with an expiry

date.

Edit Function Portal x

Name: | NetBrain Map Porzal

URL: hrps://10.10.7.209/portal/ | nbmaps

Description: This is a portal for NetBrain maps and paths.

Select contents to share through this portal:
Share Map
Share Application Path

Share One-IP Table

Set Access Coder | 123456 50
Expired after: | 2020-07-16 1200 v AM v
Time Zone: | (UTC+08:00) Beijing, Chongging, Hong K.. v | @
Copy Invitation Information Cancel Save

Note: The Set Access Code check box must be selected to allow people who do not have NetBrain IE user accounts or

portal user accounts to log in to the function portal.

72 | NetBrain Integrated Edition 8.0 Release Notes



Note: The query string of the URL is the identity of each
portal, and must be unique in the system. The base URL
is a system-level setting, which can be configured by the

system administrator.

2. Select Maps and Paths

Site Configuration
Website Base URL: | hopsi//10.10.7.209/

The Website Base URL is the url via which users access NetBrain. @

Portal Base URL: | hup=://10.10.7.209/portal/

The Portal Base URL is the url via which users access Portal. @

In the context of NetBrain functions (Map and Path) selected in the previous step, senior network engineers

can continue to select multiple map files and application paths that they want to share with others through

the portal.

Edit Function Portal b4

Map
Label: | NetBrain Maps

Map: 13 Selected  + Select
4 ] Map Files

I El Core Maps

b El BGP

I- £ OSPF

I: [ EIGRP

Site Map: 15 Selected  + Select
4 3 My Network
4 3 NB1
4 {3 NB2Z
I £33 NB3
=0 NB4-ASAT
4 3 Morth District
43 B)2
b £ BI3

Application Path

One-IP Table

Copy Invitation Information

Cancel Save

Note: For the selected paths, you can select to publish the first/last calculation result, or the golden one. By default, the last

result is selected, and the Live Path Calculation is enabled. The prerequisite of calculating live paths through a portal is that
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the Application Assurance Module has been purchased.
Application Path v

Label:

2 Paths and 2 Applications  + Select

No. Application/Path
1 & Main Paths
2 & Untitled Application / € 19.3 to 7.254(172.25.19.3 to 172.25.7.254)
3 @ Untitled Application / € 36.1 t0 4.41(10.10.36.1 to 10.10.4.41)
Share cached path result:  The Last One W Enable Live Path Calculation
The First One
One-IP Table The Last One ~

The Golden Path

Note: The label setting is optional, which will be used as the area title to introduce the content.

neSain_) NetBrain Map Portal

Published by: Xu Zhao Email: xu.zhao@netbrain.com Created: 06/16/2020 12:17:55 PM

This is a portal for NetBrain maps and paths. Description
NetBrain Maps Label

Q. Browse or Search Maps (44 maps published) {

¥ Map Files

*  @m Core Maps
» | BGP

* [ OSPF

» EIGRP
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3. Select Data Views

Senior network engineers can determine whether to publish all data views or only selected data views for
other users to toggle on the portal.

Edit Function Portal *

Data View Settings

4 Allow users to switch Data Views

() All Data Views

(@) Selected Data Views

Data View: 22 selected  + Select
4 ] Data View Templates -
4 ] Built-in Data View Templates

4 ] Cisco ACI
ﬂ Fabric Health and Faults [Cisco ACI]
ﬂ Fabric Underlay Connections [Cisco ACI]
3 Logic Node View [Cisco ACI]

4 F] High Availability
HSRP Overview

4 F] Quality of Service
Qos Overview

4 ] Routing
EIGRP Overview
IP BGP Overview
IP BGP Prefix Instance
15IS Overview
MPLS L3VPN
Multicast Overview
OSPF Overview

4 ] Security
[EJ Access List [Cisco 105)

D Copy Invitation Information Cancel Save

Note: Similar to the qualification in the IE system, only qualified data views against devices on a map can be displayed in

the Data View pane.
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4. Define Page Style and Others

Before publishing the portal, senior network engineers can select to customize the page style, login interface,

and add contact information.

Edit Function Portal X

Page Style:
(@ Built-in Template: | Tool Style Template v

(O Customize:

Login Interface:

@ Customize the logo image on the portal login page. JPG, JPEG, GIF or PNG. Max file size: SMB.

. @) Change Logo
Net3rain

Enable Login Banner

Warning —
This portal contains confidential and/or proprietary information of devices in it.
This portal is intended solely for the use of the individual(s) to whom itis addressed.
If you are not the designared recipient or have reason to believe you can access this portal, please notify the sender immediately, An =

Support Information:

*Publisher: | Xu Zhao *Email: | xu.zhao@netbrain.com

Phone Number: | 185-0136-2396

D Copy Invitation Information Cancel Save

After saving the definition, copy the invitation information from the following prompt and paste the invitation

in an email or instant message to share the portal with your colleagues.

Notification

Successfully edited the portal!

Name: NetBrain Map Portal

Description: This is a portal for NetBrain maps and paths.

URL: https://10.10.7.20% portal/nbmaps
Access Code: 123455

D Copy Invitation Information

OK
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2.7.2.Access a Function Portal

The system offers two access methods for each function portal:

Username/Password Login - users with |E accounts or portal accounts can log in by using their

usernames and passwords, or email addresses.

Access Code - both external users who do not have any accounts and IE/portal users can use an access

code to access a portal.

Prerequisites: Access code login must have been enabled when senior network engineers set up the portal.

o
Net3rain

e A Ak ok e A rnl'ng***‘*"******‘*"***

This portal contains confidental and/or
proprietary information of devices in it. This
portal is intended solely for the use of the
individual{s) to whom it is addressed. If you are
not the designated recipient or have reason to

Login

believe you can access this portal, please notfy
the sender immediately, An unintended
recipient’s disclosure, copying, distribution, or
use of this partal or any attachments hereto is
expressly prohibited and may be unlawful.

Publisher: Xu Zhaa
Email: »u.zhao@netbrain.com
Phone: 185-0136-2396

or log in with Single Sign On (550)

mammfl Powered By Netbrain

Note: By using an access code to log in, you will be recognized as an unknown user, and you can select to create a user

profile for recognition. User profile is only a visual display of personal information associated with a specific user, but

cannot be used for portal login.

@ Leave Suggestion Unknown user

Authenticate User Profile

Copy Invitation Informaticn

Log Out

Forgot Password

o

Create User Profile

Authenticate User Profile X
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2.7.3.View Dynamic Maps through Function Portal

Through the function portal, external users can expand the map tree to view the shared maps, including site
maps, and double-click the target map to display it in the working area. Furthermore, they can select to apply
a data view to the devices on the map. The data source for data views defaults to the current baseline (the

latest data saved in the IE system).

(D . . —
mtamir'@ NetBrain Map Portal 5 Leave Suggestion IO N s et

Published by: XuZhao  Email: xu.zhao@netbrain.com  Created: 06/16/2020 12:17:55 PM @ Pageviews [ EEDOB

This is a portal for NetBrain maps and paths.

NetBrain Maps

0, Browse or Search Maps (44 maps published) « > BGP255 > Pagel w — & + 100%
Dynamic Data View Static Data View «
Q —_—
Q
- Map Files -
b Core Maps ® Defaul: Data View Mgmt IP: 172.25.111.6 G» MgmtIP:172.25.111.9 C»
- BGP - Built-in Data View Templates Madel: Nexus NIK-V2000 Model: Nexus NIK-V9000
B infi - Serial Number: SO9WETVXTTO Serial Number: SIL40WEITZP
-~ BGP 100 (T TEEATIEA= 1= Site: My Network\Unassigned Site: My Network\Unassigned
— BGP 255 [:] Metwork Table View
. BGP 84512
' OsPF mgmt0 172.25.111.7/24
r EIGRP
E}'/]
v L My Network Spine1 2nt ’SPil'“!2
\
y O NB1 neiP: 172251117 G Mgm [P 172.25.111
a- Nexus NEIK‘-\-'QODEI Model: Nexus N9K-VS
» O North District ‘umber: 97GFSOGILBI Serial Number: 9T710R

r Network\Unassigned 5ite: My Network\Unass

» ) South District

4 ype: Cisco Nexus Switch
Mgmt IP: 1722511110 BRI 1P e

Note: The shared maps and map contents are all view-only on the portal.

2.7.4 View A/B Path Result and Calculate Live Path

Besides mapping devices and sites, external users can mouse over the target A/B path and click the Draw Path

button to view the result. Furthermore, they can re-calculate the path by using live data for a refresh.
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Note: The live path calculation function is only available when the Application Assurance Module has been purchased.

2.7.5.Search One-IP Table and Map Devices

One-IP table, generated based on ARP and MAC tables when the system builds the Layer 2 topology of a

network, records the physical connections and can be used to troubleshoot IP/MAC connectivity issues.

With the One-IP table, external users can search for a device in the current domain by using an IP address as
the search term, and click the Map button to map out the target device and its connected neighbors.

Furthermore, they can select to apply a data view among those applicable ones to the devices on the map.

0036022

Defauls Dasa Veew

DOSOBESEETT | Whiware,

Gnitehing

Enfrazrucrure View

work Table View

LY Owverall Hesith Check
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2.7.6.Feature Comparison Between Portal and IE

The following table lists the comparison of operations that a user can perform between Function Portal and IE.

Feature Category Functions Function Portal IE

= M Devi
Map ove Devices y y

= Apply/View DVT and Static DV with Baseline Data

= Zoom In/Out

» Edit and Save Map

»=  Export Map to Word/Visio/etc.

= Live Run DVT

* Manage Map Data View

=  View Data View with Historical Data
*  Play Runbook

= Device Context Menu

= Map Context Menu

Path = View Path Result v v

= (alculate Live Path

= Edit and Save Path

Vv
» View Path Log
= Set Golden Path
= View Path Historical Results
One-IP Table " Search Vv Vv
= Map
n Vi
iew v
= Export

= Resolve DNS

= Delete

2.8. Smart CLI

When network problems occur, most engineers usually use Telnet/SSH terminals to connect devices and type

commands to troubleshoot the problems. NetBrain Smart CLI is a Telnet/SSH client for the Windows platform.
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NetBrain Smart CLI can retrieve device credentials from NetBrain |IE and automatically log in to devices to
execute CLI Command. Furthermore, it can send CLI results to Map and Runbook for documentation and

analysis.

Reference Flow

Execute and Document CLI

Log into Device from

e 8 Collaboration with Smart CLI

Commands

NB Map

= Auto Login to Device

=  Document CLI Results

= Collaboration Between Multiple Smart CLI Consoles

2.8.1.Basic Functions of Smart CLI Tool

The Smart CLI Tool is a rich client that can be installed independently on the Windows operating systems and

provide CLI interaction like other Telnet/SSH tools.
The basic functions of this tool are as follows:

= (Create a Telnet/SSH connection to Network Devices.

= Save and manage the connections created manually by users.
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= Record the execution logs of all login devices. The log recording function is disabled by default for

security considerations because the logs are saved in a clear text.

A NetBrain Smart CLI

File Edit Connect

Execution Log

["]Enable Execution Log e

Logout
Exit Ctrl+Q

Log Location ‘ C:/ProgramData/NetBrain/Smartcli

i/data/cli_log/ Browse

Open Falder In Windo
Warning

The Execution Log will be stored without encryption.

Are you sure you want to continue?

e -_Ves -! u

x

Execution Log

Enable Execution Log 9

bas

Log will be stored without encription

Log Location ‘ C:/ProgramData/NetBrain/Smartc

li/data/cli_log/ || Browse |

Open Folder In Windows

Note1: The Windows operating systems that the tool supports are as follows:

= Windows 7

=  Windows 10

=  Windows Server 2012 (Standard/Datacenter Ed
=  Windows Server 2012 R2 (Standard/Datacenter
=  Windows Server 2016 (Standard/Datacenter Ed
= Windows Server 2019 (Standard/Datacenter Ed

ition)
Edition)
ition)

ition)

Note2: Both Smart CLI and Telnet/SSH CLI are remote connection tools in the system, which may confuse users for

choices. IEv8.0 adds an option to enable/disable the Telnet/SSH CLI feature. By default, this option is disabled.

Domain Management

Tenant: xxf_tenant Domain: D-20190606

Start Page Advanced Settings

Filter DHCP Entries

o Only save One-IP table entries that have values in Switch Port or DNS Name parameter

Configure Alert Email for Qapp

Compose emails in this format during each interval:
= Merge all alerts in one email
Separate alert emails for different tasks
Separate alert emails for different objects

# Duplicate an alert in emails when alert count increases by | 60

management;loopbackivian;ve;ethernet Apply

Polling Order
* Trying to login device directly, then login via Jumpbox
Trying to login device via Jumpbox, then login directly
¥ If ping fails, don't try Telnet/SSH in Tune Live Access and Seed Discove

¥ If ping fails, don't try SNMP/Telnet/SSH in Scan IP Range

Third Party Telnet/SSH Tool

I Enable Telnet/SSH CLI via third party tool
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2.8.2.Auto Login to Device

Before logging to devices with the Smart CLI (without requiring the Domain Management privilege), add and

tune the Private CLI settings.

- . o PRTER R

Hetwork Resources

Tuete Private (11 Settings

oo ihe e W the sewegs

0 M Dewes Device Grous Start Tuning 5 Priate Nework SeTtngs *h“

Devite Mame. Maragement B Management literface Ping TelewssH Login Enatiie

on
&EsiE

G
SN
R
R

@ 15acoRs

@ senesn
R

15, Veowors_De_SG50
@ 15 Nartwor_De_SG60V

& 13_Noetwork_Dwe_T16

Then you can access a network device via Smart CLI with configured credentials after logging into NetBrain IE.

= Auto Login to Device from NetBrain Map

=  Auto Login to Device from Smart CLI Terminal
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Auto Login to Device from NetBrain Map

When you try to log into a device by using Smart CLI from a NetBrain Map, the Smart CLI Tool will retrieve the

credentials of the device to log into the device.

Note: The Auto Login to Device function supports login script as well as the login via jump box.

Auto Login to Device from Smart CLI Window

After logging into NetBrain |IE from the Smart CLI window, Smart CLI supports searching a device through the

hostname and management IP and auto login to the device.

Note: The prerequisite of auto login is that you have logged in to NetBrain IE and the device exists in the target domain.

2.8.3.Document CLI Results

You can save a CLI command result to NetBrain Runbook and then apply parsers or comparisons to detect

network changes.

= Save CLI Command Result to Runbook Node

=  Compare CLI Command Node to Address Changes

= Generate Map Note from the Selected Result
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Save CLI Command Result to Runbook Node

You can send the result of a CLI Command for a device to a specified map and runbook in NetBrain IE. The

Runbook will automatically generate a corresponding CLI Command node.

Target Map and
Runboaok

CLI Command

© oty sopcasnn g CLl Command ) o e
= / Node and Result - ' l

e jallm [ lie je i 1w]+ |
J

Compare CLI Command Node to Address Changes

In the CLI command node of the Runbook, you can compare the CLI command result with NetBrain IE history

results and Golden Baseline and view history details.
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1. Compare the current CLI result with Golden Baseline and highlight alerts in the CLI result. You can view the

history data of each changed variable.
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Generate Map Note from the Selected Result

You can select a CLI Command result in the Smart CLI window and send it to a specified map in NetBrain IE to

generate a map note.

[ Twr—— o x Dommast ¢ Enable add map

R e e - e

Commmund G- MOEN- ] FShns 9 It 5 v . ’ Lo

- PO O | b Add note here P /
7] Shein et o enp

i
)
e
f CLI result to be
document
-

® A R Bl 8w @ i)

b e | et g | Bbiba £ - . + B2x

= : . i o e s Draw map note on
- i map
e o .
& e

i e ffalie e b iw|+

| ==
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NetBrain also supports the reverse positioning from a map note to a specific CLI Command node result.

Click locate to

Runbook

N e e (8 )

2.8.4.Collaboration Between Multiple Smart CLI Consoles

Based on Map/Runbook, multiple users can work collaboratively on a troubleshooting task by using the

document function of Smart CLI.

Collaboration Sample Flow:

1. Levell Engineer A shares the document results of Smart CLI with other engineers via a runbook or map.

2. Engineers B views the received notifications and opens the map to view the document results shared by
Engineer A.

3. Engineers B accesses the device from the map with Smart CLI and starts troubleshooting.

4. Engineers B documents the results of a CLI command and shares the document results with Engineer A
and others.

5. All these engineers can receive notifications and open the map to view the latest document results.
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Collaboration Flow Illustration:

W A Lcvn @ USLAD @ Neds @ nﬁd\j’

Notifications
danny has shared 1 map with you. Chris got notice and

open map

Danny Execute CLI Command and
Document it then Share
Map/Runbook URL

e

| | et | b | e = +

@_ /.

ot e it}

Execute CLI and
Document

Danny see CLI Command

that Chris Documented on
the Map

i jalim{is
©

2.9. New Event-driven Automation Framework

Event-driven Automation integrates the NetBrain system with 37-party systems by processing triggered

events, mapping problem areas, and executing runbooks based on predefined event conditions. With this
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capability, users only need to define general event templates in the NetBrain system, and they will process

event analysis when receiving the 3-party event.
Event-driven Automation brings benefits as follows:

= |t eases the burden for power users and 3"-party system admin. They do not have to write lots of
scripts in a 3™-party system to call NetBrain maps or runbooks event by event. Instead, they only need
to enable the 3"-party system to send events to their NetBrain system directly and track event status
by using REST APIs.

* It only has a minimal requirement of script supportability for a 3™-party system. A system that can call
REST APIs to send event data to NetBrain is ready to use NetBrain's automation capabilities.

* |t improves the NetBrain system capability to process a large number of events by transferring task
execution from Web API Server to Worker Server. It also enables horizontal scalability to improve event

processing capacity.

Figure: Event-driven Automation Data Flow

reSain)

-- Event Template List with Ord i
34 Party System Events Input --> vent Template List with Order Output

Raw Events

Key/value Pairs
‘ Event Template 1 |

¥

Conditions:
o Map method and Inputs

‘ Event Template 3 | o Runbookandlnputs | Eyocited Map and
(matched) | v Runbook

1 ‘ Event Template ... l

i ‘ Event Template 2 |

Map URL

Use Flow

Match event templates and
: conditions to create map
Define Event Templates and execute runbook

Configure Third-party

v

System to Send Events to

> View Results

to Process Events

NetBrain via APIs

2.9.1.Configure Third-party System to Send Events to NetBrain via APIs

The system provides two REST APIs to send events from a 3-party system to NetBrain and track its status.

= Drive Events - used to send all events generated in a 3™-party system to a NetBrain domain.
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= Track Event Status - used to get the execution status of an event.

Example: Define business rule in ServiceNow to send events to NetBrain IE.

import requests

import json

import time

import requests.packages.urllib3 as urllib3
urllib3.disable_warnings()

# Need to install requests package for python
# pip install requests

user = "admin"
pwd = "admin™
host_url = "http://10.10.0-29"
headers = {"Content-Type": “application/json-,
headersl = {"Content-Type": "application/json-,

# password

"Accept”:
"Accept”:

Get token for netbrain
TENANT = "lInitial_Tenant"
DOMAIN = “domainil-
def getTokens(user,password):
login_api_url = r""/ServicesAP1/AP1/V1/Session™
Login_url = host _url + login_api_url
data = {
""username’: user,
“"password: password
}
token = requests.post(Login_url, data=json.dumps(
data), headers=headers, verify=False)
ifT token.status_code 200:
print(token. json())
return token.json()["token']

else:
return "error”
# get token
token = getTokens(user,pwd)

headers["Token'™] = token
def get_tenant_domain_id():

tenant_id_url = "/ServicesAPI/AP1/V1/CMDB/Tenants”
full_url = host_url + tenant_id_url
data =
# tenant_id = "78a825ef-24bd-729d-f56f-alad2b79f2ff"
# domain_id = "36700aff-c585-4123-95eb-8ea00214b778"
print(data.json())
if data.status_code 200:
for tenant in data.json()["tenants®]:
it TENANT tenant[ " tenantName®]:
tenant_id = tenant["tenantld®]
if tenant_id:
domain_id_url =
full_domain_url = host_url +domain_id_url
domain_data =

# account to log in to your NetBrain Domain

# The URL of your NetBrain Domain
"application/json"}

“"application/json"}

requests.get(full_url,headers=headers,verify=False)

"/ServicesAPI/API1/V1/CMDB/Domains*

requests.get(full_domain_url,params={"tenantld” :tenant_id},headers=headers,verify=False)
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print(domain_data. json())
if domain_data.status_code == 200:
for domain in domain_data.json()[“domains®]:
if DOMAIN == domain["“domainName~®]:
domain_id = domain[“domainld™]
return tenant_id,domain_id
else:
return tenant_id,domain_id

tenant_id,domain_id = get_tenant_domain_id()
print(tenant_id,domain_id)
headers["TenantGuid™]= tenant_id
headers[""DomainGuid™]= domain_id

def Logout():
logout _url = "/ServicesAPI/API1/V1/Session"
time.sleep(2)
full_url = host_url + logout url
body = {
"token": token
}
result = requests.delete(full_url, data=json.dumps(body), headers=headers, verify=False)
print("Logout: * + str(result.json()))
if result.status_code == 200:
print(*'LogOut success...")
else:
data = "errorCode"™ + "LogOut APl test failed... "
return result.json()
# Trigger APl function

def PublishEvent(Event Data):
# Trigger API url
API_URL = r"/ServicesAPI1/AP1/V1/CMDB/EventDriven/Events"
# Trigger APl payload
print(headers)
api_full _url = host _url + API_URL
print(Tapi_full _url: * + api_full _url)
api_result = requests.post(api_full _url, data=json.dumps(Event Data), headers=headers,
verify=False)
if api_result.status code == 200:
return api_result._json()
else:
return api_result._json()

if __name_ =="_main__":

#tenant_id,domain_id = get_tenant_domain_id()
#print(tenant_id,domain_id)
# tenant_id = "0b7eb490-d9cf-aacc-672c-ff9d58a47032"
# domain_id = "53e4b108-086e-4b6f-95b8-ee23bd7d142a"
Event _Data = {

“parent': "',

"u_path_analysis_set'": ",

"made_sla: "true",

“cause_by": "',

“watch_list™: ",

“u_nb_task™: ",

"upon_reject': "cancel",
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"'sys_updated_on™: '2019-06-27 15:54:14",

“child_incidents'": "0",
“approval_history": ",
“skills™: ",

“number™: "INC0011879",
"u_destination_port'": '1234",
"u_source_ip_new'": "1.1.1.1",
"resolved_by'": "chris.zhao",
“opened_by": {
“link™: "https://ven01749._service-now.com/api/now/table/sys user/22121da32ladf",
“value™: "232s9i2ask092asdf232322d098s""
}.
“user_inputT: ",
"state: 2",
"knowledge™: "false",
“active": "true"

}
print(PublishEvent(Event_Data))

2.9.2.Define Event Templates to Process Events

An event template is a custom executor in the NetBrain system to process events from a specified 3"-party
system. After NetBrain receives an event, it will check the qualification defined in each event template and use
the qualified event template to decide whether to map and execute a runbook for the event based on

conditions.
An event template is defined through python scripts and contains the following functions:

= Define Qualification - define the criteria that an event template can be applied to an event. There are
two methods to define a qualification:

o Regular expression

“"type”: .*?servicenow.*?

o Def qualify

def qualify(raw_event):
raw_event_json = nbjson.loads(raw_event)
it "number”™ in raw_event json and "INC" in
raw_event_json["number']:
return True
else:

return False

= Define Condition and Automation (def translate) - used to translate an event to a NetBrain task and
define conditions and corresponding drill-down actions. The actions include:

o Parse the values of variables required for map and runbook automation.
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(0]

(0]

map_setting = mapSettingHelper_build_device map_setting(*'device_name™™, True,
L3 _Topo_Type'™)

Define the conditions for automation.

if True:
mapSettingHelper = MapSetting()
map_setting = mapSettingHelper.build_site_map_setting("'dévice name", False)
Pass

Define the input values required to draw a map or execute a runbook, and variable mapping.

# node name: 2. Retrieving the CLI commands of Failover, type: Execute CLI Commands
Node

rb_node rbt.get_rbt_node(''632653e6-4676-4194-9271-86a6318F71e5')

cli_command_node CLI1Setting(rb_node)
#cli_command_node.set_cli_commands(["'show failover
failover interface'])
rbt.update(cli_command_node.value())

show monitor-interface show

Example: Define an event template for events from ServiceNow.

Event Template x

Template Name: | ServiceNow-EVTO1 Description: event template for service now Sample Script
Qualification: | \"stare\":.472.47,
« K 1 import json -
) . 2 om netbrain.utils i nbjson
4 iy 3 netbrain.sysapi amodel
E 4 netbrain.event.gap Qapp
= 5 = netbrain.event.sap.m import MapSetting
I ] netbrain.event.runbooktemplate import RunbookTemplate
g i 7 netbrain.event.nodes.qapp import QappSetting
g “cancel”, 8 netbrain.event.nodes.gapp import GappSetting
= “2019-86-27 15:54:14", a netbrain.event.nodes.ping t PingSetting
= o, ie netbrain.event.nodes.tra TraceSetting
b 11 netbrain.event.nodes.cl CLISetting
12 from netbrain.event.nodes. te import RetrieveSetting
13 from netbrain.event.nodes.dvt import OVTSetting
14 from netbrain.event.nodes.aam AlMSetting
15 from netbrain.event.common import utils
16
17 - def qualify{raw_event):
18 vent_json = nbjson.loads{raw_event)
ttps://18.18.1.17api/now/tab 19 ase customize the qualification criteria.
1 "211d25ed4fceb6@O33c78c318110 % e
1
A 22 = gef translate(raw_event):
": "2019-06-27 14:59:54", 23 raw_event_json = nbjson.loads(raw_event)
{ 24
https://198.10.1.1/api/now/tab 25 basic_setting = {}
"global” 26 map_setting = {}
27 runbook_settings = []
8
29 # Please customize the basic setting.
38 basic_setting = utils.set_basic_setting("ServiceNow")
31
32 mapSettingHelper = MapSetting()
33 # create map
34 map_setting = mapSettingHelper.build device map _setting("device_name™, Trus, "L3_Topo_Type")
35
- 35 rbt = RunbookTemplate("Built-in Runbook Templates/Configuration and Best Practice/Check OSPF Running Status®) -
37
‘ 3 ] v
Test Reset Script to Default Cancel oK
4

Event Process Logic:

After receiving an event, the system will:

1.
2.

Check all event templates in order until finding the one matching the event conditions.

Execute data parsing, mapping and automation actions defined in the matched event template.
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3. Return the result to the 3™-party system in the form of a Map URL, and generates the corresponding

task in NetBrain IE.

For more details on how to define an event template, refer to Online Help.

2.9.3.View Results in System Automation Manager

All 3"%-party events and results are recorded in the System Automation Manager of NetBrain IE. Once an event

task is completed, end users can view the map as well as the data collected by the Runbook.

APl Triggered Tasks APY Seubs © Evert Tempiats Manager
Total tasks: 61 Time range: v
Task ID Task/Event Mag Status Type Triggered By Triggered Time Start Time End Time Mode
€3830197-38¢2-4b70-bé @ Finished Event Tempiate Servicehow 12472019, 1:32:06 PM Real-Time
bIe0S28b-1ecd A5Bb-b... SErviceMow Tngger eraceivow_Trigger 20151 2040530485 @ Finished Event Template ServiceNow 12042019, 130085 PM Real-Time
bch34coé-3e2d-2dc3-b2 erviceNow_Trigger QFailed Event Template ServiceNow 110505 AM Real-Time
SaS05087-a5c5-4066-be.. fesl test.2 2003048557 & Rrshed Event Tempilate ServiceNow THA019 1104847 AM Real-Time

Select Action v cCHE

- Retrieve Live Data 1

. Fing m_msﬁ\

N
fm_rmin_epu_utage: 4

mmerm_usik Wik \
’ | &
T it 1
™~ raceroute - SO0 1722431 65726
17238518020 NY_POPP

el ?CH, Boe_min_cou_usage: 244
Path ek 1A
Fve_min_cpu_usape: 6% -
ik 114 E
Free Text E
g
8
Bl &
< 0.1 172243115026
4.31.182728
NY-core-bak
£ overall Health check 1 ;

five, min_cpu_usage 118
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The map URL of an event will be sent back to the 3-party system as a response result.

Example: Map URL of ServiceNow incident:

¢ == incident # V = oo Follow - update  Resobveincident  ShowEmbedd

Opened by Q|| @ impact 2 Medium .
incicent mntegranons
Caller Q Urgency 2- Medium v
¥ Configuration
Location Mew York Q|| @ Priority 3- Moderate
incident Refesence Fields Defin.
Category Network * Severity 3-Low v
incident Fleld Redirections
Subcategory iP Address v Assignment group
Incident
Business service Q Assigned to
Create New
Configuration item NB_BOS_HQ_SVR_SW1 Q a
Assigned to me
Shortdescription 150.1.1.123 FastEthemet0/0 fouterrs (SNMP Custom!

Open

Open - Unassigned

Description
[
Closed

Related Search Results >
Al

Overvew
NetBrain  Notes  Related Records  Closure Information  NetBrain Automation

Critical Incidents Map

Source IP Path Direction
W Administration
Source Gateway Path Analysis Set
Incident Properties
Destination IP Protocol
ATF Sultes AN NN SN NN NN NN NN NNEEENNEEEEEEREEEE
Destination Port . NetBrainMapUrl  https://integrationlabyT1 netbraintech.com/map htmi? & 1
.
.
Sphunk Integration - t=cb3682b-4126- 2fef-5310-c3a66{3d aeddid-6ibeé 3d "
n
N
Splunk incidents : 2290-4121-268b-cBfdbS3a56eckid=bTad5bb3-2519-4724 M
=
N
@ 2 b323-bST5TC165630 .
N
n
G EEEEEESEEEEEEEEESESEEEEEEEEEEmEmmmma’

2.10. Search Engine Extension

The scope for visual search is expanded, and multiple search terms are supported for each new category.

Supported Search Terms

Network Context = Network Tree Node Name

One-IP Table = |P Address
= LAN Segment
= MACAddress
=  Vendor
= Switch Port
= DNS Name
= Description

ath = Hop IP/Hostname
= Source or Destination
=  Application Name
= Path Name
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Search Object Supported Search Terms

Event

= Event Message

= APIC Domain
=  End Point
= |P address
= MACAddress

. = Interface Name
Endpoint Table

= VLAN
= Learning Source
= EPG

= Reporting Controller
= Multicast Address

=  Object (Device or Path)

2.10.1.

Search for Network Context Map

IEv8.0 extends the capability to show network contexts in the search results for an SDN node. With the context

map, users can quickly understand the network design and perform drill-down actions.

, apic
Search Results(6)

» Device (3/3)

= Network Context (3/3)
Built-in Category: Cisco ACI, View: Network Centric\Fabric POD View
US ACI(192.168.48.135)\Pod1\apici(192.168.48.135)
US ACIM(192.168.48.135)\Pod 1\apic2(152.168.48.145)

US ACIM(192.168.48.135)\Pod 1\apic3(192.168.48.146)

Launch Network Pane

apicl(192.168.48.135)

Context Maps Device Details
S Pod1_Physical Network:
Open Map

Context Action:  None

Last updated by zhaoxn at 1271002019, 2:18:06 PM

'2.1 0.2. Search for One-IP Table

IEv8.0 adds the capability to show the One-IP table in the search results for an IP address. Users can directly

view a device'’s L2 neighbors from the Switch Port column and map them out.

NetBrain Integrated Edition 8.0 Release Notes | 97



. 10.138.158* x [
Search Resulis(22) LEEE — I

* Device (11/11)

= One-IP Table (11/11) Launch One-|P Table
IP Address LAN Segment MAC Address Vendar Switch Port DNS Name Description
101381582 101389580424 748E.F8BO.DACO Brocade C.. BIOM-EO24-R... LAWE-3:
10389583 10A38458.0/24 748E.FB9EF2A4  BrocadeC.. BIOM-E024-R.. LAWE-3]
10.138.158.8  10.138.158.0/24 LAWE-3!
10.138.158.7 10.138.158.0/24 LAWB-3:
BOIS8A5891 10.438.158.0/2  748E.F89D.04BC BrocadeC... BIOM-EO24-R... LAWE-3:
101381589 10138.158.0/29 74B8E.F879.F228 Brocade C.. BIOM-E024-R.. LAWB-3:
1013895800 J0938.158.0/24 748EFSOEFADC BrocadeC.. BIOM-E024-R.. LAWE-3:1
IDIS81584 10389580724 74B8E.F879.EE64  Brocade C.. BIOM-EQ24-R.. LAWE-3
10384586 10138958.0/24 74B8E.F879.FOS0 BrocadeC.. BIOM-E024-R.. LAWE-3:]
103815892 10.138.958.0/24 748E.F89D.0664 BrocadeC.. BIOM-E024-R.. LAWB-3:

4 L3

2.10.3. Search for A/B Paths across a Specific Hop

IEv8.0 adds the capability to search for all A/B paths crossing a specific hop by using the device name or IP
address of the hop as the search term. For example, users can quickly address all the paths impacted by a

problematic device, and map them out for drill-down troubleshooting.

158.7.19.5
Search Resuls{22) v E - F X O - o Stencils
¥ Device (2/2)
» Map (2/2)
~ Path (18/18) Launch Qos-Path-NX05-2
1'72.25.1 9‘.'.-'

Path Application Martch Hops Source @ Destination [i ] ‘:iscu‘»a.r.‘lmms =yieh

W P_6_parameter_little Untided Applicati.. | Y 158.7.19.1 158.7.19.62 “ 9\;@

U Untided Applicati... | 158.7.19.11 158.7.19.62 ,é;

U Untided Applicati.. | Y 158.7.19.7 138.7.19.62 §

s Untided Applicati... | 158.7.19.8 158.7.19.62

| P8 dscp_default Untitled Applicati.. | ¥ 158.7.10.12 132.7.19.82 158718828 1587824122 O P

L P_9_dscp_empty Untitled Applicati... | Y 158.7.19.13 158.7.19.62

i P_3_tcp_Aport_miss Untided Applicati.. | 158.7.19.6 158.7.19.62

w2 Untitled Applicati... | Y 158.7.19.4 158.7.19.62

3 Untided Applicati.. | 158.7.19.6 138.7.19.62

uP2 Untitled Applicati... | Y 158.7.19.4 158.7.19.62

1

Qos-Path-R 158.7.19.62
172.25195
Cisco Router

Note: The search scope for A/B paths only includes those saved in the Path Browser.
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2.10.4. Search for Event

IEv8.0 adds the capability to search for events by using a keyword in the message as the search term. Users

can start from search to map out the devices with alerts for drill-down troubleshooting.

Search Resules(198) i

»

FoX

Device (20/28)

-

Site (1/1)

-

Metwork Context (20/43)

-

One-IP Table (121/121)
* Event(1/1) Launch Event Conzole

Object Event First Time Last Time

El*POP @ The value of five_min_cpu_usag... 21/01/2020, 16:12:36 21/01/2020, 16

1 3

2.10.5. Search for ACI Endpoint Table

Global Endpoint Table is mainly dedicated to path calculation for a Cisco ACI network, listing all endpoint
information collected from an ACI fabric. IEv8.0 adds the capability to show the related endpoint table entry in

the search results for an IP address. Users can quickly launch the full ACI Endpoint Table to drill down.

2000 25 J Global Endpoint Table of NBLEAF-4
- ¥ X

x
Search Resuls(12) v =
+ Neswork Context (8/8) Data Source:  Current Baseline v | Execution Time: 12/10/2019, 3:17:57 PM ) (T A
= ACl Global Endpoaint Table {4/4) Launch Global Endpoint Table NCT: | Global Endpoint Ta v sibrame: | Gt =, oD "
APIC Domain... EPG End Paint MAC ] Learning Sour... Reporting MAC w» PG FabricPat. VLANID. Interface . Policy Tag _ ScopelD . VRF VIERIP  Device Na
US ACI(192... NB.BOS/APP... 0050.56be.5330  HONGNE 0050.56b.. MOMNE.10 NB.BOS/A. Pod-1/Nod. 135 Switch101,. 49154 3112060  NB.BOS/Pr.. 10.0.176.64 NELEAF-1;

US ACI1(192. NB.BOS/AP. 000c.2046.5dee 20,0015 0050.56b.. 20MN0.11 NE.BOS/A. Pod-1/Nod. 135 Switch101.. 49154 23112960 NB.BOS/Pr.. 10.0.176.64 NBLEAF-1;
Launich Global Endpoint Table ‘ - . =
0050.56b.. EONDND.21 NE.BOS/A Pod-2/Nod . 135 Switch103.. 49154 3112060 NB.BOS/Pr_ 10.1.32.64 NBLEAF-3;
USACIT(192... NB.BOS/APP... 0050.56be.3307  ENOGY : &

000c.294.. BEMMN.15  NB.BOS/A. Pod-2/Nod. 135 Ethemnet1/2 49154 3112960  NB.BOS/Pr.. 10.1.144.65 NBLEAF-3
USACI(192.. NB.BOS/APP... 0050.56be.307b 20EENT0

'2.1 0.6. Other Enhancements

= Increase the default weight of hostname when prioritizing search results. In general, devices with

matched hostnames will be displayed at the top. The value of weight is configurable at the back end.
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= Display “Connected Switch Port” in the search result preview for Unknown End Systems.

10.1.1.10 x Q

= K

Hiii

Search Results(1)

All Configuration Map

« | | Device (1/1)

b 10.1.1.10 Map

1 Interfaces 0L3 Neighbors 1 L2 Neighbors
MAC Address: 0050.569C.D375  IP Address: 10.1.1.10
| Connected Switch Port: MikroTik.ether2 |

Interface (1 matched)
EthernetO JOSISII0 1 Neighbors

2.11. Diagnosis with Device Health Report and Logs

When working on a map, you may run into various anomalies of devices, such as a live access issue, a topology
issue, or a path calculation failure across a device. The visibility of the overall health at the device level is

critical to achieving map success.

By introducing the new feature Device Health Report, IEv8.0 visualizes a device's health from the following

evaluation perspectives:

= Basic Information - device driver and site assignment.

= Live Status - Ping status, SNMP and CLI connection, hostname change status, etc.

= Data Existence in Current Baseline - configuration file and data tables, etc.

= Topology - connections for each topology type, such as the number of no neighbor interfaces,
whether it is an isolated device, etc.

= Path Failure - the failed calculation records for paths across the device, etc.
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Generate Device Health Report
Typically, the health report for devices on a map can be accessed from the map context menu and generated

on-demand.
E — —e———— 4 3% g X

[ Default Data View =

O 7 i Stencils | InstantQapp | Dashboard | Map | Actions

N¥-core-bak
rH Auto Layout

Save as Sample Layout

#== Auto Link

for1.1 172.24.31.193/2¢
v

* Port Channel
™ Change Device Style
172.24.31.192/26
[Z] View Change Analysis Report

Run Qapp

@ oOverall Health Monitor

E Run Gapp

24,
BST,POP1 %2
5
72 Terface’
.24, ALY in!
2175 w/ B Execute CLI Commands
.
o

fonn |?2.24.31.195115

®% Retrieve Live Data
@ Ping

w" Traceroute

o7 path

I* Compare

[ Data view Template

' @ Verify Application

BSTX.Core
172.2432.224/28

ﬂ Data View

Q Map Traceroute Result

\ [=] View Device Health Report I
1__9 I -
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Search for device, configuration text...

B Device Health Report

Report Generated Time: 4/30/2020 04:08:39 PM

Device Scope: | 1y Metwark v

Device Filters:

0
07

[ Nolssues: 0 ¥ Unassigned to Site: 296 [#] Live Issues: 85 [# Path Issues: 0

PN Towal 206 items T, Export

Change
Hostname Driver Site Ping SNMP RO ... SysObjectlD
ASA.Switch Cisco 105 Switch Unassigned Succeeded nb 1.36.1.419.1.1..
ASAS505 Cisco ASA Firewall Unassignad Succeeded  netbrain 136141917,
ASA@Switch Cisco 105 Switch Unassigned Succeeded nb 1.3.6.1.4.1.9
ASA\Router Gisco 105 Switch Unassigned Succeeded nb 1.36.1.419.1.1..
E|*pOP Cisco Router Unassignad Succeeded nb 1.36.1.4.19.15..
BJ-3750-1 Cisco 105 Switch Unassigned Succeeded nb 1.3.6.1.4.1.9.1.5...
BJ-3750-2 Cisco 105 Switch Unassigned Succeeded nb 1.36.1.419.1.5..
BJ-Arizta-1 Arista Switch Unassignad Succeeded nb 1.3.6.1.4.1.3006...
B-Arista-2 Arista Switch Unassignad Succeeded nb 1.3.6.1.4.1.3006...
BJ-Avaya-1 Avaya Switch Unassigned Succeeded nb 1.36.1.41453....
BJ-Avaya-2 Avaya Switch Unassigned Succeeded nb 1368141433,
BJ-Cat-5000 Cisco Catalyst Switch ~ Unassignead Succeeded nb 136141957
BJ-L2-Core-A Cisco 105 Switch Unassigned Succeeded  nb 1.3.6.1.4.1.9.1.6...
BJ-L2-coreB Cisco 105 Switch Unassigned Succeeded netbrain 1.36.1.41.9.16..

4

CLI Connection...

Succeeded

Succeeded

Succeeded

Succeeded

Succeeded

Succeeded

Succeeded

Succeeded

Succeeded

Succeeded

Succeeded

Succeeded

Succeeded

Succeeded

Search host

CLI Non-Privilege Login ...

Succeeded Succeeded
Succeeded Succeeded
Succeeded Succeeded
Succeeded Succeeded
Succeeded Succeeded
Succeeded Succeeded
Succeeded Succeeded
Succeeded Succeeded
Succeeded Succeeded
Failed

Failed

Failed

Succeeded Succeeded
Succeeded Succeeded

[# Topo Issues: 296 |) Data saved in Current Baseline earlier than | 2020.04-30

CLI Privilege Logi...

4 Nodes

(7]

et

Create Health Report

Q

SNMP Hostna...  Discovered by SI=

ASA N
ASA5505 N

ASA@Switch N

ASA\Router N
Unchanged N
BJ-3750-1 N
BJ-3730-2 N
BJ-Arista-1 N
BJ-Arista-2 N
BJ-Avaya-1 Y - CLI Non-privile
BJ-Avaya-2 Y - CLI Non-privile
BJ-Cat-5000 Y - CLI Non-privile
Unchanged N
BJ-L2-coreB N

Tip: The health report can also be accessed from the Start Menu, which targets all devices in the current domain, or from

the device context menu, which targets the selected device only.

The report provides statistics for each issue category, which can also be used as filters to narrow down

problematic devices. From the
device context menu on a map,
you can select to view the
detailed report of a single
device, view execution logs, or

re-tune up.

Tip: The attention (') is a reminder
to ask for your attention. If remedy
action is not necessary, you can

ignore it.

View Details Report

View Tune Log

View Benchmark Log

Shared Devices Setlinﬁs Tune Up

Map
Add to Device Group

Remove from Domain

51

louter Health Report

Report Time: 4/26/2020 10:10:34 AM

Summary:

Assigned Device in Site: No

Basic Information:
Atention ...  Index

Driver

! Site

Live:
Atention ...  Index

Ping

SNMP RO

SysObjectiD

d CLI Connection

! CLI Non-Privilege Login

' CUI Privilege Login
SNMP Hostname

1 Discovered by SNMP Only
Missed Device

Hosmame Changed

Data Saved in Current Baseline:
Attention ...  Index

CAnfisurarinn Fils

Live: 4 need attention

Tope: 2 need attention

View Log v

Value

End System

Unassigned
Value Execution Time
Succeeded 4/23/2020 10:32:33 AM
nb 4/23/2020 10:32:33 AM
1.36.14.19.11 4/23/2020 10:32:33 AM

5101_Router
Y - Don't Support CLI
N

N

4/23/2020 10:32:33 AM
4/23/2020 10:32:33 AM
4/23/2020 10:32:33 AM
4/23/2020 10:32:33 AM

4/23/2020 10:32:32 AM

Execution Time

41227020 11:17:51 AM

| 1, Export

Failed Path on Device: 0

Close
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2.12. Export Dynamic Map to Word

I[Ev8.0 adds the capability to export Word documents directly from dynamic maps. Network data that can be

exported contains topology maps, device configurations, data views and so on. Users can also customize

advanced settings to output the desired document, such as styles, table of contents, and Word templates.

By o e cla

O~  More | InstaniQapp | Dashboard | Map

h Auto Layout

] Exportio Visie
Detument Nama: | OSPF 1_I0190401_023143 1 Iging‘:lwwd

Location: | Private Browse =

w B Map Data View Manager

B2 Core |
CPu 700 =n i
Wy 5.0 Device Scope: 20 Devices [l !..ﬂ..._ B IU-uzxx &
i - %
Bt Up Paste - 1
¥ P
Clipboard & Font
Autosave @28 |l - O =

Advanced Settings Cancel Expart

Navigation v X
|Srareh dncument 2=

Headings  Pages Feulls.

z
4 1. Topekogy Map :
1.1 Page | =
4 2. Device Contiguration
1 Cisco Roul e\ OSPFUAN OSPF Canfiguratrn
2.2 Cien 1015 Switeh\OSPP AN OSPF Canfigurat...
1 Deviee Avset Data
412 Interace Asset Data
5,13 Interface (Pva) Asset Data
4 4 Data Table :
61 Raoule Table 5
6.2 ARP Table
47, Dinta View
4 7.1 Chverall Health Monitar [SNBAT]
7.1, Device Data Table

Page 16118 2152words [ Fnglish (Uit Stabes)

Map Page: # Page | File Home  Insert  Design  Layout  References

Caliben [Hendy) an EmA] | = eis ..

e SR & | -
DataView.  Owerall Health Monitor [SNMP] R * A A w wd

Mailings Review  View Help  Grammarly ACROBAT 2 Tell me =]

{agmbcene| nadheene AaBbCr - | © @J ®

T Nosmal | Mo Spacing  Meading ! |z FIWInG | Dictate Open
' - 5 - Grarnamsrly

Styles ] Volce | Grammary | A

el

NetBrain fechnodogies i

Created at 412019 10-36:40 PM from OSPF 1

W NEN 5 -—4 - e

Reference Flow and Golden Sample

Customize TOC
and Style

Create Map Click Export to Word

[
0=
OSPF

_1.20190401 0213
Check out the golden sample file:

Customize Contents and Styles

Download Word
File

Before clicking the Export button, users can decide which style/template to adopt and which content to

include in the exported Word document. The whole table of contents can be customized. Customized content
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settings can be exported and imported for future reuse.

Export o Word - Advanced Sertings

4 2. Device Configuration

2.1 Cisco Router\QSPRAII OSPF Confi...
2.2 Cisco 105 SwitchVOSPPAIl OSPF C...

3. Device Asset Data
4. L2 Interface Asset Data
5. L3 Interface (IPv4) Asset Data
4 6. Data Table
6.1 Route Table
6.2 ARP Table
4 7. Data View

7.1 Overall Health Monitor [SNMP]

W Recycle Bin

Template Property: default

Title

Word Template: | default - Property Value
Content Settings:  default __* Author Kang Shaotun
Compan NetBrain
4 1. Topology 1 [i] Template Settings rt e pany
Company Address Beijing
1.1 Page 1 @ Vi

OSPF1

Cancel

Save

& Import Word Template

default v Style
Name
Content
Heading1
Heading2
Heading2
Headingd

Hazdings

Table

Font

Calibri -
CalipriLight =
CalibriLight =
CalibriLight =
CalibriLight =

CalipriLight =

Extension

n

16

13

12

n"

n

m m @ @ @ ®
L

P TES

Cancel

OK

By default, the following content types can be exported to a Word document:

= Topology Map, including topology image and Visio map.

= Path Data, including path property, Path Overview tables.

= Device Configurations, including full configuration or Configlet.

= Device Properties and Interface Properties (IPv4 and IPv6).
= Data Table, including system tables and NCTs.

= Data View, including data tables and monitor charts with errors or warnings.

2.13. Document Network Change and Runbook Automation in Word

Accurate documentation is critical for managing a reliable network. IEv8.0 adds the documentation feature for
two important automation features: Change Management and Runbook. With the “Export to Word” function,
each network change task can be documented in a controlled and consistent manner for archive and
collaboration throughout the planning, approval, implementation and verification process, as well as other

Runbook actions and results.
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i = Runbook
»)
tatus! VvV .
ey KA =
Gown =
AT Save as Runbook Tem...
p
/ \
‘\ Start | Share Runbook
i i Duplicate
Delete

[ | 1. Highlighting the Confi... 1 Export to Map File

E Result 1 02:23PM =

1

[] 2. Monitoring the Runni... 1

User Flow to Document Runbook

Create
Runbook

Click Export to Word

Export to Word .
= # B8 3. Retrieving the CLI Commands of OSPF v
|

Export o Word X

Document Name: | Check OSPF Running Status1_20191200_02

Location: | Private Browse
Select Result
# &l 2. Menitoring the Running Status of OSPF L

[# Result 1 09/12/2019 02:17:12 PM

[#) Result 1 09/12/2019 02:18:37 PM

e m OSPF Overview v
[#) Result 1 09/12/2019 02:23:19 PM

¥ ¢ Path v
[#) Result 1.09/12/2019 02:38:12 PM

4] Q Verify Application v
[# Result 1 09/12/2019 02:48:39 PM

= Overall Health Monitor [CLI] iV

[#] Result 2 09/12/2019 02:52:57 PM
[7) Result 1 09/12/2019 02:44:44 PM -

Advanced Settings Cancel | E

Optional: Download Word
Customized Settings File

Check out the golden sample files exported from two Runbooks:

General Runbook

]

Check OSPF
Running Status_201

Custom Content Settings

Besides Runbook result selection, the Runbook content that can be exported is configurable in the Advanced

Settings.

Change Management Runbook

[t
-
Change SNMP
community string.
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Export to Word - Advanced Settings:

Word Template: | default

Content Settings:

1-[

ot 1

3 "type": "Summary”,

4 "runbookInformation": true,
5 "mapInformation”: true

6 ¥

[ 1

8 "type": "Run Qapp”,

g "alert®: true,

18 "dataViewTable": true,

11 “dataViewChart™: false,

12 "dataViewChartTimeRange": 2,
13 "csvReport™: true,

14 "executionlog”: false

15 3

16+ 1

17 "type": "Run Gapp™,

13 “alert”: true,

13 “dataViewTable": true,

28 "dataViewChart”: false,

21 "dataViewChartTimeRange": 2,
22 “csvReport™: true,

23 "executionLog”: false

24 1

25 - I

26 “type": "Execute CLI Commands"™,
27 "commandResult™: true,

28 "deviceExecutionLog": true,
29~ "monitorData": {

38 "alert™: true,

31 "dataViewTable": true,
32 "dataViewChart": false,
33 "dataViewChartTimeRange": 2,
34 "executionlog": false
35 ;3

36 3

37 - i

38 “fype": "Retrieve Live Data",
39 "result™: true;

Rezet ¥ Include action notes ¥ Indude action description

# Import Content Settings

+ Export Content Settings

Cancel oK |

The default settings for the exported Runbook content can be referenced at online help.

2.14. New Change Analysis

Change Analysis (CA) enables data comparison between the latest network data® and previous network data"

retrieved by NetBrain scheduled tasks. The analysis results will be presented in the CA Report, where users

can customize their desired time range/device scope/data type, and quickly view the change history and

difference details of every change record.

Note: " Network data includes Configuration File, Route Table, customized NCT Table, etc. See Define Analysis Settings for

more details about supported data types.
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Reference Flow

mm a View Analysis Details

Enable Ch Analysi Execute CA
nable Change Analysis ecute Run CA Report

at Domain Level Automatically

e @ Cxport Change Summary

1. Define Analysis Settings

2. Execute Change Analysis Automatically
3. Run Change Analysis Report
4. View Analysis Details
5. Export Change Analysis Report
Use Case

= You can leverage the global Change Analysis Report to track the data changes of your entire network
such as Configuration Files and Route Tables, view the latest change details, and export the Change
Summary as CSV file.

= You can benefit from the map-based Change Analysis Report and focus on the data changes of your

target site map.

Run Change Analysis Report Details
[ change Analysis Repart
pr- v} [N - g
"
s i [ e

et s e . [

!

3

N o220, 13501 M 1
Boo-Dist-NexSeG2 | WA Tacke 012220, 1354 P '
Boa-FS LEASASW | MAC Tacie o4z220, 13500 P '
MPLS-PASB001-01 | e s ovza201, 2000 AN 2
Mool | Aouts o ovzY2I, 20002 AM 3
Onardmne | Routs ke ouzvz0n, 3000 A 3
e-s600%.01 BOP Advartiond-routa Tble OLZZ/Z0, 1450 U 1
PE-3000K.00 Route Tasa ov222018, 100002 P 2
Export we-s000x-02 BP Advertised-ousm Tabke O4/232018, 1135:02 PAE 2
PE-AsRIK 1 DGR Avertised oute Tale | 42272018, 11504 P !
PEASRIKO! R Tm ov232mS, 20006 AN 2
reasnixor BOP Avertaec oute Take D422, 13509 P '
30k Core 208001 | Nt ot ouzza0e, 14sa Py '
Bl Cors-3580N02 | on Tt TN, BT AN "
$ADRLIO0! | Rouis Tt o220, 1350 PM 1
SAOM 00 | Route Ttie o201, 13804 P !
Sic-Gore- 288001 | Aot Tabsa ovaza0m, 2000 AN 3
Sie-Core 356002 | Rcute e o2, v3502 P 1
o DRLITIODS | Aot Tie oz, 14s0 P '
TeDRIITOOT | AT Titke o2z, 1450 Y 1
DRI | Aeuie T ob22201. 70008 P 2
SonDatanM0 | Route T OLaV201, 53002 AN "
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2.14.1. Define Analysis Settings

In the Domain Management page, you can enable/disable Change Analysis and select the desired data type

(see the following table) for comparison.

Data Type Details

oo =  Configuration
Built-in Data »  Route Table
= ARP Table
=  MACTable
= NDP Table
= STP Table
=  BGP Advertised-route Table
NCT Table GRE Tunnels, VXLAN Peer Table, etc.

2.14.2. Execute Change Analysis Automatically

Change Analysis comparison is executed automatically after data is retrieved.

If you enable the option ‘Auto update all selected data in Current Baseline’ when configuring on-demand live

data retrieval, all the associated data will be added to CA comparison.

The system will hash the data and compare the latest hash values with the previous ones to determine if the
data change has occurred. The change record will be logged to the CA result table and available when the user

runs the CA report.
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Network Resources
Site.

4% Newwork

2 Data View Manager

Run Change Analysis Report

UTILITIES
i@ Map Layout Manager
Automation

) runbook Template

BB Runbook Action Manager

rergniovzr 1008 2501361

Othars

& Files

i, Task Manager

. B Change Analysis Report:

G i

PE3EO0XT
s

tasmamm

MPLS PAS k00T 01
w25

Ry

7% e 54 Sampia ayour

= e ik

H
i
% S

= Crange Gerion e

£ gaop

 nceps

PEIGION02 A Fing

sz
T Tacroate

@ Overal Healtn Wenior

W e CU Cammans.

B e

10mmzsezem
PEASRIKOZ

3

>

>

[ i Grsngs s epon

From Global

>

From Map

[] change Analysis Report
Last 7Oy v | | Aoeces | | Aias types
Dz Date Type
P —
i Tabte

Myerr 281101 1)
OterzEor
PE-3600a 1)
PEaOA201)
PEASRIKO203)

el Core 3560x014)
Scl-Core 3560692 (1)
-DISCITSO0N Q)

1. Launch Change Analysis Report from the system menu (or from a map).

2. Specify the time range, device, and data type.

3. Run Report to get a specified change analysis summary.

G To Change Anaiysis Sersngs
Bun Report
yue t2 i Q| Lbxpon
Losess Change Deseston Time Crarge Dealls Tota Changes
z22019, 43501 Pt Decats 1 change

2.14.4.

View Change Details

Two types of data (string data and table data) are supported by Change Analysis. You can view details of either

data type as below:
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= String Data:

Compare Result »

Device: & BJ_L2_Core_3 Data: [ Configuration File A [
53072019, 2:56:35 PM 5/29/201%, 3:56:36 PM

NG 1P dUaress NG 1P dUUaress

na ip meoute-cache n ip mroute-cache
1 1
interface Wlan10 interface Wlan10

description connet to 172.24.101,43 description connect 1o 172.24.101.43

ip address 21.0.0.114 255.255.255.0 ip address 172.24.101.4 255.255.255.0
1 !
interface vian12 interface vian12

ne ip address no ip address
1 1
interface Ylan20 interface Vlan20

ne ip address no ip address

1 1

interface Wlan30 interface Ylan30

na ip address no ip address

1 [ !

interface Vians0 = interface Vians

na ip address no ip address

1 1

interface Viang3 interface Viang3

ne ip address noip address

1 1

e - S :
OAdded | 0Removed [ 1 Modified
4

= Table Data:

Device: @ DSTECors Data: Resste Table
A4V, SIS T0 M 424040, S3411 P
- g Destassr Mask Distance. Mesric Interface et o 1P Hex Mg Destadde [ Dtsmance. Mewic irsertace Hext Hop P Hest Hop Devi_ &
4 dadedfioln)
L] TGO M " Ll 1RITRIANS
B QECTLIT TR 3 " 0} [ERE AT
4 Removed (2ol 2}
L] TBLIGRICEIS BT Ll e IBITRILNS L]
L] WIS 29 " o TRITRILS L]
4 Modfied 5 of 8
B FITCT LTS3 £ 0} 1IATRIDIED B FTRTPTS 3 £ 0 1IITRILIS 5
[} ELLELETTRE 3 » L) TR
L] BINIITE 0 " Ll 1B c miNIZI 0 ”» L 111713069 Ll
B (ECEELETE TR £ Q AIRATRIANED B LECRLLE TR ) 195 1 AIITRILIE ]
o (L AECTIT 0 a7 Ggababthernetl  1AL1B019L1TE o AL AFCE TR 0 H7 GRabtEthemenls 131190192178 “
o 1230080 0 L] 138512 Gigabetthernetin TALI9R192178 ] 12250058040 30 0 13056517 Gpabtithernesd 145119631 001 L]

Added  Themoved || 6 Modifed

2.14.5. Export Change Analysis Report

Change Analysis Report summarizes the changes based on specified time range/devices/data types. It can be
exported to a zip file. Besides the change summary, users can view the change details (before and after) of

each device side by side in the exported report, such as configuration files, route tables, and so on.
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Search for device, configuration tex.. Q . Path % A Ao @ BAAK @ BNodes @ o3 )

D Change Analysis Report Go To Change Analysis Settings

Last 7 Days v || All Devices v AlEnabled Data Types v Run Report

Total Changed Devices: 4 out of 104 Devices  Total Changed Entries: § ’ A

4 Device Data Type Latest Change Detection Time Change Details Total Changes
l 1nm

Configuration File 9/11/2018, 9:56:47 AM Compare 1 Change
4 Bl2<oreB(1}

Configuration File 911/2019, 9:56:46 AM
4 qappwic(1)

Configuration File V112019, 10:27:39 AM
4 SW2950-132(1)

Configuration File 91172019, 10:27:43 AM

Tenant: Initial Tenant Domain: BJ-RACK

Made: Change Analysis

Input: 4 Device(s), 4 Data; Dataset] - 09/04/2019 04:00:00 AM UTC, Dataset2 - 09/04/2019 04:00:00 AM UTC
Result: 4 of 4 Device(s) Changed, 4 of 4 Data Changed

Y: Change N: No Change

exec-timeout 50

transport preferred ssh

exec-timeout 50

transport preferred ssh

Hostname Contfiguration File
1] X
BJ-L2-coreB 5 4
qapp-vwle X
$w2950-132 Y
banner motd AC ‘banner motd AC
SNMPV3 cfi SNMPV3 ofg:
snmp-server uscr snmpy3 snmp3 v3 auth mdS priv acs 192 i 192 P user snmpv3 snmp3 3 auth mdS priv acs 192
“c c
line con 0 line con 0
line viy 0.4 line vy 02

transport input ssh transport input ssh
line con 4
Tine viy 4

line vty § line vy §

Note: Unzip the exported file and double-click the summary.html file to view the portable report. For each device, only the

last change during the specified time range will be exported.

2.15. Ansible Integration

Ansible Integration is an add-on feature to Change Management Module. Users can leverage the Ansible Task
node (in Change Management Runbook) to define and execute an Ansible playbook, document the execution
result and utilize NetBrain Change Management flow or 3"-party system integration to manage the network

change approval process, and perform change verification automation.

Example: Ansible Task Node in Runbook
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® beatien D e
£ 3

21 Bunbogis > Tesp ! Anpisie Task &l Descriprion
Salact Astion W T THCEE.h
SDN Device W lay_repa v | | Branch TagTammet Syne
| Start Playbosk: risco, aci qusnyymi W Comene: 02/300a
Y
9 Flanning Flayhonk maaroony Dvy=Run Log
1~ - ngme; “Cisce ACT Query Tenent/EPE™
T hoatn: all
\ 3 phTreET_fRITS: Ao
& tenrection loca
E Define Change LY
& TR
T - nome1 &1 query. all tenant
B~ aci_tenent:
1 & =aSTRIRE: Lrspstnry_hosthams |)=
E Benchmark Bafom: 18 SSETnMEE | : WEareyme H-:
11 FapEpmerd: pmssord 1)
i walldste_certa: no
1% steter ouery
¥ 148
15 Aid: ALT guiey @1l ERS
42 Executa 16 act_esg
17 sagtnsse: “{{ ime=tory hortrese 13
ik iirniss: * [V
13 passworar “{{ passeord 1}

1]
-

3 - walidete certs: no
Atate: guary

.}F, Compare

Diefewm Exira Variables

Diry-Run Aun ®
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Reference Flow

Define Ansible Playbook

..I Manually Define

O Sync with SCM
A

;’ Change Management Runbook

Approve

Execute Ansible Playbook

SCM
Management

1. Define Ansible Playbook

2. Execute Ansible Playbook

3. NetBrain Ansible Deployment

4

Ansible Agen

72.1 5.1. Define Ansibl

Playbook and Inventory can be defined in the Ansible Task node.

e Playbook

= |ntegrate with SCM to Sync Up Playbook

= Manually Define Playbook

= |nventory Definition

Integrate with SCM to Sync Up Playbook

Most Ansible users will leverage SCM (Source Code Management) system, such as GitHub, to manage their

playbooks. NetBrain can provide seamless integration with the mainstream SCM system, enabling effortless

playbook sync-up with the SCM systems.
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SOM Propesties ® « [ bawview _
<
Al Funbocks > ChrisTesting Ansible Task £ Description
T 20 .
Name: | NetBrain Git 5 NeweainGie | SrancnTogiComm Syne
Deseription: Add SCM, then S\‘ﬂl: Pla\r poks | Rart Playbocks  cisco_ai_edit_tenantymi W | Comenit (213903
|
~ = Playbock Inventany
SCMType:  Git v S [ Panning 1+ - nome: “Cisca ACT Mid/Daleto Tenant*
: 2 hosts: all
| 3 gother_facts: ma
Protocok HTTPS v 4 connection: local
5
6+ tosks:
SCMURL: | hitpsigithub cormvyreyrelansibie 7+ - nama: Add 9 Pew tenceb
8- aci_tenant:
9 rostrame: "{{ irventory hostrase 11
Crogontials:  cheis dadisd Change Password 1w username: “{{ username 1}
1 passmord: "1 passmord 1
12 tenant; “{{ tenant_name }}"
13 cescription: ocd o terant
Test Cancel Save 4 validate_certs: no

15 state: present
16
7. - nome: ACL query ene tencnt
18- oci_tenant:
19 hastnare: *{{ {nventory_ hostnase 11"
0 usernome: “[{ usermame }}°
ot passmord: “{{ passmore 1}
z tenont; “{{ terantnome 1}°

é‘h E wAlidnba rarbes o

Define Extra Variables
Defing extra varkibies here,
Dry-Aun Run

Manually Define Playbook

For those users who do not use an SCM system to manage the playbooks, they have the option to create

playbook in Ansible Task node with standard YAML syntax.

<

>

All Runbooks > ChrisTesting Ansible Task

Select Action v S |8 =

Legacy Devi.. v | ManuallyD...

= Description

| Start
J
~ Playbook Inventory
¥ Load Playbook
il Planni 1 -
0 nE 2+ - hosts: all
3 gather_facts: no
4
- . s
“m Benchmark Before 6
7 tasks:
8
¥ 9~ - name: SET COMMUNITY STRING
) 10~ ios_config:
e Ansible Task 11 - lines:
I 12 - snmp-server community ansibull RO 99
13
| 14 - - name: TRAP-SOURCE LOOPBACK®
23 15~ ios_config:
= Benchmark After T lires:
17 - snmp-server trap-source Loopback®
18
N Y 19~ - name: SET CONTACT INFO
J\ Compare 20 - ios_config:
= 21~ lines:
22 - snmn-carver contact colindEthenatwunrk anninesr
22
é Define Extra Variables

Define extra variables here, ..

Dry-Run Run @
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Inventory Definition

NetBrain can act as a CMDB to provide the necessary information (such as host group, device login
credentials, interface list, and visible interface list) for the Ansible Inventory Template definition. The built-in
parameters provided by NetBrain enable a more flexible and convenient user experience of defining the

inventory template, which will be used to generate inventory instance.

The table below summarizes the built-in parameters supported by IEv8.0 for inventory usage:

Category Parameter

Legacy Device device.property_name: device property, e.g. $device.vendor
$credential.username: username to login current device (host)
$credential.password: password to login current device (host)
$credential.enable_username: username to enter into privilege mode
$credential.enable_password: password to enter into privilege mode
$credential.ssh_port: port number of SSH access
$credential.enable_cmd: command to enter into privilege mode
$credential.quit_cmd: command to quit privilege mode

SDN Device $sdn_controller. controller _name: e.g, $sdn_controller.apic_1
$credential.username
$credential.password

Interface $interface._all: all interfaces of current device (host)
$interface._visible: visible interface of device shown on map
$interface.management_interface: management interface of current device (host)

2.15.2. Execute Ansible Playbook

=  Approval Process

=  Execute Playbook (and options)

Approval Process

As a component of Change Management Runbook, Ansible Task follows the Change Management Approval

flow. Without approval, no playbook can be executed.

Two approval methods are supported by NetBrain Change Management:
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= Via NetBrain: use NetBrain system to define roles including Network Change creator, approver,
executor, and viewer. The approver is the only role that has the privilege to approve a network change
request.

= Via External System: leverage third-party system (e.g., ServiceNow) integration to enable status

synchronization of network change approval flow.

Execute Playbook

Ansible playbook can be executed once the CM Runbook is approved. The detailed execution log is available to

view the playbook execution result.

Ansible Node Description

Flaybaook Imventony Execution Log

Using fetcfansible/ansible g as config file

PLAY [show ip interface brief]

TASK [rumn show ip interface brief 105]

obc [192.168.180.107] => {"changed™ false. "stdout™ ["Interface IP-
Addresz  OK? Method Status ProtocolinGigabitEthernet/0
192168180107 YES NVRAM up up  \nGigabitEthernetl/1
101022 YES MVRAM up up  \nGigabitEthernetl/2
10.10.3.2 YES MWRAM up up  \nGigabitEthernetl/3
unassigned  YES unset up up  nGigabitEthernetd/d

unassigned  YES unset administratively down down  \nGigabitEthernetl/s
unassigned  YES unset administratively down down  \nLoopbackD

2222 ¥ES NVRAM up up"]. "stdout_lines™: [[“Interfacs
IP-Address  OKZ Method Status Protocol®, "GigabitEthernet/0
182168180107 YES NVRAM up up " "GigabitEthernetdi 1
10.10.22  YES NVRAM up up " "GigabitEthernet0/2
101032  YES NVRAM up up ", "GigabitEthern=td/3
unassigned  YES unset up up " "GigabitEthernetlid
unassigned  YES wunset administratively down down ", "GigabitEthern=tlis
unassigned  YES unset administratively down down ", "Loopback0
2222 YES MVRAM up up"II+

PLAY RECAP

*x

192_168.180.107 :ok=1 changed=0 unreachable=0 failed=0

Execution started by Chris at 08227201 8 10:47:26 AM

Terminate

Note: Ansible supports the Dry-run mode to simulate the Ansible Node execution process. Clicking Dry-Run hyperlink will

generate Dry-run Log containing Dry-run results.
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'2.1 5.3. NetBrain Ansible Deployment

The following prerequisites must be met to enable Ansible integration:

= NetBrain IEv8.0 with Change Management module license (provided by NetBrain)
= NetBrain Ansible Agent (provided by NetBrain)

* Ansible Engine server (provided by customers)

roSraks ) s

NetBrain IE

Linux Server

Install NetBrain Ansible Agent

NetBrain provides a standalone installation package for Ansible Agent. Ansible Agent must be installed on the

same machine where Ansible Engine is installed.

Note: Customers need to deploy the Ansible Engine before installing NetBrain Ansible Agent. Refer to

https://www.ansible.com/products/engine for more information about Ansible Engine.

Note: Installation package and documentation of NetBrain Ansible Agent can be downloaded from Ansible Agent Manager.

Tenant: Initial Tenant Domain: B| rack Operations ‘i:hns_zhaﬂ:{:!.lngl__ 0 3 =)
~r!

Domain Management

Start Page Ansible Agent Manager
Oitems 4 Add Download Ansible Agent

Agent Name Description Endpoints Front Server

NetBrain Integrated Edition 8.0 Release Notes | 117


https://www.ansible.com/products/engine

2.16. Enhanced Supportability for Customer Service Ticketing

NetBrain ticketing system enables centralized management of customer requests including bug investigation
requests, unknown object ID investigation requests, and generic requests. The ticketing system automates the
data collection process and provides Support Engineers with the necessary network environment information
to perform troubleshooting. Successful implementation of the ticketing system will simplify the current

troubleshooting process by reducing both time and cost.

/‘ T R T e e S R

f

Discovery Issues

Select the data

Benchmark Open ticket (presented in UI) Specify preferred Click “Submit” to
Issues dialogue by you desire to contact method upload the ticket
clicking “Contact share with (by email/by and create a case
NetBrain” NetBrain for phane) in Sales Force
troubleshooting
purposes
g Vvopissues | —
“ L
User Netbrain
Note: The above reference flow Issue occures
excludes Submit a Ticket for
Y
Unknown Object ID and Submit a
Submit ticket
Generic Issue.
Confirmation Email ’—‘ } Create case on SalesForce ‘
Handle case in Netbrain
Software Resource
Release new version/patch/plugin ‘ New knowledge cloud release
Upgrade for user F
g End
=
x
S
=
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2.16.1.  Auto-Collected Data in Ticketing

The following table summarizes the supported ticket types and their required data for troubleshooting

purposes:

icket Type Required Data

= Discovery Settings
o Network Settings

Discovery Issue

Benchmark Issue

Map Issue

Path Issue

o Network Definitions
o Do-Not-Scan List
0 Live Access Settings
= Discovery Report (latest discovery)
= Execution Log (latest discovery)
= NetBrain Server Status
= NetBrain Server Log (Worker server, Web server Task engine and Rabbit MQ server)

= Schedule Discovery/ Benchmark Configuration
= Latest Task Result
o Execution log
o Device Log
o Plugin Log
= NetBrain Server Status
= NetBrain Server Log (Worker server, Web server Task engine and Rabbit MQ server)

= Device/Interface Properties (from all the map devices)
=  Configuration Files (from all the map devices)
= System Table

o Route Table

o MacTable
o ARPTable
o NDP Table
o STP Table

= NCT Table (from all the map devices)
= Topology Information

= Duplicate IP Result

= Latest Benchmark Result

= Device/Interface Properties (from all the map devices)
=  Configuration Files (from all the map devices)

= System Table

Route Table

Mac Table

ARP Table

NDP Table

STP Table

O O O O
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Required Data

icket Type
NCT Table (from all the map devices)

= CLIResult
CheckPoint Manager Data

= Path Data

o Device Log

o Traffic Status

o Execution Log
Topology Information
Latest Benchmark Result

2.16.2. Ticketing Samples

Submit a Ticket for A/B Path

When the path calculation fails, you can launch a path bug investigation request by clicking the Contact

NetBrain button in the path result pane.

A @ 10.1010.1/24 I(:)I © 1010102724
=" g -
il A BB X Contact Netbrain - Path Issues
Status: Succeeded with warning_Contact Netbrain # Data View
-~
Please submit the info below in order for Netbrain to assist you. You can also email us at support@
o, ° b e netbraintech.com or call 1-800-605-7964 (US) or 1-781-221-7193 (outside of US),
= i out1010.101/24
*Subject:
s i et
c # i ticene
e &9 72a Description:
T | oure !
R s &:
| ful NTL-RP c,n;‘
OutES 1921682130 -
I = ':'V
A *Path: If there are other devices should be included in path, please drag and drop on map
- before you create issue.
- mE3 192.169.2.2/30 Pathi-page 1
faffult= &9 9396a
i ouced
@ wa
H x
- Relevant Data: Retrieved data / log / xmap for troubleshooting purposes only, we will view the data
fa | L} i : = '
© [J3 Netbrain Tech: Host:2 in a secure encryption environment.
Device/Interface Properties
Configuration File i)
o Export €@ Cancel Submit
&
b}
o s
10.10.10.0/24
Host-2
10.10.10.2/24

Host-1
10.10.10.1/24

120 | NetBrain Integrated Edition 8.0 Release Notes



Submit a Ticket for Dynamic Map

When an error occurs during a map generation process, you can launch a map bug investigation request by

clicking the Contact NetBrain button on the lower right side of the screen.

£1 mapl*>Pagel

#: Data View RunBook [T Instant Qapp

=,
NCT Table 8 12 13828
Duplicate IP Result

Lastest Benchmark Result €

Delete datawhen issue resoived @

Atachments: Browse... (OM/20M)

Contact Information

FirstName: | John
LastName: | John

*Email: | John@netbrain.com

PhoneNumber | +1 - 9888346
Bos.F5 LE-ASASW.
1088310
Preferred Contact Method: @ Email O Phone
Agreement
Export @ Cancel Submit

1088313

Ticket v s MELab 26 Devices ©) o)

Dashboard | Map | Action - 100% B & X

« Legend | @
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Submit a Ticket for Unknown Object ID

When an unknown Obiject ID is discovered, you can choose to submit this Object ID to NetBrain so the

platform team can update your built-in resource accordingly in the Knowledge Cloud.

SysObjectiD Discovery Source Discovery Time
13.6.1.4.1.18334.1.1.1.2.1.10425 192.168.20.7 10/29.2018. 11:09:30 AM bt
1.3.6.1.41.30065.1.2759 17225942 { Discover Selected Device(s)
X /emuwmm
¥ 1 Delete from Table
OID: | 1,36.1.4.1.18334.1.1.1.2.1.104.25
Device Type: | 3Com Switch v
Vendor: | 3Com A
Modei:
Driver: | 3Com-HP Comware Switch hd
CPU OID:
Memory OID:
Auto Update
[ Submit Object ID to Netbrain @ ]
Cancel Submit
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Submit a Ticket for Generic Issues

To submit a generic issue that is not covered by a specific ticket type (path, map, benchmark, etc.), you can

navigate to Help > Contact NetBrain to launch a generic issue request.

ITELab 26 Devices

5, a ul N
52 map1*>Pagel Dashboard | Map | Action |HE‘P B & x
Contact Netbrain - Generic Isst
/mumm"o

Support
Please submit the info below in order for Netbrain to assist you. You can also email us at support@

netbraintech.com or call 1-800-605-7964 (US) or 1-781-221-7199 (outside of US).

About Netbrain
* Subject:

* Description:
Description: | piggse nput..

Attachments: Browse... (OM/20M)

Contact Information

First Name: | John

LastName: | John
2201,

525
*Email: | John@netbrain.com ey >
a2 g ssuzs

Export ©) Cancel Submit

2.17. Map Enhancements

2.17.1. Customize Device Icon for Device Type and Vendor Model

In previous versions, the system provided a set of built-in icons for device types. IEv8.0 system allows the

tenant admin to customize device icons for device types. As one device type contains more than one device
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model, IEv8.0 also supports changing device icons for device models.

Tenant Management - admin

User Authorization | Domainlist < Multivendor Support X Topclagy Link Style User Authorization ¢ Domainlst »  Multi-vendor Support
Device Type Device Driver Vendor Model Device Type Device Driver Vendor Model
. Device Type
] Device Type St r . @ Bubinion O Cusmmized kon @ Tyce ©Bulvinkon  # Cuscomised kon i
100 Eni s e 6.1.1,1.1.88 Juniper Router
ystem o
> i ] Ltpent R e tniner Router
i - Junipe: Raute . Edit
’ Narmat Remaved: Ne Mern Lo FReeneved: oo Mo 6,1.1.1 per Rowter
Al Unclassified Device aff—— | Change Device lcon
1025 Clsco WAP " '-)%T ;) S etere fir Rourer
sco £ . i
Export ﬁ t : 3 ﬁ g = W ﬁ 6.0 e purnper Router
10327 Dell Networking Switc
Erar Warrieg Errar Warring:
Cancel oK Cancel oK

2.17.2. Define and Customize Topology Link Styles on Map

IEv8.0 visualizes the definitions of built-in topology link styles and allows admin to modify color, line shape,
thickness, and conditions to apply these styles. Moreover, admin can define new styles and the conditions to
apply the new style. Moreover, the system adds the capability to allow end users to change link styles on a

map instantly.
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Modify Built-in Link Style Definition

IEv8.0 provides the following 10 built-in topology link styles. The definition of each style contains color, shape,
thickness, and condition to apply this style on a map, all of which can be modified by the tenant admin.

User Authorization | DomainLlist X  Topology Link Style <

+ Link Style Define Palicy for Applying Topology Link Style
Style Name Type Link Color Link Style Link Thickness Create Legend
Default Built-in _ 1px @]
Trunk Link Built-in ] 2px ©
MC-LAG Peer Link Built-in I 2 px o
MC-LAG Member Link Built-in 2px (]
Fabric Path Link Built-in _ 2 px [ /]
Part Channel Link Built-in I 2 px o
Tunnel Link Customized _ ----------------------------- 2 px ]
Wireless Link Built-in _ ----------------------------- 2px [ ]
HA Link Built-in I — s 1 px o
L2 Overlay Link Built-in [ 1 px o

Note: To view the change on an existing map, users need to update the map first.

Pre-Define New Link Styles for More Technologies

Besides modifying the built-in topology link styles, tenant admin can define new styles and related policies for

more technologies. For example, you can add a new Access Link.

Tenant Management - Initial_Tenant Operations

User Authorization Domain List Topology Link Style

+ Link Style ' Search for device, configuration text. Q = path o A 2 admin @
Style Name LinkType  Link Calor E2 Map24 * > Page1 v Dashboard | Map | Actions
uuuuuuu L —

Triink Eink Built-in ] = Data View | Runbook 3] Instant Qapp

MC-LAG Peer Link Built-in _

MC-LAG Member Link Built-in

Fabric Path Link Built-in _ e

0/1 f
Port Channel Link Built-in _ ﬁ 0/23 |
Tunnel Link Built-in _ B) *POP BJ_Acc_Sw4
172.24.255.8
Wireless Link Built-in | d 1722400024
&«  Legen
Access Link customized [N

l:_: >Interfa(s

- w Default

— Access Link
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Reference Flow

GDR Define New Link Style Benchmark - View New Link Style

Configuration and Policy Rebuild Default DV on Map

= GDR Configuration: Interface properties referenced in policy definitions are sourced from Global Data
Repository (GDR). The option “Record into Default Data View” of interface properties is required to be
selected in the GDR configuration.

GDR Data Configuration

Device Properties Interface Properties Module Properties
Interface Type and Properties Visible in Device Details Pane: ¢ -
4 [ All Interface and Properties . Visible in Data View :
4 [} Physical Interface
E name Record into Default Data View: v
P B ips
b B ipvbs
B ipvbLinkLocalAddress Applyto: v
[ miblndex
F} bandwidth Type: System
[ speed
E duplex e Description : .The interface name.

#| Show property visible in device details pane only

* Rebuild Default Data View: Enablement of the new link style on a map requires a refresh through the

benchmark, and the option “Build Default Device Data View"” must be checked.

Edit Benchmark Task X

Task Name: | Basic System Benchmark Description: | Default system benchmark task

Frequency Device Scope Retrieve Live Data CLI Commands Additional Operations after Benchmark Plugins Summary

> Update MPLS Cloud
> Build Topology

“ System Operations

Enable Operation Name

.Y

Recalculate Dynsmic Device Groups

LY

Recalculate Site

Build Default Device Data View I -

e
LY

Cancel Submit
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Customize Link Styles on Map

Users can change a link style on a map by right-clicking the link, and the customization applies to the single

map only.
]
-~
d 3%8)_L2_Core 3
~ .‘
Bj—u—CorerA\ o z G
4101 . Line Thickness > = +]
172.24.101.2 o &5
/“ﬁ’\‘ Line Styl > J s
172.24.101 0724 meye N s TBlL2 Core 3
2 _~HSRP: 100(172.24.101 ‘Q\ Vi ol BJ-L2-Core-A o - 172.24.101.4
r iO 172..‘4.1012\ p
BJL2 Core.5 EE I::> ~7§:. ‘1:?\042 :
17224.101.6 HN EiEEE _AHSRP: 100(172.24.101.1)
En = Ho )
H  EEEE B)_L2 Core 5 J
==.===== 172241016 8).L2_Core_4
1722410 5
AEEEEEEN
More
Key Logic:

= The priorities of the following three types of link styles are: highlight in data view > custom link style >
built-in/pre-defined link style.
= Only the user who has the map editing rights can save the link style changes, and the changes will not be

lost after the map is refreshed or updated.

2.17.3. Use Built-in or Customized Visio Template to Export Visio Maps

IEv8.0 provides a built-in Visio template to export Visio maps. Each tenant can only have one Visio template,

which will apply to all exported Visio maps for this tenant. Users are also allowed to import a customized Visio
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template.

BJ_Acc_SW1
172.24.101.21
Cisco 108 Switch

172.24.101.0/24
HSRP: 100(172.24.101.1)

BJ_Acc_SW2

172.24.101.22
Cisco 105 Switch

rd
_Acc_Swid

172.24.101.24
Cisco 105 Switch

BJ_Acc_SW6

172.24,101.26
Cisco 10S Switch

Last Updater: kang shaotun

Path: C:\Users\majun\Downloads\

Net3rain

https://www.netbraintech.com/

Date Created: 2019/7/17

Last Modified: 2019/7/17

Filename: Map2 (2).vsdx

2.17.4.

IEv8.0 allows users to separately highlight port and link of a device in the expanded style.

= Only Highlight Link

Dashboard | Map | Actions & =—

Separately Highlight Link and Port on Map

. ~ 4 00% B £ X

Map Settings x

Example:

172.24.255.61

[ |

L

172.24,101.0/24
HSRP: 100(172.24,101.1)

T
L

172.263.0025 : BJ_L2_Core_d

[y

m) .;-::? Hastname
=] 1P Address

BJL2_Core 5 eD;sﬁpIa;;Er!'\e following categories as rhis

mpl

Router

Load Balancer
End System
Firewall

WAN Optimizer
Call Manager
Undlassified Device
IP Phone

MPLS Cloud

L3 Switch

LAN Switch
WAP

WLC

interface highlight mode

2 Highlight Link & Port

Only highlight port
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* Only Highlight Port:

Set as Default

Device View on Expanded Style

Example:

oo
| ﬁ) Hostname
H 1P Address
Display the following categories as this
example:

Bt Emu_L2_Sw3 i c
i # L Router
172.25.35.3

_J Load Balancer

YZ/OSE'STTLL €/09 L

jm | ) End Systemn

O Firewall
] WAN Qptimizer
L) Call Manager

1?52&55‘0;2: U Unclassified Device

1 IP Phone
f’ ) MPLS Cloud
e ¥ 13 Switch
/, # LAN Switch
ﬁ) ¥ WAP
Emu_L2_R2 W WLC
17225.35.2

interface highlight mede
Highlight Link & Port
) Only highlight link

® Only highlight port

2.17.5. Export Map to Image

IEv8.0 adds the capability to export a NetBrain map to an image file (.jpeg) in the local disk of users. Before

starting the export process, users can specify the map pages to export.

By default, the system will export all map pages of the current map. JPG files will be compressed in a ZIP file.
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[} e aF Stencils | InstantQapp | Dashboard | Map | Actions o -
h Auto Layout

Export Map to Image X
£ Export > | M Xmap _

[Z] View Change Analysis Repor: | ] Word
] visie

¢ Map Tools

0 Customized

@® Al Map Pages

[ Editing Rights
# &t5 Update Map

Save As
& Copy Map URL

Cancel Start

&

2412275028 S ramnen ot .
#M E 8 core 3550 BSTX.Core

2432724128

- e

o0 1722432225128 : Ton 1722432226078 sss0
ﬁ 172.24.32 22428 )core.
.

NY-core-bak

NY-core-bak

2.17.6. Auto Unlink Interfaces in a Device Group

In previous versions, it's labor-consuming for users to manually remove links from a map when they toggle to

view links of a specific topology type by hiding the links of others.

IEv8.0 adds the Auto Unlink option in the context menu and introduces a few more changes:

= Unlink All N*¥ — remove a batch of links for a specific topology type.
= Select N — select a batch of links for a topology type. With this option, users can identify which links
belong to this topology type.

= Add Link — add a batch of links for a topology type, which is the same as the original Auto Link function.
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172.24.32.20
Cisco Router '\
s,
_‘{:o
7.%, H—; Auto Layout
.rao - =
'?:a @ Save as Sample Layout i. o 9
@ ————TmemA
ﬁ = Auto Link > IPu4 L3 Topology > Select
Bj*poP = Port Channel > IPv6 3 Topology > Add Link
;
172.2432.2] )
Cisco Route A Change Device Style > L2 Topology > Unlink All
L3 VPN Tunnel >

E Wiew Change Analysis Report

Run Qapp
e Overall Health Monitor
"."‘5

1722431192126 Run Gapp

Execute CLI Commands

i ]

& Retrieve Live Data

=
@ Ping
-‘,’ Traceroute
g7

? Path

-:I: Compare

NY-core-bak E] Data View Template
172.24.31.193
Cisco Router @ Verify Application

L2 Overlay Topology >

2.17.7. Narrow Down Auto-link Scope and Count

Enable to Exclude Management Links from a Map

IEv8.0 allows users to exclude management links from a map when using the auto-link function. By default,

this option is enabled.

P

~ by Auto Link Settings
Bl Acc SWE~[%,

172.24.101.26 &
Cisco 105 Switch

BJ_L2_Core_3 Default Aute Link Style:

¥ 1Pv4 13 Topology

2t
o AT () 1pvE L3 Topology
o [ L2 Topelogy
172.24.101.0/24 L3 VPN Tunnel
HSRP: 100(172.24.101.1
g ) [ L2 Overlay Topalogy

Link Option Between Two Devices:

[# Exclude Management Interface

Set as Default

BJ Dis SW2
172.24101.12
Cisco 10S Switch

Note: Considering management links are usually managed in one subnet, IEv8.0 provides a new built-in plugin Identify

Management Interfaces to identify management links by subnet matching. This plugin is executed along with the Basic
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System Benchmark. Those interfaces within the specified subnets will be identified as management interfaces, and their

interface property isMgmtIntf will be updated to “true” in the GDR.

Limit the Number of One-Time Auto Links

To improve the performance for the auto-link function, IEv8.0 adds control to limit that at most 50 devices can

be auto-linked at one time on a map. Users have to repeat the auto-link action to link more devices.

Tip: This threshold is configurable in back-end config files.

'2.17.8. Custom Node Icons

To meet the diverse needs for network mapping, IEv8.0 allows users to upload custom node icons to the Map

Stencils pane. The uploaded node icons can be directly used for mapping with drag-and-drop.

Note: Only PNG is allowed.

'Map Stencils b4 E3 China * > China v

Shape » Cache | 1 Live

T O -~
O NN O O i

Node
I+ Built-in (i-
cloudo
4 Customized €@
a + - 5

Cloud Data Center

Data CenterQ

2.17.9. Free Text for Network Design/Troubleshooting Annotation

IEv8.0 adds the shape of Text to the Map Stencil pane. The style of the text can be customized, such as font,

size, color, alignment, etc.
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'Map Stendils b4 £2 China * > China v

Shape l Cache |E Live
T|O ~ O B
O N O D Y : ,
Data C?n terd
EH

H
'
i
CEd5 centre is 3 building, dedicated space within s Avial v v
a building, or a group of buildings used to house rla n
omputer systems and associated components,

o
"Luch as telecommunications znd storage systems.
ABIUS®S

= = o

2.17.10. Copy, Cut and Paste Stencil Icons and Shapes

IEv8.0 adds the copy, cut, and paste functions for map components, including icons and shapes.

S=== = =
: iﬁ O Copy * P =
e —— §< Cut

Data Center Data Center0 Data Center1

™ lcon Settings >

Create Note

The following shortcut keys are allowed:

=  Copy (CTL+Q)
= Cut (CTL+X)
= Paste (CTL+V)

2.17.11.  Map One-IP Table Entries with Drag-and-Drop

Launching the One-IP Table from the start menu will open a pane rather than a separate tab, so that users can

map out devices and their L2 topology links with easy drag-and-drop, or compare table entries with the
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topology on a map.

W oreipTatle 5 F X o » =«
&5 DNS Server Settings T, Export 25 Refresh Resolve All DNS
Total Entries: 1194 Shaw Unknown End System Only Search by IP/MAC/LAN/DNS Name Q
é:i} £e-0/0/20.0 é—?
IP Address LAN Segment MAC Address Vendor Switch Port [ & ge-0/0/200 WC
e—— p EX22002 EX2200-1
100.1.1.1 100.1.1.0/24 3C2ABOEF.DCS7 EX2200-1.ge-0/0/; -
172.24.101.33 172.24.101.32
100.1.1.2 100.1.1.0/24 3C61.04F9.D8D7 EX2200-2.ge-0/0/, Juniper EX Switch Juniper EX Switch
17224325 172.24.32.4/30 0010.7B20.CF2D CISCO SYS... LA_POP.Etherner
17224326 172.24.32.4/30 0007.50D1.2EB3 Cisco Syst... BST,POP1.Ethern:
172.24.10.33 172.24.10.32/27 0023.3323.1720 Cisco Syst... BJ_core_3550.Fas
172.24.10.34 172.24.10.32/27 000E.D7A7.B900 Cisco Syst...

21712, Enhancements to Embedded Map

Embedded Map enables the integration of NetBrain dynamic map into the client’s existing web portal through
iFrame. NetBrain customers can leverage embedded maps in their web portals to understand their network

topology by applying data views and calculating A/B paths.

The following major enhancements have been introduced in IEv8.0 to optimize the user experience.

Enable Login with Non-SSO Accounts

IEv8.0 introduces the non-SSO deployment mode of the Embedded Map feature, which enables you to create
dedicated embedded-map users accounts in the IE system and authenticate login with the created non-SSO

accounts.
Note 1: Non-SSO accounts do not consume system seat licenses.

Note 2: Non-SSO accounts can be only used to log into the embedded-map portal and cannot be used to log into the

NetBrain IE system.

Data View 2.0 Compliant
IEv8.0 adds the following capabilities to Embedded Maps to adapt to Data View 2.0:

= Browse and apply Dynamic Data Views, Static Data Views and Map Data Views
= View detailed data through Data Views

= Display Golden Baseline Comparison Alert

= Automatically refresh data view in an Embedded Map

The auto-refresh data view API is introduced to refresh the data view applied in your portal
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automatically.
Path

Type: | Site Map

Map2 > Page1 v

* Data View

Map Name:  Site Map - en « Auto Refresh Data ViewEvery 5 M nl
' - |
g = - + 85w

i -

ITE WLC o=

v
10.88.3.15, NBL‘I:E_ArubaWLc
\ /10.88.1.132
%, V.
N P
\% /4 "-.f’\
\& /o
N\ /s
N P
\g, /3
l\ o) )/-f
\ kS
\ /
X, /
= an19 1 H_ 2 /
Bos-F5_LB-ASA-SW T

10883.10

l Bos-Core-6500

10.88.255.21

Note: Using live data to apply Dynamic Data View (DVT) is not supported in IEv8.0.

For more technical details about Data View 2.0 support, refer to the API Signature Reference Document

(prepared by Automation Team and published at GitHub).

APl Enhancements to Path Calculation

Multiple logics have been optimized in the IEv8.0 path calculation. The display of path result has also been

adjusted according to the IE design improvements. For more details, refer to Enhancements to Path

Calculation.

Moreover, the path calculation API has been adjusted as follows:

= A new APl endpoint has been added to resolve device gateway;

= (Calculate path API has been redesigned to:

o Consume the response parameters (sourceGateway.type, sourceGateway.gatewayName,

sourceGateway.payload) passed from the resolve device gateway API;

o Configure advanced path settings, such as calculating L3 Active Path, continuing to calculate

path when denied by policy/ACL rule, Enabling path fix-up logic, etc.
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Allow Creation of an Embedded Map via Triggered Automation

In IEV8.0, you can define a triggered-APIl automation task to use Qapp to create a map, call the task in your

embedded map function and create an on-demand map in your portal using the input parameters in the

Qapp.

AP1 Service Stub x

AP! Stub Name: stubl Type Variable Name Default Value

Trigger Optie: Real-time

4 Map Creation input Settings

How would you like to create the map?

Tenant xxi_tenant v Domain.  domain_20190527

Map Path

Receiver IP: | 172.24.30.2 j&] SourceIP:  172.19.43.2 i Group IP:  239.70.8.1

2.18. Runbook Enhancements

IEv8.0 introduces the following new features and enhancements to Runbook automation, including:

= Personalize Default Runbook

= Show Alert Icon for Execution Results

=  Merge Same-Type Action Nodes

= Move Action Nodes

=  Max Node Count Limitation

= New Action Nodes

= Enhanced Compare Node

= Enhanced CLI Node

= Keyboard Shortcuts
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'2.1 8.1. Personalize Default Runbook

In previous versions, a Default Runbook is used to accommodate activities performed on a map when there is

no runbook intendedly created. As a result, activities performed by different users cannot be distinguished.

== Dara View

Maonitor Interface Error Counters-Result 1{1

In IEV8.0, to make each user have a personal runbook

to exclusively document his or her own activities, the

default runbook is renamed and personalized, for

' Johin's Runbook &/15/2010, 1:42:14 PM
example, John’s Runbook. i Lucy's Runbook 4152010, 135040
B jun's Runbook Open Q
Compatibility Note: All Default Runbooks in IEv7.x are auto- e
Aenams
renamed to Auto Saved Runbook in IEv8.0. Duplicate
Delers
Export

2.18.2. Show Alert Icon for Execution Results

In IEv8.0, an alert icon is displayed on the execution results of an Action node
| Highlight WAN Interface with ... 18
to notify users that alerts have been generated during the execution cycle.
Moreover, the executor’s avatar is also displayed on each action execution B S re— 20
reSUIt' Collect CPU Utilization 3 o
s’o Result3  11/15/1803:16:04 PM @)
As soon as an alert is acknowledged, the alert icon will be cleared. MY Resulk2 1171518031604 PM @
8, Result 1 11/1518 03:16:04 PM &)

'2.1 8.3. Merge Same-Type Action Nodes

To make a runbook flowchart more organizable, IEv8.0 allows users to merge same-type action nodes. After

the merging, all historical execution results are re-ranked by execution timestamp.

NetBrain Integrated Edition 8.0 Release Notes | 137



All Runbooks > jun's Runbook

All Runbooks > jun's Runbook

Select Action W S &= Select Action W [ RNC o —
Start
Start Start
%) Overall Health Monitor 1 @ overallHealth Monitor 1
Bl ecctecucommands 2@
Execute CLI Commands 2 ‘-‘ Retrieve Live Data 2
- ; e
5 Retrieve Live Data 2 ols = Compare 1
:‘;F'. Compare 1 B cecutecucommands 2@ .'I._‘, Compare 1

Execute CLI Commands 2

o -
:ﬂz Compare 1 =
O t
L+
':\. l Save as Favorite s

Rename

ml Merge Nodes

=
(' Execute CLI Commands 6

m Result 2 04179
m Result 2 04/17/19
m Result 1 04717119
m Result 1 04179
m Resuh 2 041519

Tip: To avoid duplicate result names under one action node, users can rename execution results before merging nodes.

2.18.4. Move Action Nodes

A runbook workflow accurately reflects the sequential
order of all executed actions. To allows users to
flexibly adjust the workflow order rather than starting

it over, IEv8.0 adds a Move button.

All Runbooks > jun's Runbook

Select Action v g o=

Start

@ Overall Health Monitor 1

i Retrieve Live Data 2
_"I; Compare 1
f =
(
llr'"f-—sa
Rename

Merge Nodes

I Move Node I

Delete

Result 2 04115718

o

All Runbooks > jun's Runbook

Select Action v L2 - —

Start

[+]

@ Overall Health Monitor 1

Retrieve Live Data 2

-
L]
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'2.1 8.5. Limit Max. Node Count

When a Runbook contains too many action nodes, the intention to document user activities and results are

not strong enough somehow, and users will also get lost there due to poor readability. To improve this, IEv8.0

limits the maximum count of action nodes inside a Runbook to 200.

2.18.6. New Action Nodes

To adapt to the new end-user troubleshooting flow, three new types of Action Nodes are added to a Runbook.

Verify Application — used to verify applications and application-aware paths.

Ansible Task — used to integrate with Ansible to define, execute playbooks and visualize results in

Change Management Runbooks.

Data View Template — the most popular use case for this node is: when a dynamic data view is

applied to a map, it will be auto-added to the current runbook. This node can also be manually added

to a runbook and can be executed.

g - T
Dymamic Dasa View St Data View
0 mn i
B core X550
[EE I
Metwark Table Qvenvew Preview - Cistn View Tamolste x
£ Network Table Overdew Apply

Defauit Dt Ssvee Current bassiine Whes Agphy

Last Scheduled Run Tima:  S/2/2005, 7:56:03 AM Croate New Runibook Node

Samgple Picture

D3 Metwerk Table Overview - Riesul_ 0S/03/0019 0211:40 PM

Start
T 1T T
e = COIEErT
[ Network Table Overview 1 VLML I e
" B)_core_3550 aror
(Gl % : 5
»  Legerd
[+

B Device
8 @ e ke

B D o 0% Swach (=]
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2.187. Enhanced Compare Node

The comparison feature is mainly used to compare network data between two periods to check whether a
network change occurs. With this feature, users can quickly find out the network changes to identify the root

cause of a network problem.

Visualize Data Existence and View Details

In IEV8.0, users can view the data information about a specific device.

[ Compare [z=] Description |

Input Compare Same Device v IS
Dataset Dataset
> Devices Current Baseline Vv Default Live v
All Devices 4 [# All Data
= BJ-L2-Core-A #| Configuration File
& B|-L2-coreB + Route Table ]
& BJ_core_3550 # ARP Table | Py I
@ hostname_change_test # MAC Table (] o
& gapp-forcel0 # NDP Table (/]
# STP Table (] o

* Visualize data existence by using the two icons: @ and
For example, BJ-L2-Core-A has an ARP table in the current baseline but not in the default live. Users can
know the ARP table has changed before comparing.

= View device data in detail.
For example, users can click the View button to see the current baseline of the configuration file for BJ-

L2-Core-A.

Export Comparison Result

To enhance the collaboration flow of Runbook Automation, IEv8.0 adds the capability to export the Runbook
comparison result to a portable file, so that users can directly share the comparison result with other
colleagues. For example: compare the retrieved live data at different time points, and export the comparison

result for sharing.

The exported files are compressed in a zip file. Unzip it and double-click the summary.html file to view the

summary report. Then click on “Y” to view changes in detail.
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« 9 Data View = Runbook
oo
zhaoxu Runbook W Compare-Result 1(09/27 Device: 8)_core. 3550 Data: NDP Table D eta | IS OAdded ORemoved 2 Modified
Select Action v S B= Input
Current Baseline 09/27/2019 023720 AM UTC | Retrieve Live Data - Result 1 09/27/2019 03:21:15 AM UTC
£ Results
| start Local Interface Device Name Interface Name Interface Address Local Interface Device Name Interface Name Interface Address
\ Viewby: ®Device Ot
Modified
Hostname #
' 8sT. Ethernetd 1722410250 Fastithernetd/3  BST Ethemetd 1722410250
@ Retrieve Live Data 1 @ BpPOP 2
FastErharnatl/10 BI_L2_test_{ netbrain.com FastEtharne1/0/1 172243310 FastEtharnetD/10 BIL2 rese ¥ FastEcharnet1/0/1 172243310
& Bleore 3550 5
Equal
= ® BSTX.Core 3
&le  compare 1 Fastfthernesd/2  BI-R3 FastEthemer0/0 17224044 Fastithene0/2  8-R3 Fastithernet/0 17220104
w3 @ NY-corebak 4
XE | Resultl TRR2AME FastEthemnetl/s B8J-L2-Core-A FastEzhernet0/3 172241002 FastEtharnet0/s BJ-L2-Core-A FastEthernet0/3 172241002
Save as Favorice FasEthemetd/s  B)-L2-Core-A EastEthemat0/t 172241002 famithernat0/S  BhL2.Cor-A FastEthemetd/ 172241002
é Hermame FastEthernet0/20  8-3750-1 GigsbitSthernet1/0/47 17224382 Fastfthernetd/20  BJ-3750-1 GigabitEthemet1/0/4T 17224362
Delets
FastEthernet0/1 80P FastEthernet0/0 1722432225 Fastithernetd/1 BP0 Fastithernet0/0 1722432225
Comparison Input: 4 Device(s). § Dats Typeisk Dotaset Baseline , Dataset2 - Retrieve Live Data - Result 1
Comparison Result: 4 of 4 Device(s) Changed, 17 of 36 Datl g
Tonwt it Tenant Domaie KTest Mo Pt Miod - Surbook Nod
Summary Vet Chre
Hostname Configuration File Route Table ARP Table MAC Table NDP Table STP Table BGP Advertised-route Table NAT Table NAT Table{Real-time]
BIPOP N N 2 E N N N N N
BSTX Care N bl Y ¥ N N ¥ ¥ ¥
NY-core-bak N 2 A ¥ b & b 4 N N N N

Compare Values of Parser Variables in Configuration/CLI

In addition to comparing the full text of configuration file and CLI commands, IEv8.0 allows you to compare the

values of selected parser variables in the configurations or CLI commands.

T Compare-Result 2(06/10/2020 03:24:21 PM) E=) Description i

Input W
Results 2 of 4 Devices changed, 16 of 23 Data changed v
Viewby: @ Device (J)Data Search... Q=
Hostname # Dats () Retri... £ Retri... Status Changed
Select Variables: show interface LIl 4 7] MAC Table ) o v
& B) core 35500 12 [ NDP Table ® © v |
1Parsers + Add Parsers Select Variables for Parser
[75] OSPF Neighbors 3 L] o .
Incerface [Cisco 105] 4[] mintfs_table
@St 4 show interface [] (] v .
(Essenus 43 Interface [Cisco 105)
(Bl Sinput_rate_time @ indte ) > .
[E)Soutput_rate_time
[@$pks_inpur [ showversion [} L] v . =
[ (&) seraf
D) @sureffic.in show interface - intfs_table [
[E5runts
O @ sgiants 4 Datsser indf statws input_rate ti.. ourput_rate ti.. pkrs_input u
C Sthrottls &
Iﬂ (8 twoles 4 Modified (3)
[ @sinpur_arror
D @scre Retrieve Live Daca-R.. FastEthernetd/0 up, line proto.. 5 minute S minute 2377055109
Cl [msframe Retrieve Live Data-R... FastEthernet0/0 up, line proto.. 5 minute Sminute 2377121763
[ @severrun
B i - Retrieve Live Data-R.. FastEthernetd/1 up, lineproto... 5 minute 5 minute 3458686505
. Retrieve Live Data-R.. FastEthernedd/1 up, line prozo... 5 minute S minute 2458741972
Compare the full taxt Cancel oK
Retrieve Live Data-R... Serial0/1/0 up, line proto... 5 minute 5 minute 248834207
Retrieve Live Data-R.. Serial0/1/0 up. line proto... 5 minute Sminute 248835432
4 Equal(10}
Retrieve Live Data-R... FastEthernetD.. administrative... 5 minute 5 minute o

Compare Selected Columns of System Data Table

Noises sometimes distract you when you check the comparison result; for example, nobody cares about the
frequent changes of the Age column in the system data table. To eliminate these noises, IEv8.0 allows you to
select columns before starting the comparison. The number of selected columns and total columns is

displayed for each table, for example, “8 of 9" means there are nine columns in the table, and eight columns

have been selected for comparison.
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Comparison Settings for Route Table

Select Comparison VRFs: 1

Select comparison columns below:

Alg.
Dest.Addr BB
Mask Ep

[C] Distance

Metric

Interface

O NextHop IP

Next Hop Device

Age

Cancel | OK |

Compare Selected Sub Tables

In earlier versions, the system compares all the system data tables or NCTs by default. This may lead to

potential performance risks, because some customers may have many VRF tables or subname NCTs.

IEv8.0 separates the sub tables for system data tables and NCTs. By default, only the “global” one is selected

for comparison. You can select more sub-tables based on their needs. For example:
= When a route table has multiple VRF tables, you can select one or more to compare.
Select Comparison VRFs

Search...

"Global"
Os

[} Boston
[ Ny

Cancel | oK _|
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=  When an NCT has multiple sub-name tables, you can select one or more to compare.

Select Comparison Subnames

"Global"
[ 1ID_110=Global
[ 10_1:Global
[ 1D_210=Glcbal
[ ID_10::Global

Cancel | OK |

Set Maximum Size for Comparable Data Types

IEv8.0 allows you to limit the size of each data type for comparison to enhance performance. By default, the
function is disabled. When enabled, only the data types, of which the size is less than or equal to the

threshold, can be compared. These thresholds are configurable before starting the comparison.

Comparison Settings

Configure the maximum size for sach data type that can be compared.
If the size of 3 file excesds the value, itwill not be compared.
Enable Data Type Maximum Size(MB)
[ Configuration File 100
O Rouze Table 100
O ARP Table 50
O MAC Table 50
(] NDP Table 50
O STP Table 50
[0  BGPAdvertised-route Table 100
[0 NCTTables 50
O CLl Commands 20
Cancel
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Compare with Instantly Retrieved Live Data

IEv8.0 allows you to use the real-time data for comparison if there is no data existence for any selected source.

Once selected, the Retrieve Live Data node will be added to the current Runbook, and all the selected devices

will be auto-populated as target devices for the live data retrieval.

Selecr Action v o o=
Start
+
@ Compare =
Unritled2 v
Select Action v G E =

. Start

Retrieve Data for Comp...

Compare

Please select a device and a data to see the results.

Input Compare Same Device v
3 Dataset G Dataset
4 Devices [ .
Current Baseline Vv Default Live v
" (@ Current Baseline
All Devices 4 [ All Data © Defoutstve
@ B*POP Configuration File i3] ] -) Historical Data
& B)_core_3550 Route Table =z] 8of 9 [] I Retrieve Data
& EX22001 ARP Table =] 4of4 o % 1
& QoS5-Path-MGMT MAC Table [E5] 6of 6 []
NDP Table =] 4of4 [+]
STP Table 20f2 [
4 [ NCT Tables
OSPF Neighbors ]
4 [ CUl Commands
show interface ] L]
show ip ospf traffic ] @
show version @ ]
show version| |shew ... [T] [
« ;
Retrieve Data for Compare [ Description
4 Devices [ Add | selectdata Run =
All Devices 1 B show interface =
@ B*POP 1 B show ip ospf traffic
& B|_core_3550 1 B show version ]
@& EX2200-1 1 B show version| | show interface
& QoS-Path-MGMT 1 ° MAC Table
==| ARP Table ¥,
Results Execution Log [] Auto update all selected data in Current Baseline
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Summarized Comparison Results

IEv8.0 allows you to gain quick access to the summarized comparison results, and provides two filters

“changed” and “unchanged"” for devices and their different data types.

Comparison result between Retrieve Live Data - Result 2 and Retrieve Live Data - Result 4

Show: | Changed W Search... Q.| 1, Export
Device Data Changed Value of Retriev... Value of Retriev...
B*POP OSPF Neighbors Yes -
BI*POP show interface Yes
B*POP show interface - $intfs_table Yes
EI*POP show version Yes
BJ_core_3550 Configuration File Yes

BJ_core_3550 Configuration File - Sospf_confiz  Yes

BJ_core_3550 Configuration File - $ospf_intfs Yes

BJ_core_3550 Route Table Yes
Bl_core_3330 ARP Table Yes
BJ_core_3550 MAC Table Yes .

2.18.8. Enhanced CLI Node

To better serve the new NetBrain Smart CLI feature/tool, the following enhancements have been done to CLI

Command node:

» Add the Compare function to compare CLI command outputs between two baselines.

= Allow users to select texts in CLI command outputs to create a map note.

= Auto compare parsed variables in CLI command outputs with Golden Baseline and highlight the
mismatched ones.

= Auto display parsed variables on a map. In previous versions, users have to manually drag these

variables to a map.

For more enhancements about CLI automation, refer to Enhancements to CLI Automation.

2.18.9. Keyboard Shortcuts

The following keyboard shortcuts are enabled for user operations in a Runbook.
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Up Arrow (1) Toggle between execution results in an action node.
Down Arrow (|)

Left Arrow (=) Toggle between action nodes.
Right Arrow (€)
Delete Delete an action or an execution result.

2.19. Enhancements to CLI Automation

In previous versions, the selected CLI commands are executed on all target devices without any qualification.
That is, even if a CLI command is not applicable to a device, it will be executed anyway and get an invalid

result, which consumes unnecessary resources.

IEv8.0 allows you to define the applicable device types for each CLI command in the features that may task CLI

command execution, such as, Runbook, Benchmark, and API-triggered diagnosis.

2.19.1. Qualify Devices for CLI Automation in Runbook

IEv8.0 allows you to define the applicable device types for each CLI command included in a CLI template. By
loading a template to add CLI commands to a Runbook, you can leverage the predefined device types as

qualifications to exclude the improper commands from the execution scope of target devices.
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Execute CLI Commands
4Devices ] @ | Enter Command.

All Devices
® gj*cop
& B)_core_3550

& EX2200-1

o o o o @

# QoS-Path-NXOS-1

No parser used W' Execution Log

Execute CLI Commands

Enter Command..

4evices [ @

All Devices

® Bj*POP

& B)_core_3550
& EX2200-1

Bl - & &2«

= Qo5-Path-NXO5-1

No parser used W | ExecutionLog

Add Run
Add Run
B show ip bgo summary

BB show ip bgp neighbors
Bl show bgp vpnva unicast summary

B8 show bgp 2ll summary

EADescription

simplecll =

Load CLi Templates

Export

Templates -+ New Template

4 [ Public

| BGP Command Template
EIGRP Command Template
Generic Show Command Template
Multicasting Command Template
035F Command Template

7] Qos Command Template
STP Command Tempiate

@ = Private

E2 Description

simpleCll =

<=

Qualified

BGP Command Template

Command

show ip bgp summary

show Ip route summary

show ip bgp neighbors

show ip bgp peer-group

show bgp ail all summary

show bgp nelghbors

show BEp vprvd unicast summary
show bgp all summary

show bep neighbor

Davice Type

Cisco 105 Switch:Cisco Router:Cisco Ne...
Cisco Router:Cisco (05 Switch

Cisco 105 Switch:Cisco Router:Cisco Ne...
Cisco 105 SwitchiCisco Router

Cisco 105 XR

Cisco 105 XR

Cisco 105 XR:Cisco Nexus Switch

Cisco Nexus Switch

Juniper Router;juniper EX Switchjunip...

Description

8GP Command Template

@ The listed CLI commands only apply to the devices with the matched device types. Cangel

Note: The device qualification is only available to the CLI commands added through a template. Those manually entered or

importe

Tips:

d commands will still be executed on all target devices.

Besides the Execute CLI Command node, this command qualification is also available to the Retrieve Live Data
node in a Runbook and other features that task CLI automation through CLI templates.
You can assign different device types to a single CLI command in different templates. If duplicate commands from

multiple templates are selected, the device types defined in different templates will be combined.

CLI Command Template 1

CLI Command Template 2

You can assign multiple commands to a single device type at one time.

* Template Name:

Runbook

Generic Show Command Template

* Enter Commands

display version
display interface|

3Com Switch v Add

Device Type

show version Cisco 105 Switch:Cisco Router:Cisco 105 XR:Cisco Nexu...

show module Cisco 10S Switch;Cisco Router;Cisco Nexus Switch v
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2.19.2. Qualify Devices for CLI Automation in Other Features

Qualify Devices for CLI Automation in Benchmark

You can select device types for each CLI command as device qualifications when defining a Benchmark task.

By doing this, unnecessary CLI execution will be ignored in the benchmark execution.

Edit Benchmark Task

Task Mame: | Basic System Benchmark Description: | Default system benchmark task

Frequency Device Scope Retrieve Live Data CLI Commands Additional Operations after Benchmark

Enter Commands

display interface 3Com Switch W Add
S— 4 [=] All Device Types K iype
€» 3Com Switch 1
show interface O E A10 Load Balancer 0 105 Switch;Cisco Router
O & APC
[ & APCUPS

[ @ ATT VPN Gateway
O [ Avi controller

O AVl Service Engine
(] & Adtran

[ & Adva Optical

Qualify Devices for CLI Automation in Drill-Down Action of DVT

You can call the execution of CLI templates when R

defining the input of a DVT's drill-down action. By

Input for @ Execute CLI Commands

doing this, the device qualification defined inside e

| "templates”: ["Public/Generic Show Command Template" |

the CLI template will be applied to exclude the

unnecessary CLI execution.

148 | NetBrain Integrated Edition 8.0 Release Notes



Qualify Devices for CLI Automation in Triggered Diagnosis

You can select device types for each CLI command as device qualifications when defining an API-triggered

task. By doing this, unnecessary CLI execution will be ignored in the diagnosis.

CLI Command Settings - Collect Additional Commands

Enter Commands for all Devices on Map
show ip bgp summary Cisco 10S Switch, Cisco Ro...
[] & cisco MDS
Comimand | [ @ Cisco Meraki AP
[J e Cisce Meraki Cloud
(] ' Cisco Meraki Firewall
[J] & Cisco Meraki Switch
[J @@ Cisco Nexus Switch
0 @ ciscopix Firewall
@ Cisco Router
[} i@ Cisco TelePresence
[0 & Cisco UCS Fabric

e S5, vnq*‘ﬁd THTemplates

Cancel | oK

2.19.3. View Historical Execution Results and Search

When working with the CLI automation result, you can:
= toggle the data source to view historical execution results.

= click the search icon to search keywords (case-insensitive).
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Execute CLI Commands-Result 1(06/04/2020 16:45:03 AM)
IDewces [ | show interface Run

Dt Source: Live W

W Execution Log

)20 0345:56 PM
Q1/2020 03:38:37 PM

Execute CLI Commands-Ri S0t 1{08/0472030 10:45:03 AM)

w [ show interface Run
Data Source: 06022020 035559 PM v
& Bj*POP ¥ Noparser used Y Execution Log

5455528 (bla 8921 5505 BE2D
RN SR P

2.20. Site Enhancements

Execute CLI Commands-Result 1(07/10/2020 09:51:53 AM) £ Description

B*POP B | show interface Run BatchCll =
=] I Data Source: Live w Compare
..'\

& @ B|*FOFP v No parser used v Execution Log
X a w

BI*POPshow interface
FastEthernetd/d is up, line protocol is up
Hardware Ls MV95348 Ether net, address s 0621.5560.b526 fl:ii 9921.5589.b520)
Destription: this 15 a test ~lENSH A™){_+-=][}."|=»
Internet address is 172.24.32.225/28
WM 1560 bytes, BM 196666 Kbit, DLY 109 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation aRPa, loopback ot set
Keepalive (18 sec)
Full-duples, 188Hb/s, 188BaseTX/FX
ARPA, ARP Timeout 84:88-88
888887, output 88 #4:88, out nul hang e
Last clearing of © <hou interface” counter
Input gqueue: 8/75/6/0 ste-'ﬂax.n’drc,s
Queueing strategy: Fifo
Output queve: 8/40 (size/max)
5 minute input rate §63600 bits/sec, 438 packets/sec
5 minute sutput rate 0686 bits/sec, 151 packetsSsec
3167350920 packets input, 1752366389 bytes
Recelved 3917723 broadcasts, © runts, 8 glants, © throttles
® \1I}|l E rors, @ CRC, & 'ra:w © overrun, 8 ignored

: Total cutput drops: &

2837688538 packets output, 7844T35T bytes, 8 un e runs
# rrors, 8 collisions e Fese
8 ba & late collision & deforred

2.20.1. Exclude Specified Device Types from Site Assignment

During a domain setup process, one of the power users' tasks is to complete site management by assigning

many “unassigned” devices to target sites they belong to. However, in real-world cases, many End Systems and

WAPs, such as PCs and printers, are not involved in any site build or topology build. It is usually time-

consuming to go through the long “unassigned” list to get rid of them.

To elevate the operation efficiency of site management, IEv8.0 allows power users to exclude specific device

types from the scope at the beginning. With this setting configured, devices of the specified devices types are
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categorized into a new category “Excluded from site” in the site tree and cannot be assigned to any site.

= D
¥ 10464
7 30087
¥ 1012
O 10041
¥ 1004
7 1006
¥ 1009
7 21010
v 3003
0 10816
O 2000
O 10950

[[J Auto extend neighbor sites on a site map

Select device types that should be excluded from any sites.

Device Type

Uplogix

Viptela vSmart
Mac Server
APCUPRS

End System
Windows Server
Ubuntu Server
NSX Manager
Cache Engine
Cisco Meraki Firewall
Cisco ASA Firewall

Watchguard Firewall

Category - lcons

End System
End System
End System
End System
End System
End System
End System
End System
End System
Firewall

Firewall

SewpagsFFeoT

Firewall
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2.20.2. Allow Hiding Neighbor Sites from a Site Map

IEv8.0 adds control to hide neighbor sites from a site map to avoid mapping unnecessary neighbors. By

default, this function is enabled.

Select device types that should be excluded from any sites.
= ID Device Type Category lcons
v 10336 MikroTik L3 Switch Q -
] 10578 Peplink Load Balancer Load Balancer s
rd 21012 NSX Logical Switch L3 Switch -
rd 10616 Cisco Meraki Firewall Firewall '
v 10624 Calix B-Series L3 Switch a
O 3034 LWAP WAP &
(] 10357 Cisco ACE Load Balancer s
o 2013 Arista Switch L3 Switch =)
(] 1024 MPLS Cloud MPLS Cloud {“'h
(] 13100 HP Router Router “
(] 1008 Redhat Linux Server End System b
10674 Cumulus 05 L3 Switch d
-
(¥ Auto extend neighbor sites on & site map
Cancel | OK ‘

To unhide neighbor sites, go to Site Manager > Settings and select the Auto extend neighbor sites on a site

map check box.
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2.203. Allow User Input for Site Type

The “Site Type” property is used to label the usage of a site, Name: China

such as headquarter, data center, regional office, or Regior:

Location/Address:

disaster recovery. Besides these built-in options, IEv8.0
Employee Number: |

allows custom user input to support more definitions, such

Device Count: | 5
as by location, by network architecture or by branch. I

Phone Number:

Email:

Type: | APAC X

Head: rtel
Description: oo de e
Data Center

Regional Office

Disaster Recovery

Cancel oK

'2.20.4. Move Site Name Underneath Site Icon to Show Full Site Name

To fully display a site name on a map despite the scale of a site icon, IEv8.0 changes the visual design of the

site icon by moving the site name underneath the site icon.

. © e
Site -—--—-—————=--- INNer==========-= H .
N\
BJ_Acc_SW2 =T
Beijing Site for Gathering Devices Located in Beijing JAcc J

172.24,101.22 b
Cisco 105 Switch B)_Acc_SW6
172.24.101.26

Cisco 10S Switch

(]
Mgt 172,24.101,41/24
-5

ASA-AA/admin/stby 17250101 O
172.24.101.41 HSRP: 100(172.24.101.1) -
Cisco ASA Firewall 10755 P>
.FUP.”Q‘ ; ,0
BJ_Dis_SW1

172.24101.11
Cisco 105 Switch

BJ_Acc_SW1
172.24.100.21
Cisco 105 Switch | 'ffo'
B)_Acc_Swéd

172.24.101.24
Cisco 105 switch
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2.21. Enhancements to Change Management

2.21.1. Use Variables in Config-let

The change configs in Change Management (CM) are displayed in plain text, so there are security risks in some
cases. For example, when users modify the device login password in batches through a CM task, it is not
secure because passwords are displayed in plain text. Another example is that when users perform ACL
security configuration for traffic access control through a CM task, they face the risks of security configuration

reveal.

To resolve the security vulnerability and make change config more flexible, IEv8.0 enables users to use
variables in config-let. The creator can hide sensitive data with variables when defining a Change node. For
example, they can use variables to hide the passwords in a config-let. Only users with specific privileges can

view or edit the values of the variables.

Use Flow

, Insert the corresponding
Add a variable for each

. variable at the data you want
data you want to hide

to protect in config-let

1. Add Variables

At the Define Change node, click Insert Variable to add variables and assign values.

Edit Variable

Name: enable_password

Value: enable 123

Cancel Save
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2. Replace Data with Variables

Insert the corresponding variable to replace sensitive data you want to protect. The value will be decrypted to
form the actual commands sent to the device when the system executes the changes. Enter {{ and select the
corresponding variable.

Insert Variable

All devices
1 config t
2 enable password level 7 {{]
3 enable_password

con_password

password

The system only shows variable names and hide specific data in the commands. The execution logs also hide

the specific data.

-
MNew Network Changel v | Define Change [ Description |

Select Action v S E
Start Filter:  All VAl devices nsert Variable Load Template
1 config t
All Devices ™ 2 enable password level 7 {{password}}
. 3  eand
9 Planning
| Define Change =
-~
= Benchmark Before

Only users with specific privileges can edit or view the variables and values.

Create Network Change Yes Yes
Approve Network Change Yes No
Execute Network Change Yes No
View Network Change No No

2212, Schedule Change Management Task via REST APIs

IEv8.0 allows users to schedule a network change task via Restful APIs. See North-bound API for more details.

Note: A change management task can only be scheduled to run after being approved.
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2.22. Enhancements to Service Monitor

2.22.1.

Quick Access and Auto-Login for System Administrators

To enable system administrators to access the service monitor page directly, IEv8.0 adds a drop-down menu

of the System Management page. Through this quick access, the system administrators will be automatically

logged in to the service monitor page with the current admin account.

System Management & sam & . .
& & net3ain_  Service Monitor @ Ao et 0 sdn
ome Poge License Advanced Settings
Actve 1€ web seru e oo
= User Tarsks (Tosk Fr o
Coptagaphic ey Rotain @
Last Update Time: WA -
ottty PR
e PR
' v h ES Index Size
e -
APl idopters WIN-BKEKSDLRIVM £S5 Indesize (e rrer 3548
it e share Demain Manager & At Al services. v Searc Q|
B twanttoshare System Monior staty FEMICEMenTEr | R fecname - Staws [ Services CPU Utilization .. Memary Utiization .
etod 1010596 | o [ — Limsex 210.0-957.0/7.186_63 xB6_64 whth contos 761210 L., 0.7% 114
WetDrain Licerse | RabbiMQ  Redis
R N I e
e o]
.
2.22.2. Schedule Service Auto-Restart for Front Server & Controller

The longer time the system has been running for, the more memory usage it will consume, and the more junk

data it will generate. IEv8.0 adds the capability to schedule an auto-restart of the service for Front Server and

Front Server Controller recurringly, to solve some complicated issues with can be fixed by a restart button.

By default, the auto-restart settings are disabled. Users can enable an auto-restart on specified servers and

select a proper time point and frequency.

Auto-restart Settings *

+ Add Task
No. Enable = Service Type Applicable Servers
1 NetBrain Front Server - FS 19.53, FS 19.54
2 NetBrain Front Server - FS 20.31, FS 20.32
3 MetBrain Front Server - FS 163.2, FS 163.3

_ Please select a proper time to auto-restart server services, Note: Running tasks might be ended by service restart.

Auto-restart Time and Frequency

Every 1 days, Start Time: 06/10/2020

W

01:00 AM

Every 1 days, Start Time: 06/10/2020
hd 09:00 PM
y Every 1 days, Start Time: 06/10/2020

06:00 AM

Cancel OK

156 | NetBrain Integrated Edition 8.0 Release Notes




Note: Running tasks might be ended by a service restart.

2.22.3. Enable Email Alerts for Service Anomaly

In parallel to in-system alerts, IEv8.0 provides the email alerting function to push alerts when a server is

disconnected, or service is stopped. By default, this email alerting function is disabled.

Alert Rules X

A O when MongoDB disk usage reaches % or only GB free space, send emails.
@ [ when MongoDB disk usage reaches % or only GE free space, send emails and delete Data Engine data older than months. o
A When MongoDB disk usage reaches % or only GB free space, send emails and disable write permission to MongoDB.

I ] When a server is disconnected or a service is stopped, send email I

Send Email To:

Separate email addresses with a comma or semicolon ‘ Cc:

Send Email Frequency : Hours

Help

Separate email addresses with @ comma or semicolon |

Cancel | oK ‘

2.22.4. New Metrics for All Servers

Add 2 Static Metrics and 2 Tendency Metrics:

arch. € swuws: Connected  HosName: localhost 1P 101032106 OS: Linux-3.10.0-123.617.x86 64-x86 64-with-radhat7.6-Maipo (64bit)  CPU Logical Core: 8 Up Time: 2019-09-171257:42PM  Last Callection Time: 2019-08-19 02:06:40 PM
TR Gt Total Memory: 15.5GB  Used Memary: 7.1 68 [ Totai Memory(Swap/Commi Sizel: 7.9 6B__ Used MemoryiSviap/Commit Size): 664.0 KB |
Elaszicsearch Metric Value Chart
MengaDB €PU Utilizat 2.40% il
izanon CPU Ullization L‘}‘
HezBrain License
RaboitMG 10
Redis
4\ localthost P
P 1000 1030 11:00 1130 12:00 1230 1300 1330 1400
Elassicsearch
MongaD Mermary Usiization [ seom 50
# lemnary Memary Utiizssion ]
NesBrain Licerse as .
RaboiMQ roee”
o 2013-03-19 102717
Fedis .,4 aMemory Unilization: 44.37%
1
10:00 1050 100 e 1200 12130 1300 1330 1490
Used Memory 7168 5
Used Memory.
e 2015-09-19 1327:22
alsed Memary: 7.1 GB
(14
0.00 13 100 1130 1200 1230 1300 1330 1400
SweplCommit Size Uil 0.00%
R Swap/Cammit Size Usiization &
1000 1030 oo e 1200 1230 13500 1330 1400
Swiap/Commit Si 662048 1 ook
e SusapiCommit Size 7
ook /M_J
[p—
~500k

oo 1039 1100 130 12:00

1230 1300 1330
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Total Memory(Swap/Commit Size)
Used Memory(Swap/Commit Size)

o O O

Swap/Commit Size Utilization
o Swap/Commit Size

= Change the chart type for “Network 1/0" and “Disk 1/0" from Total Tendency to Incremental Tendency.

Nerwork I/O Sent: 27.7 MB 1 000M
MNewwork /0 |’_}|'
Received: 63.0 MB

500M !
|
o o
oM -.—J o e “r*—o-oo B e e aat

Disk /O Read: 0B 2G
Write: 30.7 MB

0 o+ 0TI oo v LB L m m a m a e T T T T E T T T
10:00 10:30 11:00 11:30 12:00 12:30 13:00 13:30 14:00

The following new metrics are for RabbitMQ only:

= Number of Ready Messages for RMClientCallback Queue

= Number of Ready Messages for flowengine health monitor Queue
= Number of Ready Messages for flowengine leader Queue

= Number of Ready Messages for flowengine task status Queue

= Number of Ready Messages for taskengine event Queue

= Number of Ready Messages for xfagent task Queue

= Number of Ready Messages for prepared task Queue

= Number of Ready Messages for FSC trigger Queue

2.22.5. Alert for Stopped Services

Service anomaly may cause functionality issues in the Thin Client. It usually takes too much time to debug an

issue about functions, but finally, it turns out to be caused by stopped services.

I[Ev8.0 can alert users when any system service has stopped. Users can timely take actions if required, such as

restarting these services.

v 7 services have stopped. Please goto

Service Monitor page to see details.
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2.22.6. Enhanced Support Log

To accelerate the debug process, IEv8.0 separates the log search process and log collection process to

improve performance and introduces more enhancements to system log collection, including:

= Allow you to collect different levels of logs for services on different servers.

Log Level Setings x

Service: Settings:
NetBrain Front Server Controller 1 lems Apply Changes
NetBrain Front Server
Server P Set Log Level To Status

NetBrain Worker Server

AutoWeb5erver-32-105 10.10.32.105 ~

‘Warning
Informaticn
Debug

Note: The log level setting is only available to Worker Server, Front Server, and Front Server Controller.

= Allow multi-selection of server/service types as filters.

- . .
ma.a.@ Service Monitor_Support Log 0 LogtoSemogs @ Aimiles 0, atin v
Sarver A v Tew | A v Froe | 2000.0609 1321 B T | 20x0e10132 @ Sanrch
aga
Stlected Logs Sal 08 ¢
o s et g a
o Sener ® Tyee K Macrcan Woke: Senvar | See s CresedTeme L Updaced Teme
B ¥roiecge Clous Pray
hssiietTeerd ol g e rver. 8156 20200607 1eg wE g 0200600 DRERA0AM 200610 124545 P
hensiventener Mourly I Nesbow | oy Feanmroter 4074 _20200409 g nre @ 0200600 053041 A 20000810 01:0008 P
3 FeEenn Frose Sever Contrater |
Ausofingtarie Weurlsl ) Bascsewrch L eguasangnnisy Wi @ MIOEOVIEIST AU 2UIDO610010010 M
BorciebServer-12-105 [LALELEE wourly O Mewels { cgonk-angrenmmary B8, 202006081 log. i g 050-06-00 DRISET A 3000600 110819 P
] Mechemn Lisense. |
At erard2a0s Hewr Lay & Paseag THOE 020609 IRAIGEAM  Z0QOUHER DS 0010PM
AuspifietSern 32105 i s Loy B Feda 2B 0200810 D1 4EIFAM 20200810 014135 AM
henoitvetiSenven 108 0 Sour Log 1] 2020-06-09 01:5000 P 20000608 015005 P
Aofiebbener-12-108 101032008 Wour Log o8 2000600 0V:AGIT B 2000-06-00 018021 P
Asofiablener 12108 our Lag on 0200600 0NSRAR B 20000600 012500 P
utgifietServer 32905 Hour Lag oB 0200605 1ARSE P 20300609 014555 PU
AnsietServerI2-108 Hour Lag 0B I020-0609 D203 PN X
famoietServerA2-105 Mour Log a8 o 0609 02l OM 200N
Sesoipienterer 2108 riog o8 00600 SR B N
AnoWabSanarT3 105 o Log o8 NF0DE0PIBEATI 000609 014683 PUA
asiebSen Hour Lag o8 0200808 052400 PM 20200609 082401 PME
| mtietiSener 32105 Hour Log OB o 0000609051241 P 20200600 051241 P
AusoieSerer-12-105 vaur Lag tobrag ot MI0VEID A AN 0006-10 102431 AM
Aunoitigtienver-13-108 HaurLag CAProge on 00409 DERID P 20020-06-09 DS1R30 P
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»= Add log file name as one of the search terms.

ma@ Service Monitor_Support Log

Servir: | A W Teoe | Af v From | 20200608 1321 [ 1 dooosinrRe

Seteemed Laps S 08 Cotect Lag Dawnioas

| Seree L Type Log =
1 AstoleeSarve-13-105 101032105 Hau Lag CPragramDasyiaatbenn hauriap IR 578_ 20200800 12y
] AusatietServer 33105 13908105 Hawr Lag Cirap wriog . 1074,

| LoghomiSicngs ) Alsrruies admin
Saarch
wlop *
Sz Seaus Cresnd Time Lasz Updaced Time
0B 000800 RN IR AN 0200630 050040 PM
(1] OO0 0NATIR AN J0X0-06-10 014108 AN

2.22.7. Log Analysis for System Health

To proactively check system health, IEv8.0 Service Monitor adds the capability to analyze a large number of

logs for various NetBrain services and even Windows Event Logs, and extract key words out of them to

summarize the addressed issue types and causes. As a benefit, both the Support Team and admin users are

able to look into the detailed logs to drill down and resolve the issues before end users might encounter them.

mB:d@. Service Monitor_System Health

Server: | All v Type: Al v From | Click to select a dateftime.. ]

o | DRRAREI V| emes AR SRA _

[ Server = Service Known Unknown
Categor
B DB31 RabbitMQ 1 21 it
start
) DB31 Redis 1] 4
start
=] WIN-RT25HLOD3UY NetBrain Worker Server 6978 task
O WIN-RT25HLOD3UV NetBrain Front Server Controller 0 a task
=2 WIN-RT2SHLOD3UV Event g i} BuildL3MultiDeviceMedialpMask
BuildL3MultiDeviceMedialpMask
2 WIN-RT25HLOD3UV NetBrain Task Engine 1 0
task
=] WIN-VBETEPEZMU| IE Web 4 68

O WIN-V86TEPEZMU) NetBrain Front Server 1

& AlertRules L, admin ¥

To | Click to select & date/time B fi Log Analyze.

Description

OnStart

fully started

SubmitTaskFlow timeout
SubmitTaskFlow error

redisHelper LockMedia failed
redisHelper AddMedia2Edges failed

send result to XFAgent

5] WIN-VBETEPEZMU) NetBrain Front Server Controller 0 143 _
= WIN-V8ETEPSZMU) Event 28 0

=] WIN-VBETBPEZMU) Knowledge Cloud Proxy 0 3 Category
WIN-VE6TEPE2MU) NetBrain Task Engine 1 ] UnknowError
UnknowError

Description
failed to load DLA task

parser table not exist.
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2.23. More Feature Enhancements

2.23.1. Auto Authenticate User Accounts during Login

To simplify user input during a login process, the authentication

server selection, for example, LDAP/AD, TACACS+, or Local . =
Net3rain

(NetBrain), is removed from IEv8.0. Instead, the system will auto- Incegrazed Edicion 2.0

Administrator Login

poll user account credentials of all available authentications to

x netbrain\admin|

validate the user input.

i~

If users are sure of the authentication server, adding “

Password

Remember me Forgot password?

“ServerName\"” as a suffix to their usernames will accelerate the

validating process. As shown in the figure, the user account

“admin” is manually created in the system, so “netbrain\" can be

Go o End User Login

added as the suffix.

2.23.2. Allow Multiple User Accounts to Share One Email Address

To adapt to diverse customers' needs, IEv8.0 allows multiple user accounts to sign up using one email address.
In other words, each email address can be registered to multiple user accounts in the system. Hence, the

username is an identical attribute for these accounts and required as the login credential.

2.23.3. Map User Roles and Privileges from TACACS+ to NetBrain
The existing TACACS+ authentication method grants all the external user accounts with the same role

(privileges), and the roles can be changed after your first-time login.

IEv8.0 provides a new TACACS+ authentication method to assign granular user roles and privileges by
mapping roles from the TACACS+ server to NetBrain |IE system. Thus, external user accounts can keep finer-

grained roles and privileges in good shape before their first-time login to the IE system.

Note: The new TACACS+ authentication only applies to Cisco ISE and Cisco ACS 5.x.
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Use Flow

For example, you have two TACACS profiles with two different roles defined in your ISE system, and you want

to map them respectively to NetBrain IE roles “Power User” and “Engineer”.

Network Access  » GowstAccess  » TnstSec  » BYOD o Profier

» Overview o Idertibes  Usew idenbly Groups  Ext bd Sources:

¢ Posture = Device Administration

» Network Resources  » Policy Elernents  Device Admin Policy Sels  Reports  Setfings

o
TACACS Profies » NeltrainDomainPrivileges.
+ Conditions
TACACS Profie
» Netwark Conditians .
Name | wewsnEngnesr  Profilel
= Results
Deescriphion
Alicwed Protoceis TACACS Profile
TACACS Command Sets ——— Nama | Nefbeain Power Use  Prafila2
NGRS il TaskAUTDUIE View  Raw View =
Commaon Tasks Dascnpson
Commeon Task Type | Geneme  w —_—
Task Atiribute View Faw View
Custom Attributes Common Tasks
Commen Task Type | Generic
+ A @ Tan- Eat
. Custom Atiributes
O 1ype Mame Value
[]  MANDATORY [:T™ Detpult View
#Add B Treshe O Eoe o~
1 Type Hame Value
O MANDATORY Koie Nebwors Dperator (=3

1. When configuring TACACS authentication, add a role mapping from TACACS (Role/Network Operator)

to NetBrain (Power User).

e A e M

| Anribuse Mame: | Aoie

Acoripute Velue:  Networ Operatar

NetBrain Privileges:
W System Admin

(] Syssern Mamagement

(] User Maragemen:

1 Tenants, 1 Domaing Selected

a4 Tenacit Access.. Tenant Admin_  Allowed o Create Domain —  Dosmain Access

4 []SVTDBITENE

2 [ VT DEITEME

[ ULDom

Clke

a | AdaraTermnsh
W
[ shaskhus
0 Qec
[ Atorativeliata

[7} BVT_DBIDOM_3c5581

& BVT_DEIDOM_ 15148

Q| & metres
Darmain Privilege

[] vearch_man_500

(] OvéfereraTenantDaza

(] Dormaim Adrmin
[ Ergireer

7] Megwark Change Cressar

Function Privileges

Haragemen:

Device Aecess Pallcy:

=] Dwevice Access Policy Name
0O
o =
AiDevices
O

O Guest

[7] Nerwork Changs Executar

Prvieges
Wiew Metwork Data, Foecute Netwark Change

View Nenwork Oata, Execute Nerwark Change

Wigw Network Dats, Execute Network Change

Devize Scope
e

All Devices
All Devices
All Davices
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2. Repeatstep 1 to add a role mapping from TACACS (Role/Default View) to NetBrain (Engineer), and

save.
Add TACACS+ Authentication X
Name: | TACACS1 Description:

(O Assign user role manually @ Map user role from TACACS+ to NetBrain

Primary Server IP: 10105145 [ ] Assign NetBrain privileges to attribute-value pairs:
+ Add Mapping
Secondary Server IP: | 10.10.5.70 (i ] Attribute Name Attribute Value NetBrain Privileges
Role Network Operator 1 Tenants, 1 Domains Selected
Server Port: | 49 Role Default View 1 Tenants, 2 Domains Selected
Secret Key:  «eeeee
Login Mede:  Standard ASCII -~ @
Authentication Timeout: 5 Seconds @

Save

When authenticating TACACS+ users’ login, the NetBrain system checks the attribute name and value of their

roles in the TACACS+ server. It assigns the corresponding roles and privileges of the IE system to them.

Note: Once external users have logged in to the IE system, their roles and privileges can be manually changed and locked.

Locked user roles and privileges will not be synced with any changed authentication settings.

2.23.4. Allow Selection to Sync User Data for LDAP/AD Authentication

In earlier versions, the system synchronizes all the attributes of LDAP/AD user accounts by default when

authenticating these external accounts. To meet specific security requirements, IEv8.0 allows you to determine
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the user data that can be synced in the LDAP/AD authentication process.

Edit LDAP Authentication e

Name: | NetorsinAD_BJQA Description:
e e
Server Address: | 10.10.10.7/de=nstbrain,de=com i} 0 Groups 1 Groups Selected @Validste
Search Q QA
Group Root: [i]
User Root: [i]
Connect Type: ® Regular () Secure (S501)
Server Port: | 380
>
Connect Username: | netbrain/gsauto i}
Connect Password: ##+#+x change password
Synchronize ltems: | name -
#| name
[ First Name
[J Last Name Next
] Email
|| Description

(L] Phone Number

2.23.5. Direct Map Access from Alerting Email

In previous versions, alerting emails generated for Qapp/Data View Template, etc., did not provide a “View
Map” link for you to quickly address the problematic map in the IE system. This was because the Worker
Server cannot perceive the required information from the Web Server to compose the map URL under the

infrastructure at that time.

In the context of the Server Base URL setting (System Management > Advanced Settings > Site Configuration),

the “View Map” link has been implemented and introduced in this IEv8.0 release to enhance the user journey.
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The following figure shows a sample email with the new “View Map” function added to each alert message:

Tenant: Initial Tenant
Demain: PM_Training

Device Level:
Cbject Severity = Message From Task = User Time View Map
app1/BST to Bl_Acc_SW1/172.24.10.250-5B)_Acc_SW1 | Error app1/BST to BJ_Acc_SW1/172.24.10.250->BJ_Acc_SW1: Calculate path failed, AAM_test = admin = 2019-06-02 19:45:29 -07:00 | View Map

app1/B5T to BJ_Acc_SW1/172.24,10.250->B)_Acc_SW1 | Error app1/BST to BJ_Acc_SW1/172.24.10.250->BJ_Acc_SW1 has changed with Geolden Path, AAM test  admin = 2019-06-02 19:45:29 -0T.00 § View Map

app1/BST to BJ_Acc_SW1/172.24.10.250-> B)_Acc_SW1 | Error app1/BST to BJ_Acc_SW1/172.24.10.250-> BJ_Acc_SW1 has changed with Previous Path. = AAM_test = admin = 2019%-06-02 19:45:29 -0T.00 § View Map

The following table lists the landing page after you click on the “View Map” link, which depends on different

tasks.
Task Landing Page after clicking on “View Map”
Qapp/Gapp Target map page, with Runbook node (Qapp/Gapp) focused
Instant Qapp Target map page, with the Instant Qapp panel opened

Schedule Qapp - Qapp Alert = |f the target device is a device group, path, unassigned site, or manually selected

devices, then an on-demand map page will be created and opened.

Schedule Qapp - Path Alert
= |f the target device is a leaf site, then the leaf site map will be opened.

= |f the target device is a container site, then the leaf site map where the problematic

device belongs to will be opened.

Data View Template Target map page, with Runbook node (DVT) focused
AAM On-demand map page will be created and opened (alerts are detected by scheduled
Benchmark tasks).
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2.236. Enable Email Signature for System Messaging

To email uniform information in an automated way, IEv8.0 allows system administrators to set up an email

signature, which will be included at the bottom of the message sent by the NetBrain IE system.

Enable Email Server Settings Fetch Last Setting

= SMTP Server: | 10.10.10.8

* SMTP Port: | 587

* Encryption: | No -

* Sender Email Address: | zhaojiefei@netbrain.com

Password; | sveesene

Test

jﬂ Zhao Jiefei
Nomnal ¥  Sans Serif QW A Zhao Jiefei

A B I USSR === @
» Test Email Server Settings...
Cheers,

* Sender Email Frequency: | 5 Minutes @

Email Signature:

AAAAA B Cheers,
Weicai Liu J
wiiu@netbrain.com | Beijing Ext. 842 Weicai Liu
. = wliu@netbrain.com | Beijing Ext. 842
NGB(CIII'I @)
Net3main
Test Save
Email Signature Setting Email Instance

By default, the email signature is blank. To set up one, go to System Management > Email Settings.
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2.23.7. Allow Users to Run Automation Actions Directly on an Unsaved Map

In previous versions, users had to save current maps first when executing on-demand actions. To improve the

user experience, IEv8.0 allows users to execute actions directly on unsaved maps.

This Confirmation box
Confirmation 15 removed in v8.0.

A Qapp cannot be run on an unsaved map. Do you want to save the map first?

No - Yes

2.23.8. New Map-Based Search

IEv8.0 adds a new option Search to the drop-down of the map toolbar, which enables you to search for a

specific device on the map by using “hostname” and “management IP” as the search term. When you click on a

search result, the device will be focused and highlighted on the map instantly.

O o~ A Stencils | InstantQapp | Dashboard | Map | Actions o - —e—— 4 100% @ X
h Auto Layout [ pefault DataView =
QQQ: Update Map
ﬁ} [Z] View Change Analysis Report
) [ord b4
BST'F',OP" O Editing Rights
172.24.255.7 )
Cisco Router o Lock Map > & B]_core 3550(172.24.10.34)
u“; ¢ Copy Map URL
?J & BSTX.Core (172.24.32.17)
v 14
g_ % 4. Undo
5 B Redo @ NY-Lore-bak ( 172.24.255.4)
Ble
2 @ Select Mode >
w
L‘;- I (Q Search W e
]

[E) SaveAs \m‘ | |
F 1A 172.24.31.193f26 H 5

™  —— ﬁ rint __,__._——-—'-—"'__'___'_r ﬁ
— a 126 corebal

fo/0 1?2.24.32.ZZSJZS » _ﬁ Export , v

24.32.224/28 *POP N Cisco Router
1.24.32, \ o
1722432210 += TEUTReEeD
CiscoRouter | & Map Settings
wl
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2.23.9. New SSH Fingerprint Authentication

To improve network security, you may choose Fingerprint for authentication when logging in to the device via
SSH. After the SSH Fingerprint authentication function is enabled, NetBrain will obtain the Fingerprint Key

from the Device and save it to the Device Setting during the first SSH device login.

In the future, every time you log in to the device through SSH, you will use the Fingerprint Key saved in Device
Setting to verify with the Fingerprint Key on the Device. If they are consistent, you can log in to the Device to
perform CLI operations; if the verification fails, the failed Device and the Fingerprint Key will be recorded in the

SSH Fingerprint Check Failed Table.

Advanced Device Settings

CLI Force Timeout: | 600 seconds

@ Creck ssH Fingerprint

S5H Fingerprint Key: | 2123:4345:abbcddac3453:1343:00aa:aa

€Ll Login Script

B Enable

QOrder... Mode Command... CLI Mode for Change Management... CLI Mode for Ping/Tracerout..
1 MNon-privilege Mode  None Disable Disable

2 Privilege Mode None Disable Disable

Default Clear

[0 Apply settings to device group  —A|| Devices-—- -

Help Cancel Submit

From the table below, you can view the Fingerprint Key saved in the current Device Setting and the new
Fingerprint Key obtained from the Device. After verifying the new Fingerprint Key, you can manually update it

to the Device Setting for future login.
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Domain Management [+] emant: BYT_DEZTEN_1 M0

Start Page Fine Tune Discover
# Live Access Totak 5 ems Apply New Fingerpr
Discovered by SHMP Dty (53] :
& Unknamn P (55] Hostname Management P Cusrent Fingerpring Key New Fingerprint Key
Ping Failed, SNMP Faded (53] 1m 1225379 OdSbceact ook 3Tk 9051 Sbe e d:fet 20challs

Ping Succeeded, SHMP Failed [42]

B2 Core-A 172240012 O4:Stennt cd 3T 2L TR251 RbeIchoId40ich 2937 b&caBo 293 ab27 054
Dan't Support CLI 0]

B12-coreB 172241003 D45koeat oed 3ot 51 8bo3obo3ddlica € Gedol 20obeld:a
CU Cornection Faded (0]
L Non-praviege Login Faded (1] BRI 17224002 D4 Skoean ook 3 0 T AN Eedel 2

CU Privilege Lagin Faled (0]
CU Configurabon Rewneve Faded 1)
CU Configuration Update Faded 10)
SNMP Configuration Update Failed (0]
Ochars [0}
Miszed Devices (%)
Unclazsdied Neswork Devices [1)
Unknown SHMP SyalbjectD [1]
Digcovered Devices [235)
550 Fingerprim Chack Fald [5)
# Hetwork and Topology
Dughcated IP and Subnet Manager
Topology Link Manager
Clowd Manager [0
Generic Device [0]
Irnernet Clowd (0]
4 Dher

Hastname Change (0]

2.23.10. Loosen Map Editing Rights to Enhance Collaboration

Each map file can only have one editor. If the editor of a map file does not release or transfer the editing rights
before taking a vacation or resigning, the map file can no longer be modified, updated, and deleted by any
other users in the system. This scenario not only hampers team collaboration but also causes many useful

map files outdated and many junk map files saved in the database.

To improve this user experience, map editing rights is loosened from the following aspects:

* Users with the "Domain Management” privilege can | .. .~

directly delete any junk public map files of which o . .
cuikail has deleted map "New Map” that you own.

editing rights are unclaimed or occupied by other & New Map 1/11/2018,10:07:49 AM

users. The map editors will be notified by a system

message or by an email.

= Users with the "Domain Management” privilege  \qtifications
can take over the edltlng rlghts of any pUbIIC jun has taken over your editing rights of map "Map1".

map file without waiting for approval. The map & Map1 1/03/2019,2:33:32 PM

editors will be notified by a system message or
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by an email.

= The editing rights of a site map and a system device group map will be released immediately after the

system admin forces the map editor to log out.

2.23.11. Enhance Device Group to Group and Map Interfaces

To offer a batch of interfaces to serve other features, such as Dynamic Map, Golden Baseline, Scheduled
Qapps and etc., IEv8.0 allows users to group interfaces based on common interface properties. For example, a

device group for interfaces configured with OSPF 10.

Search for device, configuration text.. 0\
Device Group I T4
4 ] My Device Groups N i
Search...
s OSPF10
B Public Hostname MgmzIP Interface Interface IP
b System @ EJ*POP 172.24.31.195 FastEtherne.. 172.2431.v ~
b El Media
& B]*POP 172.24.31.195 Loopback8... 172.24.255....
@& BJ*POP 172.24.31.195 Serial0/1/0 172.24.32.2...
&BJ_L2 test_1 172.24.33.10 Vian10 172.24.33.1...
&B)_L2_test_1 172.24.33.10 Vian30 172.24.34,6...
rB)_L2 rest 1 172.24.33.10 Vian30 172.24.34.1...
7B)_L2 rest 1 172.24.33.10 Vizn4D 172.24.341...
@ Emu_MV_XR 172.25.43.3 GigabitEthe... 172.25.43.3...
& GW2Lab 10.10.7.253 GigabitEthe... 172.24.30.1...
& LADIS1 172.24.32.66 FastEtherne... 172.24.32.6...
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To do so, use the dynamic search function and set the condition: Routing Protocol contains OSPF 10. The result

will be dynamically searched out as follows.

Device Group Properties Dynamic Search

Boolean Expression:

Name: | gspF 10

Interface Criteria:
Description: | Interfaces configured with OSPF 10

A Routing Protocol v Contains v OSPF10 |

B Select Criteria v

Devices and Interfaces

Boolean Expression: | A
<+ Static = = Dynamic Search » + Exclude =

Dynamic Search Device Model Search

Dynamic Search Interface,

Hostnami

Search Result:

Device Name Vendor Model Management IP Interface Interface IP

BJ_L2_test_1 Cisco catalyst37xxStack 172.24.33.10 Vian10 172.24.33.10/26

BJ*POP Cisco 281 172.24.31.195 FastEthermnetd/1 172.24.31.195/26
NXB\Router/3 Cisco 250 172.24.32.82 Serialo 172.24.32.82/28
LA.DIS Cisco 2621 172.24.32.66 FastEthernetd/0 172.24.32.66/26
NY_DIS_1 Cisco 2611 172.24.31.66 Loopback30000 172.24.255.12/32 >

r

Note: For unwanted devices or interfaces, IEv8.0 adds an Exclude button to exclude them from the group.

The system also adds new capabilities to map either all interfaces or specified interfaces in a Device Group.

= Map all interfaces in a Device Group by clicking the context menu.

Search for device, configuration text..

Device Group

4 ] My Device Groups

Search..
¥ carrie -

Mowe to Public Hostn:
Open Group Map [ =1k
Draw Devices and Interfaces on Map I [ =1k
Draw Group on Map 10
Edit

@SB
Delete

& B

#EIGRP 11

“ - &B)_#

& #EIGRP 10(3)

= Map all interfaces in a Device Group by clicking the context menu of a mapped device group.

& Open Group Map

a‘ Map Devices and Interfaces in Group

Create Note
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» Map specified interfaces in a Device Group by selecting them and clicking the context menu.

ST IR S S s -
Device Group 2R X
4 ] My Device Groups - C\
5 carrie
4 ] Public Hostname Mgmt IP Interface Interface IP ...
W test123 [ =1k 172.24.101.31 GigabitEthe...
testd56 (2)
< ! | = 172.24101.31 GigabitEthe...
4 7] System
@ #BGP 64512 (2) 55101 _Router 172.25.37.82 EthernetD/
& #BGP 63535 (1) &S B*POP 172.24.32.225 FastEtherne...
& #EIGRP (eigrp_vrf) (1) 5 B/*POP 172.24.32.225 FastEtherne...
& #EIGRP 1 (1)
ot B]_Acc_SW1 172.244101.21
S #EIGRP 10 (3)
A oy 7224904 .2 -
@ #EIGRE 100 (5) & B)_Acc_SW1 172.24101.21 u
@ #EIGRP 65534 (1) & B)_Acc_SW2 172.24.101.22 I
S #5158 4) & B)_Acc_SW2 172.24.101.22
Q #ISIS test (2)

Note: When you select more than 1,000 interfaces or there are more than 1k devices in a Device Group, only the top 1000

can be mapped out. For the rest of the interfaces, only the devices can be mapped out.

2.23.12.  Support the Display of Multiple Device Data Dialogues Concurrently

IEv8.0 enables users to concurrently launch multiple dialogues from the Device Detail pane by introducing
non-modal dialogue (resizable). As a benefit, users can view information from multiple device data tables in

one screen under the following circumstances:

= Compare the interface configurations between a pair of neighbor devices on a map to troubleshoot

the IP mismatch issue.
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Seorch for device, configuration text... onfig

Device Details

Data Source: | Current Baseline

BJ_core 3550
Cisco-WS-C3550-24

-7 Interface Con!

1 - interface Loopback®

v

Execution Time:

2019/12/30 £58:59:07

E Vv | A | [ Match Whole Word

X 2 no ip address
Properties Configuration File Dsts Table sz
4 interface Loopback2
Full Configuration v 5 description testfu
6 no ip address
7
Search... [&] 5 interface Loopbacklon
9 no ip address
1- ! Info via SNMP: sysoid=1.3.6.1.4.1.9.1.366,vendor= @
2 BI_core_355@%show run 11 interface Port-channsll
3 BI_core_355@#show run 12 no switchport
2 ilding configuration... 13 no ip address
5 Current configuration : 144579 bytes 14
6 ! 15 interface Port-channel3
7+ version 12.1 16 switchport trunk encapsulation dotlg
8 no service )
9 service timestamps debug uptime Configuration File of BJ-12-Core-A
18 service timestamps log uptime
11 service password-encryption
12 !
13 - hostname 31_core_3550 Data Source: | Current Baseline v Execution Time: 2019/12/30 £%8:59:13 5; |I|
18 !
15 - asa new-model
16 asa authentication login default group tacacs+ locall -
17  asa suthenticstion enable default group tacacse =nsd Search B v | A | [ Match Whole Word
18 asa suthorization config-commands -
19  asa suthorization exec default group tacecs+ local 1- interface Loopbackd -
28 asa suthorization commands @ default group tacacs+ I 2 no ip address
21 asa suthorization commands 1 default group tacacs+ | 3
22 asa authorization commands 15 default group tacacs+ 4 interface Port-channel2
23 lenable secret rerrersr 5 description Conn to 81_L2_Core B
24 lenable password FeeReEs 6  switchport trunk encapsulation dotlq
2% 1 7 switchport mode trunk
26  lusername ssssssas 3
27 lusername Eesaswss 9 interface Port-channelld
28 lusername eamres 18 description Conn to B]_Core_3558-Pol8
29 lusername rerreres 11 no switchpert
30+ ip subnet-zero 12 ip address 172.24.190.2 255.255.255.252
31 ip routing 13
] 14  interface FastEthernetd/1
33+ ip dhcp pool hc-newisis 15 description Conn to BI_Core 3550-70/5
a 16  no switchpert
35+ mn in AnmminTantun 17 no ip address
b 18 channel-group 1@ mode on -

b bl = ® A 2 sdmin @ BVI_DE2DOM 4601
L) i Configuration File of BI"POP
+POP
Caeo-281
Data Source:  Current Baseline ~ | Execution Time: 17/12/2019, 13:44:02 =% &4
& Compare
Full Configuration v G| v A [ Match whole word
gy Data Tables
28~ 33a sutnentication login sefault grovp tacacse local-case &
Route 25 sas suthenticstion en #rovp tac =
38 rizati
Global 2 e =
3 commands 1 gefaul
34 commands 1S de¥
A DestAdd.. Mask Interface... NextHo.. NextHo.. 35 comman
3%
o 1 32 Serisll1/0 172.243.. BSTXCore 37 1
38
(o] ] 192.168... 2 1o 172243.. NY-core-.. ::' SPicer.
2 a1
oE2 2222 ®» 110 200 8l core_.. - -
43 rd 109:160
B RIIREET 29 A1 = 44 route-torget export 109:100
e e T ) route-target import 108:108
o2 1722130 24 110 200 Fasifibe.. 1722
oxport 200:108
0E2 172255, 24 110 300 FemEthe.. 172243.. et imoort 200:208
CE2 172355.. 24 o 300 TR RPN Global' ARP Tabie of BI*POP
0E2 172255.. 24 110 300 FasiEthe.. 172243.. Bl.core |
o 172253 24 10 300 FoscEthen 172243, Bleore| DOt Source: Curent Bassline v Execution Time: 17/12/2018, 13:44:02 B € &
082 17225 10 300 FastEthe.. 172243.. 8] cors |
‘Global' v Q
o2 172254 24 110 300 FasiEthe. 172243.. Blcore |
(7] 172,25, 1o 300 fastre. 172243.. Sleore| | Interface 1P Address MAC Address vendar
o2 172280, 24 110 300 Fomfthe. 172243.. Blcore| | FastEtherneto/i 172.24.31.195 0021.5589.8521 Cisco Systems & 2
0E2 172250, 24 110 300 FasEthe. 172243. Blcore| | FastEthemeto/i 172.24.31.193 0009.7CC9.2D61 Cisco Systems
oE2 1722550 24 10 300 FastEthe.. 172243.. Blcore| | FastEthemet0/o 172.24.32.225 0021.5589.8520 Cisco Systems
o2 1722540 24 18 300 Ffomfthe. 172243, Blcore| | FastEthemet0/o 172.24.32.226 000E.D7A7.B800 Cisco Systems g

2.23.13.

Enhanced Device Data Comparison Flow

IEv8.0 enables users to directly view the comparison result for device data from the Device Detail pane,

including configurations and a variety of data tables.

NetBrain Integrated Edition 8.0 Release Notes | 173



When users click the Compare button on the Configuration File or Data Table tab, the system directly displays

the comparison result rather than launching a Runbook, which requires a few more clicks.

W Devce Dessts

L2NOP HPpre, swd
W it B b

Ful

& Compace 1. Export
Fersetes Comfigurasion e Tepsing, Dita Takies
Confguramion - e
QR VMiAa J Match Whole Word
= ! Info vie SR gpesiasl. ). 0.6.1,03.0. 0.7 1. Bl vendorasP moce L sProCurve Sedton $1271 .
L2, 1P yP3ra,paleshon runsing-sentiy
LA NOP WPpro_sulsthos runaing-ganfig m

FRERESEN

FESEEESEREESURYE

Ruriing eontipuration:

oMbk Contiguration faltor; Crestes oo release o0, 15.86.0007
i Ver aezi1.0a:1¢

hestaame *LIVOP Hines_sul

time tleezcre 68

time ayligntetingcule bestern-durise
Anatsest

26 8 &
meaule 10 Tyse JETEIL
meoule 11 trae JHNEL
medule 13 tye TOMAA
mdtcn-imterconnect L4
Lnserface &

5 X

Comgune e

Deviee: & BASHI-DTFOBA Duea: [l Configueanion Fie
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2.23.14.

Open Context Map

Enhancements to API Triggered Diagnosis

Based on input device types, the following methods are supported to create context maps:

If the input device is a legacy device, the corresponding context map can be created based on the

input device name.
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= |fthe input device is a Cisco ACI node, the corresponding context map can be created based

on input APIC/node, etc.

API Service Stub X

Varizble Input * Required
API Stub Name:  stubl Type Variable Name Default Value
Description: 4 APl Service Stub
* $stub_name stubi
smode Real-Time

Trigger Opticn:  Real-time Edit
Smax_walting_hours 1

Task will be run automatically when triggered, Max wait time: 1 Hrs

* $domain_name BJ_rack
@ How would you like to create the map? Mooy
* $apic MNiA
Open Context Map W
$device M/&
For:| Cisco ACI Device W i
$pod_id N/A
s 8 $tenant_name NiA
AR Surl_name N/A
$application_name MNiA

g Would you like to add a Runbook? [Optonal)
Browse Runbooks

Cancel | Save

Create Map by Qapp

API-triggered Qapp provides a flexible option to create advanced maps, such as a Multicasting tree map or a

VPLS map, as complex logic can be easily defined in Qapp.

(1.1.1.1,239.77.1.1)

Bst_POP1

Chris.Zhao@netbraintech.c... 6/27/2019, 11:10:58 PM

- 196.3.3.2/31
&
4 .
Bst_corel \

a5

e
196.4.2.24/31 \
&

g Bst_core2

1
196.14.0.136/31

&

Bst_cored
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Support Definition and Execution of New Runbook Nodes

Two new node types (Data View Template node/Verify Application node) have been added to IEv8.0 Runbook.

The definition and execution of these new nodes are fully supported by API-Triggered Diagnosis.

For more details about the usage of the two nodes in IEv8.0, refer to Enhancements to Runbook.

Example: New Data View Template Node under Runbook Template

variable Input * Required
AP| Stuly Name:  stubi Type Variable Name Default Value

Description: APl Service Stub

b Map Creation

Trigger Option:  Real-time Edit Sett
ngs

ask will be run automatically when triggered, Max wait time: 1 Hrs

(| How would you like to create the map? Pull ive data once

Map Device and It Neighbors W

B Include Deviee's Neighbors  |Pyd L3 Topalagy v

Sinnerface
& o L]

Soevice

i :..-' Would you like 1o add a Runbook? [Optiona’)
My Runbook Templates/DVT nodetuserid=.. B Browse Runbooks

Cancel Save
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Example: New Verify Application Node under Runbook Template

AP Service Stub X

APIStub Name:  stubil

Description:

Trigger Option:  Real-time Edit

Task will be run automatically when triggered. Max wait time: 1 Hrs

| How would you like to create the map?
Map Device and Its Neighbors v

Include Device's Neighbors  IPv4 L3 Topology v

i! $interface

$device

| Would you like to add a Runbook? (Optional)

My Runbook Templates/DVT node?userld=... ' Browse Runbooks

Variable Input * Required
Type Variable Name Default Value
I APl Service Stub
I Map Creation
4| MyRunbook Templates/DV...
4 Verify Application Advanced Settings
* $device
* $data_source live netwark

S$max_relevant_application 3
Smax_path_of_application §

$share_alert

Cancel Save

Two New Ways to Create a Map via API-Triggered Task

= Draw multiple devices and their neighbors and auto-link them on a map.

AP Service Stub

AP S Name:  stub)

Deseription:

Trigger Option:  Reaktime Ednt

() How would you ke to create the map?

Map Multiple Deveces and Their Neighbors w
1) Awto Uink All Devices. 1Pw4 L3 Topology v

Incluce Device's Neighbors.

L
e

=

™
e

0 Would you like to add a Runbook? (Cptonad

Browse Runboaks

Varlable Input

# AP Service Stub

# Map Creaton.

Variable Name

Defaul Value

subt

Real-Time

1

BT _DRZDOM cocaR

NIA

1L3_Topo,_Type
false

Cancel Save

= Improve the path API to draw multicast reverse paths. Set $path_type to multicast, assign the

multicast receiver address value to $destination, multicast source value to the $source, group value
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to $group, and call APIs to draw the multicast path.

APIStub Mame: | stubl

Description:

Trigger Optlen:  Real-time Edit

Task will be run automatically when triggered. Max walt time: 1 Hrs

o How would you like to create the map?

Map a Path

Ssource Ssource_gateway

B A

\Y)

(7 Would you like to add a Runbook? (Optionsl)

Y,

T

Sdestination
.

ety

Browse Runbooks

Variable Input

Type
4 AP| Service Stub

4 Map Creation

Variable Name

* $stub_name
Smode
$max_waiting_hours

* $domain_name

* $source

* §source_gateway

* $destination

“spanype
Sgroup
Sdestination_gateway
Sprotocol
Ssource_port
Sdestination_port
$data_source
Sdirection
Suse_config_in_current...

313_active_path

* Required

Default Value

stubl
Real-Time
1
EVT_DE2D0M_dbé34
Settings
auto

auto

Live Netwerk
false
true

false

Cancel

A multicast path is shown as follows:

Multicast-Receivel
172250177
Cisco Ruular

LT
R
Y

"'\ o
2
!muuulﬁ

Multicase-R2 "iagy, —
172251175 -
1587.23.029

Cisco Router
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12.23.15.  Visualize and Search Audit Logs

In the previous version, the system added the capability

to record user operations for auditing purposes, but only p———

Session Timeout Hours -

at the back-end (location on Web Server:

C:\ProgramData\Netbrain\AuditLog). By default, the

function is disabled. Admin decides whether to enable the Audit Log &) Enable Audit Log

Retention Period: 12 Months -

audit log function and configure the retention period of

these logs.

To visualize the demand for viewing audit logs within the system and get prepared for cloud-hosting solutions,

IEv8.0 adds a new tab page to show audit logs within the pre-defined retention period.

System Management Operations =~ & majun | LogOut
Home Page

Current Users Usage Report Audit Logs
From: 12/01/2012 | To: ‘ozmwzm 9 Tenant: | All ~  Domain: Al « Modules: | &l - Search... Q| %5 Refresh
Time Username Tenant Name Domain Name Machine Name IP Address Browser Meodule Message Status
3/1/2019 3:36:11 PM  majun 10.10.16.12 Chrome Login Log into System Manage... Succeeded -
31/20193:29:17 PM  admin Initial Tenant AutoDomain liuchao-pe 10.10.4.29 Firefox Qapp Scheduler Add Qapp Schedule Untit.. Succesded
3/1/20193:28:27 PM  admin Initial Tenant AutoDomain liuchao-pe 10.10.4.29 Firefox Device Group Add Public Device Group ... Succeeded
3/1/20193:25:59 PM  admin Initial Tenant AutoDomain liuchao-pe 10.10.4.29 Firefox Runbook New Runbook Default Ru... Succeeded
3/1/20193:21:14PM  admin Initial Tenant AutoDomain liuchao-pe 10.10.4.29 Firefox Data View Template  Add Data View Template .. Succeeded
3/1/20193:20:23 PM  admin liuchao-pe 10.10.4.29 Firefox Login Loginto End User Psge.  Succeeded
3/1/20193:15:41 PM  admin 10.10.16.26 Chrome Logout Log out from End User P...  Succesded
3/1/2019 1:58:28 PM  zhanghong Initial Tenant AutoDomain 10.10.24.67 Chrome Runbook Succeeded
3/1/2019 1558112 PM  zhangheng Initial Tenant AutoDomain 10.10.24.67 Chrome Runbook New Runbook DefaultRu... Succeeded
3/1/2019 1:57:57 PM  zhanghong Initial Tenant AutoDomain 10.10.24.67 Chrome Qapp Center Add Qapp Qapp1 (My Qa... Succesded
3/1/201912:15:39 .. lingpinggao 10.10.24.113 Chrome Logout Log out from End User P...  Succesded

= Provide multiple filters to narrow down audit logs by customized period, tenant, domain, or multiple
feature modules.
= Add the search capability for audit logs in the last 12 months, by entering keywords in specific

columns, including Username, Machine Name, IP Address, and Message.

(2.23.16.  Custom Rules for User Inputs of CLI Commands

In Runbook Automation and benchmark tasks, the system retrieves device data by executing CLI commands.

The rules to define executable CLI commands can prevent illegal operations, such as changing device
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configuration files. IEv8.0 provides three types of rules and allows command customization by modifying

keywords in each rule in the database.

Supported Rules

The rule that each CLI command must meet: (A or B) and C.

Default Value of Keyword Description

A Start with ping, trace, traceroute, telnet, ssh, b, list | The CLI command started with 'ping’, 'trace’,
'traceroute’, 'telnet’, 'ssh', 'b', or 'list' is valid.

B Include show, sh, get, display, running-config The CLI command contained 'show!', 'sh’, 'get’,
'display’, or 'running-config' is valid.

C Black List CLI commands cannot contain the keyword
(Exclude) defined in this rule.

2.23.17. Enhancements to Event Console

= Use three filters to narrow events by task source.

Eversoype: | My eventsShared eve., Levek | @ Error @ Warning v Time ranges | Last 24 hawrs w Sourcei | Data View Template w Q

Onject Even: firs: Time: LaszTime r | /0N ns Executed By Task Type From Task
R
B2 0 The value of doubie, .00 dowsr't minch .. 120502 HRIONG, 11:13:36 M B e s e R Jefeny Than R Qe View Temptase  <Miapon DT, o for_GBAer 3162108
LI @ The value of bool_false “False” doesrizman., 1282010 111 L5 AM  1D00NS 1113260M 3 g upen Jefirey Tnea #un Dace View Templace  <Map=iDVT_Fow_for_G0Alers 201512
B3 @ The value of string.value “value” doesetme 12019, TRAZSEAN  SZOO0TE 1IN3ZEAN 3 Ma Oper |effeny Phaa flur Date View Templaze  <Map=DVT_fiow_for GBAN
BR3 @ The valie of double D000 doegrt mateh . 1ZOWI0TH, 11 BE AN TURGOTR, 111335AM 3 ™ Deen JefiveyTnas Aur Dact View Templste  <Mapo:DVT_Fow,_for_GRAlers_T0191205
L 10 The value of sming value “value” doesntm. TZNIOS, 1T LSEAM  LNWEONS, TINBZEAM & ™ Open Jeffrey Than flum Does View Templsze  <Maps:OVT_fow_tor GllAlers 20151205
= Export events into a CSV file by clicking the Export button.

Bveniope | MyeventsShared eve., W Level: | @ Error. @ Warning v Time range: | Last 24 heurs v Source: | Qapp/GapmData ViewT., W runre Q E] &
Ctjeer Bvert Frsz Time Last Time Cownt Acknowdedged Suatus Execaned By Task Type Fram Task
QaS-Pash KOS Etbernetdid @ Interfage 15 dirar or SF Tuled. 12907019, 103201 A 12RR019, 11DS5SAM 5 ™ Open sk Qhpp ScheduleriOags]  FRP-Cutrad Heslth Mansor (S0P
QuPashNAOE-2Vian1 @ interface is dowr or SRANP faded. 1250015, 103201 AW 1292018 11055 AN 3 Ne Open healF Qe SehaduleriQapp] HRP. Ovarall Health Moni
GodPath NOOS- L ¥andort Q © Interface 1 dom o SN fiied. 12602005, 103201 AM 12BN 11DESAM 5 Ne Open DrwalF Ohop SchedubeeiDagsl HAPOverall Heslth Mansor [ENMP)
Def-Pach NUOE-E Ethernatti @ Interfacs i chinmr o SHME faded. TUWING 103201 AN 1ZIME 1I0550AM 8 Ne Open Tualf Qo ScheduleriQpp] AP Cveralt Helth Manisor [SMMP)
QePpth N1 Vg1 B Interfass ts dowr or SRMP dpled, 1292005, 103201 AN 1R2019, 110550 A 8 Ne Oper e} Qapp SeneduleriGace] 30 Dgrsl Heplth Manior [SHI0)
Gt Sach. KUDE-1 Visndat1 ) @ Intarface ts dowr or SNAP faled. TANING, 103201 AN LOONG NASSIAM 8 e Open DolF Qoop ScheduberiQaps]  HRPOversl Health Manmar (S4MF)
Qe Parh NXOL L Erhernertizt @ Intertace is dzwe or SNARD daled. 120502015, 10:32:01 AW T2W2019. 110883 AM & Mg Open realF Qoop SereduberQuppl =ED Overad Heaitn Monmor [SNWR]
Qi ach KIOE 2 Ermernent/at @ Incerface is doan o LR daded. 1252005, 103200 A 120000, 1108S1AM 8 He Open Dol f Qozp Sehedules(Qape)  HRP.Overal Heslon Manir [ENMP]

» Events are highlighted and differentiated through Error/Warning icons, rather than font colors.
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Start Page Global Data Clean Settings
Data Engine Data @ Manually Delete Data
Only keep | 2 data points for each data type in @ month for data older than| 4
Delete data older than | g months
Other Data
Data Type

Qapp/Gapp Execution Logs
One-IP Table Entries
Discovery/Benchmark Logs @
Application Path History Data
Data Unit Storage @

Backup Maps

API Triggered Automation Task

I Event Entries in Event Console I

Execution Logs for Scheduled Data View Template & Parser Tasks
Dashboard Activity Data Table @

Compare Results

months

Data Size
IN/A
4KB
IN/A
IN/A
4KB
0Bytes
IN/A
AKB
IN/A
IN/A

IN/A

Auto - Clean Rule

Delete data older than
[ Delete data older than
[ Delete data older than
[ Delete data older than
[ Delete data older than
Delete data older than
[ Delete data older than
[ Delete data older than
Delete data older than
Delete data older than

Delete data older than

Configure the Auto Refresh Frequency to auto-refresh event entries in Event Console.

Domain Settings > Global Data Clean Settings > Event Entries in Event Console).

o

@

4

days

months

days
months

months

Auto-clean event entries regularly by enabling and setting the corresponding rule (Domain Management >

Refresh Data Size
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| 2.23.18.  Enhanced L2 Topology Accuracy

In IEV8.0, the existing L2 topology calculation algorithm is optimized to support the scenario where duplicate

IP addresses with different VRFs configured on the device (as shown in the figure below).

> 3725

= >
1882121829 15821219120 | |IEEZIEEY iESZARiNES
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3. Platform Enhancements

IEv8.0 enhances the platform frameworks by building a Platform Plug-in Framework to enable platform
expansion to allow the customization for data accuracy, creating Knowledge Cloud to manage all software
resources, improving Path framework to discover the dependent underlay and overlay paths besides many

other enhancements.

3.1. Enhanced Platform Framework

3.1.1.Topology Dependency

In an overlay and underlay network, the overlay network is created on tops of the underlay network. To
demonstrate the topology relationship between the overlay network and the underlay network, IEv8.0

introduces the Topology Dependency concept.

The system records topology dependency of different network-layer types (such as L3 and L2, VXLAN overlay
topology and L3 or L2) at the interface level. For example, the interface vne1 which belongs to the VXLAN

topology depends on the ethernet interface e1 which belongs to IPv4 topology.

In the Data Model, IEv8.0 records the dependency of an interface between the overlay and the underlay
(including the dependency between the topologies in the system) in the GDR. The GDR values are filled via

Driver and the format is as follows:

GDR ID ‘ Type Description Sample
intfs.topoDep.topoType string The topology types of the “intf_name™: “ F 0/0",
current interface.
“topologies”: [
{

“topology_type": “Ipv4 L3
Topology”,

“dependency"”: {

“topology_type": “L2
Topology”,

“interface”: “F0/Q0"
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In IEV8.0, the topology dependency is mainly used in path calculation. During a path calculation, the system
automatically calculates a path and underlay paths at a hop based on interface topology dependency

information. For more details, see Calculate Underlay and Overlay Path.

3.1.2.Driver Enhancements for Virtualization

In previous versions, NetBrain supports retrieving data from virtual devices and building topology and maps

for them. IEv8.0 improves network visualization support to address the limitations including:

=  QOptimize Discovery and Benchmark for Virtual Child Devices

= Support Live Access of Virtual Devices

Optimize Discovery and Benchmark for Virtual Child Devices

IEv8.0 optimizes the discovery and data retrieving for virtual child devices in drivers. After adding virtual
devices to a domain via Discovery, the system can retrieve various data tables of virtual child devices via

Benchmark to maintain virtual child device data.

Support Live Access of Virtual Devices

In the previous versions, the system is not able to retrieve the data for a virtual device on demand because the
virtual device does not have its own device setting. IEv8.0 offers device settings for virtual devices and allows

the on-demand live access to virtual devices via their parent devices.

IEv8.0 adds the Mode field for both CLI and SNMP access in the shared device setting and for a virtual device
the Mode is set to Via Other Devices and Depend On field is set to be its parent device, which is automatically

set in the discovery process and can be manually modified.

Shared Device Settings of ASA-AA/context2/act X

Shared Device Settings: m Lock

Management IP: | 172.24.101.47 - Ping
Live Status: | Up v

Front Server/Front Server Group: | WIN-GOHTQTJT4ND(10.10.32... v

CLI SNMP API

Mode: = Via Other Devices - | o

Depend on: | ASA-AA/admin/act e Select Device
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When a user retrieves the data from a virtual device, the system will log in to the parent device defined in the
Shared Device Settings, switch to the virtual device (such as an ASA context) and issue the CLI command to

retrieve the data.

& 2 Data View 2 Runbook
< 3

All Runboaks > weicai's Runbook Retrieve Live Data-Result 1(04/16/2019 04:54:35 PM) [ Description [

Select Action v S o= —
- 2 Devices Add | selectdata Run =

AET All Devices 0 Configuration File

§ AsA-Adfcontextl/act 1
§ ASA-Adfcontext2lact 1

— i i
-..~_-e Retrieve Live Data 1

Result 1 04:54PM =

Results Execution Log ) Auto update all selected data in Current Baseline

Full Configuration % Search. [& | v | ~ | [JMatchWhole Word
1~ ! Info via SNMP: sysoid=1.3.6.1.4.1.9.1.773,vendor=Cisco,model=A5A5518, hostname=ASA-3 -

ASA-AAfact/contextl#show run

1 Saved

: Hardware: ASAS518

ASA Version 9.1(7)16 <context>
!

]

hostname bannertest-ctl

18 domain-name wr

11 !enable password ¥3**EEs

12 !passwd FEFExsss

13 = names

1z !

interface out

16 description ~!@#S%E*()_+=-"|}{[1":<>";, ./

17 nameif outside

18 security-level @

19 ip address 172.26.8.1@ 255.255.255.8 standby 172.26.8.20
!

i
n
.

21 - interface inside
22 nameif inside
23 security-level 100

24 ip address 172.26.5.1@ 255.255.255.@ standby 172.26.5.20

25 !

26 * banner exec a

27 banner exec a

28 banner exec a

29 banner exec a

38 banner exec a

31 banner exec a

32  banner exec ----------------------------—---0fficial Motice--------------------

33 banner exec

34 banner exec WARNING ~
ECIN 3

Further customization of SNMP information can be set in the Shared Device Settings of a virtual child device in

case virtual child devices have independent SNMP attributes from their parent devices, such as ASA contexts.
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a Overall Health Monitor 1

o

+

o Use a Customized Management IP

Management IP:

172.26.5.10 - Ping
Up v
Vi @ V2c V3 Port: 161

nb -

Traffic{in}: 0 bps

outside 172.26.10.10/24
Interface Status: Up

ASA-AAfadmin/act

outside 172.26.8.1024

Traffic[Outl: 0 bps

Traffic{in}: 157 bps, <0.1% —

ASA-AA/contextl/act

outside 172.26.9.10/24

T L
o 2168Y B).L2 Core 4
172268028 e
Traffic{Out]: 157 bps. <0 1% S Memory: £0.0%
Seaus: Up

Trafficiing: 0 bps

ASA-AAJcontext2/act

172.269.0024
Traffic{Out: O bps =
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3.1.3.New Multi-CLI Mode Support

Login Script Customization

IEv8.0 enables you to define a customized login script via text-based Ul or via JSON scripts.

Edkt Nor-privilege Mode a Edit Non-privilege Mode X

Cancel

7

Name: |MNer.gridege Mzce

n SON Detine via Texi-based U

Legn: = Azz Raw 0
Expected Prompe Send Command Hide Command
regeadoging: Slusername)
password: $ipassword)
regex:Terminal oype'\T \[.+1] waerm
regeniiie] Ibin/bash =
regex[i>ig] msh
regec\5.+TAE] modiy <l preference pager disabled
reges’\S.ATE] maoddy cli preference display-thresha
regec\5+T\E] cd/

Define via JSON Script

" “regex:login.=:",
"S{usernane)”,

t*: “passwocd: ™,
“S{password)”,

£7: “regex:Terminal typel\? \1[+111",
“xtern”,

Cancel oK

The content defined on the Ul tab and JSON tab is associated and synchronized with each other. When you

configure prompts and commands on the Ul tab, the corresponding JSON scripts of your configurations are

automatically generated on the JSON tab, and vice versa.

Tip: You can access login script definition Ul in shared device settings or drivers. The login script defined in a driver applies

to all device types that use this driver, while that customized in the shared device settings of a device can be applied to a

device or device group.
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Device Driver Properties x

Driver name: | F5 Load Balancer

Devicetype: | F5 Load Balancer

Author: | NetBrain

Live Access Config File Table Advanced

SsHper: 22

Device CPU Usage OID: | 51.3.6.1.4.1.3375.1.1.83.0

Device Memory Usage OID: | $1.3.6.1.4.1.3375.1.1.77.0¥100.0/$1.3.6.1.4.1.3375.1.1.78.0

Multi page prompt: | less

The command 1o exit: | quit| | exit

Yes/No prompt sing: | Yes' or 'NO'| | Yes or NO| |¥/N| | Yes/NO| |(y/n)

Interval to pause before entering password: | 0 ms
Invalid Return: lessthan | 180 | chars and contsining | bash| | Syntax Errar:| | parsing error| | Unexpacred Error: | | BIGPH
Login Process Settings: () Standard login process ® Customized login script
Order Mode
1 Mon-privileze Mode v
Edit
2 Privilege Mode

Cancel OK

Define More CLI Modes in Driver

Edit Nor-privilege Mode X

Name:  |Non-privilage Mode

Login: +Adc Row

Expected Prompt

Send Command

regexilogin: S{usernams) o
password: $(password) @
regexiTerminal type\? \[.#1] xterm o
regexi\>\¢] Ubinfbash @
regex[\>\#] tmsh [m]
regexiS.AA)=VE] modify cli preference pager disabled (5]
regexiSFa\E] modify cli preference display-thresho o
regex:\S.+A)\>\#] cdi (] -
Cancel 0K

Hide Command

You can customize to add multiple CLI modes for a device type in the device driver. The customization

includes expected prompts and commands for each mode, and the dedicated CLI commands. During the live

access to a device, the system attempts CLI modes from top to bottom until addressing the right one.

Examplel: Define a mode and the corresponding prompts

Login Process Setlings: Standard fogin process ® Customized login script | ; o+ Add B

Expected Prompt Zend Command Hide Command

Order...  Mod Command... CLI Mode for Ch M t.. CLI Mode for Piny e ...
7, L] omman & for Change Managemen| g Traceroule * fd -
1 Non-privilege Mode  None Disable Disabie
2 Privilege Mode None: Disable Disabie
Farecel oK Add CLI commands to this mode @
dres-table
Enable this mode for Change Management @
1] Enable this mode for Ping/Tracercute @
Cancel OK'

Note: After defining CLI modes in a driver, users can modify the login scripts in the advanced settings of the Shared Device

Settings, but the modified scripts will not be synchronized to the driver.
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If users specify CLI commands dedicated to a mode, the system will send the commands in the specified

mode.

Name: |l-_D Mode ‘

JSON

Login: +Add Row

Expected Prompt Send Command Hide Command

# connect ftd [ v

Add CLI commands to this mode @

show running-config
show route
show mac-address-table

(L) Enable this mode for Change Management @

(") Enable this mode for Ping/Traceroute @

Cancel OK

Note: If multiple modes are associated with the same command, the system does not try the command in the subsequent

modes when it is executed successfully in a mode.

More Key and Combination Keys

With the continuous development of network technology, network devices are constantly being updated. In

order to cope with the more complex login interaction scenarios that NetBrain may encounter in the Multi-

vendor Support, IEv8.0 supports more key and combination keys.

1 [Ctrl+Y]

2 [Shift+Y] The Shift+Y command is sent.

3 [Alt+Y] The Shift+Y command is sent.

4 [Ctrl+Shift+Y] The Ctrl+Shift+Y command is sent.
5 [Ctri+Alt+Y] The Ctrl+ALT+Y command is sent.
6 [Shift+Alt+Y] The Shift+ALT+Y command is sent.

The Ctrl+Y command is sent. Y is a letter in a lower or upper case from A to Z.
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7 [Ctrl+Y, X] This command includes pressing the Ctrl+X combination key and then pressing the Y key
separately (without holding Ctrl+X).

= XandY are both letters in a lower or upper case from A to Z.

= Ctrl+Y, in this case, can be any type of combination keys from No.1 to No.6, such as
[Ctrl+Shift+Y, X].

8 [Ctrl+Y, Ctrl+X] The Ctrl +Y+X command is sent.

= Ctrl +Y or Ctrl+X, in this case, can be any type of combination keys from No.1 to No.6,
such as [Ctrl+Shift+Y, Ctrl+X].

9 [Esc] The Esc command is sent.
10 [Enter] The Enter command is sent.
11 [Space] The Space command is sent.
12 Y] The Y command is sent.

13 [Ctrl+\]] The Ctrl+] command is sent.

The system uses [ ] to include a key or combination key, so the escape character \ is used
to avoid the conflict of the ] character.

Tip: The following two combination keys can be used to customize whether to send an additional Enter key when sending a

command.
= +\r:send a command with the Enter key. For example, [Ctrl+Y, X] +\r.

= -\r:send a command without the Enter key. For example, [Ctrl+Y] -\r.

3.1.4.Customize Interactive Commands in Driver for Live Data Retrieval

When the system attempts to access devices in a live network, some devices may return particular CLI prompts
and pause the process until getting a valid response. In earlier versions, the system has already built the support

of custom driver definition for the following two interactive cases:
= Respond “Y” to resume when “Yes/No" is returned in the prompt.
= Respond a whitespace when a page break appears in the returned prompt.

To adapt to more diverse CLI interactive scenarios, IEv8.0 allows you to customize interactive commands

depending on the different CLI characteristics of different devices from both global and individual perspectives.
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Define Generic Interactive Commands for Devices Applying the Same Driver

I[Ev8.0 introduces the “Interactive Commands for Live Data Retrieval” settings in driver definition for you to

define the generic interactive commands for devices that use the same driver. Besides the exiting two pairs of

expected prompt and responsive command, you

Can add more palrS. Driver name: | F3 Load Balancer
Devicetype: | F5 Load Balancer h
NOteSZ Author: | NetBrain
. . . Live A ifig File Advance:
= The built-in two pairs cannot be deleted, but WeAeSS | CofgRe | Ttk | Advenced .
can be modified. NP port | 161
= Use “||" to separate multiple expected Telnetpors: 23
prompts, and use “regex:" as suffix for regular T
expressions. Device CPU Usage OID: | $1.3,6.1.4.1.3575.1.1.83.0
- Use “[ 1" to include a keyboard key or a key Device Memory Usage OID: | §1.3.6.1.4.1.3375.1.1.77.0%1 00.0/§1.3.6.1.41.3375.1.1.78.0
combination. For example, [Ctrl + q]. - sto e[ ntroml]
e command to exit: | quic] |exic| |4
Interval to pause before entering password: | 0 ms
Invalid Return: less than | 180 chars and containing | bash| | Syntax Errar:| | parsing errer| | Unexpected Error:| | BIGpi;
Interactive Commands for Live Data Retrieval
Expected Prompt Send Command
less| |(END) [=pace]
"Yes' or 'NO'| | Yes or NO| |Y/N| |Yes/NO| |{y/n) ¥y
Cancel oK

Define Interactive Commands for Individual Device

IEv8.0 introduces the customized interactive commands for each device in the Shared Device Settings, which
takes priority over those defined in drivers. That is, once the interactive commands are defined and enabled the

Shared Device Settings of a device, the system will not apply those defined in its associated driver to the device.

By default, the customization of interactive commands in the Shared Device Settings is disabled, indicating that

those commands predefined in its device drivers will be applied.
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Shared Device Settings of B|_Acc SW2 X

Shared Device Settings: m Lock

Username: | netbrain
Password: | ###sss

Privilege Username:

Privilege Password:

Avzilable Username v

Available Username Vv

+ Add
Expected Prompt Send Command

-mare- [space]

"Yes' or 'NO'| |Yes or NO| | ¥/N| | Yes/NO y

ManagementIPF: | 172.24.101.22 W Ping
Live status: | Up W
Front Server/Front Server Group: | F51{10.10.32.105) W
cu SMMP API
Access Mode: | Telnet - Port: | 23 B Enable

Jumpbax for FS: | N/&

Jumpbox for CL2 | NAA

Cance 0K

Interacrive Command: Promprt Semtings

O Apply above Settings to device group: | —-All Devices— -

Tune Cancel Submit

3.1.5.Define Command Block in Driver for Live Data Retrieval

As per customer cases, the CLI command method to retrieve route table cannot be applied to the route tables
with multiple VRF instances, and different commands are required to enter different modes before issuing the

show ip route command. For example:

BR-K6-Albright-G27(su)->su secure
BR-K6-Albright-G27(su-secure)->show ip route

BR-K6-Albright-G27(su)->su student
BR-K6-Albright-G27(su-student)->show ip route
With this context, IEv8.0 introduces a new format rule to enable and standardize the use of command blocks to

retrieve live data in the driver definition. For example: CommandBlock: : [["'su $vrfName', [''BR-K6-Albright-
G27(su-secure)>", "show ip route'"], ["'regex:\s\S+>", "Y"], ["regex:\s\S+>", """]1]1

The following table explains the format of a command block in detail:

Command Block Element
CommandBlock::[[ 11

Explanation

Precursor string, indicating the following content is a command block (JSON array).

*su $vrfName” The first command in a command block, which is also the only one that will be issued

without any conditions.
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Command Block Element Explanation

* ["BR-K6-Albright- Command pairs, including the expected prompt and responsive command. Multiple

G27(su-secure)>", "SNOW | string pairs can be attached in a command block.
ip route™]

Tips: Regular expression can be used to define an expected prompt. The Ctrl + C keys

= [“regex:\s\S+>", "Y"] ) ) )
and whitespace can be used to define a responsive command.

= ["regex:\s\S+>", "]

3.1.6.MPLS Inter-AS Support

In IEv8.0, the MPLS Cloud has been expanded to support two deployment methods: option A (Back to Back
VRF) and option B (Multiprotocol EBGP for VPNv4) in MPLS inter-AS. You can add the CE device and CE
interface to the MPLS Cloud through static addition or dynamic search via BGP AS to support topology and

path calculation.

LTTTT
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Option B-2
Option A-2

Note: If the CE device deployed by option B is included in the MPLS Cloud, you need to select the BGP All VPNv4 Advertised

Route Table NCT table in the server benchmark task to complete the calculation of the MPLS Cloud virtual route table.

3.1.7.Build/Retrieve Configuration File for SDN Nodes via TechSpec

In previous versions, the system did not retrieve configuration files for some SD-WAN devices after discovering
them via APIs (TechSpec), which caused the problem that Policy and ACL check based on configuration files
cannot be implemented in the system.

IEv8.0 improves the configuration retrieval for SDN nodes in the following aspects:

» Enable the configuration file retrieval in TechSpec.
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= Add the logic to retrieve configuration files via APl > CLI > SNMP when retrieving them in the

benchmark/live path/parser/device configuration pane.

3.1.8.NCT Framework Enhancements

In IEv8.0 the definition of Network Control Table (NCT) can be written with Python scripts instead of Executable
Procedures which can be only edited in the early EE version and not supported in IE and the management of
System NCT is moved to device drivers instead of the OG (Object Group). Retrieving NCT can be triggered in a
benchmark task or in the process of retrieving live data. This enhancement eases writing and upgrading of

NCT as well as NCT extension for new technology support in path calculation.

Two new tabs “Json” and “NCT" are added in the device driver to define and manage NCT.

= TheJson tab is used to enter global Json scripts and define what types of data tables can be supported.

Device Driver Properties *

Driver name: = Cisco 105 XR
Device type:  Cisco 105 Switch e

Author:  Cisco 105 XR

Live Access Config File Table Advanced

Json  Route Table MACTable ARPTable NDPTable BGP Advertsed Route Table  NCT Table

Use Json to define data tables. Apply
1
2 "seriptContent™: =",
3 “moduleName™: “aci_discovery”,
4 “generalAp iResponseMethod”: “aci_generic_api_resp",
5 “discoverMethed”: “aci_discover_devices",
[ “actions™: [
7
8 “schema®™: “ACIL.topRoot.children. fabricTopology.children. fabricPod.children. fabric
9 "nodeName™: “Fabric Mode",
19 "dataTables": [
11 {
12 “name”: "Route Table",
13 “type": "routeTable”,
14 "displayedTableType™: "Route"™,
15 "isSystes™: true,
16 “isNct": false,
17 “qualifyBy" : "GDR. xxxx", ##option
18 “CLIcomands":"show IP route"
19 “ClLIcomands_VRF":"show IP route &VRF"
28 "subiNase sMethod": [
21
22 {
23 "type” :"API",
24 “Method™:""aci_discovery.get_Route_sub_names_ API""},
25 {
26 "type” :"CLI",
27 ?Ietho-d" :“aci_discovery.get_Route_sub_names CLI"},
28
29 "type” t"SNMP",
EL] “Method™:"aci_discovery.get_Route_sub_names_SNMP"
31 b
32 1
33 “retrieveMethod": [
34 {
35 “type" :“API",
36 ?Ietho-d' :"aci_discovery.get_Route_table API"},
a7

Cancel 0K
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= The NCT Table tab is used to enter Python scripts for retrieving and parsing NCT data.

Device Driver Properties X

Driver name: | Cisco 105 XR
Device type: | Cisco 105 Switch ~
Author: | Cisco 105 XR

Live Access Conffig File Table Advanced

Dara List Route Table MACTable ARPTable NDPTable BGP Advertised Route Table  NCT Table

Use Python seript to retrieve NCT data.

1 ¥ url parameter looks like hitps://192.168.38.11:17778/50larWinds/InforsationService/V3/
2 @ usr: admin

3 2 pwd: weess

4 dimport wrllib

5 dmport json

6 dmport basesd

7 import hashlib

8 dimport wurllib.reguest

9 import requests

1@ import traceback

11 import ss1

12 import encodings.idna

13 import socket

14 import struct

15 import wwid

16 dimport time

17  from SimpleCache import SimpleCache
18 from datetime import datetime

280 is_worker_side = False
21  is_fs_side = False

22w try:

3 import pyspplib

24 import pythonlib

5 is_worker_side = True
26 is_fs_side = False
27 = except ImportError:

28 - try:

29 import pythonutil
38 except ImportError:
31 pass

32 is_worker_side = False
13 is fs_side = True

34

35~ try:

Cancel 0K

3.1.9.L2 Topology Framework Enhancements

» Improve the method of determining the interface category. IEv8.0 uses the config file parser defined in
the Driver to judge whether an interface is sub interface, VLAN interface or port-channel interface,
instead of the previous hardcode interface name in the L2 topology calculation module.

= Use a sub interface’s main interface instead of the sub interface itself to establish the L2 topology link
with neighbors.

= Attempt to establish an L2 topology link for port-channel interfaces. In the previous versions, the

system only generated topology links for the port-channel interfaces configured with Cisco VPC.
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= Nolonger provide a separate calculation logic for Cisco vPC and instead provide a generic MC-LAG
(Multi-Chassis Link Aggregation Group) Model to support the MC-LAG technology. This model not only
supports Cisco vPC but also supports similar technologies from other vendors such as Arista MLAG.

= Use the topology Qapp/Plugin to calculate topology for transparent firewalls and remove the previous
hardcode calculation logic in the L2 topology calculation module. The topology Qapp adds the support
for Riverbed WAN Optimizer.

= Use the SSID as the interface, instead of the previous hardcode Dot11ratio interface, to establish the
L2 topology link for wireless LWAP/WAP.

*= Provide a general calculation model “BPE (Bridge Port Extension)”, to support Cisco FEX dual-homed
technology. This model provides the ability to support more similar technologies from other vendors
via customization.

= Remove the logic that L2 topology links calculated via NDP tables do not include interfaces configuring
IP addresses.

= Provide a new topology type “L2 Overlay Topology” to support underlay/overlay technologies,

including:
o VXLAN
o OTV
o VPLS

Refer to Technology Support Summary for more details.

3.1.10. Use Plugins to Customize for Data Accuracy

Platform plugin is used to fix different types of data accuracy and incompleteness issues, which can be
common to all customers or just special to one customer. The plugin can be inserted in different stages of
discovery, benchmark or any type of scheduled task. For example, a plugin can be inserted after the general
discovery process to import configurations of devices that may not be accessed. Platform Plugin may be
implemented in Python which calls the system APIs to modify the underline network and data model and can
be automatically updated via Knowledge Cloud. The user can enable or disable a plugin and define the

execution points and order.

Use Case

= Solve the data incompleteness issue due to the inaccessible devices
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By plugins, users can import the data such as configurations, route table, MAC table and ARP table
from other systems.

= Complement data model logics
By plugins, users can fix the limitations or defects of the method to create the data model, such as fix
up missing L2 links between two neighbor interfaces due to missing interface index.

= Support new functions
By using plugins, NetBrain can deploy new technology support on the system without having to
release new patches, such as supporting new device types or vendors in |Ev8.0.

= Maintain the domain data automatically
By plugins, users can manage and operate in the domain automatically, such as executing plugins to
solve duplicate IP issues via moving them to different zones, create sites and device groups, and

manage the device host changes.

Reference Flow

A typical flow chart of using plugins is as follows:

Publish Plugin to Users via Run Plugin via Benchmark Calculate Path with
Knowledge Cloud and Build Topology Correct Data Model
(Platform Team) (Power User) (End User)

Define Plugin

(Platform Team)

Define Plugins

The plugin is defined and managed in the Plugin Manager. A Plugin is an executable program that can be
implemented by Python and has its input parameters. The system provides a set of APIs for the plugin to

query and modify the underline network and data model.
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Name: AP|_GetDeviceProperty ¥} Recommendation Settings

Description Input main.py | 4+

from netbrain.sysapi import datamodel

from netbrain.sysapi import devicedata

from netbrain.sysapi import pluginfw

import time

# from netbrain.sysapi.DataModelAPI import *

e = Y B SR WV

#mgmtIP  vendor
8~ def run(pluginParam):

9 pluginfw.AddLog("bigin run plugin,param:%s" % pluginParam)

1@ a= datamodel.GetDeviceProperty(pluginParam, "BI*POP")

11+~ try:

12 pluginfw.AddLog( "GetDeviceProperty :%s"%a)

13

14

15+ except Exception as error:

16 pluginfw.AddLog( 'test API GetDeviceProperty with error: %s' % error, pluginfw.ERROR)

Execute Plugins

In a scheduled task such as Benchmark and Discovery, you can add the execution points (the time to execute
plugins) under the Plugin tag and select plugins to be executed in these points. You can also define the

execution order for plugins at the same execution point.

Domain Management

Start Page Blugn Manager % Schedule Task
Schedule Discovery/Benchmark Srhedule Data View Template/Parser Schedule Qapp Schedule Plugin

+ Add Berchmark Task + Add Discovery Tagke
Ensble Tosk Name

Ed

Descripziom

Exseution arder of that pameutan pams|

Befare executing benchmark task

# Befare ratreang e dasa = =
Input criptian
. o -m
Before executing full topalogy buildn, e
L] B . v CommeniPugnd None

Before buiding L3 tepalogy

7] Aduar budding L3 tapelagy

) e butding L2 tapeiagy

Plugin Framework
The following introduces the concepts related to the plugin framework.

The plugin input is flexible and can be text in any format (txt, Json, etc.); All inputs will be passed as text by the

framework to plugins during execution.

Plugin Qualification

198 | NetBrain Integrated Edition 8.0 Release Notes




The system will perform a qualification check (filter) based on device groups at the framework level; A plugin

will be executed only when the target device group is not empty.

Installation Setting of Plugin

The Installation Setting is used to control whether a plugin can be automatically installed when being updated

through the Knowledge Cloud. This definition of installation is set by the Platform team.

A plugin can be specified to execute at which execution point and whether enabled by default by using the

Installation Settings. The settings only work for the built-in tasks, including Basic System Benchmark.
Plugin Catego

The plugins can fall into the following categories:

No. Category Description

1 Discovery Plugin The plugins used to intervene with discovery. The corresponding execution points of the
discovery plugin includes as follows:

= Before executing a discovery task
= Before executing a discovery task

= After executing a discovery task

2 Tune Plugin The plugins used to intervene with the device tune. The tuning of a plugin can be executed on-
demand or in Schedule Discovery and Schedule Plugin.

3 Benchmark Plugin | The plugins used to intervene with the benchmark. The corresponding execution points of the
benchmark plugin includes as follows:

= Before executing a benchmark task

= After executing a benchmark task

4 NCT/System Table | The plugins for NCT and System tables modification and creation. These plugins are executed
Plugin after retrieving live data and before building topology.

5 Topology Building | The plugins used for topology building.
Plugin

6 Data Model Plugin | The plugins used for data model building, such as MPLS Cloud, Internet Cloud, Device/interface
property and device relationship like virtualization.

See also: Built-in Plugins.
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3.1.11. Script Manager

Script Manager is a new function in IEv8.0, which provides a front-end Ul to enable users to manipulate python
scripts, including the addition, deletion and update of python scripts in the system. Any modifications to the

python scripts in the Script Manager will be automatically synchronized to system worker servers.

System Management

HomePage | Lcense < Temants x| UserAccounts | FrontServer Controllers X EmallSemtings x| Advanced Settings > SCript Manager <
4 7] Al Python
4 B Built-in
] nb_framework
b E nb_platform

B _init__.py
1 public

The Script Manager provides two types of scripts:

= Built-in — This folder contains all built-in python data of NetBrain IE in different features and modules.
All the python files in this category can be imported for use in Qapp/Path/Plugin/Driver.
= Public — This folder is used to contain the private python data that you will create for your NetBrain

System. Like the built-in scripts, the scripts in this folder can be called in the NetBrain system.

3.2. Extension Based on Enhanced Platform Framework

This section will use each technology as examples to introduce the extension based on the platform

framework enhanced in IEv8.0, and several Built-in Plugins to customize for data accuracy.

3.2.1 .Technology Support Summary

In IEV8.0, the support of the following technologies is newly added and enhanced for specific vendors. Click on

each technology name to view more details.

Technology Name Data Model Support | Topology Support Path Support  Supported Device Type
VXLAN v L2 Overlay Topology v = Cisco Nexus Switch
= Cumulus
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Technology Name

Data Model Support

Topology Support

Path Support

Supported Device Type

oTV v L2 Overlay Topology v = Cisco Nexus Switch
= Cisco |10S Switch
VPLS v L2 Overlay Topology v = Juniper Router
HA/Cluster v L3 Topology v = Cisco ASA Firewall
= Cisco Router
= Juniper SRX
= Palo Alto Firewall
Transparent Device v L2 Topology v = Riverbed WAN Optimizer
= Cisco ASA Firewall
= Palo Alto Firewall (Virtual
Wire)
MC-LAG v L2 Topology v = Cisco Nexus Switch
= Arista Switch
= Dell Force10 Switch
= Checkpoint Firewall
= Cisco ASA Firewall
FEX Dual-Homed v L2 Topology _ = Cisco Nexus Switch
Port-Channel Vv L2 Topology v -
End System v L3 Topology v = Ubuntu Server
= Windows Server
= Mac Server
= Printer
Wireless v L2 Topology v = Cisco LWAP
= Cisco WLC
Management Route v - v » Dell Force 10
= F5 Load Balancer
sPB v _ v = Avaya Switch
(Shortest Path Bridging) = Avaya VSP
HSRP v L3 Topology v = Cisco Nexus Switch
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Technology Name Data Model Support | Topology Support Path Support  Supported Device Type

Segment Routing v L3 Topology \ = Cisco I0S XR

AVI SDN v L3 Topology = AVI Controller

SD-WAN v L3 Topology v = Velocloud edge and gateway
= CloudGenix ION
= Citrix (Netscaler)

'3.2.2.More Drivers

IEv8.0 introduces new drivers to support more device types and also improves some existing drivers.

Cisco Web Security Application N®" (Can add configuration files via SNMP only.

Imperva WAF New Can add configuration files and ARP tables.

New
Secure6s Can add configuration files via SNMP only.

NetScaler SD-WAN New Can add configuration files and ARP tables.

Checkpoint XOS New Can add configuration files, ARP tables, route tables, and virtual device information.
Cisco ENCS New Can add configuration files, NDP tables, and MAC tables.

AeroHive Switch New Can add configuration files, ARP tables, MAC tables, and route tables.

XetaWave Ethernet Radio New Can add configuration files, ARP tables, and route tables.

AudioCodes Appliance NeW Can add configuration files, ARP tables, and route tables.

RackSwitch New Can add configuration files, MAC tables, NDP tables, and route tables.

Fortinet FortiGate Firewall Remove root as virtual node to be discovered.

Cisco 10S Router Support traceroute for version 10S 16.
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Citrix-B Series Add MAC table and NDP Table.
Cisco WAAS Add module information.

Alcatel Lucent Server Router Add NCT tables, including Management ARP Table, Management Route Table, BFD
Table, ARP Table[Learning], LDP Table, BGP Neighbor Table, OSPF Neighbor Table.

Viptela Visualize IPsec tunnel topology for Viptela devices

3.3. Path Enhancements

3.3.1.Enhancements to Path Gateway

The enhancements to Path Gateway Framework in IEv8.0 include:

» The path gateway list is completely controlled by the scripts rather than the framework, which is more
flexible to handle possible gateway issues in the future. For example, with scripts, it is easier to
support the new format or HSRP configuration of HSRP gateway.

= The system is capable of processing different technologies to display the gateway in the specific
formats in the list. After users make choices, the system can determine which script can be used to
parse the correct gateway based on the choices. For example, a VXLAN Anycast Gateway (10.1.27.253).

Users can find the correct gateway based on the display format at ease.

Customizable Gateway Based on Technology

In some network configurations (such as HSRP and VXLAN anycast gateway), the network traffic uses a certain
network device as the gateway. Since the NetBrain system does not know the cable connection, it can only list

all the possible gateways that match the input IP for users to choose from.

To help users find the correct gateway in case of VXLAN anycast gateway or HSRP, IEv8.0 enhances the
algorithm to select the gateway: when a user inputs a source or destination IP, the technology behind a
gateway will be listed, such as Anycast Gateway (10.1.27.253). After the technology is selected, the system will

automatically find the appropriate gateway interface.
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192.168.11.2 ) 101027250 l Path -

Gateway: Emu_MV_OISRT FastEthernet1/0(... Gateway: GW2Lab.GigabitEth... A"

3 [ Anycast Gateway(10.10.27.253) ]
»

gateway. Etherner4/0(10.10.10.77)Global)
sw3850-103.V1an70(10.10.27 251 )(wrf1)

sw4500-15Man70(10.10.27. 254) vrf2)
sWw3B50-102.¥1an70(10.10.27.252)wrf3)
GW2Lab GigabitEthernetO/0.70(10.10.27.253)(vrf4)

LAN Topology and Path Logic in Anycast-Gateway Deployment]

= Anycast Gateway Selection. When an IP is entered, the system checks whether the VRF of the IP interface
belongs to the L3 VNI Interface. If yes, the input IP will be treated as an endpoint of anycast gateway and
displayed as a default option in the gateway list [the display format is anycast gateway (IP)]. If anycast
gateway is selected, the system will look up the ARP tables of all alternate gateway lists and find the

matching item with the input source/destination as the gateway.

= Enable Duplicate IP for Anycast-Gateway Configuration. When VXLAN is configured with anycast-gateway,
it will be recognized as duplicate IP in the system by default, which affects the L3 topology and path
calculation. To solve this problem, IEv8.0 adds a GDR tag for the corresponding interface to mark the
interface IP as a non-duplicate IP. While calculating L3 topology, the system identifies this tag and treats
the interface IP with this tag as a non-duplicate IP and connects all interfaces with the same IP to the

same L3 LAN segment.

Fix-Up Path Source/Destination IP and Gateway

Gateway is required for the NetBrain system to calculate an A-B path. In the current path framework, when
users input a source or destination, the system will automatically look up the gateway interfaces within the
same subnet as the input source or destination. However, the gateway lookup method based on the device

interface and the same subnet does not work in some cases.

IEv8.0 introduces the Path IP and Gateway Fix-up feature, which enables users to manually define gateways
based on destination and source (IPs). When users calculate a path, the system will use the predefined

gateway if the input source and destination IPs match rules in the Path IP and Gateway Fix-up Manager.

Key Use Case|

= A gateway device has no gateway interface. For example, a device's gateway is a VIP on an F5 load
balancer.
= A gateway device is not in the same subnet with the input destination or source.

= A gateway device is not in the domain.
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= Specify a gateway for all IPs in a network segment.

For example, define a path gateway fix-up rule so that all IP address in a specific subnet will use the specified
gateway for path calculation: In the Source field, enter the subnet (for example, 10.10.16.0/24), * in the
Destination field (* means any) and 10.10.19.253 in the Source Gateway field. The sample fix-up rule means
that when users input an IP within the subnet 10.10.16.0/24 in the Source field when calculating a path, and no

matter what they input in the Destination field, the path will use 10.10.16.253 as the source gateway.

Edit IP and Gateway Fix-up entry ¥

Specify the original Source and Destination
*Source: | 10.10.16.0/24

*Destination: |

Specify the Replacements and Gateways (You must fill at least one item below)
Source Replacement: | IP, Subnet or leave it blank
Source Gateway: | 10.10.19.253
Destination Replacement: | P, Subnet or leave it blank

Destination Gateway: | |P. Interface Name or leave it blank

Description:

Cancel oK

When users start a path calculation, the system will check if the destination and source match one fix-up rule
defined in the gateway fix-up manager. If matched, the system will use the fix-up gateway or replacement

destination/source (if defined in the fix-up rule) to calculate the path.

For example, calculate a path from 10.10.16.15to 172.11.1.12. The source IP is in the range of the subnet

10.10.16.0/24, this path calculation matches the rule defined in the above sample gateway fix-up rule and the
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system will use the specified gateway 10.10.19.253 to calculate the path.
4 Path [P and Geteway Fix-up info

IP:

| Gateway: 10.10.19.253 | (=)

0 IR

Gateway:

= Fic-up rule has been applied

The gateway fix-up rule is enabled by default. Users can disable it before calculating a path in the Path

Settings.

ITE Lab 26 Devices

Protocol: | IPwd ~

Data Source:  Live Network ~

[ Use configuration in Current Baseline
4 Caiculate L3 Active Path

3 Use (LI command with arguments
4 Advanced

Calculation Logic: [ Continue path calculation even if denied by ACL rule

[ Continue path calculation even if denied by policy

W\

o [ Enable Path IP and Gateway Fix-up Rule

Log Mode: @ Production mode

O Debug mode - Display detailed debugging information

Cancel oK

Path Gateway Fix-Up Logic

The Path IP and Gateway Fix-up function at the domain level enables power users to define specific rules to

affect the gateway (or source and destination) selection when end users calculate paths.

When an end user calculates a path, if a rule is matched, the system will trigger a python script to replace the
gateway (or source and destination) based on the source and destination and the path will be calculated

based on the information after replacement;

After calculating the path, the system returns the path result and the replacement information to the front-

end Ul.

Set Default Path Gateway

To some customers, the gateway device IPs or names of end systems and servers in their networks are
regular. For example, always use the largest/minimum address in a network segment or always use the device

with a hostname containing GW as gateways. While NetBrain system automatically uses the first gateway in
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the gateway list as the target gateway by default. To solve the accuracy issue of the gateway selection, IEv8.0

offers a domain-level setting to allow power users to specify the rules of the default gateway.

Note: The system does not provide a Ul for this setting and users need to specify the rule in the database.

Key Use Case and Flo

Accurately set gateways for end systems and servers based on path gateway rules in customers’ networks.

Define Default Gateway Celfonlkie Peili ey

(Power User/NB Support)

Gateway Auto-Selected
(End User)

Implementation Logid

After a user inputs the source/destination, the gateway list is generated based on the gateway list calculation
logic, and then the system determines which gateway item should be put on the first top and selected as the

default gateway based on the defined default gateway rule.

Note: If the input IP matches an end system whose path gateway attribute is predefined in Device Details Pane, the logic of
the default gateway rule will not be triggered, and the system always uses the path gateway defined in end system properties

as a top priority.

3.3.2.Calculate Overlay and Underlay Path based on Topology Dependency

In hybrid data centers with both underlay and overlay deployments, users care about not only the connection

of the underlay network but also that of the overlay network built on top of the underlay network.

IEv8.0 can calculate both underlay and overlay paths of networks with overlay deployment, including VXLAN,

VPLS, and OTV.

Calculate Path based on Topology Dependency

The system automatically calculates a path and underlay paths at a hop based on interface topology
dependency information. for example, the interface vne1 which belongs to the VXLAN topology depends on
the ethernet interface e1 which belongs to IPv4 topology. While discovering the path, users do not need to
select the path type (L3 or L2). Instead, the system will automatically discover the corresponding path and
underlay paths. When the source and destination IPs are in the same subnet, the system discovers the L2 path
first; otherwise, the system discovers the L3 path first. At each hop, if the outbound interface’s topology

depends on another underlay topology type, the system automatically discovers the underlay path.
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Example: A/B Path Crosses VXLAN Overlay Network

Seorch for device. configurotion tert.. ratt % B & puoysnguc @ FATHALL Tech (@ 187 Nodes Seain

Path Result 2 o E X 53 Map5 * > Pagel v Dashboard | Map | Actions ) = ———— § 20w B/ &

Path Status: Succeeded with warning »

S

Utz

i In Dtheret! /6
g 22 g ten
- | o e

" WXLAN [V 100152, 100193, 100500}

T
i 222 e Lmat2
v i our themeris

HERT T r e

a5 ohm

*leats
Ellog
s* Jmiam

Visualize Topology Dependency in Path Result Panel

The Path Result Pane shows hop nodes along an A-B path, including inbound and outbound interfaces at each
hop. At each hop, the Path Result Pane displays all path types. Users can select a path type to display it on a
map.

Status: Succeeded
Runbeook 1| Instant Qapp

< L | -_'bl’lalﬁ
o ois2188210Pw # #

' \
} i Spinet Spine2
1] A
§ I Etherneti/s 123.1.1201 1231.1.202

b | i < - du.ﬂ £3 o

o~ e | out et & -

- WIILAN (VM 100152 100183, 1005000

1]
i
'
I
[
1]
1]
1

-
2.168.1.072,
VRF: L3vNI

! I rwet
o Leaf2

Out Ethernet1/8

. ¢ O i
= T
¢ w

192 163 2 201Pwd)
22 ob Host4

VRE: L3VNI

192.168.2.022

Host3
123.1.0.207
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3.3.3.QoS Path Support

IEv8.0 system can calculate L3 QoS paths. The system retrieves QoS parameters such as DSCP, IP Precedence
and QoS-Group based on the server-policy information configured on an interface. It automatically calculates

an L3 QoS path based on the QoS policies.

_‘? it o il l e i it Yol Ellmneto
sth Rlesult 4 ki = X IPv4,Current Baseline, 12/31/2019, 3:30:55 PM 5 X B O - Stencils | InstantQapp | Deshbosrd | Map | Actons 1o = —4
Path Satus: Succesded < [ Ethernesdit.102 QoS-Path-R3 Ethernesty3.250 @0 >
[N This is Unicast path.
Device Log Traffic State 158.7.1 7. =1
. ® inbound Logs Outbound Logs IR JERLTE AL
2 t..auu.u.s
- | 15871550Pw) @ Only show steps matched with the device
2 1. Check Ingress QoS (Mawched) 4 ;
G 158715029 HSRF 10201587383) /
I * Racrieving QoS iz configuration 7
| /
¥ o Ingress QoS <DPS-QPPB-POLICY> was found st the input interface Ethernetd/1.102 S
22 @ oeshthrs + qongroup was setta 10 (4]
== | Owtwameni2250
! * dicpwessettocs? SSRT19.5 158.7.19.62
o 1ser15828 11, Look up Routing Table (Masched)
| * Retrieving global routing table
S » Prefuc 158.7.19.56 Mask: 295.255.255.248, Output interface: Exhernes/2.250, Next
ey 3 Qos-Fath-rL hop IP: 158.7.18.11 2
N | OweEthemertiz = aalls
I 18. Find Next Hop (Found)
™ 1587184029 . B " PahRl
q|5 et hop s QoS- 158.7.19.029 158779829 15871940729 158.7.19 5629
' WSRE: 100(1587.18.3)
E tn: an 19, Check Egress QoS [Maiched)
a9 @ Qos-Path-r2 o Retrieving QoS via configuration

| OutEthemes/i

{
¢l 1587.19.56/29 HSRP 111587 19.59)

i 158719620Pw

= Egress QoS <output> was found ot the output interface Ethernesl/2.250
* dscp cs7 was gwitched 1o af12

» coswassesto0

* qos-group 10 was switched 10 1023
a oa:uu.u.u
Qos-Path-R3 Qos-Path-R2
Execusion Log T2Is92 7235198
Cisco Router Cisco Router

Start calculating A to B Pach at 2019-12-23 11:41:55..

Note: The system cannot recognize and retrieve the QoS information of an end system. When the source device is an end

system with QoS configured, end users need to configure the QoS values manually before calculating a QoS path.

Path Settings

Protocol: | |Pwd

Data Source:

Live Network

¥ Use configuration in Current Baseline

Calculate L3 Active Path Configure
Use CLI command with arguments @
CoSValue: 0
& Advanted
DSCP Value:  Oefault

Path Logic: ) Continue calculation even if denied by interface-level policy (such as ACL]

Continue calculation even If denied by device-level policy (such as policy)

Enable Path IP and Gateway Fix-up Rule Precedence Value
Log Mode: () Production Qo5-Group Value:

# Debug
Paramet

arameters Cancel OK
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3.3.4.NAT-Traversal Path Support

IEv8.0 adds the support for NAT-T (traversal), by mapping its topology and aligned devices along the two-way

paths. Here is a sample screenshot:

Fs

=y 168.2.10

O 12

-

%

& & 2 @ encraass

NATT-RY

! Stencils | InstantQapp | Dashboard | Map | Actions n — —e

X

Ehernedi2 @) >

192.168.2.10 -> 192.168.1.10

192.168.1.10

| 192168210004

off 5216210

¢ lmiE A pe g

E"
= v

192.168.2.10

192.168.1.10 -> 192.168.2.10

The logic for NAT-T path support includes:

When generating interfaces for IPSec VPN, the system checks all the neighbors for each hop device to

een configured with NAT by using its GDR property hasNATConfig.

If yes, the system will obtain the NAT-related information, and then check whether the local IP

address of the current interface has been translated to an outside global address in the NAT

If yes, the system will save the information of the outside global address to the GDR

1.
determine whether any neighbor has b
(a)
table.
(i)
property NAT outside global of the interface.

(b) Repeat (a) until all devices have been checked.

2.

During the Qapp automation for IPsec VPN topology calculation, the system will link two interfaces (A

and B) when the following two conditions are met:

The VPN local IP address of A equals to the remote IP address of an interface B.

The remote IP address of A equals to the NAT outside global address of B.
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3.3.5.Cisco Wireless L2 Path Support

IEv8.0 system improves the support of the L2 path across wireless devices and supports an L2 path calculation

across Cisco LWAPs in the Local and Flexconnect mode.

L2 Path across LWAPs in Local Mode:

aih Fesalt TR £2 mirviens Lacal Minde > Page 1 O » o Sk | batsQewp | Daskbosrd | Mep | Aok X — —8 +0m [

Path Suames: Succesded mih mbireg W

[ T o Uiricst pacn

20 offgmrans
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e
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2 gt ramet

Buitre it
30 e ERTE
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st resarint

]
i neLab s

Sutguatrint

]
] vtz st Racst
St e

- gt vt
58 MEEXTEN
Ot Ot T s %

L2 Path across LWAPs in Flexconnect Mode:

17224301 > 1722434136 ~

NY_Core NY_Router

Path Caluclation Logic for Additional Path Parameters:

The traffic state adds DSCP, COS, QOS-Group, and Precedence options to record the corresponding

information of traffic packets. When the system checks that an interface is configured with policies during a
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path calculation, it changes the corresponding value in the traffic state to determine routing decisions if the

value in the packet is changed.

Take the path calculation in service policy configured network for example:
1. The system checks whether the in/out interfaces are configured with service policy.
2. If configured, the system checks whether the DSCP/COS/TOS value is modified in the service policy.
3. If modified, the system checks whether the class-map content is matched with the simulated content,
including IP, port, DSCP, and simulated packet.
4. If matched, the system modifies the DSCP value in the traffic state and passes the value to the next-
hop device for further processing.

Note: The change of the Path Settings affects all modules that call the Path feature, such as Application Manager and

Runbook.

3.3.6.Enhancements to Path Calculation for Unknow End Systems

In previous versions, a path related to unknown end systems failed when
= Duplicate unknown end systems were found as a next-hop device during a path calculation.

* Many existing virtual IP addresses were recognized as unknown end systems.

To resolve these issues, IEv8.0 enhances path calculation for unknown end systems:

= Use the latest unknown end system as the next-hop device when the system finds multiple ones

during a path calculation.

Exclude more virtual MAC addresses for Cisco, Juniper, and Fortinet devices, so that the system will not

recognize them as unknown end systems.
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= Allow users to delete One-IP table entries and unknown end systems together manually.

Search for device, configuration text... Q

Cne-IP Table [T T4

@3 DNS Server Settings T, Export 5 Refresh Resolve All DNS

Total Entries: 600 [ Show Unknown End System Only Search by IP/MAC/LAN/ Q
IP Addres... LAN Segm... MACAddr... Vendor Switch Port...  DNS Name Descriptio... Data Sour..
9.8.130.1... 9.8.130.0/24 0011.9389.. Cisco Syst... - Device i ©
172.26.10... 172.26.10... 0019.2FBE.. Cisco Syst. Mop A Device It
172.24.10... 172.24.10... 0017.59F3.. Cisco Syst.. bit... Device It
172.24.10... 172.24.10... 001B.2AQA.. Cisco Syst.. BJ-R1.Gigabit.. BJ-R2.FastEth... Device It
158.2.4.81 158.2.4.0/24 AABB.CCO... SNMPv3all.Er... Device It
172.26.7.1  172.26.7.0.. 0011.9388.. Cisco Syst. B|_L2_Core_3... Device i

172.26.7.... 172.26.7.0.. 00AD.C90Z.. INTELCOR... BJ_L2 Core_3.. ASA-AAfadmi.. connectto.. Devicelr

172.26.7.... 172.26.7.0.. 00AD.C902.. INTELCOR... BJ_L2 Core_3.. ASA-AA/admi.. connectto.. Devicelr

| 3.3.7.Path Visualization

= Show/Hide Load Balance Branches in Path Detail Pane

= Visualize All Path Details

Show/Hide Load Balance Branches in Path Detail Pane

IEv8.0 provides a Show all load balances option in Load Balance Settings to control whether to display all
redundant paths on a map. By default, this option is checked, which means to draw all load balance branches

on a map. When it is unchecked, only the active path is drawn in the map.
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Visualize All Path Details

With the topology dependency, a path may contain different types of paths, such as L2, L3, and VXLAN. IEv8.0
adds the Path Overview Pane to display the summary of all types of paths. In the pane, users can view the full
path and its status (succeeded or failed) and all segmented paths.

Path Overview 4

Total @ Paths: & Succeeded, 3 Failed. [[] Only show failed paths
4 Full Path
L3 Path (172.24.31.194 -> 10.10.32.171) 2 Succeeded

Laptopi11 172.24.31.192/26 BJ*POP 172.24.31.192/26 NY-core-bak 172.24.31.64/26 LB_test_routeri 10,10

Lapropii1l 172.24.31.102/26 BJ*POP 172.24.31.192/26 NY-core-bak 172.24.31.64/26 NY_POPP

4 Segmented Path

L2 Path (172.24.31.194 -» 172.24.31.195) 1 Failed

No L2 connections were found

Laptopii11 Bj*POP
L2 Path (172.24.31.105 -> 172.24.31.193) 1 Succeeded

ﬁfa_st_Et_h_Er_ngtgf_'l . _h-’FastEthEmEtD."QZ

FastEthernet0/23 FastEthernetd/1
BJ*POP B)_Acc_Swd MNY-care-bak

L2 Path (172.24.31.125 -» 172.24.31.67) 1 Failed

Destination MAC was not found

3.3.8.Pin the Path Result Pane

IEv8.0 adds a Pin function. After users pin the Path Result pane, it will squeeze the map so that the map

content can be fully displayed.
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3.3.9.0ther Path Enhancements

Fix-Up Route Table

IEv8.0 allows users to manually fix up route tables in case that the system is not able to get the route table
from the live network. Further users can define route tables based on different VRFs to support VRF-related

cases.
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This is an example of completing path calculation by adding a fix-up route table.

ﬁ 1 M0 1T /\

5

»
100032171

Path is incomplete.

Uniknown &
1722431184

prvre v Add fix-up routes. e

+ Add & Imperr 1, Exporr @ Has priority over Roure Table
Dest.Addr Mask Interface Nexz Hop 1P Next Hop Device

10.10.32.171 32 FastEthernet0 172.24.31.67 LB_test_router

10103217 32 FastEthernetdill 172243165

lﬁ,

.Ilnw-u-w
10.10.32.171

Replicate Active Path Calculation with Auto-Saved Data

In earlier versions, it was usually difficult for the Platform Team to debug Active Paths for customers. This was
because the data retrieved for the Active Path Calculation cannot be saved and reused in another system

environment.

To enhance the supportability, IEv8.0 automatically saves the specific commands when calculating an Active

Path and also the returned results to the current baseline for future reuse.

Calculate L3 Active Path with Baseline Data

Customers may encounter path calculation failure when Juniper devices are involved. This is because some

data tables are too large to be retrieved. For example, the file size of a VPNv4 table is 8GB.
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In parallel with the backend optimization of data acquisition, transmission, and storage, IEv8.0 also adds two
options when using baseline data to calculate A/B path. That is, the system allows you to calculate L3 Active
Path as well, and also use CLI commands with arguments, such as show ip route 1.1.1.1, to narrow down

the data processing scope.

Limitations:

Protocol: | |py4

-

= This function of using CLI command with

Data Source: | Current Baseline M

arguments only applies to most device

[0 Calculate L3 Active Path New Option
types, but not all.

[ Use CLI command with arguments @@= New OptiOH

I Advanced

» Whether the data can be retrieved by

specific CLI commands depending on
Cancel o] 4

both the data existence and data

matching. With these conditions, the path scripts can determine whether to use CLI commands with

arguments.

Add Two Options to Control Whether to enable ACL/Policy Checking

IEv8.0 adds two options in Path Settings to control whether to enable ACL or policy checking before calculating

a path. If enabled, the system will ignore ACL or policies check at a path calculation.

Protocol: | |py4

Data Source: | Current Baseline M

4 Advanced

Calculate Logic: () Continue to calculate path even if denied by ACL rule

[0J Continue to calculate path even if denied by policy

Log Mode: (@) Production mode

() Debug mode

Cancel OK

Note: IEv8.0 removes the Path Analysis Set option (used to select L2/L3 path) because it automatically selects path types to

calculate based on interface dependency topology types during a path calculation.
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Optimized Conditions to Determine Next-hop Device

When it comes to path calculation logic, the system always looks up the source IP address in the ARP table, for
example, the ARP table of a VXLAN anycast gateway or HSRP device, to determine the next hop. If there is a
matching one in the ARP table, that device will be identified as the next hop; otherwise, the calculation will fail.
However, the fact that the first hop of a path is not a VXLAN or HSRP device may happen, and cannot be

supported due to the lookup limitation.

To support this case, IEv8.0 adds a supplementary condition when the above condition cannot be met — the
system will look up the outgoing interface IP of the device, which can be calculated and confirmed along a

path, in the ARP table of VXLAN anycast gateway or HSRP device. If there is a matching one in the ARP table,

that device will be identified as the next hop; otherwise, the calculation will fail.

3.3.10. Supportability

= Add a Debug Mode option in Path Settings. When this option is checked, the Path will print system

debugging messages to help troubleshoot path issues.

= Add logs for retrieving data tables and CLI commands during path calculation.

Figure: Execution log of route tables

55H to device 19.10.7.253 via FS1(10.10.32.144)

SSH to device 19.10.7.253 successfully via FS1(18.18.32.144)
Sending "" command

Return from Device:[GW2Lab>]

Sending "show ip route summary" command
Received:GM2Labsshow ip route summary

IP routing table name is default (8x@)

IP routing table maximum-paths is 32

Sending "show ip route"™ command

Received:GM2Labrshow ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

Sending "exit" command
S5H to device 18.1@.7.253 disconnected.
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»= Add path message categories and error tips. The information in the result category can be exported

along with the path exports in the Application Manager and Path Browser.

'Path Browser S5 F
+ New Application 4 New Path b Import T, Export v Application Manager
Tortal Entries: 1 Applications, 3 Paths 2 Succeeded 1 Failed L-'.\

4 Application Path Source @ Destination @ Group @ Protocol Last Result... Result Category History...

4 Untitled Applic...

path1 10.10.16.17 10.10.32.1 1Pyd Sugeaadad 1
Path? 10101617 172.24.101.52 1Bva sul No next hop IP and output interface were found
path3 10.10.16.17 8.8.8.8 1Bvd Failed Lack of related information 1 v

= Path logic (NCT, path script) dedicated to customers’ specific usage can be updated and synced

through Knowledge Cloud. Refer to Knowledge Cloud for more details.

= Support of Path Accuracy Ticketing. Refer to Ticketing Sample for more details.

3.4. Fully Extensible MPLS Cloud Framework

In the previous versions, MPLS Cloud was used to simulate an MPLS network that carries traffics for customer
networks at different regions, which enabled users to calculate the traffics across the MPLS Cloud to make
their network complete in the NetBrain system. However, as more cloud deployment scenarios and

technologies increase, the limitations of the MPLS Cloud framework arise:

» |t cannot simulate PE-side redundancy deployment scenarios because the CE interface cannot be
configured to connect to multiple PE IPs.

» |t cannot simulate CE-side redundancy deployment scenarios because multiple CE interfaces cannot
be configured to connect to the same PE IP.

» [|tcannot add CE interfaces configured with IP unnumbered configuration.

= Itis not extensible to support the deployment scenarios of Carrier Supporting Carriers (CSC) and Inter-
Provider.

» |tis not extensible to support other cloud technologies, such as VPLS.

To resolve the above limitations, IEv8.0 has redesigned the Cloud framework to make it a generic with high
scalability. The new Cloud framework enables NetBrain Platform Team to define a cloud-based via JSON and

Python so that they can flexibly adjust and develop cloud functions based on network situations.

Besides MPLS Cloud, the new Cloud framework uses the Cloud concept to represent the network connecting

to users’ networks but not managed by the users, for different technologies such as VPLS and IPv6.
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Use Flow

Add and define a Add Specific Clouds for Build Cloud Topology and Calculate Paths

Cloud Type the Cloud Type Retrieve Cloud NCT across Cloud

3.4.1.Add Cloud Type

Each cloud type is composed of four components, which are used to build the data model for cloud topology

and path calculation:

Component Description

Property Define which parameters need to be filled in. For an MPLS Cloud, the parameters include PE devices, CE

interfaces, and other parameters.

NCT Define the NCT needed by a cloud to calculate the path crossing cloud. For example, the virtual route

table for an MPLS Cloud, the virtual MAC table for a VPLS cloud.

Topology Define the logic to calculate the topology for a cloud and its neighbor devices.

Icon Define the Cloud icon displayed in the system.

Note: After adding or modifying a cloud type, you need to add or adjust the path scripts used to calculate paths for this

cloud type.

To enable users to use the MPLS Cloud function directly, the system offers a built-in “MPLS L3 VPN" cloud type

and power users can define an MPLS cloud as usual based on this cloud type.

220 | NetBrain Integrated Edition 8.0 Release Notes



Example: Built-in Cloud Type for MPLS L3 VPN

Tenant Management - Topology Operations & wangyawei  Log Ouf
User Authorization Domain List Cloud Type Definition
=+ Add Cloud Type &, Import Name: |MPLS L3 VPN | 1D: |1024
MPLS L3 VPN v Property = NCTTable | Topology @ lcon
JSON Script

Please enter JSON to define property. @)

1~-[ s
2~ i

3 "name”: "cloud_interface”,

4 "displayName”: "PE Interface”,

5 "dataType™: “string",

6 "reguired”: true

7 ¥s

[ i

9 “name”: "cloud_ip",

18 "displayMame”: "IP of PE Interface”,
11 "dataType"”: "ip",

12 "reguired”: true

13 Is

14 ~ {

15 "name”: "cloud_vpn",

16 "displayMame": "VPN",

17 "dataType”: "string",

18 "required”: false

19 Is

28 - {

21 "name”: "edge_device", -

Save

3.4.2.Define Specific Clouds for a Cloud Type

After defining a cloud type, power users can define specific clouds in their domain. After they select a cloud

type, the system automatically loads the parameters defined in the cloud type.

Domain Management Tenant: Initial Tenant  Domain: MPLS|

Start Page Fine Tune

Fi“; Su:ce;ded, SNMP Fa‘il - @ Define your cloud for WAN connectivity.
Don't Supporz CLI (0) ! e
CLI Connection Failed (0) ﬁ Name: MPLS_BOS_WDC
CLI Non-privilege Login Fai Cloud Name Cloud Type Edge Device Count
CLI Privilege Login Failed (C MPLSEGE MBLS L3 VB 3 Cloud Type: | MPLS LSVPN v
€Ll Configuration Retrieve MPLS_AdevertiseRout.. MPLS L3 VPN 3 Descriprion:
CLI Configuration Update F
SNMP Configuration Upda MPLS_Aggregation2 MPLS L3 VPN 2
Others (0) MPLS_BigAsNumber ~ MPLS L3 VPN 2 e

Missed Devices (0) MPLS_GlobaltoVRF MPLS L3 VPN 2

Undassified Network Devices (( +- Static Interface + Dynamic Search Interface » + Exclude » Q\ LA

Unknown SNMP SysObjectiD (0

Discovered Devices (2) PE Imarface CEDevice.. CElnterface.. IPof PEInte.. VPN CElnterface... VRFon Inte...

4 Network and Topology
Duplicated IP and Subnet Manz
Topology Link Manager
@
Generic Device (0)
Internet Cloud (0)

Compared with the previous versions, there are some changes in the MPLS Cloud definition:
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1. Select MPLS L3 VPN as the cloud type.

2. Fillin the PE interface instead of the routing protocol when manually defining an MPLS cloud via Static
Interface

3. Fillin any content based on display needs on a map for the configuration of a PE interface. For

example, fill in the PE interface “Connect to ATT Boston”, then they will see that MPLS Cloud uses this

interface to connect to the CE device on the map.

Name: MPLSBGP
Cloud Type:

Description: | mpls

+ Static Interface | 4 Dynamic Search Inteice Add Static Interface X

4 PElnterface CE Device ..  CEInterf: # BE Interface: | Comnect 1o ATT Boston ‘
4 Dynamic Searched (2)
*IP of PE Interface: | 172.27.44.2 ‘
Ethernet0/1-172.27.... CE1 Ethernet(
Ethernet0/2-172.26... CE2 Ethernetl VPN: | ‘

= CE Device:

CE1 ‘ Browse

*CEInterface: | Ethernetd/1 v

CE Interface Description:

CE Device Count: 2 VRF on Interface:

Help
Close oK

3.4.3.Build Cloud Topology and NCT Data for Path Calculation

After defining a cloud, power users need to build the connection topology between a cloud and its neighbors

and retrieve the NCT data used for path calculation through a benchmark task.

Take MPLS L3 VPN for example:

* Build the MPLS topology via the IPv4 L3 Topology option.

w Build Topology
Enable Operation Name

(W]} IPv4 L3 Topology

[} IPv6 L3 Topology

= (Calculate the virtual route table via the Recalculate Cloud NCT Table option.

v Update Cloud
Enable Operation Name

o Recalculated Cloud

(] Recalculate Cloud NCT Table
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3.4.4.Calculate Path Across a Cloud

After building the topology and NCT data, end users can calculate a path across the defined cloud.

Example: A Path across MPLS Cloud

158.4.0.118 -> 158.4.0.114
VRFVPN1 was found on input interface
Vlan2-158.4.0.93

158.4.0.114 -> 158.4.0.118

158.4.0.114

=0
i
MPLS_Nexus_CE2
¥
1554054
Cisco Nexus Switch

MPLS5_Nexus_CE1
15840352
Cisco Nexus Switch

158.4.0.118 -> 158.4.0.114

3.5. Knowledge Cloud

Knowledge Cloud is a centralized resource base housing many types of

(5]

158.4.0.118

158.4.0.116/30
VRF:2

NetBrain resources. Auto-updating

resources via Knowledge Cloud is aiming to provide support for the following scenarios:

1. Auto-update varieties of resources (DVT, Runbook, Platform Plugin, New Tech, Device Type, Driver,
etc.) that apply to the user’s specific IE version constantly.

2. Auto-update patches for built-in resources. Customized resources (Driver/Path Scripts/Platform Plugin)
that are dedicated to customers' specific usage can be reapplied automatically after the system
upgrade.

3. Auto-update customized resources (DVT, Runbook) according to the request.

Note: Access to Knowledge Cloud Domain (https://knowledgecloud.netbraintech.com/) is required on Customers’ Web

Servers.
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https://knowledgecloud.netbraintech.com/

Reference Flow

EE

O Common Repo
—

I
) Pull
RepO LinK s T [58
=="ep (; (Auto/Manual) T 1H
_—
=

ww

Knowledge Cloud Knowledge Cloud Proxy

Export/Submit » ®
to Github - “n —

e O Customer Repo
Create/Modify (D)
ﬁ Resources >

NetBrain Platform& NetBrain IE
Service Team Application

* l
Sync License

y 9
'mH :

3

s

MetBrain License Server

Customer IE
Application

Below is a full list of resources currently supported by Knowledge Cloud:

= Qapp/Gapp

»= Runbook Template/Data View Template

= Parser Library

= Driver/Device Type/Vendor Model Table

= Device Icon/Image/Topology Link Type (Ipv4, Ipv6, etc.)
= Media Type

= GDR Properties

»= Tech Spec/Schema/Visual Space

= API Plugin/Platform Plugin

= SPOG URL

= Device Group

= Global Python Scripts (including Path Scripts)
= Variable Mapping & Global Variable

»= Golden Baseline Dynamic Analysis Logic

» Interface Type Translation

= Default Data View Template

= Network Tree Category and Different Views

3.5.1.Knowledge Cloud Management (NetBrain Internal Use Only)

The diagram below depicts the storage structure of various resources managed by Knowledge Cloud:
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Production Releases
License Inf
1 Driver Version- 0.0.1
Data View Template

.
NetBrain License Server ~ } « Platform Plugin Version- 0.0.2
.

Runbook

One for All
Customers 7.0 DEV Branch

=
U Common Repository| + - Dimeer
+ Data View Template
| D I—— — s Platform Plugin
KC + Runbook
Qa
8ODEVBranch 7 PatchRelease
Dne for Each 1. General Patch Fix Version- 0.0.1
Customer o Cisco Nexus Driver Fix
Common Repo -7.0 IE7TX All 2 Customized Patch Fix Version- 0.0.2
o Customized Platform Plug
lCommon Repo-8.0 IE8X Al o Cisco |0S Driver or Scripts
: iy Customized Built-in Repo (Command Changed) ersion- 8.0,
Customized Builtin Al Compay- XYZ XYZ Domain/Tenant (optional
Repo XYZ pay omain/Tenant (optional)
: Config Settings
Customized Repo XYZ All Compay- XYZ One for Each Patch Release
ustomer

l Data View Template Version- 0.0.1
Runbook

. Qapp N
O Customized Repo Gapp
XYZ
P J. Domain/Tenant
— (optional)

Config Settings

Knowledge Cloud Proxy Customer XYZ

GitHub Repositories house following three types of repositories for the consumption of different types of

customers:

= Common Repository: a repository storing universal software resources that are applicable to all
customers. This repository contains the branches of major software versions. For example:

o |Ev7.0 DEV Branch: resources of this branch can be consumed by one or multiple minor
software versions (e.g., IEv7.0a, IEv7.0b, IEV7.1, IEV7.13, etc.)

o |Ev8.0 DEV Branch: includes unique IEv8.0 system resources (e.g., Data View
Template/Runbook) which are incompatible with previous major versions. Resources of this
branch can be consumed by one or multiple minor software versions (e.g., IEv8.0, IEv8.0a,
IEv8.1, etc.)

= Customized Built-in Repository - $Customer name: a repository storing customized resources based
on individual customer’s special needs. The software patches in this repository are version-agnostic
(applicable to all software versions owned by the specific customer). There are two types of resources

in this repository:
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0 General Patch Fix: these general patch resources will be removed from the repository after
each major release or fix.

o Customized Patch Fix: these patch resources include customized logics (e.g., Customized
Platform Plugin). They need to be compatible with the user’s software version and always
remain in Customized Build-in Repository.

= Customized Repository: a repository storing DVT/Runbook/Qapp/Gapp resources. The major
difference between Customized Repository and Customized Build-in Repository is that Customized
Repository is designed to be managed by Network Automation Team, while Customized Build-in

Repository is designed to be managed by Platform Team.

3.5.2.Common Repo Release Management

The following workflow applies to the common repo release aiming to be consumed by all customers:

1. Release in GitHub: release relevant resources in GitHub

2. Refresh in Knowledge Cloud: refresh data in Knowledge Cloud to view latest version information

3. Select QA License to Test: QA Team to select a portion of QA Licenses to test the resources and
deployment flow

4. Request Publish: NetBrain internal user (with request publish permission) to select specific or all
customers to request resource publish

5. Approve Publish: NetBrain internal user (with common repo release approval permission) to approve
the publish requests, so end users can retrieve the latest software update info when checking update
from IE

6. Customer Retrieves Updated Resources: Customer connects the IE system with Knowledge Cloud;
retrieving latest software update info (IE sends a request to Knowledge Cloud to retrieve system

update info every 12 hours)

Note: NetBrain internal users without permission to visit Knowledge Cloud have the option to manually export the

resources from Knowledge Cloud and import the resources to the IE system to help end users perform resource updates.

3.5.3.Customized Repo Release Management

The following workflow depicts the release procedures for Data View Templates. Platform
Engineer/Automation Engineer can follow a similar flow to conduct other customized repo release when

receiving users’ update requests:
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3.

Create/Test DVT Template in IE: Platform Engineer/Automation Engineer creates corresponding Data

View Template in the |E system, and configures the associated Parsers, Variable Mappings, and Golden

Baseline Settings.

Export DVT Template, including all dependencies (Parser/DVT/GDR/Variable Mapping): Platform

Engineer exports the corresponding DVT and its dependencies by using the Export Tool prepared by

DEV team.

View Customer/Repo relationship from KC: Service Engineer to verify if the current customer has

associated customized repo by searching for License ID or Customer Name in Customer Manager

interface:

= If yes, take notes of the repository name and address;

Customer Manager

License ID Customer Name Version

58625564 ATRT IE7.1a-c1049207921e
25455653 Verizon IE 8.0 - a265607921e
48635569 m IE 8.0 - c656667921f

John@att.com TR N/A

‘Common Repo Version
7.1a-al

7.1a-a2

7.1a-a3

N/A

G RefreshAll | Se Q

Customized Built-in Repo Customized Repo Maintenance Info

20326436 - ATT - Built-in 20324643 - ATT - Customized Valid
N/A /A Expired
N/A /A Valid

Valid

» If not, create the customized repository on GitHub; open the Customer Detail interface, and add

the corresponding repo by clicking the hyperlink ‘Add Customized & Built-in Repo".

Repository Info

-

Common Repository
Latest Available Branch: V7.0 Latest Available Version: al
Customer's Latest Branch: V7.0 Customer’s Latest Version: al

Add Customized Resources Repo

Plzaze enter the Git Address below:

th Export

Version Status:

Version Statusz  Meed Updating

Customized Resources Repo

2032365 - Bachtel Group - Customized Cancel ®
Latest Available Branch: Ganeral La

Customer’s Latast Branch: General Customer's Latest Version: ¢l

Repo Updating Log
Updated Time
Fri Now 16, 2018, 15:1536

Fri Now 03, 2018, 151536
Fri Mov 01, 2018, 09:20:09

Version
a2
b

b2

Installation Status
Succeeded
Suoceeded
Succeeded

Service Engineer Commits the Code to GitHub: Data View Template will be pushed to all Tenants by

default; config file can be created to push resources to the target Tenant/Domain.

Refresh in Knowledge Cloud: Refresh data in Knowledge Cloud to view the latest version information.

Request Publish: NetBrain internal user (with request publish permission) to select specific or all

customers to request resource publish.
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7. Approve/Reject Publish: NetBrain internal user (with custom repo release approval permission) will

receive the publish request and decide to approve or reject the request.

3.5.4.Update from IE System

There are three ways to perform resource updates (powered by Knowledge Cloud) from an end user

perspective:

1. Auto Update from NetBrain: NetBrain IE fetches the latest resources from Knowledge Cloud constantly
(time interval every 12 hours, start time between 12 AM and 3 AM). To take advantage of this feature,
end user needs to ensure Auto Update from NetBrain option is checked in the System Management
page.

2. Check Update Now: In some circumstances, end user would desire to apply the latest resources
immediately to his/her IE system, he/she can click Check Update Now button in System Management
page to manually initiate the auto-update process.

3. Import Resources: Some end users can only perform off-line updates due to security concerns. In this
scenario, NetBrain Support Team will download the update resources from the Knowledge Cloud and
forward these resources to the end users so they can click Import Resources button in the System
Management page and upload the corresponding update package for the IE system to process.

Resource Update

Last Updated on: 11/27/2018
Executor System:

v Auto Update from NetBrain

® Check Update Now [3] Import Resources

The current resources are the newest available resources.

+ Share variable analysis results with NetBrain

Note: The following restrictions have been introduced to avoid compatibility issues caused by modification of Built-in

Resources:

=  Built-in Resources can only be modified by NetBrain staff;

» End users can view (but not modify) their Built-in Resources and save them as Customized Resources.
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3.6. Enhancements to Variable Mappings for Multi-Vendor Support

The essence of Variable Mapping is to define mapping relationships of different parser variables among
different vendors and different data sources. If one variable for a specific vendor or source is supported in

NetBrain Automation, other variables for the rest of the vendors or sources can also be supported.

Variable mappings are automatically applied in a “single pane of glass” view for dynamic mapping and

automation. The following flowchart describes how Variable Mapping applies to Qapp Automation.

N i |
Run Qapp on i ; '
Target Devices Qualifications f |

|

|

|

| .
Apply Referenced Parsers on Look up Variable
Qualified Devices : Mappings
Cached Data . - . .

Get Variable Values Visualize on Map

Live Data

Variable Mapping was initially introduced in IEv7.1. The system predefined a series of built-in variable
mappings and also allowed users to customize new mappings. However, it was still not easy for users to
define, manage and maintain such a huge matrix of mapping relationships when there was no global alias at

all. The import and export of mappings were also complex.

To resolve the limitations, IEv8.0 adds more capability and enhancements to variable mapping definitions,

including:

= Introduce a new definition “Global Variable” to serve as the alias to map parser variables.

= Introduce a new definition “Namespace” to host global variables and their mapping relationships.

= Divide global variable resources into two categories, built-in and customized, to simplify resources
sharing via Knowledge Cloud. Built-in variables are predefined and maintained by NetBrain, and can

be saved as customized variables.
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» The original Variable Mapping page becomes a read-only table to view mapping details. Add a button

to view mapping details of parser variables by selecting a Data View Template.

3.6.1.Manage Namespace and Variable Mappings

Each Namespace is composed of a group of variables that have similar network semantics. Generally, every

variable inside a Namespace is parsed through a single CLI command, for a single device type. With the

organization by Namespace, Global Variable can be further defined, as the global alias of Variable Mappings

for multi-vendor.

Global Variable contains two categories: built-in variables and customized variables. The system allows a single

parser variable to appear in each category only once at most.

» Aslong as a parser variable appears in the customized category, the system will only look up variable

mappings for multi-vendor and multi-source in the customized category.

= |f a parser variable only appears in the built-in category, the system will look up variable mappings for

multi-vendor and multi-source in the built-in category only.

Add Variable Mapping by Importing Parser

If all variables for a single parser are required as global variables,
users can import the parser to a Namespace so that all variables for

this parser can be added as global variables at one time.

Note: Users are not allowed to modify built-in global variables. If there is
any request to add new vendors or add new sources for existing vendors,
they can either submit tickets to NetBrain Support Team, or save a Built-in
Namespace as a Customized Namespace to extend the support by

themselves.

Built-in Variables [ Add Namespace
I [@ OSPF Neighbors Dezail [Cisco 10S] a
4 [T OSPF Neighbors [Cisco 105] v
4 [ ospf_nbrs Save as Customized Variables
$dead New Global Variable

Sintf
$nbr_addr

Import From Parser
Export
$nbr_id
Rename
$priority
Delete
$state
I @ OSPF Protocol [Cisco 105]
b @ OSPF [Cisco |0S] - Configuration
I @ PIM Interface Detail [Cisco 10S]
P @ PIM Interface [Cisco 105]
P @ PIM Neighbors [Cisco 10S]
I B8 PIM [Cisco 1051 - Confieuration E
Customized Variables [ Add Namespace

4 [3) OSPF Neighbors [Cisco 105]
4 [ ospf_nbrs
$dead
$intf
$nbr_addr
$nbr_id
$priority

$state
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3.6.2.View Variable Mappings for DVT

IEv8.0 allows users to select a Data View Template to view the variable mappings inside among multiple device

types, so that the missing mappings for required device types can be addressed quickly.

Variabile Mapping Qictal variatle

Subeet Parser Select Qapp Select Data View Template

s¢0 105] w 1+ Wirw Trmmplase [ Golden Baveling Test - All Vasiable Types

o2 | CUSTOMIZED GLOBAL VARIAELES w Uevice Types in Neswark (8 v
Y Cisto 105 SwitchiCise. Glokal Variabie 3Cam Swirch Arista Swinch Ciscn 108 Siwinch Cisco Rouser Cisca WLE Erd System
Bl Interface [Ciscn 105]
) inafs_table
T $status
Soraffie_in

Sere

3.7. SDN Enhancements

Cisco ACI-NetBrain integration is aimed to provide enhanced network operations to application-centric data
centers enabled by Cisco ACI. Following improvements have been introduced in NetBrain IEv8.0 to further

streamline NetOps's day-to-day operational workflow:

= ACI Multi-POD Support

= Calculate Path in ACI Environment

= Context Map Improvement

3.7.1.ACl Multi-POD Support

IEv8.0 SDN Module provides comprehensive support for discovering and mapping Cisco ACI Multi-Pod fabric.

Discovery

The following example demonstrates the NetBrain discovery interface in a Cisco ACI Multi-POD environment,

including IPN devices that are connected to the Spine switch.
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Mapping
The following example demonstrates the topology map including all devices (IPN, Spine, Leaf, APIC, L3 Out, L2

Out, End Point) and their connectivity in a Multi-POD environment:

D 15025410 e estinan oW . Path & Ta L 2 denny @ USLAB
Netwark 5§ X o 7 More | Instant Qapp | Dashboar i
3 IPN Devices
Caregary Ve [ Detouls Data View =
Cisco A€ v | | Network centrictrabrl.. v | =
s o
Q o1 ’
NE-
Y
4 ARC Domain(1 52.968.48.135) (3} &
b PN () £
2 rodtm
9 NELERRI(152 168 4 POD 2
#9 NBLEAF-2(152. 7 o . %
NESPINE-¥ BSPINE-2 NBSFINE3 AiBsEiNEL
Gutotora Mg 152 848138 OVt G0 Eknd WP 10216845138 OuroxSanangnd 19152 15858157 Ot en Mg v 193 168 43153
I APIC Ddmain 15210008 APIC Cluster
16838180
Out.af.Bara Mgret
Bun.otBana Mgt ey 68,48 145 ] - VMware VDS
Out.otand Mg 1P 19216848 128 oD VUCENTER
G’/ﬁ oo
US-BUR-L2Core-SW1
192 16348208 US-BUR-WEB1
20002 2001 20010 200020
L2 Out L3 Out
End Point @
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'3.7.2.Calculate Path in ACI Environment

Gateway on Legacy Device

10.90.253.10 Q 10.90.254.10 . Path @ fa L & danny @ USLAB 141 Nodes @ N&B{Gfli;i}
B B X 5l Mapd*> Pagelv Stencil | InstantQapp | Dashboard | Map | Actions o — — & 4 100% 2 X

Status: Succeeded ® » [ Default Data View =

'
i
i
i v
| In:Ethemet102M/1
5 @ Lean
| OutEthemet10211/5
H
i
\
i

2

S
i
H
LA vPC343(Leafl.Leaf2)
1
:
T
1 Inwen
a9 s ACILAB-ASAVASA1/act
OutApp

2 7 n e
T VPCi(Leafl Leaf2) VPC343(Leafl Leaf2) vPC2(Leafl Leaf2)

i
i
WAG vPC343(Leatl Leaf2)
:
i
i

1 In:Ethemet102/1/5

3 @Len

Out Ethemet102/1/15

'
H
:
H
H
! Nety,
L FEU K 2dapgg, | To.sg acl Lﬁ A A\S}1 Jact pre
! US-CA-web1 02534, / o 1en 43 205 \\ Tater 1090~ US-CA-app1
i 168.45. a
| 10.00.25410(Pw4) 10.90.253.10 ] < New,orka 192.168.48.125

a o ONG us-cAapp 10.90.253.0124 10.90.254.0124

In the above scenario, the ACI Fabric is treated as an L2 switch in a legacy network.

Anycast Gateway within ACI
Anycast Gateway Path in ACl deployment is supported in the following scenarios:

1) Source and Destination End Points are in the same ACI Fabric.
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2) Source or Destination End Point in ACI Fabric (from a legacy network to the inside of ACI, or vice versa).

Search for device, configuration test.. Path % A& 2 admin @ autoSONDomain @ 31 Nodes @ mam‘:_:

5 Map2 " > Pagelw . o = - - w0m < ¥

»

Q

QA Backend_sred ®

3) Source or Destination End Point uses L2 Out to connect to ACI Fabric (might not be fully supported in
IEv8.0).
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Calculate ACI L2 Overlay Path

= Connect all leaf devices in the same ACI Fabric that have an L2 overlay connection to one L2 Overlay

Media.
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= When calculating a pure L2 path crossing an ACI Fabric, the system calculates L2 overlay and underlay

path based on topology dependency.

Gatevary: APSC Domuind 152 18848 1 350N

D 20022004 El- 20021024 . Path @ % 8 L6 @ T B Neds ©
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2002 0)
o O Ig vs-aos-082

Consider Contract in Path Calculation

NetBrain will check if the contract denies the traffic while executing path calculation. Detailed information

about the contract will be displayed in Path Log and Tip pane.
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3.7.3.Context Map Improvement

For the details about SDN context map improvements in IEv8.0, refer to the Appendix.
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3.7.4.Enhanced L2 Topology of SDN Nodes

IEv8.0 has enhanced the L2 topology algorithm to improve the accuracy of L2 Topology in the virtualization,

legacy and SDN hybrid network.

Gateway of a VM host in Legacy Network

In the previous versions, when the gateway of a VM host was a legacy device and the ACI Leaf Switch

connected to the gateway worked as a pure L2 switch, the system cannot calculate the L2 path in this network

scenario because of topology issues.

Legacy Firewall Legacy Firewall
Inside(10.10.10.1/24) | Inside(10.10.10.1/24)
G0/1 | so/1
ACI Leaf Switch ACI Leaf Switch
GO/0 | o/o
|
GO0
Legacy Switch

GO |
vNIC1{10.10.10.5/24)

wNIC1{10.10.10.5/24) |
Bare Metal or VM J
Bare Metal or VM &! "

>
7

PIC-1 PIC-2

IEv8.0 has resolved the L2 topology connection issues and supported the path calculation by optimizing
topology calculation logic: When generating an end system, if an entry in the Global Endpoint Table has only
MAC Address without IP Address, the system uses the MAC Address to find the IP + MAC entry without a

switchport in the One-IP Table, generates a legacy end system and then save the L2 Topology relationship to

ACI L2 Topology Table.

Gateway in ACl and End Point Connecting to legacy Switch

In the previous versions, when the gateway of a VM host was an ACI Leaf Switch and there was a legacy device

between the gateway device and VM host, the system cannot calculate the connection between the VM host
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and gateway device.

. Anycast GW

ACl Leaf Switch interface BD1(10.10.10.1/24)
GO/o
| Go/o
Legacy Switch
| 6o/1

vNIC1(10.10.10.5/24)

I
Bare Metal or VM 4

7

IEv8.0 has fixed this issue by optimizing the L2 topology calculation logic in this scenario.

VM Host's L3 Neighbor is ASA Firewall

An ASA Firewall does not support NDP. In the previous versions, when a VM host connected to VDS > Legacy
Device - ASA Firewall (shown as the figure below), the system would generate two L2 topology connections

for the VM host, one calculated based on legacy topology logic (VM Host Vnic 1 €<- Legacy Switch G0/1), the
other based on SDN L2 topology logic (VM Host Vnic 1 €<-> VDS107).

ASA Firewall
Inside(10.10.10.1/24)
GO/o
Legacy Switch
G0/1
25
VDS

l107
Vnic1(10.10.10.5/24)

L '
;’

IEv8.0 adds the legacy topology to Multi-Source Topology Priority Rules and relies on the following priority to

select topology when a topology is generated from different sources: NSX > vCenter > Legacy > ACI.

Duplicate VRF and IP Subnet

In the previous versions, when ACI Fabric Instances deployed in different regions were configured with the
same VRF and Any Gateway, these ACl instances would connect to the same one LAN Media when NetBrain

calculated topology for them.

IEv8.0 has resolved the issue by generating and assigning different zones for ACI Fabric instances.
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Virtual Network Device installed on VM Host via Image

In the previous versions, when a virtual network device (such as a virtual ASA) was generated on a VM host via
installing network device image, the system treated the virtual network device and host as two devices, and L2

topology generated in this system were not incorrect in this scenario.

IEv8.0 has improved the topology logic to discover them as one device.

3.7.5.Service Graph Support

Supported Service Graph Deployment

IEv8.0 supports the following four deployment modes of Service Graph:
e GoThrough
e GoTo

e GoTo with PBR

e OneArm

Display Service Graph in Context Map

The Contract configured with Service Graph will be displayed with a special Icon in the Logic Structure Context

Map under Application Centric View, allowing you to view the deployed Service Graph in an intuitive manner.

(+) (+] (+]
@ e O re

Clien\ Wei)Server inside-‘EPG outside-EPG

H
® A
ASAV-39 @

ASAv40-Permit
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Calculate Path Across Service Graph Device

IEv8.0 supports path calculation in the four deployments modes (GoThrough/GoTo/GoTo with PBR/OneArm).

0 20082 Path T % & 2dy @0 Bishods @ T
+ 60% < X

B Delauilt Data View

3.7.6.Multi-Site Support

Discover ACI Multi-Site

In v8.0, new API Source Type "ACI MSO" (Multi-Site Orchestrator) is added to discover ACI Multi Site. After
adding MSO and APIC Server of each site to APl Server Manager, you can select ‘ACI MSO' as the preferred API

Source Type when performing discovery. All sites in Multi Site will be discovered to Domain.
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Display Multi-Site on Network Tree

The ACl-related view has been adjusted in the Network Tree. Sites belonging to the same MSO can be placed

under this MSO, which is convenient for you to view and use.

Multi-site structure is also available in the Application Centric View and Network Centric\Tenant View.

Cisco ACI v | | Metwork CentriciFabrl.. v S Yot
Cisco ACI v | Application CentricView v =
Q
Q
4 £ Muiti Site (1) 5
4 Nt Site (1)
+ FRMS0{192,168.50.10) (3)
+ [EMSO(192.168.50.10) (D)
SN (2) 2

5 192,168.48.1 35(192.168.48.135) (17)

i ISN-Multisite-5 4 [ 192.168.50.1{192.168:50.1) (12)

= ISN:Multisite-B
« [ 132.165.48,135(192.168.48.135) {3}
[ PN (2}
+ J Podi t8) b
@ NBLEAF-1(192.168.48,136)
@ NBLEAF-2(192.168.48.137)
| NESPINE-1(192.168.48.139)
| NBSPINE-2(152.168.48.138)
B NBSPINE-6(192,168 50.8)
|8 2pic1(192.168.48.135)
1 aoic2(192.168.48.145)

1B opic3(192.168.48,146) e —

2nTenant: ACIGolf (1)

M Tenant: LAB.Test (1)

A5 Tenant: hisete-TENANT (1)
AR Tenant NE.CHI (1)

&1 Tenant: NB.LAB Test (1)
¢ BkTenant: NB.LAX(3)
I AR Tenant NE.NSX (1)

A3 Tenant: NEWDCA1)

21 Tenant: QA_MS Tenant (1}
+ EaTenant comman if]
b AeTenant infra ()

A Tenant: mgmt

I

Network Centric View

(with ISN Device) Application Centric View
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Map Multi-Site

IEv8.0 supports Site to ISN (Inter-Site Network) topology calculation and generating the map depicting Site to
ISN to Site relationship.

Faarcn for Gt CRAERTE T + pan % A L @ ense @ eeess @ s
I3 SINIRLMEALIN P * > eyl Network o BB s somon | ewseQepp | Dasoosrd | Wap | Aose W — @ +on X
[

Calculate Path Across Multi-Site

IEv8.0 not only supports path calculation within the same site, but also supports across-site path calculation.

T Map3 ¥ > Pagelw + 8w @) o3 X

Pagh Status; Succeeded » B oetsitstaview

[T==TY This Is Unicast path.
"""" | a0 2
L) i 15N-Mucixite-A

Out Ethamat1 53

4 54 548 54 000 VRF inanks
— TTRY
W Ethwr 15} vy

a8 £ 15N-Multisite-8
Out Ethrnat 1145 4

€ 71311 60 VRF ok oty

Bttt 57 57
a0 - spine213
Ot Elwat162 62

| EhemetlS1ET

a3 @ st
hVianse AR M Tarans G 5, 1

VRS-G0S Taret G M5,V

o 052000

QA MS_EFGT_SERA VM1 QA3 EPGZ SiEB VM2

=T a52210Pw)
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Other Case Driven Features

ACI Stretched Fabric

o Transit Leaf is used to connect to other Fabric to make multiple Fabric as a single POD.

o Ifthere are any DCI devices between Transit Leaf, topology calculation between DCl device and
Transit Leaf is not supported. Only the direct connection between Transit Leaf will be displayed
in the topology.

VRF Route Leaking

o Support route leaking between VRFs that are in the same tenant and different tenants within
ACI Fabric.

o Support route leaking into “Common Tenant” to communicate without network.

vzAny

o Use of vzAny to effectively save TCAM resources in policy deployment.

Preferred Group Under VRF

There's no contract policy check between EPGs within Preferred Group in the VRF.

3.8. Enhancements to GDR

'3.8.1 Allow to Predefine Enum Values

In previous versions, a GDR property can only be assigned with value via manual input in the Device Detall
Panel. When multiple network engineers fill in the values of these GDR properties for different devices, the

same values may be filled in different formats.

IEv8.0 provides the enum value function that enables you to predefine values when defining a single-valued

GDR property, such as int, double, and string. The predefined values will be displayed as a list for you to select
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when you assign a value for a GDR property in the Device Details Pane.

Add Property

testix

Data Center Tew 2 hd
Sranc OFfice Team ~Kone -
Baa Carear Taamn
Secur, Teem _
Securiy Tesm
P = Core Newark Team -
g Hagork Team

3.8.2.Allow the Deletion of GDR Property Assigned with Value

In previous versions, if a GDR property was filled in with a value, then this GDR cannot be deleted. IEv8.0
allows you to delete a GDR property that has been assigned with a value in the GDR configuration. When the

GDR property is deleted, the corresponding value is also removed from the database.

3.9. Parser Enhancements

The Parser feature has been enhanced in IEv8.0 to support the following use cases:

= Retrieve and Parse Data of Logic Nodes to Enhance SDN Visualization
Define a parser for SDN logic nodes, reference the parser in a data view template and then apply it to
visualize the data of SDN logic nodes on a map.

= Allow Users to Set a Key Field for Table Comparison

Set a Key for a table-type variable to compare its values at two different periods.

Retrieve and Parse Data for Logic Nodes to Enhance SDN Visualization

IEv8.0 allows users to define a parser to retrieve the data of any supported SDN logic nodes. The diagram

below illustrates the flow:

. q Apply the DVT on a Map
Define a Parser for Logic Reference the Parserin a ‘
Nodes # Data View Template (DVT) ﬁ to Show tnig)i:a of Logic
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1. Define an API parser for logic nodes.

y

Node Type: Logic Node ~ | Cisco ACI - I Fabric Node -

Fabric Node

iefine function to retrieve data: B EPG

3 = %\mp

2  Begin Declare Input Parameters

2. When defining a Data View Template, reference the API parser.

‘ GRE VPN Interface 9

Interface : o

%. Highlight Node ﬁ_ |Psec VPN Interface —

IPv4 Interface

Hostname
IPv6 Interface

9 dev_status (string)

3. Apply the Data View Template to a map with logic nodes, to view the data.
Note: API parsers for logic nodes are invisible when building a Qapp or using Instant Qapp, because Qapp can only run

on legacy devices.

Allow Users to Set a Key Field for Table Comparison

The system requires a key to compare table-type parser variables. To better serve Golden Baseline
comparison between different time points, IEv8.0 allows users to set a field as the table key to compare two
tables.

4 [X Original_Result Sid(--#--, string)
4 ¥ Table(sflash) 5
[ sid(--#--, string) i
L1 slength(-length--, int) | v
[ sdate_time(——date/t  ggj
=1 Spath{path, string)

b $flash_toral(int) Set InterfaceKey

=] $flash_free(int)
Ser Table Key

-
-

Delete
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3.10. Qapp Enhancements

3.10.1. Enhancements to Qapp Output

To make users more aware of Qapp execution progress and values of various outputs, especially alerts, IEv8.0

shows the elapsed runtime, auto prompts the Consolidated Output Console and improves the Email Alerting

Mechanism.
« = Datz View 5] Runbook _
© >)
All Runbooks » weicai's Runbook | Overall Health Monitor-Result 1(04/19/2019 10:31:47 AM) [~] Description
Select Action v =
Start
=] Overall Health Monitor [SNMP] ]
Data Source: v
e Overall Health Monitor 1 -
Every: [10 V) Repeat |1p Times
@ Result 1 10:31 AME
Input ~
o Threshold:
Alert Name Threshold
High Qutput Traffic Utilization - Warn... >= |60 & Overall Health Monitor-Result 1(04/1!
Output 5 Ale & Ov
High CPU Utilization - Error == 00 8 Output Summary (=T
Alert (13)
High CPU Utilization - Waming »= |70 @ Interface Down: 13
High Memory Utilization - Error »= 80 Data View (1)
#® Qverall Health Monitor [SNMP]
High Memory Utilization - Warning »= 60 CSV Report (0)
Show Output Console Elapsed Time:0:2:12 L) Stop [

Consolidate Output Console

During Qapp execution, various types of outputs might be generated, depending on Qapp definitions,
including Alerts, Data Views, CSV Reports, and Execution Logs. In previous versions, these outputs were
scattered in individual panels, and would not prompt for users to explore after Qapp execution. In IEv8.0, the

Output Console auto prompts to show available outputs in a single panel, and introduces more UX/UI

improves to each output type.
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Show Output Summary

Output Summary is a new tab added to provide a general view of Qapp outputs with statistics.

G Highlight Routing Protocol-Result 5{04/19/2019 10:47:22 AM)

B Output Summary A Alert # Highlight BGP ® Overall Health Monitor [SNMP] fzm| FRU Report & InterfaceErrorCounterReport [H Execution Log

Alert (3) Execution Log

@ Interface Down: 3 Unqualified Devices: 2
Data View (2) None Parser: 0

#® Highlight BGP None Data: 0

® Overall Health Monitor [SNMP] Printed Messages: 3
CSV Report (2) System Errars: 0

&) FRU Report Duration: 0:2:24

& InterfaceErrorCounterReport

The following information is highlighted:

= Generated output type and its count.
= How many outputs each output type has.
= Key execution information, including devices' qualifications, variable mapping, etc., to provide a basic

analysis for further troubleshooting.

Show Alert Outputs and Counting Statistics

Alerts triggered at both device and interface levels are shown in the Alert Output tab. To eliminate duplicate

alert items, the Count column is added in IEv8.0.

& Highlight Routing Protocol-Result 11(04/19/2019 11:35:57 AM) X

B Output Summary | Alert & BGP # Oversll Health Monitor [CLI fm| FRU Report | fm InterfaceErrorCounterReport | [ Execution Log

AlertLevel: All Alerts ~  Device: All Devices w Q, o S
Device Meszage Last Time Count
NY_DI5_1.EthernetD/1 @ Input Errors: 54 4/19/2019,12:32:01 PM |34
NY-core-bak © Memory utilization is 64% >= 60%. 4/19/2019, 12:32:00 PM |35

NY_POPP © Memory utilization is 72% »= 60%. 4/19/2019, 12:31:50 PM |35
MY_POPP.Ethernet0/0 ] Input Errars: 1 4/19/2019, 11:41:45 AM 1

For more enhancements about Qapp alert emails, refer to Enhanced Email Alerting Mechanism.
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Show Data View Outputs

In IEV8.0, each Data View output has its individual tab to show detailed information, including metrics of

devices and interfaces. For numerical metrics, users can view their historical values and trend in a chart.

& Highlight Routing Protocol-Result 8(04/19/2019 11:19:49 AM)

& Output Summary A Alert # Overall Health Monitor [CLI] @@ FRU Report @) InterfaceErrorCounterReport R Execution Log

Device Data  Interface Data DV1 DVv2 [ Show All Device Data Q5
Device CPU Utilization Memary Utilization Device: NY_DIS_1 Frequency:15s
@ GW2Lab 1% 14% CPU Lhilization Zoom 1H 6H 24H 7D MAX
100%
@ NY-core-bak 14% 63% 50%
L G e e e
@ NY_DIS_1 14% 44% 0% I CPU Unilization: 17% [—————————————=—-=-
- 40%
o
@ NY_POPP 18% 72% 20% J
0% -
@ NY_Router 5% 28% 121 11:22 11:23 11:24 11:25 11:26
& qapp-c3560-1 15% 30%
& qapp-c3560-2 10% 29%

Show CSV Report Outputs

In IEv8.0, each CSV report has its individual tab to show detailed information. For recurring Qapps, users can

further locate the exact report instance via Qapp execution time.

& Highlight Routing Protocol-Resuit 11(04/19/2019 11:35:57 AM)

B Output Summary | g Alert & BGP & Overall Heslth Monitor [CLI &) FRU Report [l & InterfaceErrorCounterReport [ Execution Log

Execution Time: 04/19/2012 12:33:23 PM v Report1 ReportZ i i =

Device _i 04/19/2018 12:33:23 PM - escription PID ViD SN Location Management IP |

GW2Lab 04/1972019 12:31:48 PM 1SC03045-CHASSIS  CISCO3045-CHASSIS Vo2 FGL183810W1 10.10.7.253 =

GW2Lab 04/19/2019 12:30:31 FM fisco Services Perf..  C3900-SPE250/K9 Vo5 FOC183584%XM 10.907.253

GW2Lab 04/19/2019 12:28:56PM 900 AC Power Su..  PWR-3900:4C Vo4 QCS18261DX3 10.107.253
04/19/2019 12:27:37 PM

NY_Router 511 chassis CISC02811 vos FHK1423F1YS 172.24.302
04/19/2019 12:26:09 PM

NY_Router Port FE Switch HWIC-AESW Vo FOC1 2021 ABY 172.24.30.2
04/19/2019 12:24:36 PM

A2PP-CIBE02| oo irn f 25916 P » -C3560G-24TS WS-C3560G-24TS5 VD3 FOCI241Y015 172.27.0.2

TS zm'mm—!m 1 chassis, Hw S... 0x202 JABO24704TX (3591 .. 172.24.31.66

Show Detailed Execution Log

IEv8.0 makes improvements on Qapp execution logs:

| & Monitor Interface Error Counters-Result 1(04/29/2019 04:33:31 PM)

B Cutput Summary | [ Execution Log

Log Type: None Data ~ I Device: All Devices ~

All
2 a:4 Unqualified Devices

3 4:3 None parser

None Data
Printed Messagas

System Errors
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= Show a more detailed description with error codes for debugging.

= Add afew filters to narrow down log entries by log type and device.

Tip: To auto clean Qapp execution logs, refer to Auto Clean Execution Logs and More Data.

Enhanced Email Alerting Mechanism

IEv8.0 unifies and improves the Qapp email alerting mechanism to allow users to customize their email

alerting rules based on specific needs.

Alert Email Composition

IEv8.0 allows domain admin to select among three email compositions to meet their specific needs. For
example, two devices get an alert separately in two tasks. Check out the following sample emails to see

differences among three compositions:

1. Merge All Alerts in One Email New and Defaut

= Sample Email:

Object Severity Message From Task

NY_POPP | Warning | Memory utilization is 72% >= 60%. | Map5.Page 1.Result 2.0verall Health Monitor [CLI] | weicai | 2019-04-19 12:50:56 +08:00

NY_POPP | Warning | Memory utilization is 72% >= 60%. | Map6.Page 1.Result 1.0verall Health Monitor [CLI] | weicai | 2019-04-19 12:21:45 +08:00

NY-core-bak | Warning | Memory utilization is 64% >= 60%. | Map5.Page 1.Result 2.0verall Health Monitor [CLI] | weicai | 2019-04-19 12:50:57 +08:00

NY-core-bak | Warning | Memory utilization is 64% >= 60%. | Map6.Page 1.Result 1.0verall Health Monitar [CLI] | weicai | 2019-04-19 12:21:47 +08:00

2. Separate Alert Emails for Different tasks New

= Sample Email1 for Task1:

Object Severity Message From Task

NY_POPP | Warning | Memory utilization is 72% >= 60%. | Map5.Page 1.Result 2.0verall Health Monitor [CLI] | weicai | 2019-04-19 12:55:56 +08:00

NY-care-bak | Warning | Memary utilization is 64% >= 60%. | Map5.Page 1.Result 2.0verall Health Monitor [CLI] | weicai | 2019-04-19 12:56:02 +08:00

= Sample Email2 for Task2:

Object Severity Message From Task

NY_POPP | Warning | Memaory utilization is 72% >= 60%. | Map6.Page 1.Result 1.0verall Health Manitor [CLI] | weicai | 2019-04-19 11:56:30 +08:00

NY-core-bak | Warning | Memory utilization is 64% >= 60%. | Map6.Page 1.Result 1.0verall Health Monitor [CLI] | weicai | 2019-04-19 11:56:32 +08:00

3. Separate Alert Emails for Different Devices (or paths...)

= Sample Email1 for Device1:

QObject  Severity Message From Task

NY_POPP | Warning | Memory utilization is 72% >= 60%. | Map5.Page 1.Result 2.0verall Health Monitor [CLI] | weicai | 2019-04-19 12:53:26 +08:00

= Sample Email2 for Device2:

Object Severity Message From Task

NY-core-bak | Warning | Memaory utilization is 64% >= 60%. | Map5.Page 1.Result 2.0verall Health Monitor [CLI] | weicai | 2019-04-19 12:53:27 +08:00
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To change the alert email composition, go to Domain Management > Domain Settings > Advanced Settings >

Configure Alert Email for Qapp.

Configure a Delta Threshold to Avoid Excessive Emails|

To avoid excessive emails, IEv8.0 adds a checkbox to allow users to configure a delta threshold: only when an

alert is repetitively recurring and increasingly reaches the value, the system will email the alert.

By default, the value is 60. To configure it, go to Domain Management > Domain Settings > Advanced

Settings > Configure Alert Email for Qapp.

3.10.2. Enhancements to Qapp Debugging

When being executed with Current Baseline, a Qapp actually uses the parsed data in the Current Baseline
(data generated the scheduled parser/DVT task) to analyze results, instead of the raw data of the Current
Baseline. It brings a problem that NetBrain engineers cannot use the raw data provided by users to debug a

Qapp beyond the users’ domains.

To resolve this problem, IEv8.0 introduces a function that allows running a Qapp with raw data directly for the

debugging purpose.
Share Alert with: | Click to select username or email address.
Send Email to: | Separate multiple addresses with a semicolon

Send Email for: ¥ Error ¥ Warning

Run Made: ' ) praduction mode

i®] Debug mode

Run Qapp with raw data on Current Baseline

Cancel 0K

Note: This option is available only when the data source is Current Baseline and the Debug Mode is enabled.
It is not recommended for customers to use this function, because it is designed for NetBrain Engineers to debug a Qapp

for customers. Variable Mapping will not be applied when the option is checked.
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3.103. Usability Enhancements

Use the shortcut key CTRL+ S to save a Qapp/Gapp/Parser file.
Add a right-click menu for folders in the Parser Library, Qapp Center and Gapp Center.

'AII Qapps > Built-in Qapps

Qapp Center Parser Library Search Qapp Name
a4 a) Qapps Name
I [ Built-in Qapps (144) s
IData Collecting
I 1 Shared Qapps in Tenan:  New Qapp
1 My Qapps (0] New Folder IData View

Impart Qapp IHighlighting
Refresh

linventory Repo

ElMonitoring

Add a DrawTraceRouteHops() APl in the script output to draw the traceroute result hop by hop on a

« [ Dats View
»
weicai Runbook Vv
Select Action v S =
Start
il
Le* e,
172.2431.192/36
o
TraceRouteTest 5
Result6 03:03PME
WL Result5 02:58 PM
WL Result4 02:56 PM

02:48 PM

WL Result2 02:46 PM

NY-core-bak NY_POPP NY_Router
172.2431.193 17224306 172.24.302
Cisco Router Cisco Router Cisco Router

3.11. L3 Topology Support for Interfaces without Masks

IEv8.0 supports calculating L3 Topology for interfaces without masks. For example, the interface IPs of Meraki

devices retrieved via APIs do not have masks. The system will try to find the LAN where the interface belongs

to and use the mask of the LAN to calculate the topology for the interface. If the LAN for the interface cannot

be found, the system will use the corresponding mask of the IP main class of the interface IP to calculate the

NetBrain Integrated Edition 8.0 Release Notes | 251



topology.

-+
= o
I3topo-CiscoMoMask1 i/

158.3.206.20 .
Cisco 105 Switch I3topo-CiscoNoMask2
158.3.206.21

Cisco 105 Switch

Interface Name @ Full Confia [

1~ interface Vlanl@
T, 2 description Automatically generate the main class mas{a®™
3 ip address 1@1.156.46.33

e

(]
101.0.0.0/3

To enable this function, go to Domain Management > Domain Settings > Advanced Settings > Build L3 Topo

Option and check the option Use the main class mask to calculate L3 topology for an IP without mask.

3.12. L2 Topology Improvements

3.12.1. Auto Clean Unknown End Systems

For a network using DHCP, an IP address may be assigned to different PCs at different times. This causes
multiple unknown end systems with the same IP address, but different MAC addresses existed in the domain.
When the system calculates a path across this kind of unknown end system, the path will fail due to duplicated

MAC entries.

To resolve this issue, IEv8.0 automatically cleans outdated unknown end systems when a One-IP table entry is

deleted via either of the following methods

= When a One-IP table entry older than the specified days (auto clean) is automatically deleted from the

system, the unknown end systems generated by the One-IP table entry will be deleted.

Data Type Data Size Auto - Clean Rule
Qapp/Gapp Execution Logs N/A # Delete data older than 14 days -
One-IP Table Entries 4KB 14 -
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= When One-IP table entries are deleted at L2 topology rebuilding after enabling the DHCP Filter
function, the unknown end systems generated by the One-IP table entries will be deleted.

Build L2 Topology Option

Minimum subnet mask: 16

I #| Filter DHCP Entries I

# Only save One-IP table entries that have values in Switch Port or DNS Mame parameter

Tip: When the DHCP filter is enabled, the system filters out the outdated DHCP entries and only keeps the latest IP
addresses when building build L2 topology.

3.13. Enhancements to APIs

'3.1 3.1. North-bound APIs

The IEv8.0 north-bound APIs have been published at GitHub, including the following changes:

=  New APlIs:
o GetDevice Data

o Add Discovery Task

o Edit Discovery Task

o Delete Discovery Task

o Get Event Console

o Acknowledge Event Alert

o Delete Event Alert

o Get Device Access Policies

o Add Device Access Policy

o Update Device Access Policy

o Delete Device Access Policy

o Get User Device Access Policy

o Set User Device Access Policy

o Assign Device Access Policies to User

o Remove Device Access Policies from User

o0 Get Users of Device Access Policy

o0 GetLicense Node Info
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https://github.com/NetBrainAPI/NetBrain-REST-API-V8.0/blob/master/REST%20APIs%20Documentation/Devices%20Management/Get%20Device%20Data%20API.md
https://github.com/NetBrainAPI/NetBrain-REST-API-V8.0/blob/master/REST%20APIs%20Documentation/Discovery%20Task%20Management/Create%20Schedule%20Discovery%20API.md
https://github.com/NetBrainAPI/NetBrain-REST-API-V8.0/blob/master/REST%20APIs%20Documentation/Discovery%20Task%20Management/Edit%20Schedule%20Discovery%20API.md
https://github.com/NetBrainAPI/NetBrain-REST-API-V8.0/blob/master/REST%20APIs%20Documentation/Discovery%20Task%20Management/Delete%20Schedule%20Discovery%20API.md
https://github.com/NetBrainAPI/NetBrain-REST-API-V8.0/blob/master/REST%20APIs%20Documentation/Event%20Console%20Management/Get%20Event%20console.md
https://github.com/NetBrainAPI/NetBrain-REST-API-V8.0/blob/master/REST%20APIs%20Documentation/Event%20Console%20Management/Acknowledge_close%20Event%20Alert%20API.md
https://github.com/NetBrainAPI/NetBrain-REST-API-V8.0/blob/master/REST%20APIs%20Documentation/Event%20Console%20Management/Delete%20Event%20Alert%20API.md
https://github.com/NetBrainAPI/NetBrain-REST-API-V8.01/blob/master/REST%20APIs%20Documentation/Device%20Access%20Control/Get%20Device%20Access%20Policies%20API.md
https://github.com/NetBrainAPI/NetBrain-REST-API-V8.01/blob/master/REST%20APIs%20Documentation/Device%20Access%20Control/AddDeviceAccessPolicy%20API.md
https://github.com/NetBrainAPI/NetBrain-REST-API-V8.01/blob/master/REST%20APIs%20Documentation/Device%20Access%20Control/UpdateDeviceAccessPolicy%20API.md
https://github.com/NetBrainAPI/NetBrain-REST-API-V8.01/blob/master/REST%20APIs%20Documentation/Device%20Access%20Control/DeleteDeviceAccessPolicy%20API.md
https://github.com/NetBrainAPI/NetBrain-REST-API-V8.01/blob/master/REST%20APIs%20Documentation/Device%20Access%20Control/GetUserDeviceAccessPolicy%20API.md
https://github.com/NetBrainAPI/NetBrain-REST-API-V8.01/blob/master/REST%20APIs%20Documentation/Device%20Access%20Control/SetUserDeviceAccessPolicy%20API.md
https://github.com/NetBrainAPI/NetBrain-REST-API-V8.01/blob/master/REST%20APIs%20Documentation/Device%20Access%20Control/AssignDeviceAccessPoliciesToUser%20API.md
https://github.com/NetBrainAPI/NetBrain-REST-API-V8.01/blob/master/REST%20APIs%20Documentation/Device%20Access%20Control/RemoveDeviceAccessPoliciesFromUser%20API.md
https://github.com/NetBrainAPI/NetBrain-REST-API-V8.01/blob/master/REST%20APIs%20Documentation/Device%20Access%20Control/GetUserDeviceAccessPolicy%20API.md
https://github.com/NetBrainAPI/NetBrain-REST-API-V8.02/blob/master/REST%20APIs%20Documentation/Tenants%20and%20Domains%20Management/License%20Node%20Information%20REST%20API.md

o Get Production Info

0 Schedule Change Management Task
o GetaScheduled CM Task

o Update a Scheduled CM Task

Delete a Scheduled CM Task

(@]

Get Audit Logs
Get Shared Device Settings

o O O

Update Device CLI Settings
=  Enhanced APIs:

o0 Get Device and Device Attributes

0 Get Device Neighbors with Topology Type
o Get One-IP Table

o Get path calculation result

o API-triggered diagnosis: add more input parameters to support more functions, such as

mapping a path, using Qapp to generate a map, supporting DVT and Application Verification

node, and so on.

3.13.2. System APIs

I[Ev8.0 introduces 2 new system APIs, which can be called in Plugin, Qapp or other modules in the system.

addDevicesToSite(sitename,devicelist) ~ Add devices to a site. The APl can be called in the Qapp/plugin/path feature.

DrawTraceroute() Draw the result of a traceroute operation hop by hop on a map.
This API can be called in the Qapp feature.

ExcutesharedTuneDevice( Tune devices and report tune results.
ExcuteTuneOneDevice()

ExcutePrivateTuneDevices()

ExcutePrivateTuneOneDevice()

GetTuneDeviceResultByDevlds()

GetPrivateTuneDeviceResultByDevlds()

GetHostnameChangeList() Detect hostname change and keep the latest hostnames.

UpsertHostnameChangeList()
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https://github.com/NetBrainAPI/NetBrain-REST-API-V8.02/blob/master/REST%20APIs%20Documentation/Authentication%20and%20Authorization/Get%20Product%20Version%20API.md
https://github.com/NetBrainAPI/NetBrain-REST-API-V8.02/blob/master/REST%20APIs%20Documentation/Change%20Management/Create%20Change%20Management%20Scheduled%20Task%20REST%20API.md
https://github.com/NetBrainAPI/NetBrain-REST-API-V8.02/blob/master/REST%20APIs%20Documentation/Change%20Management/Get%20Change%20Management%20Scheduled%20Task%20REST%20API.md
https://github.com/NetBrainAPI/NetBrain-REST-API-V8.02/blob/master/REST%20APIs%20Documentation/Change%20Management/Update%20Change%20Management%20Scheduled%20Task%20API.md
https://github.com/NetBrainAPI/NetBrain-REST-API-V8.02/blob/master/REST%20APIs%20Documentation/Change%20Management/Delete%20Change%20Management%20Scheduled%20Task%20API.md
https://github.com/NetBrainAPI/NetBrain-REST-API-V8.03/blob/master/REST%20APIs%20Documentation/Audit%20Logs/Audit%20Logs%20REST%20API%20Design.md
https://github.com/NetBrainAPI/NetBrain-REST-API-V8.03/blob/master/REST%20APIs%20Documentation/Shared%20Device%20Setting%20Management/Get%20shared%20device%20settings%20API.md
https://github.com/NetBrainAPI/NetBrain-REST-API-V8.03/blob/master/REST%20APIs%20Documentation/Shared%20Device%20Setting%20Management/Update%20device%20CLI%20settings%20API.md
https://github.com/haoransongnetbrain/IEv8.01-REST-API-Requirements/blob/master/Devices%20REST%20API%20Requirement_09092019.md
https://github.com/haoransongnetbrain/IEv8.01-REST-API-Requirements/blob/master/Device%20Neighbors%20Topology%20REST%20API%20Requirement_09092019.md
https://github.com/NetBrainAPI/NetBrain-REST-API-V8.01/blob/master/REST%20APIs%20Documentation/Topology%20Management/Get%20One%20Ip-Table%20API.md
https://github.com/NetBrainAPI/NetBrain-REST-API-V8.0/blob/master/REST%20APIs%20Documentation/Path%20Management/Path%20Calculation%20API.md
https://github.com/NetBrainAPI/NetBrain-REST-API-V8.01/blob/master/REST%20APIs%20Documentation/Trigger%20Diagnosis%20API/Trigger%20Diagnosis%20API%20V8%20(1).md

KeepLastChangeDevice()
SubmitHostNameChangeChildTask()

Tip: For more APIs in the system, click this link.
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https://www.netbraintech.com/docs/python-api/index.html

4. Admin & MISC

4.1. New Subscription License Model with Modularization

The following changes have been introduced to IEv8.0 licensing functionalities:

1. Transform from Perpetual License Model to Subscription License Model

2. Product Modularization based on different feature functionalities and value propositions

3. License Adjustment to SDN Module by using new conversion ratios

4.1.1.Subscription License Model

In IEv8.0, NetBrain is moving from the perpetual license model toward the subscription license model to
achieve high revenue predictability, a more loyal customer base and an opportunity to upsell its value-added
services. Successful implementation of the subscription license model will provide a strong impetus for

NetBrain's continuous growth in the future.

NetBrain subscription license includes multiple terms. Each term is defined license parameters including start
date, end date, node, seat, etc. After the customer purchases the subscription license, a new term will be

created in NetBrain License Server.

As the license expiry date (defined by term parameter- end date) approaches, customers will be notified to
renew their license (by adding new terms). To further improve the license renewal experience, NetBrain also
offers a grace period to the customers after the license expires, allowing them to continue using the software

within a certain amount of time.

User Flow

1. New Customers: Purchase, Activate & Renew License

2. Existing Customers: Migrate Perpetual License to Subscription License

3. Unbind License

Purchase, Activate & Renew License

For new customers, the new subscription license model provides the ‘purchase-activate-renew’ three-step flow

to maintain their subscription licenses:
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1. Purchase_License
2. Activate License

3. Renew lLicense

Purchase License

When a purchase order is submitted to NetBrain with all negotiated licensing details, such as the network size
and the number of concurrent users, the Order Fulfillment Team will log into License Server to define the

subscription license for the customer.

The workflow of defining a subscription license by Order Fulfillment Team:

1. Define Contact Information and Delivery Information
Define Order Name and Payment Information

Define Parameters of Essential Module

A woN

Define Parameters of AAM/CM/SDN Modules

Refer to Product Modularization for more information about module license features.

Activate License

When customers complete the NetBrain installation process, they will need to log in to the System

Management page with the license ID and activation key to activate the software license. To accommodate

different network conditions, NetBrain supports both online activation and offline activation (by email).

Renew License|

User needs to renew their subscription license when the license expiry date is approaching to avoid account
suspension or deactivation of certain advanced features. NetBrain |IE will keep the end user well-informed

during the entire license renewal cycle.

If the user’s license is about to expire or already expired, the corresponding notification will be displayed when
the user logs into the IE end user interface. If the user intends to renew the license, he/she can contact the

sales staff to negotiate the renewal details.

1. Online Refresh License (Recommend)
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System Management

Home Page X License Tenants X User Actoumnts Front Server Contollers < Emaill Settings > Advanced Semings
7 Unbind {73 Refresh By Email ]
Current License Term
Basic License Information
License ltem Value
License ID 16871
License Type Subscription
Term | From 47202015, 5:35:38 PM To 4/20/2020, 53539 PM |
Seatus InUse
Masimurm Node Count 1,000 (700 free for assignment)
CPU Processor Conversion Rate (Non-SON) 1 CPU 1 10 nadefs)
Concurrent Seat Count 10

Application Assurance Module License Information

License ltem Value
Term From 4/20/2015, 5:35:38 PM To 4/2072020, 5:35:38 PM |
Searus In Use

2. Offline Refresh License

Please follow the two steps below to update your license:

Step 1: Send the generated license file to NetBrain Support

Team Sup

Generate License File

Step 2: Import update license file received from NetBrain and

then click Update button.

Browse...

Cancel Update

Notes:

= Essential module, Application Assurance Module, Change Management Module and SDN Module each has its own
license parameters including start date, end date, expiry notification period and grace period settings.

= If the subscription license (Essential Module) expires (and is beyond the grace period), end user will not be able to
log into the IE end user system. If the feature license (Assurance Module/Change Management Module/SDN
Module) expires (and is beyond the grace period), the relevant features will be disabled, but the relevant user data
will not be deleted.

= If the node count (purchased with new subscription term) is fewer than the number of devices being added to the

IE system, end user will not be able to log into the IE end user system. In this scenario, NetBrain Support Engineer
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can temporarily increase the customer’s license node count, deleting the unused devices from the customer’s IE

system, and restore the node count.

Migrate Perpetual License to Subscription License

For users who wish to upgrade the system from IEv7.x, they'll need to migrate the IEv7.x perpetual license to

the IEv8.0 subscription license as follows:

1. Migrate Perpetual License to Subscription License (by Order Fulfillment Team)
Order Fulfillment team will complete the license migration on NetBrain license server as follows:
a. Change the license version to 8.0 in the perpetual license editing page.
b. Define subscription license parameters in the new page.
2. Upgrade to 8.0 and Refresh License (by Admin User)
Admin user needs to refresh the license (by navigating to System Management > License) to complete

the migration from a perpetual license to a subscription license.

Unbind License

To migrate the NetBrain license to a new server, users need to unbind the license on the old server before
reactivating the license on the new server. In IEv8.0, the unbinding flow has been optimized from the

perspective of system security:

1. Unbind License (by Admin User/NetBrain Support Engineer)

a. Online Unbind (Recommended)

Unbind Subscription license

Please select the method of unbinding license

®  Online

Using license |D and activation key for verificaton with NetBrain

2 Via Email
Conzacting NetBrain support engineer to unbind your license by the

unbind file

Cancel
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b. Offline Unbind

Unbind Subscription license

Please select the method of unbinding license

) Online

Using license 1D and activation key for verification with NecBrain

®  Via Email
Contacting NetBrain suppaort engineer to unbind your license by the

unbind file

Cancel

2. Receive New Activation Key (by Admin User).

mBmI@
ool

Per your request, your NetBrain license (ID: 20327504) has been unbound from

Your license for NetBrain Integrated Edition has been unbound.

the NetBrain license server.

The new activation key is VuxpXvxsMDUN

Please use this activation key for your activation process.

NetBrain Technologies, Inc. 15 Metwork Drive, Burlington, MA 01803

3. Activate License (by Admin User/NB Support).

4.1.2.Modularized Product

NetBrain IEv8.0 includes the following four modules:

Essential Module is intended to provide customers with the core product features (excludes the value-added

features offered in other advanced modules) to enable the solution of network visibility and automation.

Application Assurance Module (AAM) is intended for customers who mainly focus on application-aware path

management. It provides an integrated solution to manage, monitor and troubleshoot network applications
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by combining the application-aware paths with NetBrain automation features. Value-added features of AAM

include:

= Application Manager
= Golden Path

= Application-Aware Monitor

Change Management Module (CMM) is intended to provide customers with a comprehensive network change
management solution including the ability to create, approve, deploy and validate complex network changes.

Value-added features of CMM include:
» Change Management Runbook
= Schedule and Triggered Network Change
SDN Module is intended to provide customers with advanced capability to monitor, troubleshoot, and

visualize the SDN network via NetBrain dynamic map. Value-added features of SDN module include:

= (Cisco ACI
= VMware NSX-V

Note: For more details about the license parameter definition of each module, refer to SDN Module License

Enhancements.

Note: Triggered Diagnosis (sub-feature previously offered in IE7.x Machine-driven Task Module) will be merged into the

Essential Module in IEv8.0.

4.1.3.License Adjustment to SDN Module

IEv8.0 introduces the following two enhancements to the SDN module license:

= Unify SDN Licensed Node Count
= Dedicated SDN Module License for SDN Technologies

These enhancements will not only tremendously reduce the manual workload of Support Engineers when
processing migration from a legacy network to an SDN network for customers, but also ease their learning

curve of understanding the NetBrain software.
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Unify SDN Licensed Node Count

In IEV8.0, the Licensed Node Count becomes the single metric to measure the quantities for both legacy
devices and SDN nodes hosted by NetBrain system. CPU Process Count and Port Count, as a result, will no

longer be used for SDN nodes.

The following two parameters have been introduced in IEv8.0 to enable the unification of SDN node count:

= CPU Processor Conversion Rate is the ratio used to convert the number of CPU consumptions to the
number of node consumptions. In IEv8.0, CPU Processor Conversion Rate (SDN) is provided for the

usage of NSX node calculation.

= Port Conversion Rate is the ratio used to convert the number of port consumptions to the number of
node consumptions. In IEv8.0, Port Conversion Rate (SDN) is provided for the usage of Cisco ACl node

calculation.

Example: SDN Conversion Rate definition in License Server (SDN) interface

Otlers Usars Produsts Trial Users Coupons Ucanses Requirs Enterpeisa Cdition List Lea Info Actrvation Updata ungiing Managamant Nupuaetisemant Downicad Visit Info My Prafil Logout
Bascl Informarion Fearare
Ligense ID 15871 Ouder Name | 202015 - £202022 {Secondary Year ~ | & @AM
ctiation Ko pHAMNHEETSDE
' Esyemnil Application Assuranee Change Management
Comgrater 1D
Status oN
r
St ki o % 4
Term (Boston Time) From | 04202019 173539 Te | 042002020 17:3530
Seenon ID
i Grace Peeicd 60 Allor maer to contizes 1o use i vt dals) when license expired
Mosita [
Expiry Morfieancn Penod | 30 Nocice user the licente will expee before Ox dar(s)
Livense Tupe Subseripticn.
Activate Tuse
User Emas wangywgnesnrain.com
. . Chamge Tmme
Farest Name yawel
J Comverss PUS i "N
Last Name wang CPU Comversion Rate LCPUs Convertto | 10.0 odes
Lact Refresk Time JNEH-MTIIR0T 05T Poet Convenicn Rate 1 Ponts Convestio 05 " Nodes
Last Activate ID T P Contract
Becom: Nettirain 04232019 I ; -
Cltoiser Thir End Date of Contract
Comment

Descrgaion

Hswve | GoBak
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Example: SDN Conversion Rate definition in the System Management (SDN Module License) interface

=)

® | iwaas)

System Management

Operations & admin  LogOut

License Tenants User Accounts Front Server Controllers X

Home Page

Fg Unbind 3 Refresh  £3 Refresh By Email
Current License Term

Basic License Information

Email Settings Advanced Settings

License ltem Value

License ID 16871

License Type Subscription

Term From 4/20/2019, 5:35:39 PM To 4/20/2020, 5:35:39 PM
Status InUse

Maximum Node Count

CPU Processor Conversion Rate (Non-SDN}

1,000 (700 free for assignmen)

1 CPU : 10 nodes)

Concurrent Seat Count 10
SDN Module License Information
License lem Value
Term From 4/20/2019, 5:35:39 PM To 4/20/2020, 5:35:39 PM
Status In Use

Port Conversion Rate (SDN)

CPU Processor Conversion Rate (SON)

1 port: 0.5 nodels)

1 CPU: 10 nodels)

Application Assurance Module License Information
License ltem

Term

Status

Value

From 4/200,2019, 5:35:39 PM To 4/20/2020, 5:35:39 PM

In Use

Dedicated SDN Module License for SDN Technologies

In IEV8.0, only SDN technologies, such as VMware NSX-V and Cisco ACI, will require SDN licensed nodes. Tech
Spec technologies including Cisco Meraki, VMware vCenter (ESXi) and Checkpoint R80 will be fully supported

by Essential Module, which means no extra fee is required for SDN Module.

Example: CPU Processor Conversion Rate definition in License Server (Essential) interface

Similar to NSX-V, CPU Processor Conversion Rate is used in vCenter node calculation (Host Virtualization) to

convert the number of CPU consumptions to the number of node consumptions.
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Bavii loformation “ | Feature

License ID 16671
Activation Bey bk 51X

Compeer [D

Stanss Ushind
Seesion [D

Hawila

Lacense Type Subseriptaon

s et wangywEnelDrain.com

Fuaest Name yawsi

Last Name wang Iy
Last Refresh Tame 01904 24T 14-25:07 957

Laat Astrvane [D 18671

Beceme Netbiran 04T =

Custemner Date

Comment

loglnfe | Adivation | Updele | Uniind | Henagmuest | Adveremesd | Dowolosd st info

My Profile Loveut

Onder Name | 47200018 « 4THN2027 (Secondary Year ~ | & | 8 Add

Application Assurante | SDN | Change Management

Stan o

Terea (Bosten Time) Frem | 042002019 b L ] To D420:2020 || 1735038

Crace Period 1] Allow wser to contmoe b use = xox dayis) when hoesse expued

Expiry Netification Period | 40 Netice user the livemse will exire befeee xcx davish

=

Activate Time

Change Time

License Version 30

APLCall Coust 1

Max Network Size 1000 =

Seat Count 10

Sutic ¥ode Ratio 1

CPL Converson e 1 CPUs Comvert oo | 10 ~ | Nodes
Pon Comvenion Rate 1 Pons Comvert o 0 7 [odes

Hsawe | | GoBak

Example: CPU Processor Conversion Rate definition in the System Management (Basic License) page

System Management

Operations

Home Page X License < Tenants User Accounts X

Front Server Controllars

* Email Settings Advanced Settings X

EgUnbind 7 Refresh &5 Refresh By Email o
Current License Term
Basic License Information b
License lem Value
License ID 16871
License Type Subseription
Term From &4/20/2019, 5:35:39 PM To 4/20/2020, 5:35:39 PM
Sratus In Use
Maximum Mode Count 1,000 {700 free for assignment)
CPU Processor Conversion Rate (Non-SDIN) 1 CPU : 10 node(s) I
Concurrent Seat Count 10
5DN Module License Information
License hem Value
Term From 4/20/2019, 5:35:39 PM To 4/20/2020, 5:35:39 PM
Status In Use

Porz Conversion Rate (SDN}

CPU Processor Conversion Rare (SDN)

Application Assurance Module License Information
License ltem
Term

Status

1 port : 0.5 node(s)

1 CPU : 10 node(s)

Vaiue
Fram 4/20/12019, 5:35:39 PM To 4/20/2020, 5:35:39 PM

In Use

Note: In an ESXi/NSX hybrid environment, to avoid repetitive resource calculation, NetBrain will only use the NSX CPU

Processor consumption to calculate the license usage.
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4.2. System Architecture Enhancements

4.2.1.System Architecture Summary

The system components include both third-party components and NetBrain components.

V8.0 Distributed Deployment Architecture (HA)

HTTP/HTTP!
Third-Party System
(Seripts)
] e HTTR HT TP S e
Browser-based Thin Client
Smart CLI
{TTR/HTTP o>
Web Servers
Telnet/S5H
SHMP
e Telnet/S SH m——p- — Ping
REST AP
Live Network

MaongoDB Cluster TCP 27017
License Agents TCP 27654
Elasticsearch Cluster TP 3200
Redis Cluster TCP 5379 (non-ssl)/7000 {ssl)
RabbitMQ Cluster Tcp 5672/15672

Front Servers

N

Ansible Agents TCP 50051

Note: Knowledge Cloud AgentNew (not illustrated in the above diagram) is installed with Web API Server, serving as a proxy

to synchronize NetBrain IE resources from NetBrain Knowledge Cloud, including Qapp, Data View Templates, Runbook

Templates, Drivers, etc.

Third-Party MongoDB
Components

Elasticsearch

serves as a Database Server to store system data.

serves as an Index Server to provide full-text search and analytics engine in a
distributed multi-user environment, and will be used for:

= Full Search

=  Dynamic Search
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= Service Monitor

Redis serves as a Cache Server to provide memory cache for the system, and will be used
for:
= Discovering/Building Topology
= Selecting Leader for FSC HA
=  System Setting Cache
= XFAgent\WorkerShell\EVShellCharp
=  Qapp (Delta Operator and Monitor Summary)

RabbitMQ serves as a Message Server to prioritize and forward requested tasks, and will be
used for:
= Multi-DC Switchover
= XF (execution framework)
=  Communication among multiple Web Servers

= FSC
NetBrain Web Server serves static content such as HTML, JavaScript and CSS resources, which serves as
Components the user interface of the Thin Client. It will be used for:

= Extending Neighbors

= Calculating Topology Links
= Applying Data Views

= Data View Template

= Exporting Map to Word

= Exporting to Visio

=  Building Sites

= Processing Search Data

Web API Server provides the front-end web applications to support the browser-based Thin Clients,
and serves RESTful API calls from third-party applications for integration.

Worker Server serves as a resource manager to support computing tasks. It relies on both Redis
and RabbitMQ to work. It will be used for:
=  Discovering/Benchmarking/Tuning
=  Building Topology/Site/Device Group/MPLS Cloud VRT/Default DV/Visual
Space
= On-demand/Schedule Run Qapp/Gapp
= On-demand Path Calculation
=  Executing CLI Commands/Ping/Traceroute/Retrieving Live Data
= Exporting/Updating Map

Task Engine coordinates computing tasks.

Front Server serves to coordinate and communicate with Front Servers and other components.
Controller

Front Server serves as a polling server to collect and parse live network data. It is the only

component required to access the live network.

Service Monitor monitors the health of your NetBrain Servers with operations management of
Agent related services.
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Ansible Agent integrates with Ansible to define, execute playbooks and visualize results in Change
(add-on) New Management Runbooks. Refer to Ansible Integration.

Smart CLI provides a Telnet/SSH client to connect to devices from Windows, and can be
(add-on) New integrated with NetBrain workflows. Refer to Smart CLI.

Layered System Architecture

The system components can be organized in the following four layers.

User Inputs
Runbook Scheduled Data Change API
AT A/B Path /Qapp Tasks View Management  Integration

}

Web/API Server

l l Web Service Layer

Data 3 Task Resource Manager
Engine Jhlizes Engine
ng 9 — Workers
Data Service Layer l Computing Service Layer
Live Service Layer B l

[PUEd [2AU0D JOJUDL BDIAIDS

Data Task=——i

- ——pnalysis Task=——

Live Metwork
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'4.2.2.Component Changes and New Components

Third-Party MongoDB Upgrade to v4.0.6.
Components
Elasticsearch Upgrade to v6.7.2.
Redis = Replace Windows Redis with Linux Redis

= Support Redis HA installed in two servers
= Add Redis for redis cluster function
= Upgradeto 6.0.4

RabbitMQ = Replace Windows RabbitMQ with Linux RabbitMQ
= Improve RabbitMQ network partition
= Upgrade to 3.8.1.

NetBrain Web Server No changes.

Components
Web API Server Add Knowledge Cloud Agent Service.
Task Engine = Add the mechanism to auto-register Worker Server to Task Engine.
Worker Server = Add the compression and cleaning mechanism for logs in RMAgent.

= Regularly clean up Flowengine database.

= Resume Multi-DC switchover.

= Optimize task consistency between XF and XFAgent.

= Allow adding memory limit and exclusive use of memory when submitting
a task.

= Fix multi-threading issues for XF.

=  Support of configuration file upgrade.

= Enable path related services.

= Add the interface of waitTaskFlow.

Front Server Save and sync Golden Baseline data.

Controller

Front Server Save and sync Golden Baseline data.

Service Monitor = Collect 4 basic metrics for new Knowledge Cloud, including CPU/memory
Agent usage, memory usage rate, thread count.

= Collect metrics for multiple MongoDB instances.

=  Collect metrics for data/log directory and size.

= Optimize encapsulation of sending HTTP requests, add new logics and
reuse long connections to avoid frequently change of port numbers.

= Upgrade python to v3.7.2.

Ansible Agent New component. Refer to Ansible Integration.
(add-on) New
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Smart CLI New component. Refer to Smart CLI.
(add-on) New

4.2.3.0ptimize Installation Process

IEv8.0 implements the following enhancements to installation:

= New Operating System Support
NetBrain Windows components can be deployed on Windows Server 2019 Standard/Datacenter
Edition, while, NetBrain Linux components can only be deployed on CentOS 7.5/7.6/7.7/7.8, and RHEL
7.5/7.6./7.7/7.8. If the versions of CentOS and RHEL are lower than 7.5, upgrading the operating

system is required first.

= Linux RabbitMQ and Redis
RabbitMQ and Redis are migrated from Windows to Linux. Cluster deployments for RabbitMQ (equal
peer) and Redis (Master/Slave/Sentinel) are also supported. When installing a slave Redis node on a

Linux server, a sentinel Redis node is automatically installed on this Linux server.

= Simplify All-in-Two Deployment
Both Redis and RabbitMQ are installed with Application Server (Linux) at one shot, while Service
Monitor Agent (Windows) is installed with Application Server (Windows) at one shot. Besides, to reduce
the times to input connection credentials when installing Application Server, only one username and

password is created and applied to MongoDB/Elasticsearch/RabbitMQ/Redis.

= Simplify Task Engine Installation
Auto register Worker Server to Task Engine and remove the Worker Server connection configuration

(Worker Hostname) from the Installation Wizard of Task Engine.

= Start Services with Restricted Privileges

Create a Windows user account with controlled privileges and use it to run the services of Task

Engine/Front Server Controller/Service Monitor Agent/IE to enhance security.

= Upgrade Third-Party Components to the Latest
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Upgrade MongoDB/Elasticsearch/Redis/RabbitMQ/Python to a newer official released version to apply

the updates.

= Add Logrotate Configuration File for MongoDB/Redis
Add the mongod.conf and redis.conf files under the /etc/logrotate.d directory to allow users to
configure the logrorate settings for MongoDB and Redis. Contable tasks are also created for timely run

logrotate for MongoDB and Redis.

= Add KVAP Setting for Web Server/Web API Server/Worker Server/Front Server Controller
KVAP (Keyvault Administration Passphrase) is designed to create a passphrase to initialize the system
keyvault and is required for KeyVault Administration tasks, such as key rotation, and maintenance
tasks like adding new hosts. This passphrase is not stored in NetBrain and cannot be recovered by any
means. If users lose or forget this passphrase, they will have to re-install this product to gain access to

the KeyVault, which will result in the data loss.

= Print More Installation Logs for Linux Components
To help users troubleshoot installation failures and locate the causes easier and quicker for Linux
components, more installation logs are collected and printed on the console during the installation

process.

» Unify the installation/upgrade log path to C:\NBIEInstall\ for all Windows components.

= Rewrite Installation Scripts for All Linux Packages in Uniform Standard

o Rename the installation configuration file to setup.conf for all NetBrain Linux components.

o Add License Agreement to all NetBrain Linux components.

0 Use systemd to manage all NetBrain Linux services, such as starting and stopping services.

o Back up the uninstall.sh script of all NetBrain Linux components under the
/usr/lib/netbrain/installer/<component_name> directory.

o Store the logs generated during the installation, uninstallation, and upgrade of all Linux
components under the /var/log/netbrain/installationlog directory.

o Allow customized installation path for Linux Front Server
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4.2.4.System Switchover Across Multiple Data Centers

In IEv7.0b, NetBrain system supported deployments across multiple data centers and manual switchover
among these data centers, to offer high availability and failover in case of power outages, network
interruptions, natural disasters, or other emergencies in one data center. However, the multi-DC switchover

solution was unavailable since IEv7.1 for some reasons.

The 8.0 system brings the multi-DC switchover solution back online by adapting to the architecture changes.

Customers can deploy two systems in multi-DC and manually switchover with one click.

Load Balancer

Data Center 1 (Primary) Data Center 2 (Standby)

Data Center 3 (Alternate)

SRS liz; - liz5 : e h
Task Engine Cluster A Wab/WabAPI Server Cluster A S Wak/WabAPI Server Cluster B Task Engine Cluster 8
= ] Front Servar Contreller Clustar B

Front Servar Controller Cluster A

MangaDB Cluster & [Arbiter)
Elasticsearch Cluster & (Master-Only)

| |
m 11 ;_.7: ?

Worker Server Cluster & MongaDB Cluster A [Primary/Secondary) MongoDB Cluster A [Secondary/Secondary) Warker Server Cluster B
Elasticsearch Cluster & (Master/Master) Cluster B || fi il
Radis/RabkitMQ Cluster A Redis/RabbitMQ Cluster B

B S
By

Front Servars

Teinet/S5H
SHMP
Ping
Rest AP

-

Live Netwaork

4.3. Administering NetBrain and Others

4.3.1.Domain Health Report

To accelerate the tune-up phase (customization for topology/path data accuracy) before delivering a fine-
tuned domain to end users, IEv8.0 provides a report with more detailed statistics about domain health. As a

benefit, the domain administrators can proactively focus on the items that need their attention and resolve

the potential problems existing in a domain as earlier as possible.
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The domain health report is generated on-demand and contains both a summary and a variety of categories.

Domain Management Tenant: Initial Tenant  Domain: domaini6
Start Page Domain Health Report
o 12872019 01:15:30 PM <3 Refresh Create Health Report |
e 6needattention  Discovery Status: Sneed attention  Path: 2 falled thars: 11 need attention 1, Export
Report Summary
Driver Associated Device:
2 Driver Applied; 158 Devices: 4887 Interface Report Detail
Device Driver Associated Device Count
Ciseo 105 Switch 50
End System 45
Cisco Router 26
Cisco ASA Firewall 5
Cisco Nexus Switch 2
Avaya Switch 2
Arista Switch 2
Juniper EX Switch 2
Dell Sonicwall 1 i
Basic k Settings Completeness:
Attention Index Count
Stand-alone Front Server (defined) 3
! Stand-alone Front Server (unused)

Summary This summary shows the number of items that need the domain admin to pay attention to.

Driver Associated Device This category shows the number of devices that are discovered by drivers.

22 Driver Applied, 148 Devices, 4887 Int ces
Device Driver Associated Device Count
Cisco 105 Switch 50
End System 45
Cisco Router 26
Cisco ASA Firewall 5
Cisco Nexus Switch 2
Avaya Switch 2
Arista Switch 2
Juniper EX Switch 2
Dell Sonicwall 1

Basic Network Setting ~ This category shows the summary of the predefined Network Settings, including the number of
Completeness Front Server, Front Server Group, Private Key, Jumpbox, Telnet/SSH Login, Privilege Login, SNMP
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Description and Example

String, APl Server, CheckPoint OPSEC and their usage.

Attention Index Count

Front Server (defined) 2

! Front Server (unused) 1
Front Server (with over 5000 devices) 0
Front Server Group (defined) 0
Front Server Group (unused) 0
Front Server Group (with over 5000 devices per Front Server) 0
Private Key (defined) 6

1 Private Key (unused) 5
Jumpbox (defined) 1

L] Jumpbox (unused) 1
Telnet/S5H Login (defined) 14

! Telnet/S5H Login (unused) 2
Privilege Login (defined) 8

L Privilege Login (unused) 5
SNMP String (defined) 16

1 SNMP String (unused) 10
API Server 0
CheckPaoint OPSEC 0

Note: The attention (') is a reminder, but not an alert. If the configuration is not necessary,

users can ignore the attention.

Discovery Status This category shows a summary of the discovery report, license usage, and issues encountered
in the discovery process.

Attention Index Count
Discovered Devices Legacy Device: 102
Licensed Node Usage 102 out of 10000 Licensed Nodes (Usage: 1.02%)
! Discovered by SNMP 81
! Unknown [P a2
Missed Devices 0
! Unclassified Network Devices 1
! Unknown SNMP SysObjecdD 1
! Subnet with Conflicted IPs 5
Zone 4
Hostname Change 0
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Description and Example

Site Definition This category shows the usage summary of each site.
Completeness Latest Build Time: 12/18/2010 01:15:30 PM
Artention Index Count
! Container Site 0
! Leaf Site 0
Leaf Site (with 0 device) 0
Leaf Site (over 100 devices) 0
' Unassigned Devices 148

Benchmark Task Health This category shows the latest two execution summaries of each benchmark task.
Basic System Benchmark

Attention Execution Time Result Duration Configuration Retrieval Success Rate
12/16/2019 12:58:31 PM  Succeeded 8 mins 34 secs 99.32% (145/146 devices)
Benchmark1
Attention Execution Time Result Duration Configuration Retrieval Success Rate
12/18/2019 9:39%:13 AM  Succeeded 37 secs 40% (2/5 devices)

Path Calculation Health This category shows the number of paths that have calculation failures.

Total 5 paths, 3 succeeded, 0 notexecuted, 2 failed

Disk Management This category shows the summary of the predefined auto-clean rules for global data and the
Setting Completeness  disk alert rules for MongoDB.

Global Data Clean Settings

Artention Data Type Data Clean
Data Engine Data Enabled
Qapp/Gapp Execution Logs Enabled

I One-IP Table Entries Disabled
L Discovery/Benchmark Logs Disabled
¥ Application Path History Data Disabled
L] Data Unit Storage Disabled
Backup Maps Enabled
H AP Triggered Automation Task Disabled
H Event Entries in Event Console Disabled
Execution Logs for Scheduled Data View Template & Parser Tasks Enabled
Dashboard Activity Data Table Enabled
Compare Results Enabled

MongoDB Disk Alert Rules: (Systemn Settings)

Attention Type Status
¥ Send emails when alert detected Disabled
] Send emails and delete Data Engine data when alert detected Disabled
Send emails and disable write permission to MongoDB when alert detected Enabled

! Email Address None
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Description and Example

Map Layout
Settings Completeness

This category shows the number of custom tags.
Attention Index
1 Customized Layout
Devices with Tags Associated
! Devices without Tags Associated

Site Maps with Layouts Associated

Site Maps without Layouts Associated

Cloud Health

This category shows the key properties of the existing clouds in the current domain, for

example, the count of the edge device and blank Network Control Table (NCT).

Cloud Health:

Artention Cloud Name Cloud Type

MPL5Cloud3356VRF1001 MPLS L3 VPN
! MPL5Cloud3356VRF1002 MPLS L3 VPN
MPL5Cloud3356VRF1003 MPLS L3 VPN

MPLSCloud3356VRF1004 MPLS L3 VPN

Edge Device Count

Created Time Blank NCT

f
4
f
1

Note: Blank NCT includes those tables with headers only. When the count of blank NCT exceeds

0, the attention mark (') will display.

Path Calculation Health

Succeeded and the causes of failure.

Path Calculation Health:

Total 2 paths, 0 succeeded, 0 notexecuted, 0 running, 2 failed
Artention Path Result Category Count

Succeeded 0

! Lack of related infaormation 1

I Gateway |ssue 1

For more reference about the report content, refer to online help.

This category shows the results (the latest ones of paths in Application Manager), categorized by

Percentage
0%
50%

50%

4.3.2.Granular Policy for Device Access

In previous versions, the NetBrain IE system only provides the general control on what NetBrain features

users can perform and use, so the domain administrator can only grant users access to either all network

devices or no device access at all. To meet security requirements, IEv8.0 introduces the granular controls to

allow specified users to have access privileges to specified devices.
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Key Use Case

Large customers usually divide and manage their networks geographically, e.g., China, U.S., EMEA, and have a
strict security policy that each network management team can only view the data of their managed devices.
For example, the U.S. team can only view the data of the devices in the U.S. site. Moreover, another common
situation is that a specific team can view the data of a specific device type. For example, only the security team

can view the configuration file of the firewalls.

With the granular device access policy, the domain administrator can assign users in different regions to
comply with different device access policies. These policies determine whether users can be authorized to

view the data of specific devices or execute changes based on their associated policies.

Key Use Flow

The use flow to define a Device Access Policy contains two steps:

— x

Start Page

Name:

US team sccess policy + Assign User e Search a

Discover
Description: | Define policy that oy sllows US tesm to view network data User Name First Name LastName Authentication Ty... Authentication Se... User Group

Discover Setings >

and execute network change for de. yguo@systemad... yguo@systemadm... yguo@systemadm... NetBrain NetBrain Local Group

Fine Tune 0 Jerry jerry Jerry NetBrain NetBrain Locsl Group
Topology Manager > Privilege: @ View Network Data @ ¥ Execute Network Change € kang kang shaotun NetBrain NetBrain Local Group
Site Manager ydu yudas dsa NetBrain NetBrain Local Group
Schedule Task Device Scope: () All Device in Current Domain

Benchmark Tools > ® it US v

Advanced Tools >

Device Group:

Domain Settings

>
Device Access Policy
Cancel Save Save and Assign Users -
Share Policy

Prerequisites: The function privilege of “Share Policy Management” is required for defining Device Access Policies.

1. Define a Device Access Policy by selecting device scope and at least one of the following privileges:
»=  View Network Data
The network data includes: Configuration File, Route Table, ARP Table, MAC Table, NDP Table, STP
Table, BGP Advertised Table, NCT Table, GDR Property, CLI/SNMP/API Original Result, Parsed
Variable and Configlet.
=  Execute Network Change, including:
0 Run the Execute node in a Change Management Runbook.

o Runthe Ansible Task node in a Runbook.

Note: The function privileges of “Access to Live Network” and “View Network Change” are also required for

users who execute network changes.

2. Assign Users to comply with the Policy.
Alternatively, the user assignment can also be done when configuring the domain share policy or

when adding a system user account.
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Note: Each user can be associated with multiple policies. If a user hasn't been associated with any policy, he/she
will not be authorized to view the detailed data of any device in a domain or execute changes on any device in a

domain.

Policy Device Group

Policy Device Group is a new type of device group dedicated to defining device access policies. Only the users

with the Share Policy Management privilege can create, edit, and delete a Policy Device Group.

'Device Group 2 3 X
[] My Device Groups Search.. O\
b [ Public
4 ] Policy Device Group Hostname Vendor Madel Mgmt P
S bj (40) awleafl Cisco Mexus N9K-.. 172.25.111.5
% hahha (11
© hahha (1) @@ leaf2 Cisco Nexus N9K-... 172.25.111.6
& Policy Group (813)
_ & Spinel Ci N NOK-... 172.25.111.7
@ zhaolihuz (16) wSpine isco exus
I ] System & Spine2 Cisco Nexus N9K-... 172.25.111.8
b [ Media

Enable Device Access Policy Control

Before using this feature, the system administrator must enable the “Device Access Policy Control”.

System Management Operations =~ & majun logOur @

Advanced Settings

Session Timeout

Session Timeout: Hours - Cryptographic Key Rotation ()

Last Update Time: N/A

Audit Log Last Updated By: N/A

|+ i
#| Enable Audit Log Update View Logs

Retention Period: | 12 Months -

Device Access Policy Control

@ Enable ) Disable Share Environmental Information with NetBrain

Logi 11 want to share Domain Management statistics with NetBrain €
ogin Interface -

4.3.3.Detect and Resolve Hostname Duplication

NetBrain system uses the hostname as the unique identifier for devices in live network discovery, so a
hostname-changed device will be recognized as a new one and added to a domain one more time. Even

though the possible hostname changes can be found by tuning live access, there is no further automating
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mechanism to help users correct or clean up them quickly, which will cause duplicate IPs, topology accuracy

issues, obsolete maps, etc.

IEv8.0 offers the capability of resolving device with hostname-changes as a supplement to topology accuracy.
The system scans device serial numbers and lists the devices with duplicate serial numbers as possible
candidates with hostname changes. Then domain administrators can view the report after each discovery task

and fix these issues.

Resolve Hostname Changes

1. In the Domain Manager, check duplicate devices with hostname-change possibilities by clicking Detect.

Domain Management Tenant: Inftial Tenant  Domain: Doamin0325  Operations & kangshactun @ S :'r‘;
Start Page Domain Manager
4 Unknown IP (174) Confirmation List: @ Last Detected Time: 25/03/2019, 11:06:06 2, Export 3 Refresh |Search.., Q
Username/Password Mismatch (0}
Incorrect Privilege Password (0} = Serial Number Device Name Management [P First Discovery Time Last Discovery Time
Others (174} 9 4 |MK1639X026 o] -
Discovered Devices (140) ASA-AA/sthy 172.24101.41 25/03/2019, 10:11:31 25/03/2019, 10:11:31
Missed Devices (0)
ASA-AA/context! fsthy 172.24.101.41 25/03/2019, 10:11:37 25/02/2018, 10:11:37
Discovered by SNMP (32}
Unknown SNMP SysObjectiD (5 ASA-AAcontext2isthy 172.24.101.41 25/03/2019, 10:11:42 25/03/2018, 10:11:42
Unclassified Network Devices (5} 4 |MX1147L084
MPLS Cloud (0) ASA-AA/act 172.24101.47 25/03/2019, 10:11:49 25/03/2019, 10:11:49
Generic Device (0)
ASA-AAcOntext! fact 172.24.101.47 25/03/2019, 10:11:55 25/03/2018, 10:11:55
Hostname Change(2)
ASA-AA/cOntext2iact 172.24.101.47 25/03/2019, 10:12:00 25/03/2018, 10:12:00 %
Internet Cloud (0} % 5
o Keep the Latest
Hostname Change History: n 1, Export T3 Refresh |search.. Q
No.  Previous Device Name Current Device Name Current Management IP Serial Number Operation Time Operator

2. Review and confirm the hostname-change possibilities sorted by serial number.

3. Click Keep the Latest. The system will use the original GUID of the new device, and use the hostname
of the new device. The current baseline data of the new device will be merged with the old device, and
duplicate devices will be removed.

4. The latest entry will be logged in the Hostname Change History, and then verify the result on a map.

What Has Been Updated to Resolve Hostname Change

The new device hostname will be updated in the following features/files:

Feature/File Description

Config File The configuration file of the device will be updated to the new one.

One IP Table The old device name will be updated to the new name.

GDR = Device: The data of the new device will overwrite the data of the old one.
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Share/Private Device Settings

Device Group

Site

MPLS CE List and VRT

Topology

Map

Site Map

Default Data View

Data View

Customized Device Icon

Context Map

Other Features

= Interface: Keep the interface information of the old device, and delete the

information of the new device.

The data of the new device will overwrite the data of the old one.

Old device hostnames in the device group will be updated to the new hostnames.

Old device hostnames in the site will be updated to the new hostnames.

Old hostnames of CE devices will be updated to the new hostnames.

Rebuild the topology manually to ensure its accuracy after clicking Keep the Latest.

The old device names will be changed to the new names after updating the map.

The old device names will be changed to the new names after updating the map.

The default data views of the old and new devices will be deleted, and the rebuilding of

the data view will be triggered when the map is open next time.

Old device hostnames in a data view will be updated to the new hostnames.

If the users customize the device icons for the devices with old hostnames, the
correspondence remains unchanged between the customized icons and the devices
with new hostnames.

Old hostnames in the context map will be updated to new hostnames.

The data saved in some other features will also be updated.

Hostname Change Detect for VDC Devices

Because each VDC device in a group is a unique device with the same SN, the general hostname change logic

does not apply to VDC devices. For VDV devices, the system uses the enahced hostname change logic:

» The system adds a GDR property VDC_MAC to differentiate VDC devices in a group.

*= The system checks both SN and MAC address during the hostname change check for VDC devices.

Only when two devices have the same SN and MAC address, the system determines that one device is

the other one’s hostname-changed device.
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'4.3.4.Support Internet Cloud

In previous versions, when a traffic path goes through the Internet, the path will be labeled as a failure.

IEv8.0 introduces the concept of Internet Cloud. Internet Cloud is an emulated device with a randomly

assigned interface, which is used to build the connection between the boundary device and the Internet.

. &
hehect ﬁ NY_DIS 1

17225550

Define Internet Cloud at Domain Level

The internet cloud is integrated into the new cloud framework as a new cloud type. NetBrain will use this new
cloud framework to simulate various types of inaccessible networks in the customer’s environment. According

to the network deployment methods of different customers, the platform team is responsible for maintaining

the existing cloud types and adding new cloud types.
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Ooud Definion

Mame: 5P Neowork

Cloud Typed | Internet Cloud

Description:

+ Static Interface + Dynamic Search Interface - + Exclude -

Cloud Interface Boundary Device

Sravic (Z)
Boundary 1

Boundary 2

Edge Device Count: 2

Boundary Interface 1P address

Seriallid 192.168.1.1

Serialli0 1721610

Cancel

4.3.5.Resolve Undiscoverable Devices

IEV8.0 allows a user to manually add the devices which are not accessible as a generic device to ensure the

topology and data model completeness.

Reference Flow

A reference flow of using a generic device is as follows:

Define Generic Device e L iz Talals B.enchmark =
Build L3 Topology

(Power User)
(Power User)

at Domain Level
(Power User)

View Device Topology
on Map
(End User)

Calculate Path
(End User)
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Define Generic Device

IEv8.0 allows users to manually add any undiscoverable devices to a domain by adding their hostnames,

management IPs, and device types.

Start Page Fine Tune
4 Live Access @ Define generic devices that you don't have live access.
Discavered by SNMP Only (106)
+Add Add Generic Device
4 Unknown IP (72)
Ping Failed, SNMP Failed (36) HosmamE| |:
Ping Succeeded, SNMP Failed (36) “Hostname: | endsystem-generic *Management IP: | 10.12.122.41
Don't Support CLI (D)
Device Type: | End System v Device Driver: | End System N

CLI Connection Failed (D)
CLI Non-privilege Login Failed (0) L3 Interface Information == Add
CLI Privilege Login Failed (0)
CLI Configuration Retrieve Failed (0) Interface Name ...  MAC Address... IPvd Address IPv6 Address VRF Interface Type ...

CLI Configuration Update Failed (0)
SNMP Configuration Update Failed (0)
Others (0)
Missed Devices (0)
Unclassified Network Devices (1)
Unknown SNMP SysObjectiD (1)
Discovered Devices (250)

L2 Interface Informat Add
S5H Fingerprint Check Failed (0) nterface Information  +

4 Network and Topology Port Name Mode VLAN
Duplicated IP and Subnet Manager

Topology Link Manager
Cloud Manager (0)
Generic Device (0)

4 QOrther

Hastname Change (0)

Cancel | OK |

To help the added device establish a correct connection with other devices, users can define its interfaces,

such as interface name and VRF name.

Add Generic Device Add Interface Properties Y
*Hostname: emj_g' Interface Type: | Physical v
1 Destination Subnet: | 192.168.1.0
Device Type: | End *Interface Name: | interfacel ——
L3 Interface Information MAC Address: ke Routz Table of en Mesk |20 |
Outbound Interface: | interfacel v

Interface Name 'ﬂ IPvd Address: | 10.12.122.41/24

VRF1
, NextHop IP: | 172.24.101.21 1

IPv6 Addi 3
ress + Add L Import

1Pv6 Link Local Address: endsystem-gwni Dest.Addr :| |:
/ 1012.122.41 Cancel ‘ oK |

VRFName:  VRF1

L2 Interface Information Description:

Port Name J

Cancel ‘ OK |
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Define Fix-up Routes for Generic Device

To make the added generic devices participate in path calculation, users need to define fix-up route tables for

them. See Fix-up Route Table for more details.

4.3.6.Restore Backup Maps

To help the domain administrator deal with unexpected map update errors and roll back to the previous
version of a map, |IEv8.0 adds the capability to restore the maps that have been backed up through benchmark

tasks.

Back Up Maps through Benchmark Settings

By default, the “back up map” function is disabled. To enable it, go to Benchmark > Additional Operations after

Benchmark > Update Maps and slide the button to select “Yes".

v Update Maps © Go to Operations > Domain Maintenance > Update Map Manager to see update results.
Enable Map ExporttoVisio &5 Back Up Maps
i Update Site Maps  Select Maps Yes m Browse Yes No
v Update Shared Device Group Maps  Select Maps Yes m B e Yes m
Update Context Maps @ Applicable Not Applicable
o Update Public Maps  Select Maps Yes m Browse s m

Note: To free your disk, backup maps can be deleted on a customized frequency. Go to Domain Management > Domain

Settings > Global Data Clean Settings.
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Restore Backup Maps

The domain administrator can either restore a single map or restore a batch of maps in the Update Map

Manager by selecting the timestamp of backups:

Start Page Update Map Manager

Update Source: | updatel

Map Name Path

Ic Device Group\Public
Ixj Device Group\Public
test] Device Group\Public

Restore All

Map Restore History

v Map Type: Site Maps Device Group Maps Public Maps

Update Source Update Log

Restore Map

Only maps with backups can be restored. Once restored, the current map will be

Restore ta the version of " 9/16/2019 5:36:57 PM " &t 9/16/2019 5:37:52 PM
overwritten.

09/16/2019 11:06:29 AM
09/16/2019 11:04:47 AM
09/16/2019 11:03:14 AM

09/16/2019 11:01:39 AM

Cancel Restore

(‘\ 3 Refresh

Back Up Maps ©

No

Yes -Res(ora

Note: Only maps with backups can be restored. For a batch restore, all the maps that have backups will be restored with

one-click.

4.3.7.Auto Clean Execution Logs and More Data

IEv8.0 adds segmented controls to the interface of Global Data Clean Settings so that domain admin can flexibly

define rules to auto clean by data type, including Qapp/Gapp Execution Logs, Discovery/Benchmark Logs, Path

Data, One-IP Table Entries, and historical data views generated by Qapp.
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Start Page Global Data Clean Seftings

Data Engine Data @& Manually Delete Data
Only keep | 2 data points for each data type in @ month for data older than| 4 months
Delete data older than | g manths

Other Data Refresh Data Size

Data Type Data Size Auto - Clean Rule

Qapp/Gapp Execution Logs INFA Delete data older than | 14 days -
One-IP Table Entries 4KB O Delete data older than | 14 -
Discovery/Benchmark Logs @ N/A O Delete data older than | 14 -
Application Path History Data N/A O Delete data older than | 6 -
Data Unit Storage @ 4KE [0 Delete data older than | 1 -
Backup Maps 0Bytes Drelete data older than | 1 months -
AP Triggered Automation Task MN/A [ Delete data older than | 6 -
Event Entries in Event Console 4KE (O Delete data older than | 1 -
Execution Logs for Scheduled Dats View Template & Parser Tasks N/A Drelete data older than | 14 days -
Dashboard Activity Data Table @ NFA Deelete data older than | 1 meonths -
Compare Results NFA Deelete data older than | 1 meonths -

4.3.8.Monitor MongoDB Disk Usage with Email Alerts

If a large proportion of MongoDB disk capacity is consumed, the system response might become slow or even

shut down if MongoDB is running out of disk space.

As one solution to tackle this challenge, IEv8.0 adds the email alerting capability to warn users about
MongoDB usage when it reaches pre-defined thresholds. Moreover, corresponding actions can be defined and

performed to protect the system database from being corrupted.

For example, users will receive both email

alerts and in-place warning in the system:

g The follewing database servers have been running out of disk space since 4/1/2019 6:05:17 AM:

localhost.localdomain (10.10.32.106).

Please contact your NetBrain administrator to avoid potential data loss.

Three rules are designed for MongoDB disk alert. Each rule defines different actions with two conditions of

disk usage threshold. The corresponding action will be triggered when either condition is met.
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A Send Email Alerts Only Usage Percentage Reaches 80% Only 20GB Free Space Left

(optional)

B Send Email Alerts Usage Percentage Reaches 90% Only 10GB Free Space Left
(optional) Delete Historical Data

C Send Email Alerts Usage Percentage Reaches 93% 3 Only 5GB * Free Space Left

(enabled by default) Disable Writing Permissions to MongoDB 2

Notes:

" The historical data that can be automatically deleted includes configuration files, data tables, CLI commands and parser
data for all domains in this MongoDB instance.

2 The disabled writing permissions include: saving maps, saving data as the current baseline, and so on.

3) The default thresholds for Rule C are recommended values, depending on the configurations of Elasticsearch since it

shares the disk with MongoDB. Refer to https://www.elastic.co/guide/en/elasticsearch/reference/6.7/disk-allocator.html for

more details.

Admin can enable either a single rule to assign quotas, or multiple rules to assign progressive quotas, and add

more users to get notified via emails. The thresholds are all configurable.

Alert Rules X

A\ [ When MongoDB disk usage reaches |80 [% or only (20 GB free space, send emails.
© [ When MongoDB disk usage reaches |90 % or only |10 ‘GB free space, send emails and delete Data Engine data older than |3 months. €@
A 8 when MongoDB disk usage reaches (93  [% oronly |5 ‘GB free space, send emails and disable write permission to MongoDB.

[C) When a server is disconnected or a service is stopped, send email

Send Emaill To : | Separate email addresses with a comma or semicolon ‘ Cc: | Separate email addresses with a comma or semicolon
Send Email Frequency : |1 Hours
Help Cancel 0K

4.3.9.Monitor System Usage and Health

To provide more detailed summary information about the system, the usage and health summary panel is

redesigned, including:

= Highlight key metrics in the top area, especially the count of DVT, Golden Baseline Variables and

Golden Paths.
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= Unify licensed node counts, such as Host Virtualization and SDN Node Count.

» Add more domain statistics in a separate “Health” tab, including various types of device count and rate.

o A 2 majun @ Domain001 174 Nodes ®a A& & msjun @ Domain001 174 Nodes
Usage Health Usage Health
3 Seat Licenses used in current domain, 3 out of 10000 used in the entire system System Health Service Monitor

8 Dynamic Data Views qualified in domain Active Web Connections: 0

4 NetBrain Automation enabled domain devices

Disconnected Server: o Connected Server: 2
* 1.Golden Baseline Varisbles defined and calculated
« 0 Golden Paths set in 1 Applications User Tasks (Task Engine): Dara Tasks (Frol
* 5 Qapp/Gapps scheduled MongoDB Data Size: 852.1 MB (7 days ago - )
ES Index Size: 30.1 MB (7 days ago - )
174 out of 10000 Licensad Nodesl(Usage: 1.74%) License Details Device Health Report
s Traditional Devices{174) Domain Health
& 21 Router @t 132 L3 Switch ’ 16 Firewall E 1 LAN Switch Discovered Devices: 250 Unknown IP: 72
ﬂ 0 Load Balancer m 2WAP &% 2WLC g 0 WAN Optimizer Discovered by SNMP: 42.40% (106/250) Conflicred IP: 6
Missed Devices: 0.00% (0/250)
New objects created in 30 days Unassigned to Site: 100.00% (250/250)
R V] =] Valued Customer Since 08/29/2019
0 Maps 188 Dynamic Data Views 188 Runbook Templates 0 Network Changes B B T - - -
4 a (2] a
0 Applications 0 Dashboards 144 Qapps 5 Gapps

Valued Customer Since 08/29/2019

4.3.10. Enhancements to System/Tenant Administration

In previous versions, the tenant/domain access assignment of users was configured by different
administrators (system admin and domain admin) in different setup stages, and lacked a consolidated control.
Moreover, both the system management and tenant management page might become dis-organized after

more and more features were piled up.

To resolve the above limitations, IEv8.0 introduces the following improvements.

Assign Domain Access and Roles When Adding a User Account

IEv8.0 provides detailed access controls to multiple domains for each user account, and user roles can also be
assigned respectively in different domains. The System Admin account has access to all domains with Domain

Admin role assigned by default.
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Assign Roles: AutoDoman_s77h84
‘Basic Information User Rights
Domain Agmin J Power User
+ Emal: (D Set s Sysiem Admin [ Engineer B Guest
O System Management | Netwark Change Creatar L Netwark Change Executar
« First Name: O User Management () Neswerk (hange Approver
2Tenants, 5 Domain Selected
* Last Name:
4 Tenant Access Tenant Admin Allowed to Create Domain Domain Access Domain Role:
« Username: [ 4 @ Tenant 1 ]
Domain - 1 Domain Admin
+ Password: L] Domain-2 Domain Admin
4 8 Tenant 2 a [
* Confirm Password. & Domain -3 Domain Admin
& Domain-4 Power user, Saies
Autherication Server: | Hemrain
ODomain.5 Domain Admin
e Number 48 Tenant 3
DiDomsin- 6
Department = Domain-7 Domain Admin
Description:
ance oK
Aavanced Settings
O Expiredafter 12312015 | fl | 1200
B Allowed to change individual password
Cancel ‘Submit

Assign Domain Access and Roles When Adding an Email Suffix for User Sign-Up
IEv8.0 provides access control to different domains for user

accounts with one Email Suffix, and assign user roles by

Email Suffix: netbrain.com |
d O m a i n Initial Tenant/Domain Access:

2 Tensnts, 3 Domains 3elecied Search... Q 7 Refresh
Moreover, Email Domain is renamed to Email Suffix, to avoid || WEDEEEES BRI g

4 Tenantl

confusion with NetBrain Domain.

T1-D1 Domain Admin
T1-D2 Power User
4 Tenant2
T2-D2 Guest
Cancel Submit

Show Maximum/Used Node Count for Each Tenant

To make admin aware of the maximum node count and node usage for each tenant, IEv8.0 adds the

information in the Tenant List.
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System Management

Operations

3 suoyanguo

logOut @ o St

Home Page Tenants X
<+ Add Search... Q 7 Refresh
Tenant Name Maximum Nodes Allowed Users Description
Initial Tenant 100000 (29119 used) 38 This is the initial tenant
T_100 10000 (91 used) 38

Show All Tenants and Domains in Domain Dropdown

The domain dropdown is the entrance to other domains, or to the Domain Management page if the current

user has the required privilege.

IEv8.0 adds an All filter to show a full list of

Current Domain: T1-D1  Manage Domain

domains under all tenants, so that users can get I :
Tenant: | All - | Search... Q| G Refresh
an overall picture and make a quick switchover. T eme | oo tGme B Maarcen tioce il | escrpoon | Gresror
Tenant1 T-D1 100 (100 used) admin v
Besides, Max Node Count and Node Usage for Tengen! 02 100 (100 used) admin
. . Tenant2 T2-D2 1 (1 used) admin
each domain are displayed.
New Domain Cancel Apply

Flexible Menu On/Off

IEv8.0 adds a Close button on each tab of System/Tenant Management for a flexible turn-off. Moreover, the

dropdown menu of management operations is sorted by priorities.

Tenant Management - Tenant1 & admin | LogOut

System Management
I User Authorization X Domain List XI

Tenant Managemen: >
Enable or disable the privilege of creating domains. System administrators and Tenant administraters are intrinsically able to create domains. User Authorization ch.. Q5 Refresh
Domain List
No. Username « System Admin Tenant Admin domain
4 wdimin v v Multi-vender Support
Misc Configuration
2 user2
GDR Data Configuration
3 yh v v
APl Manager
Interface Type

Blatform Mansgement
Topology Link Style

Export Resource

Advanced Sectings

The Tenant Management page defaults to display the User Authorization List and Domain List only, and show

the current tenant name in the banner.
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4.3.11. Enhancements to Domain Setup/Maintenance Process

To solve the pain point that the domain administrator may not be aware of the problems existing in a domain
among too many focuses, the domain setup/maintenance process is optimized in IEv8.0 to provide a summary
report about the domain health, including a guidance of to-do that the domain administrator needs to care

about and perform.

Domain: X¥Test Maximum Nodes: 3000 Description: 0 £ Refresh
Discover © Fine Tune O site © Schedule Task
&0 & 338 Ad u 12
Last Discovered Devices Fully Accessed Devices Sites Tasks

Resukt Succeeded

1 mins 16 secs

9/27/2019 11:40:10 AM

The redesigned start page of Domain Management lists the most important 4 categories of the domain

setup/maintenance process:

= Discovery — shows the record of the last on-demand discovery task performed by the current logged-

in domain administrator.
|

» Fine Tune — renamed “Domain Manager”, highlighting the problems that

Start Page
the domain administrator must pay attention to. ..
= Site — highlights the count of leaf sites that contain more than 100 devices Discover Settings >
and the count of unassigned devices. Fine Tune
Topelogy Manager >

= Schedule Task — highlights the count of scheduled tasks that the last

Site Manager
result may not be healthy. Schedule Task
Benchmark Tools
. .. . Advanced Tools
To help the domain administrator better understand the purpose of domain

Damain Settings >

setup/maintenance operations, the hamburger menu of Operations on the quick s Acose Pt
evice cess Folicy

access toolbar has been re-organized in IEv8.0. Share Palicy
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Fine Tune

The “Domain Manager” in previous versions is renamed to “Fine Tune” to help users better understand the

feature, introducing the following enhancements:

Start Page MNetwork Settings Fine Tune
4 Live Access O Devices that SNMP, but not via . @ Help oor Q,| & Eport [ Refresh
Discovered by SNMP Only (40)
g prasney Hostname Managemen [P Device Type Sy<ObjectiD Vendar Model Reason Discovery Time
Username/Password Mismazch (0) BJ-Avaya- 172.24.101.65 Avaya Switch 1.3.6.1.4.1.45.3.80.9 Avaya ERS 5520 CLI Non-privilege Login... | 9/27/2018, 10:38:27 AM -
Incorvect Priviege Pessword (0] B-Avays-2 172.22101.66 Avaya Switch 136141453809  Avays ERS 5520 CUI Non-privilege Login... | 9/27/2019, 10:38:27 AM
Ochers (79)
ER1 17224102 Cisco Router 13614181577 Cisco 2821 CUI Connection Falled | 9/27/2019, 10:36:56 AM
Missed Devices (0)
Unclassified Neowork Devices (2) B) Acc SW1 1722410121 Cisco 105 Switch 13614194324 Cisco ly=:295024 CLI Non-privilege Login... | 9/2772019, 10:38:12 AM
Unknown SNMP SysObjeetD (3) BJ_L2 test_ 1 172.2433.10 Cisco 105 Switch 13614181516 Cisco canalym3TrcStack CLI Privilege Login Failed | 9/27/2018, 10:38:00 AM
Folly hesassnd Davices £57) Bst 172.2410.250 Cisco Router 1361418409 Cisco 2503 €Ul Connection Falled | 9/27/2019, 10:37:51 AM
4 Neswark and Topalogy
EMU_ACLY7 172253717 Cisco Router 136141804 Cisco /5 €Ul Connection Falled | /2772019, 10:38:59 AM
Duplicated 1P and Subner Manager
Topology Link Managsr EMU_ACL29 172.25.37.20 Cisca Router 136141044 Cisca ciscoGatewsyServer | PingFailed, Na Try CLL | 02772019, 10:39:58 AM
MPLS Cloud (0) EMU_ACL30 172.25.37.30 Ciseo Router 136141804 Cisca ciscoGamewayServer | PingFailed, NoTry €L | 972772010, 10:39:52 AM
Generic Device (0) EMU_ACL31 172253731 Cisco Router 136141901 Cisco ciscoGotewayServer | Ping Failed, NoTry CLL | 9/27/2019, 10:40:07 AM
Internes Cloud (0)
ik EMU_ACL32 172.2537.32 Cisco Router 136141904 Cisco ciscoGazewayServer Ping Failed, No Try CLI | 9/27/2019, 10:30:48 AM
4 Ocher
Hosueme Change (0) EMU_MBT_H13 172.25.37.45 Cisca Router 136141044 Cisca CLI Non-privilege Login... | 9/27/2019, 10:30:50 AM
EMU_SLM1 172.25.37.37 Cisco Aouter 136141844 Cisca ciscoGuewsyServer | CLIBrivilege Login Failed | 9/27/2019, 10:40:28 AM
EMU_SNMPv1 172253738 Cisco Router 136141810 Gisco ciscoGaewayServer €U Non-privilege Login... | 9/27/2019, 10:41:00 AM
IPSEC-MGMT 17225623 Cisce Router 136141804 Cisco ciscoGatewayServer | CLI Non-privilege Login... | 9/27/2019, 10:38:28 AM N

1. Identify root causes for the category “Discovered by SNMP Only”.

Reason Access via CLI

Ping Failed, No Try CLI Unattempted

Don't Support CLI Not applicable

CLI Connection Failed Connection Failed
CLI Non-Privilege Login Failed Connected but non-privilege login failed
CLI Privilege Login Failed Connected but privilege login failed

CLI Configuration Retrieval Failed Connected and logged in but cannot retrieve configurations.

CLI Configuration Update Failed Connected and logged in but cannot update configurations.

Others E.g. “SNMP only” is selected in the Discovery Settings.

2. Add a new category “Network and Topology”, and group “Duplicated IP and Subnet Manager” and
“Topology Link Manager” inside.
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Categorize Unknown IP by Reason

IEv8.0 splits 10 sub-categories for the Unknown IP category in the Fine Tune module to sort discovered IP

addresses by reason.

SLart Page Fine Tune
4 Live Acuess @ 1P addresses that Netleain dacovered but failled on both SNMP snd Telnet/S5H sntempts. @ ilelp Rediscover Q| X Faparr {7 Refresh
Duseoverad by SNMP Ordy (114)
PR —— IP Address Source Device Source Interface Interface Deseription Callection Source Description Reasan Discovery Time
Fing Failed, SNMP Failed [27) 10101099 w-4500-15.254 Vian30 (10.10.11.254722) Routing Table Rauting rext hop Ping Succeeded, SNMP Falled  17/12/2019, 17:58:52
Ping Succesded, SNMP Faded (44) WANIRIT w0 TE Wlan? {10.90.30.13022) coe Switch, GigabitEthern . Ding Succasded, SRMD Failed TAIFN0, 1807230
Dor't Supgort CLI (0]
10102410 3850103 Viand (10.10.12.103/722) e Ping Succeeded, SNMP Falled  17/12/2019, 18:13:36
€11 Cornectian Falled (1)
LI Non-privilege Login Fated (0] 10102411 sw3850-103 Viandd (10.10.13.103722) op Ping Succesded, SNMP Falled  17/12/2019, 18:13:40
CLI Privilege Login Faied (01 1010242 w3BS102 Vian (10.10.13.10222) o Ping Succeeded, SNMP Failed 1771272019, 180257
U Conftgauaton Ritfeve Falli (1) 1010243 wiB50102 Viandd (10.10.12.102/22) cop Pirg Succeeded, SNMP Falled  17/12/2019, 18:02:59
€11 Configurarion Updare Faded (0]
10.1024.4 W3850-102 Viand [10.10.13.10222) P Ping Succeeded, SNMP Failed  17/12/2019, 18:03:03
SNMP Configurstion Update Faied (0]
Others (2] 1010245 anES102 Vian4 {10.10.13.102/22) coe Ping Succeeded, SNMP Failed 1771272019, 18:03:07
Missed Devices (0] 1010246 wi850-10% Viandd (10.10.12.103/22) coe Ping Succeeded, SNMP Falled  17/12/2019, 15:13:48
s 2
Unclassifieel Nerwark Devices (2) 10.10247 SwISE0-103 Viand (10.10.13.103/22) e Ping Succeaded, SHMP Falled 1712219, 18:1353
Uniknawn SNMP SysOectiD (2
1010249 wIBH-108 Viend {10.10.13.103722) we Ping Succeeded, SNMP Failed  17/12/2019, 18:13:01
Discovered Devices (205)

4 Newwwork and Topology 10.1032.188 GW2ab GigabitEtherned0.20 {10, Rauring Table Rouring next hap Ping Suicceeded, SNMP Failed  17/12/2019, 17:55:15
Duplicased I and Subnet Manager 10.1032.189 GW2lsb Gigsbaftherneti.20{10... Routing Table Routing next hop Pirg Faked. SNMP Failed 17/12/2019, 17:55:50
=

apology Link Maneger 1032200 GWZLab GigabaEtherretd020 {10 Routing Table Routing rest hop Ping Succesded, SNMF Failed 1IN0, 17555
MPLS Claud (0)
10.10.32.118 GWILab GigahitEthernedl/0.20 {10.... Rauring Table Rauring nest hap Ping Succeeded, SNMP Failed  17/12/2019, 17:55:16
Generic Device (0]
Inuserer Ciaurl {0} 10.10.4225 swdAS00-15.254  Wlan30(10U10.11.254/22) Rauting Table Routing raxt hop Ping Succeeded, SNMP Falled  17/12/2019, 17:50:59

4 Other 1010441 Somgsp So_interConnected (1722 Hauting Tatle Hating rext hog Piryg Faied, SNMP Failed 1IN2ANG, 1B

Hesname Change {0} 105204 sur4500.15.254 Vian30 (10.10.11.254722) Bouring Table Hauting nexe hap Ping Falled, SNMP Failed TN, 1704
10107117 swdASDD-15.254  Wiand0{10010.11.254/22) Rlouting Tatle Routing raxt hop Ping Faled, SNMP Failed 1722019, 17:58:16

Description

Ping Failed, SNMP Failed

Ping Succeeded, SNMP Failed

Don't Support CLI

CLI Connection Failed

It contains the discovered IP addresses that the system failed to ping or access via SNMP.

It contains the discovered IP addresses that the system can ping successfully but cannot

access via SNMP.

It contains the discovered IP addresses that don't support Telnet/SSH access.

It contains the discovered IP addresses that the system failed to access via both

Telnet/SSH and SNMP.

CLI Non-Privilege Login Failed It contains the discovered IP addresses that the system can access via Telnet/SSH but

failed to log in.

CLI Privilege Login Failed It contains the discovered IP addresses that the system can log in via Telnet/SSH in Non-

privilege mode, but failed in Privilege mode.

It contains the discovered IP addresses that the system can log in via Telnet/SSH but
failed to retrieve CLI configurations.

CLI Configuration Retrieval Failed

CLI Configuration Update Failed It contains the discovered IP addresses that the system can log in via Telnet/SSH but

failed to update the retrieved CLI configurations.
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Description

SNMP Configuration Update Failed |t contains the discovered IP addresses that the system can access via SNMP but failed to
access via Telnet/SSH and update SNMP configurations fully.

Others None of the above.

For more details, refer to online help.

'4.3.1 2. Enhancements to Benchmark

Allow to Exclude Device Group from Benchmark

To blacklist specific devices, especially those devices which are accessible or have a slow response time, users
can group them first, and exclude this group from basic benchmark task. Another use case is for the devices
with big data such as route tables, and you can create a separate benchmark task for those devices.

Add Benchmiark Task *

Task Name: Description:

Frequency m Retrieve Live Data €U Commands Additonal Operations after Benchmark Summary

[# Select Davice | Select external AP| servers to retrieve data of SDN nodes

) AP S: Ty S N; D
1Al Devices () Device Group ) Site == ouice vpe sivertame
[ |Cisco ACI ABCD Test hitps:/1192 168 10.2:8080
& MPLS Cloud(2) () VMware vCenter  SDN Controller hitp:/hweww cisco.comicontroller
® Router(17)
I Exclude Device Group: group1, group2 I

Cancal Submit
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Email Alerts for Benchmark Execution Failures and Config Retrieval Failures

Admin can enable the email alert function for benchmark execution failures or with warnings, or configuration

retrieval failures. The full execution log will be attached to the email. By default, the option is disabled.

Edit Benchmark Task x

Task Mame: | Basic System Benchmark Description: | Default system benchmark task

Frequency Device Scope Retrieve Live Data CLI Commands Additional Operations after Benchmark Summary
Update Maps @ Goto Operations » Domain Maintenance » Update Map Mansger to see update results.
Enable Map Export ta Visio @
= Updaze Site Maps  Select Maps m Browse
5] Update Shared Device Group Maps  Select Maps m Browse
= Update Context Maps Do not support Export ta Visio
7] Update Public Maps  Selact Maps m Browse
Email Alerts ® Email alerts to specified users for task execution failures or configuration retrieval failures
¥ Enable
To: p it
Cc: | Setect user orinput email i

Cancel Submit

Note: When task execution failure is caused by system unsteadiness, emails might not be sent because servers are

down/off.

Show Retrieval Success Rate for Configuration Files in Email and Benchmark Log

IEv8.0 adds the success rate of configuration retrieval both in emails and in the benchmark log. The calculation
of the success rate only involves legacy network devices.

Note: SDN nodes, IP Phones, End Systems and Call Managers are not included in the success rate calculation.

View Log - Basic System Benchmark X
Start From | 2019-03-27 W™ | 2019-04-02 3 Refresh
Start Time Duration Task Result Configuration Retrieval Success Rate || Retrieved Data Size (MB)  Retrieved Data ltems  Log
27/03/2019, 14:38:02 13 min Succeeded 93.59% (73/78 devices) 1.35 393 EB6 =

Prerequisites: The “Retrieve Live Data > Configuration File” option is checked in benchmark settings. If not checked or no

legacy devices involved, “N/A" will be displayed in this column.
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Show Retrieval Time and Filter Devices with Config Retrieval Failures in Device Log

In the device log of a benchmark task, admin can view the time to retrieve data for each device, and further

narrow down the scattered results to only view the devices which have config retrieval failures.

Device Log - Basic System Benchmark: 27/03/2019, 14:38:02 X

15 ltems IViEW: Devices with retrieval failures A" I Search device name.. @, | 1, Export 5 Refresh
Device Name Retrieval Time (seconds) Configuration Roure Table ARP Table MAC Table NDP Table  STP Table BGP Advertiset
MPLScloudCE1 2 Succeed N/A N/A INFA N7A INFA NIA -
bjta002443-5W12 2 Succeed N/A N/A N/A N/A NIA N/A
Qapp-Test! 2 Succeed N/A N/A N/A N/A N/A N/A
IPSEC-MGMT 2 Succeed N/A N/A N/A N/A N/A N/A
EMU_ACL31 2 Succeed N/A N/A N/A N/A N/A N/A
bjta002439-5W10 1 Succeed N/A N/A N/A N/A N/A N/A
EMU_ACL17 1 Succeed N/A N/A N/A N/A N/A N/A
EMU_SLM1 1 Succeed N/A N/A N/A N/A N/A N/A
EMU_UNknawnSysOlL... | 1 Succeed N/A NIA N/A N/A NFA NIA
MPLScloudPE1 2 Succeed N/A NIA NIA N/A NIA N/A =

1 3

Live Access Log of MPLScloudCE1:

14:38:06 Begin data retrieving task

14:38:06 The Device Type of this device does not suppart live CLI

14:38:08 SNMP get device interface and IP successfully, time:1.47 second(s)

14:38:08 Updare configuration file of MPLScloudCE1 successfully,(0.015s)

14:38:08 Began retrieving the NCT Table "Bridging Group”

14:38:08 -

Progress: (Not Running) Close

If the system takes too long to retrieve data from a device via CLI for some reasons, such as too large data
size, users can decide whether to modify the CLI access timeout for this device. This setting limits the

maximum retrieval time for a single device.

Advanced Device Settings x

cu SNMF AP
Mode:  Direct Access -
Access Mode:  Telnet - Port: 23 €Ul Login Seript:
) @ Enable
Username: | netbrain Available Username v
Non-privilege mode:
Password:  **tes
+ Add
Privilege Username: Available Usarname Vv Hide Expected prompt Send Command Action
CH No Username: v S{username) - =2
Privilege Password: | ##04ss
Na Password: - sreareranen - 7}
Server Jumpbox: | N/A -
Yes m regeni=] = noterminal pager - 2

PFrompt Settings dmg;g_d -

Visualize the Option to Update MPLS Cloud CE List During Benchmark

IEv8.0 adds a new option “Recalculate Dynamic CE List” as additional operations during the benchmark and

makes the “Update MPLS Cloud” function optional, which can be enabled/disabled by users.
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Fack Norra: Dascripion

@ Inpuz remote AS¢ or BGP neighbor. Use semicolon 1o separate multiple items.

Frequency Device Scope Rewrieve Live Data €I Commands Additional Operatons after Benchmark

v Update MPLS Cloud 867 A5 | VRF name:
Enable Operation Name v Exclude Device
O Recalculate Dynamic CE List

] Recalculate Virtual Route Table Defing criteria 1o make your search result more sccurate.

A I ri
~ Build Topology Select Criteria v

Enable Operation Name
[ 1P L3 Topology
[ IP¥ L3 Topology

L2 Topalogy
L3 VPN Tunnal

Boolean Expression:

1 Logical Topology

Search Resul: Search
v System Operation
~ Rebuild Visual Space 1P of PE Imerfa.. CEDevice  CElnterfac.. VRFon lnterface  CE Imcerface Description VEN

~ Update Map

Auto updsve dynamic CE ist

cancel | 0K |

Note: It doesn't correlate to any MPLS Clouds added to benchmark device scope, but it will have an impact on MPLS Clouds

throughout the domain, as long as the “Auto update dynamic CE list” option is checked for an MPLS Cloud.

Auto-Update Site Maps for Leaf Sites Through Benchmark

Site maps can be selected to update to sync with benchmark results. In previous versions, if a selected
container site has newly added leaf sites, the site maps for those leaf sites would not be involved in the update

scope.

IEv8.0 adds the capability to sync child site changes for site map updating.
Select Site Maps to Update x

search.. Q

4 (= ¢ My Network(141)
4 [# ¢ East Coast(1)
a ¥ @ sites(1)
¥ @& MPLS core Network(6)

4 [# ¢ My site(10)

@ @ site1(6) Select Site Map to Update x

¥ @ site2(1) e
+ Add Site

@ @ site3(3)
Site Name Location Update its Child Site Map
¥ @ sited(e)
| € East Coast My Network\East Coast (] |
[} & sites(3)

@8 MPLS core Network My Network\MPLS core Network
5 My site My Network\My site (]

e sited My Network\sited
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Show Data Table Retrieval Success Rate in Benchmark Report

To provide a hint for path analysis, IEv8.0 adds a column for the retrieval success rate of data tables to each

benchmark result, including system tables and network control tables (NCT).

View Result - AutoBenchMark_cbdcaa b4

Startfrom | 2019-11-09 o | 2019-12-10 3 Refresh
Start Time Duration ... Task Result Configuration Retrieval Success Rate..] Data Table Retrieval Success Rate Retrieved Data Size (MB... Retrieved Datal... Log
12/8/2019, 1:43:01 PM 10 min Succeeded 92.81% (155/167 devices) 78.32% (202/1024 tables) 1446 4064 B
12/9/2019, 12:19:22PM 5 min Succeeded 95.81% (160/167 devices) 79.71% (813/1020 tables) 14.52 5036 E [ @

Enhanced Discovery/Benchmark Execution Log

To enable the lookup for the most time-consuming sub-task in a discovery/benchmark task, IEv8.0 separates a
new column for Total Time Spent in the task execution log. This column shows the time spent on each sub-

task and can be sorted by value size.

Execution Log - AutoBenchMark_cb4caa: 12/9/2018, 1:43:01 PM

Date & Time Messages Total Time Spent

12/9/2019, 1:43:01 PM Begin: retrieve devices data. =

12/9/2019, 1:50:33 PM End: retrieve devices data. 0 hrs 7 mins 32 secs

12/9/2019, 1:50:33 PM There are no MPLS Cloud devices in your domain.

12/9/2019, 1:50:33 PM Begin:build topology

12/9/2019, 1:50:33 PM Try to build topology 1Pvd L3 Topology

12/9/2019, 1:50:57 PM End: build IPv4 L3 Topology with 417 links. 0 hr= 0 mins 24 secs

12/9/2019, 1:50:57 PM Try to build topology IPvE L3 Topolegy

12/9/2019, 1:51:04 PM End: build IPv6 L3 Topology with 36 links. 0 hrs 0 mins 6 secs

12/9/2019, 1:51:04 PM Try to build topology L2 Topology -
Refresh [ Only show failed logs

#

Enhanced Benchmark Device Log

IEv8.0 introduces the following usability enhancements to the benchmark device log:
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Device Log - AutoBenchMark_cb4caa: 12/9/2019, 1:43:01 PM

15 ltermns View: | Devices with retrieval failures v Search device name.. O | T, Export ¥} Refresh
Device Name Device Type Retrieval Time (seconds... Configuration Route Table ARP Table ... MAC Table NDP Table...
o sw2960-121 Cisco 105 Switch 9 Succeeded via SNMP Failed Succeeded  Failed Succeeder
& sw2960-105 Cisco 105 Switch 9 Succeeded via SNMP Failed Succeeded  Failed Succeedes
& sw2960-107 Cisco 105 Switch 9 Succeeded via SNMP Failed Succeeded  Failed Succeedes
& sw2960-106 Cisco 105 Switch 9 Succeeded via SNMP Failed Succeeded  Failed Succeedes
& FLEX-MGMT Cisco 105 Switch 11 Succeeded via CLI Succeeded Succeeded  Succeeded Succeede:
wl SW2960-130 Cisco 105 Switch 10 Succeeded via SNMP Failed Succeeded  Failed Succeedet
% VRF-CE4 Cisco Router 14 Succeeded via CLI Succeeded Succeeded  Failed Succeedet
% BlR1 Cisco Router 11 Succeeded via SNMP Failed Succeeded  Failed Succeedet
B Mulicast-R1 Cisco Router 14 Failed Succeeded Succeeded  Failed Succeedet
B |PSEC-Router Cisco Router 15 Succeeded via CLI Succeeded Succeeded  Failed Succeedet

4 3

Live Access Log of sw2960-130:

13:43:08 Begin data retrieving task

13:43:08 Prepare retrieving command.

13:43:08 Can not Telnet/S5H to the device.

13:43:13 Retry to get device command

13:43:13 Can not Telnet/S5H to the device.

13:43:13 Begin to retrieve NDP table via SNMP. -

Progress: (Not Running) Close

= Add device icons in the column of Device Name and add a column for Device Type to distinguish the
vendor/model.

* Freeze the two columns: Device Name and Device Type to ensure users won't be lost when scrolling
horizontally.

= Change the font color for failures to red.

4.3.13. Enhancements to Discovery

Separate Input Bar for API Discovery and Bulk Select APl Servers

In IEV8.0, the system provides a separate input bar for API discovery, which offers you the option to not run
the additional operations for every discovery, and allows you to view all the discovery history. The Ul for

discovery and scheduled discovery has been redesigned accordingly.
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Domain Management Tenant: Initial Tenant  Domain: D1

Start Page Discover

Discovery View Historical Result: Select

Discover Devices via SNMP/CLI  Network Settings

Method: @ Discover via Seed Routers () Scan IP Range Access Mode: | SNMP and SSH/Telnet -~ @  Discovery Depth:| 30

IP/Hostname: Import IP List ~

Discover Devices via APl + Select AP| Servers

API Servers: | Click 'Select AP| Servers' to add servers

Advanced Options ~ Start Discovery

In IEV8.0, you can select the API server from the ‘Select API Servers’ window for the API discovery. To
accommodate a large number of API servers, you can choose to select the server by filtering with server type
or using the search bar. The selected server in the window will automatically synchronize with the server listed
in the input bar. When you delete a server from the input bar, the server will be unchecked in the ‘Select API
Servers’ window as well. You can clearly view all selected servers by checking the option ‘Show Selected Items
Only'" in the ‘Select API Servers’ window. If a server has been removed from the domain after being selected, a
warning message will pop up when you click ‘start discovery’ asking you to either modify the input or proceed
to discovery without the deleted servers. The traditional devices will be discovered through SNMP/CLI first,

then the API servers will be discovered via API.

Select APl Servers X

Total ltems:6 4 Add API Server [ Show Selected Irems Only All API Source Types v Search. Q| ¥3 Refresh
[El APl Source Type Server Name EndPoints Description Username Front Server / Front Server Group Device Counts
[J CheckPoint R0 API [ hetps://192.168.29.230 Admint FS1(1) 0
[ VMware vCenter hitps://192.162.42.105 administrator@vs... F51(z1) 0
(] VMware vCenter 48235 hetps://192.168.48.235 administrator@vs... FS1(z1) 0
[ CiscoAll 501 https://192.162.50.1 admin FS1(1) 0
[ ACMsO 5010 hetps://192.168.50.10 admin FS1(1) 0
Cisco ACI 48135 https://192.162.48.135 admin FS1(1) 0
Cancel Select
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Add CLI Force Timeout for New Devices in Discovery Settings

To limit the time spent for retrieving live data of each new device

[} Run additional operatians after discovery @

via CLI commands, admin can customize the CLI Force Timeout

. . Discovery Options via SNMP/CLI
setting. The default value is 600 seconds.

| Retrieve device/module/interface information

I CLI forced timeout:

| seconds I

Discovery Methods via Seed Routers

Note: This setting for discovery tasks has a lower priority than that
| Use NDP to discover neighbor devices

individual setting at the device level. Moreover, its enablement may differ ) Find routing protocol neighbor via SNMP

| Use CLI routing table to discover next-hops
based on different discovery modes, such as Seed Router or Scan IP.

After Discovery via Seed Routers
Scan destination subnets

Scan all connected subnets

m mask bits: | 24

Cancel Save

View Newly Discovered Devices and More
Reported Issues

Admin can directly check the discovery report when viewing discovery logs. The report is only for the current
discovery, but the categories are almost the same with Domain Manager (provides reports for all historical

discovery tasks), except for “MPLS” and “Hostname Change”.

View Log - Scheduled System Discovery

StartFrom  2p19.03.27 o 2010.0402 £} Refresh

Start Time Duration Task Result Retrieved Data Size (MB)  Retrieved Data ltems Log & Report

27/03/2019, 14:42:08 6 min Succeeded 072 195

- 4 Unknown IP (155) @ Devices existin current domain but failed to be verified in last discovery. Search. Q| & Export {3 Refresh
Username/Password Mismatch (0
Incorrect Privilege Password (0) Hostname Management P Device Type SysObjectlD Vendor Model First Check Time  Last Check Time
Others (155) Sanjose_Core [RER] Cisco Router 13614181576  Cisco 2811 27/03/2019, 14:43...  27/03/2019, 14:43:..,

Newly Discovered Devices (0)
Missed Devices (1)

Discovered by SNMP (41)
Unknown SNMP SysObjectiD (0)

Undlassified Network Devices (0)

Export Access Logs

Access log is very important for troubleshooting, but there is no option to easily export them in the previous
release. In IEv8.0, the export function in device logs will not only export the device logs but also export the

access logs for each device.
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Enhancements to Scheduled Discovery

The following improvements have been introduced in IEv8.0 scheduled discovery:

= |n‘discover all live network’, it will discover all traditional devices in current domain via SNMP/CLI and

SDN/cloud devices via API.

» In‘discover selected live network’, it now offers the option to scan the IP range and select device for

seed discovery.

» The advanced options and API discovery has been added in scheduled discovery according to the

changes made in on-demand discovery.

Add Discovery Task

Task Name: Description:

Frequency Network Settings Discovery Seed Plugins

_» Discover &l Live Network 0 ® Discover Selected Live Network AP1 Triggered Discovery

Discover Devices via SNMP/CLI Network Settings

Method: (@ Discover via Seed Routers Scan IP Range Access Mode:  SNMP and 55HITelnet

IPfHostname; | e.g:10.10.10.1; NY_R1

Discover Devices via API | = Select APl Servers

APl Servers: [

Advanced Options

Email Alerts SUITHTIATY

(i) oiscovery Depth:| 30

Import IP List

= Email Alerts for Discovery Execution Failures and Newly Discovered Devices.

Admin can enable the email alert function for either discovery execution failures or newly discovered

devices, or both. The full execution log or new device list will be attached in the email.

Note: When task execution failure is caused by system unsteadiness, emails will not be sent because servers are

off.
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In order to avoid discovering a large number of End Systems (using SNMP and CLI) when performing

‘Rediscover All Live Network' via API, the backend logic of ‘Schedule Discover' was modified as follows:

Edit Discovery Task

Task Mame: | Scheduled System Discovery Description: | Default scheduled discovery task

Frequency Netwaork Settings Discovery Seed Plugins Email Alerts

(@ Discover all live network () Discover the following IPs

() Scan the following IPs

Discovery Options:

Access Mode: SNMP and SSH/Tel... - ® Discovery Depth:

Advanced

When the option ‘Discover all live network' is selected, API Discover (SDN/Cloud) still uses the API

Server to discover and update relevant data,

0 Legacy Discover does not perform ‘CLI/SNMP Discover’ for the devices that are configured to

‘Discovered by APl Only' nor does it classify these devices as missed devices.

4.3.14. Do not Scan IP Based on Technology

In IEv8.0, you are allowed to add IP or Subnet to Do-Not-Scan and can specify the Technology Source through
which you do not want the Discover to be performed.

302 | NetBrain Integrated Edition 8.0 Release Notes



Domain Management

Start Page Fine Tune Do-Not-Scan AP Server Mansger Advenced Settings

© List the IP address, subnets or device types you do not want to discover via Telnet'SSH/SNMP.

Thems 4 Add

IP or Subnet Description Source Technology

%u AC| VMwere vCenterVM... [v

192.168.10.0/24

&, Import t, Export

Tenant: Initial Tenant ~ Domain: muliSite ~ Operations & admin (7]

4Selected Select All Clear Search Q£ Refresh

Device Type:
() 3Com Switch

() A10Load Balancer

O apc

[ apcups

[0 ATTVPN Gateway

O Adtran

[ Adva Optical

() AeroHive Switch

() Aerohive Wireless

O Alaxals

[0 Alcatel Lucent Service Router
() Alcatel OmniStack Switch

[ Alcatel OmniSwitch

[ Arista Switch

[ Arris Router

[ Aruba 14P

Aruba LWAP

[0 Aruba Switch -

Note: The Device Type for SDN and Cloud is removed from the Device Type selection box to avoid the scenario where you

accidentally select these Device Types, leading to SDN and Cloud function not working properly.

4.3.15.

Enhancements to Duplicate IP and Subnet

Duplicate IP and Subnet Manager is used to manage the interfaces configured with the same IP address as

well as the subnets in a NetBrain domain. With this feature, users can enable all duplicated IPs to join the Ipv4

L3 topology link calculations by moving interfaces with duplicated IPs to different zones.

UX/UI Enhancements and New Functions

IEv8.0 introduces many enhancements to Duplicated IP and Subnet Manager from a UX/UI perspective, and

adds a new function “Export to CSV".
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Start Page Duplicated IP and Subnet Manager <

+ Hew zone iRefresh  There are 13 out of 13 subnets containing conflicced IPs in the Default Zone, ¥ Only show subnets with confiicied IPs | All + | | seareh.. Q
Q 4 Subnet « Device Nams Interface Name 1P Address 1P Corflicted | VRF Interface Description 9
4 AllZones -
12 fex H1 Vian127 10.222.60.3/24 Yes Jvaya Voice Vian #3
9 Defauls Zane (1735)
10.223.255.96/30 (2
9 infrad (7) “ 2
9 infrabel (8) 12 fex H Ethernerl/] 10223,255,98/30 Ya 25314553R509 Te /1
9 itech(8) L2_fex_H1 Etherner1/1 #mna nes nargp Yes 35914353509, Te /1
Move to
9 L2 VRFTest SamelP (1] o ETEE
9 L2_VRFTest_SamelP_Sublnf(1)
L2Topa_VRF_Sam... FastEthernetd/1 158.2.1.194/29 Yes
9 management (2)
Q nmbs (@) |2Tops VAF Ssm.. FastEthernetd/i 158.2.1.194/29 Yas
9 shared (3) TZTope VRF Sam. Fasttthernet0/l 5821103120 No
8 rucrail ) 4 158.2.1.216/29(3)
8 VPC_Keepalive (2]
L2Topa_VRF_Sam... FastEthernetd/1 158.2.1.217/29 No
|2Topo VRF Sam.. FastEthernetd/i 158.2.1.218/29 Yes
L2Topa_VRF_Sam... FastEthernetd/1 158.2.1.218/29 Yes
4 1722396024 (4)
EAS-HZDTPOSE  irb.3000 172.23.16.252/24 No "Optiq - pEUA-TRADE-Mcas-Rov-172.23.16.0124"
BAS-H2-DTPOGA  irb.3000 172.23.16.254724 Yes "Optiq - pEUA-TRADE-Meast-Rev-172.23.16.0/24"
EASHZDTPOSE  irb.3006 172.23.16.254/24 Yes "Optiq - pEUA-TRADE-MCE-Rov-172.23.16.0/24"
BAS-H2-DTPOGA  irb.3000 172.23.16.253/24 No "Optiq - pEUA-TRADE-Meast-Rev-172.23.16.0/24" .

LEgend:IESy;tem @ Manually ¥ Qapp I 6

1. Show Subnets and Duplicate IPs in one Page — In IEv8.0, “All Zones” is added as the root category. When
users select “All Zones”, all subnets and duplicate IPs in a domain are displayed, so that users can
understand their relationships at one glance. To quickly look up subnets with conflicted IPs, enable the
filter “Only show subnets with conflicted IPs”.

2. Export to CSV NewFunction _ \Vijth one-click, users can export information of zones from the NetBrain system
to a CSV file.

3. Display VRF and Interface Description — VRF and interface columns are added for users to understand the
VRF and descriptions of an interface.

4, Batch Operations — Move multiple interfaces into a zone or delete multiple zones at one time.

5. Optimize the Search Function — In IEv8.0, the search function is performed throughout the whole

database rather than lazy-loading. Also, users can search for contents within any column.

There are 1 out of 1 subnets containing conflicted IPs in the All Zones. ¥ Only show subnets with conflicted IPs All ~ [10101.19 o X T, Export

4

Subnet = Device Name e Interface Name IP Address IP Conflicted VRF Interface Description

4 10.101.1.0/30 - (Default Zone) (2)
TACUBEO2 GigabitEthernet0/0/3 10:101:1.2/30 Yes Control-Data HA Interface - TA...

DENUBEQ2 GigabitEthernet0/0/1 10:101:1.2/30 Yes *CHECKPOINT LINK* DENSWE...

6. Display Zone Types — Per generation methods, zone types include System (built-in), Qapp and manually

added. Each zone type has its color legend for users to distinguish in the tree list.

Miscellaneous Improvements

= Optimize Interface Display

In previous versions, an interface is displayed as IPv4 + interface form, e.g., 192.168.3.1 e0/1. Users are
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not able to search based on the interface name or IP. IEv8.0 displays the physical interface name and IP
address separately.

* Auto Delete Empty Zones Created by System
Whenever a system zone is auto-created, IEv8.0 checks all zones created by the system and auto delete
the zones having no interface.

= Auto Refresh Zones
After users move a duplicated IP to another zone, the system automatically detects if there are still
duplicate IPs in a zone. Moreover, the feature provides a Refresh button for users to refresh the conflicted

IP display manually.

4.3.16. Collect Usage Log

To help NetBrain engineers better assist customers with more solid statistics, IEv8.0 adds options to send the

NetBrain feature usage information via logs to the NetBrain team.

=

0 | © | izt

2 admin

System Management

Operations

Home Page License Tenants User Accounts Front Server Controllers Advanced Settings Tas

k Manager

Session Timeout

Hours - Cryptographic Key Rotation ()

Session Timeout: | 4
Last Update Time:

Audit Log Last Updated By:

le Audit
Enable Audit Log Update

Retention Period: | 12 Months -

Device Access Policy

Enable device access policy

@ Customize the logo image on the login page and add a

link to it

Share Environmental Information with NetBrain

#| | want to share Domain Management statistics with NetBrain &

¥/ | want to share Systern Menitor statistics with NetBrain €)

JPG, JPEG, GIF or PNG. Max file size: SM.

. @ Upload Logo
Net3rain

= | want to share Domain Management statistics with NetBrain — send the usage statistics about Tenant

and Domain to NetBrain, including device discovery and advanced feature metrics.
= | want to share System Monitor statistics with NetBrain — send the usage statistics about Service

Monitor to NetBrain, including operating system information and the health of NetBrain services.

By default, these two options are enabled. See Online Help for more reference.
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4.3.17. Patch Version Management

To better manage the patch release and also elevate the troubleshooting process, IEv8.0 adds both the patch

version number and Knowledge Cloud version number to the About NetBrain dialog.

About Netiirain X

Version: Integrated Edition 8.01 (2019-09-18)

GitVersion: 608d7eal62d

Patch Number: 20190826_00083207 Patch Installed Date: 2019-02-19

Knowledge Cloud:
Common Repo: 27a06%e7-7f16-3714-8ec8-6fd 13642074 | v0.1.97
Customized Built-in Repo: bbdcef1 7-c5de-de75-b1f5-0101dd55d8ds | v0.0.7
Customized Repo: Ocld17ec-979d-3365-875d-864ffbeBal1 [v0.0.2

Licenze ID: 17212
For the latest product information, please visit us at www.netbraintech.com.
Copyright ® 2019 NetBrain Technologies, Inc. Al rights reserved.

QOpen Source Software Notice

Warning: This computer program is protected by copyright law and international treaties.
Unauthorized reproduction or distribution of this program, or any portion of it, may resultin
severe civil and criminal penalties, and will be prosecured to the maximum extent possible

under the law.

Note: Patch version number will also be recorded in the Usage Log to share with NetBrain.

4.4. Enhancements to System Security

4.4.1.New Keystore with Enhanced Hashing and Encryption Algorithms

The proper management of cryptographic keys is essential to the effective use of cryptography for security.

Securely storing and retrieving these keys as needed is a major security enhancement.

To address a significant FIPS requirement and to enhance the solution's security, IEv8.0 builds a new keystore
in the database, as a repository to store cryptographic keys, and also adopts enhanced hashing and

encryption algorithms.
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Non-Cryptographic Hashing MD5 SHA256
Spooky 128

Password Hashing MD5/SHA256 PBKDF2

Encryption/Decryption DES AES-256-CBC

Note: This upgrade of hashing and encryption algorithms has backward compatibility with user data in IEv7.x, except for

Network Settings. A convert tool can be used to adapt existing Network Settings to |Ev8.0.

4.4.2.Enforce Strong Password Policy

To address security requirements, stronger password policy is enforced in IEv8.0, including:

= Enforce “Require Password Change at First Login” for users whose accounts are created by admin.
= Enforce “Password cannot be the same as username” and “Password must meet at least three
requirements”.

= Default to enable "New password can only contain at most 2 consecutive characters of the old one”.
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To configure these settings, go to System Management > User Accounts > Password Policy.

System Management Operations & admin logOut @ Ne‘e{ofrl'nj
User Accounts
Users Roles External Authentication Password Policy
Minimum password length: | & characters (8-128 characters)
|_| Password expires after| § days

|#| New password can only contain at most 2 consecutive characters of the old one

Password must meet at least three of the following requirements:

* Includes uppercase letters (4-Z)
* |Includes lowercase letters (a-2)
* Includes a number {0 -9)

s |Includes a non-alphabetic character (such as ! $ # %)

Password cannot be same as username

Save

4.4.3.Single Source for Website Base URL

In previous versions, when users wanted to share a map or reset a password, the system provided an
assembled URL for redirection by directly obtaining the domain URL from the client's web browser cache,

which may have potential security risks.

To fix this vulnerability, IEv8.0 enforces the definition for a base URL and uses it as a single source for website
URL assembly. Every time a user requests a website URL, the system uses the predefined base URL to

assemble it, rather than obtaining the base URL from the user's web browser cache.
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IEv8.0 guides the system administrator upon login to configure the base URL at System Management >

Advanced Settings > Site Configuration > Website Base URL.

Home Pege Advanced Settings

[ Enable Login Banner

Title:

Content

Site Configuration

Website Base URL: | htpsy//10.10.32.105/

The Website Base URL is the URL via which users access NetBrain. @

Portal Base URL: | https://10.10.32.105/portal/

The Portal Base URL is the URL via which users access Portal. €

4.4.4.Upgrade Third-Party Components to the Latest Versions

To ensure the longevity of support and the most up-to-date code from a security standpoint, many

components have been upgraded to the latest version in the IEv8.0release.

MongoDB 3.6.4
Elasticsearch 6.0.0

6.5.2 (v7.1a2)
Redis 3.0.504
RabbitMQ 3.7.7
Python 3.6.2

4.0.6

6.7.2

6.0.4

3.8.1

3.7.5
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JDK JDK1.8.131 OpenJDK 12.0.1
Open)DK 11 (v7.1a2)

Gojs 1.6.9 2.0.18
Node.js 8.2.1 9.3.0
OpenSSL 1.0.2p 1.0.2t

(Windows + Linux)

psutil 5.5.1 5.6.7

74.4.5.AIIow the Deletion of Built-in Admin Account

Privileged accounts may pose potential security risks if not managed. They usually have broad access to
underlying customer information that resides in applications and databases. And passwords for these
accounts are often embedded and stored in unencrypted text files, a vulnerability that is replicated across

multiple servers to provide greater fault tolerance for applications.
To eliminate this risk, IEv8.0 allows deleting the default administrator account.

Note: Before the deletion of the admin account, make sure there is at least one active user account with user management

privilege in the system.

4.4.6.Start Services with Restricted Privileges

To reduce the risk of elevated privileges, IEv8.0 enforces to launch NetBrain related services with restricted
privileges when interacting with both Windows and Linux. Startup accounts with restricted privileges will be
either created or configured during the system installation, rather than using privileged accounts of operating

systems.
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4.4.7 Lock Accounts After Too Many Unsuccessfully Attempts of Password
Reset

In previous versions, user accounts with too many unsuccessfully login attempts would be locked, to protect

user information confidentiality. However, the vulnerability still existed in the Password Reset function.

IEv8.0 adds the same control to the Password Reset function. When users are attempting to reset their
passwords via GUI or API calls, entering incorrect passwords for too many times will lock their user accounts

to protect user-information confidentiality.

Note: By default, locked user accounts will be available again in 1 hour. In previous versions, the default value is 12 hours.

4.4.8.Limit Guest User’s Privilege

By default, the system only grants Guest Users with limited access to system resources by disabling their
privilege of Shared Resource Management. In previous versions, the privilege of Shared Resource
Management only covered most resource types in the system, such as Qapps, Gapps, Parsers, Runbook
Templates, etc., but not all of them. It might cause potential security risk that Guest Users can modify or delete

public resources, such as public maps and A-B paths.

To limit Guest User's privileges, IEv8.0 expands the privileged scope for Shared Resource Management to

cover more resources, including:

= One-IP Table

= Inventory Report

= Device Property

= CLI Commands Template
= My Files/Desktop

= Path Browser Pane

= Network Pane

= Application Manager

= Static Data View Manager
= Context Action Manager

= System Automation Task Manager

NetBrain Integrated Edition 8.0 Release Notes | 311



4.4.9.Validate Data Access Privilege for Extended Device Scope

The device access policy introduced in the previous version allows specified users to have the privilege of data
access to specified devices. However, it might be out of control when it comes to Qapp execution because the

device scope of Qapp might be expanded to neighbor devices depending on the device input settings for a

Qapp.

To fix this vulnerability, IEv8.0 starts to validate the data access privilege on the extended device scope for
Qapp execution. If the executor is not authorized to view the device data for any extended neighbor device,

the system will not run Qapp on that device.

'4.4.1 0. Minor Enhancements

= Encrypt the configuration keys for “requirepass” and “masterauth” to securely store Redis credentials.
» Update the search guard to use appropriate cipher suites only.
= Remove the support for older versions of TLS (before TLS 1.2, including SSL).
*= Remove all instances of clear-text and hard-coded passwords.
= Clear Browser Temporary Data after User Logout.
Note: Refreshing webpage will not clear browser temp data.

» Disable Insecure Communication Protocols (SSL and TLS < 1.2) Unless Required.
» Protect Redis Sentinel by Authentication and Rename Default Command.

= Remedy Aged Libraries for Redis.

= Fix REST API Vulnerability about Roles and Privileges.

4.5. Performance Enhancements

Compared to IEv7.1, the performance improvements realized in IEv8.0 are listed as follows.

Search Search results include 3000 maps and each map has 1~3 [11~13 seconds 1~3 seconds
pages, including 50 devices with notes

312 | NetBrain Integrated Edition 8.0 Release Notes



E.g., search for “OSPF 1