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1. Set Up GCP API Access 

1.1. Overview 

NetBrain IE system retrieves the data from Google Cloud Platform (GCP) via REST API as a Service Account or OAuth 

Client. To enable NetBrain IE to retrieve the GCP data, you need to:  

✓ Enable GCP APIs 

✓ Set up Service Account (Recommended) 

✓ Set up OAuth 2.0 Client (Alternative) 

 

1.2. Enable GCP APIs 

NetBrain IE system requires access to the following GCP APIs:  

▪ Compute Engine API 

▪ Cloud Logging API 

▪ Cloud Resource Manager API 

▪ Cloud DNS API 

▪ Service Usage Viewer 

▪ Stackdriver Monitoring API 

Follow these steps to enable the required API libraries:  

1. In the GCP Console, go to the API Library page. 
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2. Search or browse the library to find the required APIs like Compute Engine API. 

 

3. Select Compute Engine API to open it. Click ENABLE. 

 

4. Repeat steps 2 and 3 to enable all other required APIs. 
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1.3. Set Up Service Account 

 

1.3.1. Create Service Account 

Follow these steps to create a service account for the NetBrain IE system:  

1. In the GCP Console,  go to IAM & Admin → Service Accounts page, select PROJECT, and click CREATE SERVICE 

ACCOUNT. 

 

 



 

6 | NetBrain GCP Quick Setup Guide 

 

2. Add a new service account. Click DONE. 

 

3. Go back to the service account page and click the service account created for the NetBrain IE system. On the 

KEYS tab, click ADD KEY > Create new key. 
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4. Select JSON in the Key type field and click CREATE to create a service account key. The key file in JSON format 

will be downloaded automatically. The file has the private key ID and value. 

 

5. Save this file in a folder you can remember. You will need this key to set up the GCP API Server later. 

 

Note: Copy all the private_key value inside the double quotation marks for Step 3 in section 1.3.3 Set Up API Server, shown as 

below. 

 

 

1.3.2. Assign IAM Permissions 

There are different approaches to assign your IAM permissions to the service principal created before based on 

various scenarios and needs. Recommended best practices are shown below,  

Best Practices 1:  

Scenario: Discover resources of all the Projects under the Organization. 

Permissions assignment approach: Assign all the required permissions (or system roles) under the Organization. 

Organization Roles Required: 
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• Browser (ID: roles/browser) 

• Compute Organization Security Policy User (ID: roles/compute.orgSecurityPolicyUser) 

• Compute Viewer (ID: roles/compute.viewer) 

• DNS Reader (ID: roles/dns.reader) 

• Logs Viewer (ID: roles/logging.viewer) 

• Monitoring Viewer (ID: roles/monitoring.viewer) 

• Private Logs Viewer (ID: roles/logging.privateLogViewer) 

• Service Usage Viewer (ID: roles/serviceusage.serviceUsageViewer) 

 

Best Practices 2:  

Scenario: Discover resources of some Projects under the Organization. 

Permissions assignment approach: Assign the Organization required permission or system roles under 

Organization level. And assign the Project required permission or system roles under Project level. 

Organization Role Required: 

• Browser (ID: roles/browser) 

• Compute Organization Security Policy User (ID: roles/compute.orgSecurityPolicyUser) 

• Logs Viewer (ID: roles/logging.viewer) 

• Monitoring Viewer (ID: roles/monitoring.viewer) 

• Private Logs Viewer (ID: roles/logging.privateLogViewer) 

• Service Usage Viewer (ID: roles/serviceusage.serviceUsageViewer) 

 

Projects Role Required: 

• Compute Viewer (ID: roles/compute.viewer) 

• DNS Reader (ID: roles/dns.reader) 

 

The principal of these best practices is to ensure the resources discovered by NetBrain should be assigned with 

IAM permission in the organization-scope or project-scope properly. 

Required build-in Role for Org: 

• Browser (ID: roles/browser) 

• Compute Organization Security Policy User (ID: roles/compute.orgSecurityPolicyUser) 

• Logs Viewer (ID: roles/logging.viewer) 

• Monitoring Viewer (ID: roles/monitoring.viewer) 

• Private Logs Viewer (ID: roles/logging.privateLogViewer) 

• Service Usage Viewer (ID: roles/serviceusage.serviceUsageViewer) 

 

Required built-in roles for Projects: 

• Compute Viewer (ID: roles/compute.viewer) 

• DNS Reader (ID: roles/dns.reader) 

• Logs Viewer (ID: roles/logging.viewer) 

• Monitoring Viewer (ID: roles/monitoring.viewer) 

• Private Logs Viewer (ID: roles/logging.privateLogViewer) 
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• Service Usage Viewer (ID: roles/serviceusage.serviceUsageViewer) 

 

 

1. Go to IAM & Admin → IAM, select the GCP Organization or Project from the top drop-down menu and 

click GRANT ACCESS. 
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2. Paste the service account email under the New principals, select the system role required in the Role field, 

and click SAVE. 

 

1.3.3. Set Up API Server 

Note: Before setting up your API server, read NetBrain Requirements for API Server Setup first. 

Follow these steps to set up a NetBrain GCP API Server:  

1. Log in to your NetBrain IE system. 

2. On the Domain Management page, select Operations → Discover Settings → API Server Manager, and click 

+ Add API Server. 
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3. Set up the GCP API Server via Service Account. 

 

Add External API Server configuration using the following information. 

✓ Server Name: a unique name. 

✓ Description: an optional field to describe this server. 

✓ API Source Type: select Google Cloud. 

✓ Access Method: select Service Account. 

✓ Endpoint: service account in email format just created. See step 2 of section 1.3.1 Create Service 

Account. 

✓ Organization ID: your actual GCP Organization ID. 

✓ Private Key: key value. See step 5 of section 1.3.1 Create Service Account. You can copy it from the 

downloaded JSON file. 

✓ Front Server: select one front server which can access GCP. 

Note:  If you have any issues while setting up an API server, contact NetBrain Support. 

 

file:///D:/00-Netbrain/02-GoogleCloud/02.Documents/Final%20Version/NetBrain_Quick_Setup_Guide_GCP_V1.1.docx%23_Crate_Service_Account
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1.4. Set Up OAuth 2.0 Client 

Google APIs use OAuth 2.0 protocol for authentication and authorization. To allow a client application such as the 

NetBrain IE system, you need to set up the OAuth consent screen and then create an OAuth 2.0 client. NetBrain 

system will request an access token from the Google Authorization Server, extract the token from the response, 

and send the token back with the Google API. 

 

 

1.4.1. Set Up OAuth Consent Screen 

To set up OAuth Consent Screen for each project, refer to the GCP official guide: 

https://support.google.com/cloud/answer/10311615?hl=en#. 

 

https://confluence.netbraintech.com/confluence/display/SDNA/3.9.1.1+Method+1%3A+OAuth+2.0+Client
https://tools.ietf.org/html/rfc6749
https://support.google.com/cloud/answer/10311615?hl=en
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Note: For security purposes, using the Internal User Type is highly recommended.  

 

1.4.2. Create OAuth Client & Credential 

Follow these steps to create an OAuth Client and credential:  

1. In the GCP Console,  go to APIs & Services → Credentials page, click CREATE CREDENTIALS, and select OAuth 

client ID. 
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2. Select Web application in the Application type field. 

 

3. Set the name and add http://localhost/oauth2callback as Authorized redirect URLs. Click CREATE. 

 

http://localhost/oauth2callback
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4. Click DOWNLOAD JSON to download the OAuth credential JSON file locally. The client ID and secret are saved 

in this file, and you need this information while setting up the API server in the NetBrain IE system. 

 

 

1.4.3. Obtain Refresh Token 

Follow these steps to obtain a refresh token from GCP via a built-in GCP OAuth Client Tool:  

1. Download the GCP OAuth Client Tool from the link: http://download.netbraintech.com/tools/GCP-

OAuthClientTool.zip. Unzip the file GCP-OAuthClientTool.zip to a folder. 

2. Rename the OAuth credential JSON file as client_secret.json, downloaded in step 4 of section 1.5.2 Create 

OAuth Client & Credential, and move it to the same folder with auth_setup.py in the GCP OAuth Client Tool folder. 

 

3. Double-click the auto_setup.py file and run it automatically to install Python library files. 

http://download.netbraintech.com/tools/GCP-OAuthClientTool.zip
http://download.netbraintech.com/tools/GCP-OAuthClientTool.zip
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It takes several minutes to install the python library installation the first time. The website browser with URL 

http://localhost:9000/ will pop up automatically after the installation. 

4. Click Authorize API Access to obtain the refresh token.  

 

5. Enter the account login information or select the correct user account for API access.  

 

The current user account used in this step should have been assigned with proper permissions. For permissions 

required, please refer to 1.3.2 Assign IAM Permission.  

6. Click Allow to authorize the API access.  



 

 

NetBrain GCP Quick Setup Guide | 17 

 

 

Finally, the refresh token will show up on the website browser. Also, a JSON file named credential.json will be 

created automatically in the same folder as client_screte.json in the GCP OAuth Client Tool folder. 

 

7. Store the file in a local folder. Use the client ID, client secret, and refresh token value to set up the GCP API 

Server later.  

 

Note: If you have issues obtaining the refresh token, contact NetBrain Support. 

If you want to remove the existing credential access or obtain a refresh token again, follow these steps: 

1) Click Manage credential access to remove the credential access. 
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2) Select the 3rd-party apps that need to remove access and click REMOVE ACCESS. 

 

3) Click OK to confirm. 

 

 

1.4.4. Set Up API Server 

Note: Before setting up your API server, read NetBrain Requirements for API Server Setup first. 

Follow these steps to set up a NetBrain GCP API Server via OAuth Client:  

1. Log in to your NetBrain IE system, select Operations → Discover Settings → API Server Manager in the 

Domain Management page, and click the + Add API Server. 
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2. Set up the GCP API Server via OAuth Client. 

  

Add External API Server configuration using the following information. 

✓ Server Name: a unique name. 

✓ Description: an optional field to describe this server. 

✓ API Source Type: Select Google Cloud. 

✓ Access Method: Select OAuth 2.0 Client. 

✓ Endpoint: OAuth 2.0 Client ID. Refer to step 7 of section 1.4.3 Obtain Refresh Token. You can copy it from 

the downloaded JSON file. 

✓ Client Secret: refer to step 7 of section 1.4.3 Obtain Refresh Token. You can copy it from the downloaded 

JSON file. 

✓ Organization ID: your actual GCP Organization ID.  
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✓ Refresh Token: refer to step 7 of section 1.4.3 Obtain Refresh Token. You can copy it from the 

downloaded JSON file. 

✓ Front Server/Front Server Group: select the front server/front server group that can access GCP. 

Note:  If you have any issues with the setup of an API server, contact NetBrain Support. 
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2. Start GCP Discovery 

2.1. Discover Cloud Resources via APIs 

Follow these steps to discover GCP networking resources via APIs:  

1. Log in to your NetBrain IE system. 

2. Click Discover on the Domain Management page. 

 

3. Click + Select API Servers. Select the GCP API Server that you created. Click Start Discovery to start the GCP 

discovery.   

  

After the discovery finishes, the number of discovered objects will be displayed. 
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4. Click the Scheduled Task tab and run the Basic System Benchmark. 

 

5. Open the network tree and select Google Cloud in the Category field to view the GCP resource. Select 

Network View in the View field.  

 

Note: The Network View is only visible after the successful execution of the Basic System Benchmark. 

All GCP resources discovered are displayed on the network tree. In addition, you can click a resource to open its 

context map. 
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2.2. Discover Network Virtual Appliance  

Network Virtual Appliance (NVA) can be loaded with any vendor's virtual machine (VM) images to support networking, 

security, and other functions. NetBrain supports visualizing the topology and path of GCP NVA after discovery and 

multi-source data merging. 

To discover the Network Virtual Appliance (NVA), you need to: 

✓ Discover the Virtual Machine with Cloud API 

✓ Discover Legacy Device with CLI 

To perform the multi-source data merging properly via CLI discovery, go to the NetBrain IE Discover page, click 

the Advanced Options, and check Retrieve device/module/interface information. 
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After the NVA multi-source data merging is finished, the GCP NVA device topology sample is shown below. 

 

 



 

 

NetBrain GCP Quick Setup Guide | 25 

 

3. Set Up MPLS Cloud 

Note: If you want to show the provider’s MPLS network in the NetBrain IE system, you must set up the MPLS cloud by 

following NetBrian's MPLS setup instructions. If not, skip this section. 

NetBrain GCP support requires excluding all the Google Cloud Router devices connected with MPLS Cloud because 

the Cloud Router in GCP is in the control plane and should not involve the data plane. 

Follow these steps to exclude all the Google Cloud Router devices:  

1. Log in to your NetBrain IE system. 

2. Go to the Cloud Manager page from the Fine Tune tab of the Domain Management page. Add your new MPLS 

or edit the existing one, and select Exclude Device. 

 

3. Select the Google Cloud Router from the drop-down menu, and click the  icon to move all selected devices 

from left to right. Click OK to finish. 
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Note: Failure to exclude all the Google Cloud Router devices connected to MPLS may cause the path calculation issue. If 

you have any issue creating MPLS Cloud in the NetBrain IE system, contact NetBrain Support. 
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4. Set Up Benchmark Task to Auto-Update GCP Data 

The discovery process only retrieves the basic data of your GCP network and builds L3 topology. After the 

discovery, you need to set up a NetBrain benchmark task to retrieve all data, including visual spaces and data 

views.  

To create a benchmark for GCP resources, complete the following steps. 

1. On the Start Page, click Schedule Task. 

2. On the Schedule Discovery/Benchmark tab, click Add Benchmark Task. 

3. On the Frequency tab, define the task frequency. 

4. On the Device Scope tab, check the Select external API servers to retrieve data check box and select the API 

server for GCP. 

 

Note: It is highly recommended to re-use the “Basic System Benchmark” with a full benchmark task to ensure all GCP-

connected physical or virtual devices are selected within the device scope. 

5. On the Retrieve Live Data tab, select the Google Cloud Basic Data check box, keep the default selected GCP 

NCT tables as they are, and select BGP Advertised Route Table. 
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6. On the Additional Operation After Benchmark tab, select all the checkboxes for: 

▪ Update MPLS Cloud 

▪ Update Public Cloud (Recalculate Google Cloud Virtual Route Table) 

▪ Update Build Topology 
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7. On the Plugins tab, add the GCP_VRT plugin following the steps below: 

▪ Scroll down to Execution Point: After rebuilding visual space and Click on Add Plugin 

▪ Navigate to Built-in Plugins → NB_System_Use  

▪ Select GCP_VRT and click “OK”   
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8. Click Submit. 
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5. Appendix 

 

5.1. NetBrain Requirements for API Server Setup 

▪ The minimum resource unit for an API Server scope is a Project that includes all the resources under it. 

Therefore, NetBrain does not recommend separating resources under one Project to a different API 

Server.  

▪ The API Server is associated with an Organization. Use IAM to control the project level of resources API 

discovery. If you have multiple Organizations, set up at least one API Server for each Organization. 
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