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1.Setup Azure API Access

1.1.0verview

NetBrain accesses Azure through either Managed Identity or Service Principle and uses Rest APIs to retrieve the

data from Azure. To enable the NetBrain |IE system to retrieve the Azure data, you need to:
1. Create a Custom IAM Role
2. Access APIs (you can select option a or b)
a) Set Up VM Identity (for Managed Identity)
b) Register App (for Service Principle)
3. Assign Subscription Role

4. Setup API Server

1.2.Create a Custom IAM Role

Azure provides role-based access control (RBAC) to manage access to Azure resources. Follow these steps to

create a custom IAM (Identity and Access Management) role for the NetBrain |IE system to access Azure APIs;

1. Go to Access control (IAM) under Subscriptions in Azure Portal.
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L Search resources, services, and docs (G+/)

Subscription | Access control (IAM)

NetBrain .

Got feedbacl

rview
sic administrators
Activity lo

ur OWn EUSLOm

Name T} Description . Type T4 Category Ty Details

wner s full a Builtink eral

fE

ontributor Builtin General

Cost Management BuiltinR General

st analy ¢ Operats 3 & an 5 ¢ o Bulinr e
BuiltinR
BuiltinR
nmendations AcrPull
AcrPush
wntainers
ntain:
Settings

None
grammatic de

“Dnetbraintec.
NETBRAIN TECHNOLOGIES INC (.

£ Search resources, services, and docs (G+/)

NetBrain * ' Subcription : | Access control (IAM)

Add Download role a Refresh | Got feedback?

¥ Overview Add role assignment

s Roles | Deny assignments Classic administrators

@ Activity log Add co-administrator

Access control IAM) P sermissions. You can use the built-in roles or you can create your own custom roles

# Tags

Type : All Category : All

Diagnose and solve problems

Name Ty Description T4 Type Ty Category . Details

Security

Owner Grants full access to manage all resources, including the ability to ... BuiltinRole General

% Events

[[] contributor Grants full access to manage all but does not allow you... BuiltinRole General

Cost Managemant der View all resources, but does not allow you to make any chan BuiltinRole General

st analysis Access Review Operator ... Lets you grant Access Review System app permissions to discover... BuiltinRole None

Cost alerts

Budgets
recommendations
Billing
B siling profile invoices
Settings

M Programmatic deployment

3. Define Basics Configuration.

[[] Acpelete
AcrimageSigner

[ Acpun

] Acrpush
AcrQuarantinel
AcrQuarantineWriter

[] AgFood Platform Sens:

(] AgFood Platform

acr delete

acrimage

acr pull

acr push

acr quarantine data reader

acr quarantine data writer

Provides contribute access to manage sensor related entities in A...

Provides admin access to AgFood Platform Se

BuiltinRole

BuiltinRole

BuiltinRole

BuiltinRole

BuiltinRole

BuiltinRole

Containers

Containers

Containers

Containers

Containe

Containers

None

Al + Machine
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Create a custom role

Got feedback?

To areate a custom role for Azure resources. fill out some basic information.

Custom role name App_Nethrain_|E

Used for Netbrain |E APl access
Description

Baseline permissions. Clone a role Start from scratch Start from JSON

Select Start from JSON in the Baseline permissions field and import the JSON file below to customize the

role with the minimal permissions required for NetBrain |IE system discovery and data retrieval.

To get the latest JSON file, refer to NetBrain Online Help: NetBrain Required Azure IAM Permissions

4. Review Permissions.

Create a custom role

Got feedback?

Click Add permissions 10 select the PermISSIONs you want 1o add to this
To 3dd 3 wikicard () permission. you must manually 3dd the permission on the

To exclude specific permissions from a wildcard permission, dick Exclude perm:

Pormission Description Permission Type

Microsoft Resources/subscription: fists resource groups. Action

Microsoft Sul tion/sliases/read bscription aliss Action

Microsoft Compute/svailsbilitySets/resd

Action

Microsoft Network/networkSecurityGroup: group definition Action

Microsoft Network/application Security n Application Security Group 1D Action

Microson Network/routeTables! read 's a route table definition Action

Microsoft Network, Tables/ routes/read Sets a route definiton Action

Microsoft Network/connections/read Gets VinualNatworkGatewayConnection

Microsoft Network/virtualWans/read 3 Virtual Wan

Microsoft Network/virtualHubs/read Get 2 Virtual Hub

Microsoft Network/virtualHube/hubRoute Tabloes/read

Microsoft Network/virtualHubs/effectiveRoutes/ action
Microsoft Network/pubicPAddresses/read

Microsoft Network/virtualNetworks/read
Microsoft Network/natGatewsys/resd
Microsoft Network/locainetworkgatewsys/resd
Microsoft Network,
Microsoft Netwe

RouteGateways/read

Microsoft Network/VirtualNetworkGateways/read

MICTOSON NEtwOrk Mty aineTworkateways/supporedvpndevices/acton

microsoft.
Microsoft Network/expressRouteCircuits/read

Microsoft Network/expressRouteCircuits/peerings/read

Microsoft Networt/expressRouteCircuits/ peenngs/connections/read

Mimsalnetworkgateways/getieamedroutes/action

Route Table child resource of Virtual Hub
#ective route configured on Virtual Hub
public ip address definition.

e virtusl network defirition
Nat Gatewsy Definition
ocalNetworkGateway

s 3 VprGateway.
press Route Gateway
VitualNetworkGateway

Lists Supported Vpn Devices

s vimualnetworkgateway leamed routes

Get an ExpressRouteCircuit
n ExpressRouteCircuit Peering

n ExpressRouteCirautt Connection

5. Select proper subscription or management groups as Assignable Scopes.
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Microsoft Azure L Search resources, services, and docs (G+/)

Update a custom role

Got feedback?

Click Add assignable scopes to select the scopes (management groups, subscriptions, or resource groups) where this role will be available for assignment.
Your role must have at least one assignable scope. [

Assignable scope T Type
/subscriptions/073e645-( 3af-88231d2377bd Subscription

/subscriptions/eb48417e- - -d4-990d862f9cdb Subscription

6. Review Custom Role in JSON Format. Finally, click Create button after reviewing the Review + create page.

NetBrain supports both Managed Identity and Service Principal types to access Azure APIs.

= [fyou select Managed Identity, follow the steps in section Access APIs With Managed Identity (Option 1) ;

= |fyou select Service Principal, follow the steps in section Access APIs With Service Principal(Option 2) .

1.3.Access APIs With Managed Identity (Option 1)

1.3.1. Set Up VM Identity

NetBrain supports both Azure-system-assigned and user-assigned ldentity for VM, which acts as an application
server to access APIs. You only need to choose either one of the following methods below.

Set Up Azure-system-assigned ldentity

1. Go to the Identity page of Virtual Machine, which will be used as a NetBrain server from Azure Portal.

2. Select System assigned menu, switch to On for Status and click the Save button.

6 | NetBrain Azure 1.0.0 Quick Setup Guide



£ Search resources, services, and docs (G+/) 5 & g &  TonyTong@netbraintec..
TRCHMHOLOGES I

(3 frontserver-vm-managedidentity | Identity

System assigned

source and is tied to the lifecycle of this fou can grant per e manag ty by ntrol (Azure RBAC) The managed identity s authenticated with Azure Al

# Tag:

/* Diagnose and solve problems

Set Up User-assigned Identity

1. Go to the Identity page of Virtual Machine, which will be used as a NetBrain server from Azure Portal.

2. Select the User assigned menu and click + Add button. Refer to Azure's official guide to create a managed

identity and select it.

£ Search resources sennces, and docs (Gv/) B8 ®p YT s

Add user assigned managed i...
% frontserver-vm-managedidentity | Identity

user assigned Wetlrain Azure subscription

B4 % s &8 & =

S
(]
®
.
o
a2

+ host updates
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https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/

1.3.2. Assign Subscription Role

NetBrain supports both service principal and managed identity as role assignment types. Follow these steps to

assign the previously created custom role to managed identity for the NetBrain IE system to access Azure APIs:

1. Go to Access control (IAM) within the subscription.

2. Select the previously created custom IAM role, add the new role assignment, and click + Select members to

select the previously created VM with managed identity for the NetBrain IE system.

£ Search resources, senvices, and docs (G+/)

Select managed identities
Add role assignment

i feedback?

¥ Azure Cosmos DB

Mame
" Virtual machenes

@ Lot ke [pTe—
™ Storage accounts

-+ Virtual networks:

& Azure Active Directory

@ Monitor

® Advisor

@ Microsoft Defender for
Cloud

) Cost Management + Billing

& Help + suppert

1.3.3. Set Up API Server

Note: Before setting up your API server, read NetBrain Requirements for API Server Setup first.

Follow these steps to set up a NetBrain APl server:

1. Open the Domain Management page of the NetBrain |IE system, select Operations > Discover Settings > API

Server Manager from the quick access tab, and click Add API server.

8 | NetBrain Azure 1.0.0 Quick Setup Guide



Domain Management

Sapage APl Server Manager

Toual ems: 17 4 Add AP Server

AP Source Type
Micrasoft Azure
Micrasoft Azure.
Cisea ACH

Amazon AWS
Amazon AWS
Amazon AWS
Amazon AWS
Amazon AWS
Amazon AWS
Amazon AWS
Amazon AWS
Amazon AWS
Amazon AWS
Amezon AWS
Splunk AP| Adapter
Datallog Azure API Server

Datadog AP Adapter

Add Externs| API Server X

Server Name
AP=—pth Sub * Server Neme:
AP
19 1
A
. APISource Type: | ACI MSO -
AW * Endpoints:
a
* Username: * Password

a
a on Serv + v
cu _Clientpe B

Managed Devices: 0
a TOW_uswest:2
[ Qientipe, €
[ TrarsieVIF ik
2 Good
S hiips//192.168.28.207:8089 bnzhu
Do foure API Server hetpsiapl.datadogha.com A
= hetpsyiapl.dstadogha.com A

2. Add a new external API Server for Azure access.

Edit External APl Server 4

* Server Name

Description

Advanced v

Managed Devices: 113

Test

= Server Name: a unique name.

* Access Method:

* Endpoint (Client/VM ID):

* Directory (Tenant) ID:

* Front Server:

: | App_NetBrain_IE

: For App_NetBrain_|E

* APl Source Type:

Managed Identity

S —)

= Description: an optional field to describe this server.

= APl Source Type: select Microsoft Azure.

= Access Method: select Managed ldentity.

eed R6da

€20] 1304

Fran: Server

FS1(19)

FS1(13:
Fsi(19)
Fs2(18
FS2018,
Fs2(13:
yaurs2!
yaura2!
youra2!
yeufs2!
ydufs2
ydufs2
ydufsd
youfs2!
Fs2018,

FS2(15]

FS2(19,

e Types v )| B Beckup [P Restore 3 Refresh

.167)
.167)

168.29.24)
16820.24)

16829.24)

162.29.24)
.168.29.24)

.168.29.24)

16820.24)

.168.29.24)
.167)
.167)

.167)

Cancel OK

= Endpoint (Client/VM ID): copy/paste the VM ID value from the JSON format data in Azure Virtual

Machine(VM) portal.
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Home
or Resource JSON
did, 2 trontserver v mansged.dentty
9 Y Copy to cipbosrd
Resource 1D » prsion
= g 5 = . Isubscriptions/OT3e645 - 1oe-{ Jrserve. v
Search (Cmds & Connect [> stant 74 Capture @ Delete Refres ! T (270330
W Overviow @ Advior (1 of 11 Enable Backups on your Vs Machines - 1 ¥
8 Acwiylog 3 Jtesvirtusinachines/t:
i A Essentials .
"R Access control (AM)
Resource group (Move) : ma s
L s
. s stogf 14
& Diagnose and solve problems o et s
9
Subscription (Move) Nett w
R Networking o
r o n
ags (E Click hare to add tags
# Conneat s o] e 1
15
® Disks Properties  Monitoring  Capabilities (7)  Recommendations (1) Tutorials 1
B Sie :
3 Virtual machine =
© Security 9
Computer name frontserves-vm-managedidentity 2
® Advsor recommendations ekt state 2
5 2 “caching”: *
& Extensions + applications Operating system Uinux 2 “managedDisk”: {
% “ig": */subscriptions/e] /providersMicrosoft. Conpute/a.
N i Publisher Open.
@ Continucus delivery . s )
Mer
® Availability + scaling Offe Cont0S % h
- 7.9-gen2 n “datadisks™: (]

= Directory (Tenant) ID: copy/paste the Tenant ID.

Home > NetBrain Technologies Inc >

= NetBrain

[,O Search (Ctrl+/)

2

1 « [i] Delete & Endpoints [ Preview features

B overview
& Quickstart

# Integration assistant

Manage
B Branding

3 Authentication

-
o Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD fo

“~ Essentials

Display name : NetBrain

Application (client) ID : ead41q ldagee
IDirEctory (tenant) ID : e2031 J804 I
Object ID 1 e215] faf34

= Front Server: select one front server VM with managed identity to access Azure.

3. Click Test to verify that this API server works.

Test Exzernal APl Server

Seart Time: 2021-12-13 09:23:53

Connecting to Fromt Serven(Fs1) ..

Successful

Connecring to end points (fBD52556-1265-426e-bec3-
613dEeB0c29ad) via Front Server(F51) ...

Successful

End Time:2021-12-13 05:24:07

OK

Once the API server is successfully verified and saved, you can proceed to Discover Azure resources.

10 | NetBrain Azure 1.0.0 Quick Setup Guide



1.4.Access APIs With Service Principal (Option 2)

1.4.1. Register App

The Microsoft identity platform performs IAM only for registered applications. Therefore, an App must be
registered in the Azure portal to establish a trusting relationship between NetBrain |IE and Azure.

Follow these steps to register an App for the NetBrain IE system:

1. Go to Azure Active Directory in Azure Portal.

- | e

- Create a resource

A Home

B Dashooard + > ® @ 4> 6 Q @ &

= All services

Azure services

Azure Active Application  Load balancers Virtual Virtual WANs Tenant AppServices  Appliances
*  FAVORITES i gateways networks properties
E§ Al resources 5
(%) Resource groups
Recent resources
@ App Services
Name Type Last Viewed
“$> Function App
@ SQL databases L4 PRNCLIG Gitmirey Application gateway 2 hours ago N
% Azure Cosmos DB Load balancer 3 hours ago
u
I8 virtual machines Virtual network 3daysago
¥ Load balancers ExpressRoute circuit 3daysago
== Storage accounts Virtual WAN 3 days ago
€ Virtual networks Virtual network gateway 3 days ago
B Azure Active Directory Subscription 4days ago
@ Monitor Connection 2 weeks ago
& Advisor 'YX Virtual network gateway 2 weeks ago
© Security Center @ Burlington-Lab-ASA Connection 2 weeks ago

2. Go to App registrations and click New registration.

Home > NetBrain Technologies Inc

NetBrain Technologies Inc | App registrations = X

Azure Active Directory

« @ endpoints /¥ Troubleshooting L Download [l Preview features |~ < Got feedback?

O Overview

¥ Getting started

x
@ Try out the new App registrations search praview! Click to enable the preview. =
B8 preview hub
K Diagnose and solve prablems
x
@ Starting June 30th. 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and security updates but we will no
Manage longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more
& Users
All application: wn lication:
2 Groups applications  Owned applications

P Start typing a name or Application ID to fil

se results

&, Roles and administrators

B Administrative units Display name Application (client) ID Created on Certificates & secrets =
B Enterprise applications | & Ll b7 212021 @ Current
CR Devices ub 83 50 11/16/2020
20 2 12/7/2020

&) Identity Governance 83 2 12/8/2020 @ Current

B application proxy 8, cdt 12/15/2020 © Current

& Licenses ol 51 7e 111372021 @ Current

» Azure AD Connect 18 bad 12/8/2020 @ Current

NetBrain Azure 1.0.0 Quick Setup Guide | 11



3. Define an App name, select the account type Accounts in this organizational directory only (Single tenant), and

then click register.

o) YaweiWang@netbraint.. @
NETHRAI -

IN TECHNOLOGIES INC

B & Q& 7 Q@

x

Register an application

int types

Redirect URI (optiona

Note: NetBrain only fully supports the “Single Tenant” account type.

Go to the Overview page of the newly registered App. The Application (Client) ID and Directory (Tenant) ID

4,
information will be used to set up the NetBrain external API server later.
Delete Endpoints Preview features
» Overview
& Quickstart
#  Integration assistant
Manage
& Brandi
Get Started Documentation
Build your application with the Microsoft identity platform
soft identity platform is an authent libraries, u can create modern, standards-based authentication
soluti o APls, and add
D ez
5. Go to Certificate & secrets within the created App to add a new client secret. The value of the newly created

client secrets will be used to set up the NetBrain external APl server later.

12 | NetBrain Azure 1.0.0 Quick Setup Guide



=& ®o 7 o “EEN

Thumbprint Start date Expires D
anding
» n ad h
Client secrets

secret string that the application uses tc its icer = oken. Al f P

Description Expires. Value D
es and administrators | Pr l“ 2115 v ; y ¢ © J

B Manifest

Support + Troubleshootina

1.4.2. Assign Subscription Role

NetBrain supports both service principal and Managed identity as role assignment targets. Follow these steps to

assign the previously created custom role to the service principal for the NetBrain IE system to access Azure APIs:

1. Go to Access control (IAM) within the subscription.

2. Select the previously created custom IAM role, add a new role assignment, and click + Select members to

select the previously registered Application for the NetBrain IE system.

Tony. Tong@netbraintes.

okt

Object 1D
4 Load balancers.
B Storage accounts
Virtual networks
4 Azure Active Directory
® Monitor

& Advisor

W Microsoft Defender for
Goud

) Cost Management « Billing

& Help + support
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1.4.3. Set Up API Server

Note: Before setting up your API server, read NetBrain Requirements for API Server Setup first.

Once you have completed the steps above, follow these steps to set up a NetBrain API Server:

1. Open the Domain Management page of the NetBrain IE system, select Operations > Discover Settings > API
Server Manager from the quick access tab, and click Add API server.

Domain Management

Sutoage AP Server Manager
Total ems: 17— Acdd 451 Serve urce Types v Q| 3 8scap [ Resore 3 Retesn
A Extermal AP Server
AP Sourca Type Sarvar Name From Servar Davsce Coumne
Wierosof Asure oth Sub * Server Nam: :
[y s
Aevszon AWS e h s o
Amazen ANS FISeurse Type: | AQMSC v F h E
Amazon AWS E h »
Amazon AWS - e 1924
Armazon WS o 2020)
Amazon AWS *Frons Server, | select v - 024)
Amazon AWS I bo2e)
Managed Devices:0
Amazon AWS . 2024
Amazon WS v 29.20)
Amazon AWS o 924
Aenszon AWS I bo2e)
Splunk AP Adaprer ws naps & e " b
Datadag AP Adapaer L | nps - "

2. Add a new external API Server for Azure access.

Edit External API Server X

* Server Name: | App_NetBrain_|E

Description: For App_NetBrain_|E

* APl Source Type: v
* Access Method: | Service Principle 1%
* Endpoint (Client/VM ID): | e | =E]

* Client Secrer; | ###%+

* Directory (Tenant) ID: | e 4
* Front Server: F:P 4
Advanced v

Managed Devices: 113

Test Cance OK

= Server Name: a unique name.

= Description: an optional field to describe this server.
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= APl Source Type: select Microsoft Azure.
= Access Method: select Service Principle.

= Endpoint (Client/VM ID): copy/paste the ID from your registered App.

SRS

Home > NetBrain Technologies Inc >

s NetBrain »

P Search (Ctrl+/) | « @ Delete @ Endpoints Preview features

B overview )
- o Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD

Quickstart
/ Essentials

. . .
7 mtE‘gIBTICW assistant

Display name * NetBrain
Manage | Application (client) ID : el = | %
= Branding Directory (tenant) ID : el B

Object ID s ef 14

3 Authentication
= Client Secret: copy/paste the value from created client secret within your registered App.

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password

New dlient secret
Description Expires Value
test] 2021-11-12 _a@rermaEasnEa e
roletest 2021-12-11 L ]
testnew 2021-12-11 iV L I

BT rrsrsenaaranraaErn

jay-test-1 2209-12-31

= Directory (Tenant) ID: copy/paste the ID from your registered App.

SRS o

Home > NetBrain Technologies Inc >

= NetBrain »

L Search (Ctrl+/ | « @ Delete @ Endpoints Preview features
B overview N ) o .
. o Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD fi

Quickstart
N Essentials

’ ) .
# Integration assistant

Display name : NetBrain
Manage Application (client) ID : ed pee
— Branding |[?|re-::cr;.-’ (tenant) ID : e pa I
Object ID :ed 34

BN Avthantisatine

= Front Server: select one front server which can access Azure.

NetBrain Azure 1.0.0 Quick Setup Guide | 15



3. Click Test to verify that the APl server works.

Test External APl Server

Start Time: 2021-12-13 09:23:53

Connecting to Front SersenFsl) .

Successful

Connecting to end points (fBD%2556-1265-426e-bec-
613de80cEDad] via Front Server{F51) ..

Successful

Emd Time:2021-12-13 05:22:07

OK

Once the API server is successfully verified and saved, you can proceed to Discover Azure resources.

16 | NetBrain Azure 1.0.0 Quick Setup Guide



2.Discover Azure Resources

Follow these steps to discover Azure networking resources via APIs:
1. Login to your NetBrain IE system.

2. Click the Discover link from the Domain Management page.

Domain Management Tenant: Initial Tenant ~ Damain:

Domain: Cloud-Test Description: (/) 3 Refrest
© Discover © Fine Tune O site © Schedule Task
a0 s 10 A0 u7
Lost Discovered Devices A Discoveres Devies st s

60100%) 0 Discavery Task
0

0

Resut Succeeded
Durstion 2mins 1 secs 0 Benchmerk Task 3

ExectonTime  11/25/2021 03:58:10 PM

0

2

4 CurentUsers  SessionCountZ  ClientType: | |E SmartCLl Embs., v
Username - CiientType Machine Name 1P Address Browser Login Time - End Session

4 B tonytong (NetBrain)
Session2 I Chrome 11726/2021, 91039 AM

4 B skana (NetBrain)

Sessiont [ Chrome 11/26/2021, 5440 AM  End Session

3. Click + Select API Servers and select the Azure APl Server you just created.

4. Click Start Discovery to start the Azure discovery. Run the discovery task manually or schedule a discovery
task to discover Azure resources.

Start Page Discover

Discover View Historical Result: Select

Discover Devices via SNMP/CLI  Metwork Settings

Method: (@) Discover via Seed Routers () Scan IP Range Access Mode:  SNMP and S5H/Telnet | @  Discovery Depth:| 30

IP/Hostname: | e.g: 10.10.10.1; NY_R1 Import IP List ~

Discover Devices via APl + Select APl Servers  Unselect All

APl Servers: | APP for ADZ

Advanced Options Start Discovery

Discovery is completed. but there are some issues need to be resolved in Fine Tune. For troubleshooting, please Contact NetBrain.
For foundarion license, 4 nodes discovered, 4 added to domain. For Microsoft Azure, 3 vnets discovered, 3 added to domain.
Discovered 1 IP addresses, found 8 devices within 00:00:48. Duration spentin performing additional operations: 00:01:56.

i Device Log  [g] Execution Log @ Plugin Log Report

Discovery Summary License Details

3 > \g

Azure Virtual M... Azure VNet Dist... Azure NAT Gate...

4 3 1

5. Wait till the discovery finishes. The number of discovered objects will be displayed.
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Managemen

Start Page Discover

Discover Devices via SNMP/CLI  Netwark Se

Method: AccessMode:| SNMP and S5HTelner v | @

Discover via Seed Routers Scan 1P Range

IPHostame:

Discover Devices via API  + Select API Servers  Unselect All

APl Servers: | 03-Azure Tenantwith Two Subs | 0d-Azure Tenant for CrossTenant Test

Advanced Opsians

leted! but th

¥

foundation license, & nodes discovered, B added to damain. For Microsoft Azure, 41 vnets discovered, 41 added to domain.

Discovered 2 IP addre: 02:54,

;. found 144 devices within 00:02:42. Duration spentin performing additional operati

8 DeviceLog Execution Log g Pluginleg ) Repor

Discovery Summary  License Detsil

o > 2 2 o
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Ausre ViNet Dist.. Azuire VEN Gate.. Azure ExpressR Azuire NAT Gate...
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Stars Discovery
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Azure Firewall Azure Load Bala..
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2
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Azure MSEE
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3. Auto-Update and Enrich Azure Data

The discovery process only retrieves the basic data of your Azure network and builds L3 topology. After the
discovery, you need to set up a NetBrain benchmark task to retrieve all data, including visual spaces and data
views.

To create a benchmark for Azure resources, complete the following steps.

1. On the Start Page, click the Schedule Task link.

2. On the Schedule Discovery/Benchmark tab, click Add Benchmark Task.
3. On the Frequency tab, define the task frequency.

4. On the Device Scope tab, check the Select external API servers to retrieve data check box and select the API
server for Azure.

Edit Benchmark Task X

Task Name: | Azure Retrieve Basic Info Description:
Frequency Retrieve Live Data CLI Commands Additional Operations after Benchmark Plugins Summary
Cselect Device Select external APl servers to retrieve data of SDN nodes
evices Device Group Site Totsl lems: 5 All API Source Types v Seorch... Q
[=] APl Source Type Server Name EndPaoints Descriprion
Microsoft Azure APP for Both Sub 85014d098-0e74-495f.08...
Microsoft Azure APP for AD2 cbafdece-c96f-4024-82b...
T
r _ _ [  Amazon AWS AWS_Lab_Account_7478... 747885045325 The Lab account...
) End e
[ Amazon AWS AWS_Lab_Account_0701... 070113567925
= (] Amazon AWS AWS Lab 041444721655
Exclude Device Groups: <Please Select>
Cancel Submit

Note: It's highly recommended to re-use the “Basic System Benchmark” with a full benchmark task to ensure all Azure-
connected physical or virtual devices are selected within the device scope.
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5. On the Retrieve Live Data tab, select the Microsoft Azure Basic Data check box, keep the default selected
NCT tables as they are, and select BGP Advertised Route Table.

Edit Benchmark Task X

Task Name: | Azure Retrieve Basic Infa Description:

[ Stop retrieving after Hours | 0O Minutes
AL e
[[) Basic Data
4 [J Ruckus SmartZone
[ Basic Data
4 B Microsoft Azure
Basic Data
4[] Big Switch %
[] Basic Data
4 [ Cisco Meraki
[[] Basic Data
4 [ Cisco FMC
[[) Basic Data
4[] AudioCades AP|
[ Basic Data
4[] CheckPoint R20 API
[ Basic Data
4[] CloudGenix SD-WAN
[] Basic Data

Cancel Submit

6. On the Additional Operation After Benchmark tab, select the check boxes for:

= Update MPLS Cloud

= Update Public Cloud (Recalculate Azure Virtual Route Table)
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= Update Build Topology

Edit Benchmark T:
Taszk Mame: | Basic System Benchmark Description: | Default system benchmark tazk
Frequency Device Scope Retrieve Live Data CLI Commands Additional Operations after Benchmark Plugins Summary
-
“ Update MPLS Cloud
Enable Operation Name
Recalculste Cloud
Recalculste Cloud NCT
“ Update Public Coud
Enable Operation Name
Recalculate AWS Virtual Route Table
Recalculate Azure Virtual Route Table I
Recalculate Google Cloud Virtual Route Table
“ Build Topology
Enable Operation Name
IPvd L3 Topology
1PvE L2 Topalogy
L2 Topology
L3 VPN Tunnel
-
- -
Cance Submit

7. Click Submit.

8. Trigger the benchmark task by clicking Run Now.

Domain Manageme

Stert Page Discaver Schedule Task

Schedule Discovery/Benchmark  Schedule Data View Template/Parser  ScheduleQapp  SchedulePlugin - Schedule Platform Validation

+ AddBerchmarkTask  + Add Discovery Task 5 Refresh
Enail.. TaskName Type Last Run Time Duration LastResult Current Status Next Run Time Device Scope Frequengy Author
Basic System Benchmark Benchmark Task 3152022, 707:26PM 49 mins 20 secs Succeeded with warnings Idle All Devices;03-App_Net... Once NetBrain v
Scheduled System Discavey  Discovery Task AlLive Nerwark Once NetBrain Edit
O benchmark Benchmark Task 1250022, 1218:35AM  2mins Ssecs Manually Stopped Ide Al Devices03-App_Net.. Once tonytong
Jey Test - Azure Topa Benchmark Task 125202, T0642PM 6mins 10 secs Succeeded Ide Once jwei
build_GCP_topo Benchmark Task. 3/8/2022, 11:06:26 AM 3 mins 50 secs Succeeded with wamings Ide 03-App_NetBrain_JEQ7... Once admin peee

9. Open the network tree and select Azure in the Category field to view the Azure resource. Select Network
View in the View field.
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ret3raln

+
W Network View v =
Files -
X 4 BigSwizch ]
Site: & Cisco AC
L EE A7)
% \» Google Claud
Metwork 5 MERAKI
o NSHY
.0 Phy: | Network » Tet{AVI-Controller){073e6f45)(VirtualMer...

# 177} WNet: AViControllenmet737(AVI-Controller)(07 36745 Virtal...

All Azure resources discovered are displayed on the network tree. In addition, you can click a resource to open its
context map.

nNet3ain A U @ A §cowes

! Swncs | OverallHeakh Map Acsons | = = + 2%

On-Prem
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4. Appendix

4.1.NetBrain Requirements for API Server Setup

= The minimum resource unit for an API Server scope is a subscription that includes all the resources under
it. Therefore, NetBrain does not recommend separating resources under one subscription to a different

API Server.

= The API Server is associated with an AD Tenant. Use IAM to control the subscription level of resources API

discovery. If you have multiple AD Tenants, set up at least one API Server for each AD Tenant.

= NetBrain does not retrieve tenant details (including tenant name) using Azure Management APIs but
instead creates a random tenant name. However, as below, you can manually define your Tenant Name in

the API server manager:

Add External APl Server Parameter X X

| Key: | Directory (Tenant) Name W

Value:

* APIS Cancel Save v

* Endpoint (Applicati

“Client Secret:  sfhsssasrsrnsrssnnss

* Directory (Tenant) ID: | J620] Je5804

* Front Servery FS1(192.168.31.46) v

Advanced

Parameter List: 0 items + add

Key Value
Managed Devices: 0

Test Cancel OK

* To collect data from Azure successfully, NetBrain Front Server must have access to *.core.windows.net,

* azure.com, *.microsoft.com, and *.microsoftonline.com.
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4.2.NetBrain Required Azure IAM Permissions

"properties": {
"roleName": "App_Netbrain_IE",
"description": "Used for Netbrain IE API access",
"assignableScopes": [
"/subscriptions/modifytoyoursubscription1",
"/subscriptions/modifytoyoursubscriptions"
1
"permissions": [
{
"actions": [
"Microsoft.Resources/tenants/*/read",
"Microsoft.Resources/subscriptions/*/read",
"Microsoft.Subscription/*/read",
"Microsoft.Network/*/read",
"Microsoft.Compute/*/read",
"Microsoft.Insights/Metrics/*/Read",
"Microsoft.DocumentDB/databaseAccounts/*/Read",
"Microsoft.DBforMariaDB/servers/*/Read",
"Microsoft.DBforMySQL/servers/*/Read",
"Microsoft.DBforPostgreSQL/servers/*/Read",
"Microsoft.Sql/servers/*/Read",

"Microsoft.Storage/storageAccounts/*/read",

"Microsoft.Network/applicati Ith/action",

"Microsoft.Network/: icati BackendHealthOnD d/action",

"Microsoft.Network/applicationGateways/effectiveNetworkSecurityGroups/action",

"Microsoft.Network/applicati ffecti Table/action",

"Microsoft.Network/networkInterfaces/effectiveRouteTable/action",

"Microsoft.Network/networkinterfaces, i kSecurityGroups/action",
"Microsoft.Network/virtualHubs/effectiveRoutes/action",

"microsoft.network/vir ‘getadvertisedroutes/action",

"microsoft.network/virtualnetwor /gett tatus/action",

"microsoft.network/virtualnetworkgateways/getlearnedroutes/action",

"Microsoft.Network/virtualnet: ys/supported ices/action",
"Microsoft.Network/virtualwans/vpnconfiguration/action",
"microsoft.Network/vpngateways/getlearnedroutes/action",

"microsoft.Network/ getadvertisedroutes/action”

"notActions": [],
"dataActions": [],

"notDataActions": []

—-THE END--—
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