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1. NetBrain Public Cloud Visual Management Summary

As more and more IT workloads are being moved to the public cloud, such as AWS, Azure, and Google Cloud
Platform (GCP), operating the public cloud environment becomes challenging for IT specialists. Even if the
automation and agility during the provisioning process have been greatly improved, it is not the same for
the manageability of the public cloud environment. The main challenges of managing the public cloud
consist of the following aspects:

e Lack of visibility: agile provision of cloud resources makes visibility difficult using the traditional
manual method.

¢ A huge number of accounts and subscriptions: to comply with the security requirements, you
may have a huge number of accounts and subscriptions that are used by different teams, managing
all resources scattered in all these accounts and subscriptions bring a huge management burden to
the team when it comes to the troubleshooting cloud issues.

e Multi-cloud and hybrid-cloud environments: East-West Traffic supporting key applications often
traverse physical data centers, SDN data centers, and public cloud. You may also have different
public cloud providers to prevent vendor lock-in. As a result, many organizations bring multiple
public cloud providers into their production use, and you will need to understand different cloud
providers’ uniqueness.

e Collaboration within different teams and customers: The application that traverses through your
network may involve multiple teams: network team, security team, cloud team, server team, and
application team. When a problem occurs, you may need to involve all the related teams to determine
the root cause.

The need to have visibility into the public cloud becomes very critical. Therefore, in NetBrain IE v10.0 and
v10.1, we have built the support for AWS, Azure, and GCP, and the support consists of the following areas:

e Auto Discovery: NetBrain can discover public cloud resources and update the data periodically by
leveraging the benchmark function with the auto-discovery function.

e Review network data and config with dynamic mapping: as we do for traditional network and
SDN networks, we use API to access the public cloud environment and provide the data model to
build the map based on the data model. The system can periodically retrieve the data from public
cloud providers and update the data model accordingly.

¢ Map application dependency across the end-to-end network: with the ability to build the data
model for public cloud, SDN, SD-WAN, and the traditional network, NetBrain can provide you the
path analysis function across the entire network. NetBrain can check the routing table/security
group/network ACL for all the networking objects along the path and display the checking result
details.

e SPOG access through cloud-native and 3rd party cloud management tools: NetBrain can use
Data View Template (DVT) to display the cloud infrastructure data from the native cloud API, display
the cloud monitoring data from the native cloud monitoring, and we can integrate with any of your
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cloud monitoring tools, Datadog, Splunk, Dynatrace for example, to overlay the monitoring
metrics/logging information on the NetBrain map.

e Automate Troubleshooting with Runbook: The support for Runbook Automation is also
expanded to the support of the public Cloud. You can build different Runbooks according to your
public cloud troubleshooting scenarios and leverage the Automation within NetBrain's entire
automation reference workflow.
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2. Discover Public Cloud Resources

NetBrain uses either key-based access or role-based access to discover public cloud resources.

Start Page Discover API Server Manager

Edit External APl Server X

Total ltems: 37 4 Add API Server

*Server Name: | AWS_Lab_Account_747895045325

APl Source Type - Server Name
ACI M5O MsO Description: The Lab account that has configured transic VPC
Amazon AWS AWSiLahjmcountiT-ﬂSQSﬂI
Amazon AWS AWS_Lab_Account_07011356

* APl Source Type: | Amazon AWS W
Amazon AWS AWS Lab
Amazon AWS 070113567925 * Access Method: | Key-based Access v
Amazon AWS 747895045325 * Endpoint{/Account ID): Key-based Access
Amazon AWS dev-account-alpha Role-based Access

* Access Key ID: | AKIA24IQEXTGT3VEWBT72
Amazon AWS dev-account-digit
Amazon AWS dev-account-alpha-wrong = Secrat Access Key: | weees
Amazon AWS dev-account-alpha-xoo
* Front Server: | netbrainfs2924(192.168.29.24) ™

Amazon AWS dev-account-yyyy
Bz BWE I TOEW sz smmen.? Adrmmmmd

ernal APl Server

* Server Name: | 01-GCP Lab

Description: Discovery for GCP Netbrain Lab

* APl Source Type: | Google Cloud 2%
* Endpoint (OAuth 2.0 Client ID): | 596315864195-hid7fehcapgnerbfnrugj66t3dvstlid.apps.googleusercer
* Client Secre; | ###d+
* Organization ID: | 114793346295

*Front Server: | FS_192_168_48_144(192.168.48.144) '

Advanced

Parameter List: 1 items + add
Key Value

Refresh Tokem ...

Managed Devices: 399

Test Cancel oK

You can run the discovery function with the specified accounts to discover the public cloud resources.
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Items Found: 20 out of 36 4 Add API Server () Show Selected kems Only Amazon AWS v ‘ ‘ Search... Q

[E] APl Source Type Server Name EndPoints Description Username Front Server

Amazon AWS AWS_Lab_Account_74789... 747895045325 The Leb account that hes .. netbrainfs2924(192.168.29.2¢
Amazon AWS AWS_Lab_Account_07011... 070113567925 netbrainfs2024{192.168.29.2:
Amazon AWS AWS Lab 041444721655 netbrainfs2024(192,168,29.2
[ Amazon AWS 070113567925 070113567925~ awswindowsfs1(172.16.102.0
() Amazon AWS 747805045325 747895045325~ role based discavery awswindowsfs1(172.16.102.9
() Amazon AWS dev-account-alpha netbrain-ie-nonprod awswindowsfs1(172.16.102.9
T femaenn 2WE B NATAAATIIRSS i cfrmmes e ae 10107 12 21

Benchmark tasks can be set up to retrieve the public cloud resources periodically. The discovered objects
are displayed in the Network Tree.

2.1. AWS Network Tree

AWS network tree is a hieratical view, Account > Region > VPC > Subnet. The networking objects are listed
based on their hierarchy. For example,
e Transit gateway is listed under regions as transit gateway is a regional service that resides within a
certain region.
e AWS direct connect gateways are logical components that can interconnect VGW and TGW from
different regions listed under the account.
e AWS direct connect router is a physical device that resides in certain direct connect locations listed
under the region.
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Network S F X EC2: awsAWS-Support Test | 172

046

Category View Context Maps Device Details

AWS v | | Network CentricView\... v | = & EC2: awsAWS-Support Test | 172.26.0.46_L3 Topology

Q Context Action: None

4 [Z) AWS Lalb (041444721655)(3) -
3 _E-I Region: us-east-1(6)
3 _EI Region: us-east-2(6)
E] DX Gateways T——
b B AWS_Lab_Account_070113367925 (070113367925)(6)
4 [B] AWS_Lab_Account_747235045325 (747805045325)7) Last updated by Eddy at 12/17/2020, 12:16:37.4M
+ @7 Region: ap-northeast-1(6)

H Region: ca-central-1(7)

Region: us-east-1(17)
Region: us-east-2(11)
I 1 Transic Gateways(1)
I &8 VPC: SharedFrom070113567925 TEst | 172.29.0.0/16(2)
I &8 VPC: VPCi-TestPeerConnection | 10.30.0.0/16(9)
I &8 VPC: spoke-vpc-2 | 172.26.2.0/24(12)
b &8 VPC: spoke-vpc-3 | 172.26.3.0/24(12)
4 & VPC: transit-vpe | 172.26.0.0/24{10)
[ @ CSR1000V: ip-172-26-0-114(1)
[- @ CSR1000V: ip-172-26-0-13(1)
4} VPC Router: transit-vpe
E Subnet: transit-private-a | 172.26.0.128/26
E Subnet: transit-private-b | 172.26.0.192/26
4 E Subnet: transit-public-a | 172.26.0.0/26 (1)
EC2: awsAWS-Support Test | 172.26.0.46
3 E Subnet: transit-public-b | 172.26.0.64/26 (1)
@ IGW: transitigw
8 VGW: BGP-Transit-NB-VEW
@ Gareway VPC Endpoint: vpee-00bbc0fbb428e27eb
I B VPC: vpc-00a3b35e314056695 | 172.26.1.0/24(13)
I &8 VPC: vpc-0c2701148082b113a | 172.27.0.0/16(1)

From the Device Details pane, you can view the details for each object, and the hyperlink will take you to
the AWS console directly.
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Context Maps Device Details

Property Interfaces

lame: awsAWS-Support Test(i-00f7ccd 3f1 bcf96ca)
ce ID i-00f7ccd3f1bcf6ca &)

MI ID ami-0d5d2d301c853a04a

pe t2.micro
h Time 2020-12-16 12:00:34+00:00

Owner 747895045325 €
bility Zone us-east-2a

linux/Unix

ip-172-26-0-46.us-east-2.compute.internal

172.26.,0.46

rity Groups sg-00808211878290791 4
Source/dest. check true

state running

subnet-01fb350af825a535 )
VPC ID vpc-08248fb7d26b2feca

AL

2.2. Azure Network Tree

Below is an example of a hieratical view for the Azure resources:
e Level O: Tenant
e Level 1: Subscription
e Level 2: Region

e Level 3: VNet
e Level 4: Virtual Network Distributed Router
e Level4: Subnet

e Level 5: Virtual machines

e Level 4: VPN Gateway
e Level 4: Express Route Gateway
e Level 4: Application Gateway
e Level 4: Azure Load Balancer (Internal)
e Level 4: NAT Gateway
e Level 4: Azure Firewall

e Level 3: MSEE

e Level 3: Azure Load Balancer (Public)

e Level 3: Unassigned NAT Gateway

e Level 2: Virtual WAN

e level 3: Virtual WAN Hub
e level 4: VPN Gateway for vHub
e level 4: Express Route Gateway for vHub
e level 4: Azure Firewall

6 | NetBrain Integrated Edition Public Cloud Support Release Notes




The networking objects are listed based on their hierarchy. For example,

e The virtual network as a parent node includes

a sub-node virtual network distributed router and

subnet. The virtual network distributed router is a NetBrain conceptual component to simulate a
virtual network as a network object to build a relationship with other resources that belong to this
virtual network. The virtual machine is listed under the subnet that belongs to this virtual network.

The VPN gateway, ExpressRoute gateway, application gateway, Azure load balancer (internal), NAT

gateway, Azure firewall are listed under the virtual network to which they belong.

unassigned NAT gateway.

Network S %
Category View
Azure v Network View v
Q

4 Azure Multi Subscription(1)

4 4 NetBrain Technologies Inc(2)
A NetBrain Azure subscription(8)
D canada Central(11)
b @ Central US(4)
b @ East US(14)
4 D EastUs 2(3)

4 Lo VNet: North-VNET(North-RG1)(073e6f45)(VirtualNetwo...

7 VNet Router: North-VNET-router(North-RG1){(073e6f...

“*7 Subnet: GatewaySubnet(North-RG1)(073e6f45)(Sub...
4“7 Subnet: North-subnet1{North-RG1)(073e6f45){Subn...

# VM: North-VNET-VM 1(North-RG1)(073e6f45)(Virtu...
VPN Gateway: North-VPN-Gateway(North-RG1)(073e...
b e VNet: Spoke-VNET-2(Spoke-VNET-2){073e6f45)(VirtualN...

Unattached NAT gateways
B west US(4)
D \West US 2(4)
' virtual WAN: HC-Virtal_WAN{HC)(073e6f45)(VirtualWAN)(1)
& virtual WAN: VWAN-TO-BUR(East-RG1)(073e6f45)(Virtual...
NetBrain Subcription 2(1)

If the NAT gateway does not belong to any virtual network, it will be listed under the region as an

You can view the details for each object from the details pane, and the hyperlink will take you to the Azure

console.
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2.3. GCP Network Tree

GCP network tree is a hieratical view, Organization > Folder > Project > VPC Network. Through this tree,
you have access to all accounts in a single view.
e Level 1: Google Organization
» Level 2: Google Folder
* Level 2/1: Google Folder
» Level 2/2: Google Folder
» Level 2/2/.../n: Google Folder
* Level 3: Google Project
» Level 4: Google VPC Network
» Level 5: Google VPC Router
»= Level 5: Google Subnet
» Level 6: Google VM instance 1 (Folder)
» Level 6: Google VM instance 2 (Folder)
» Level 5: Google Cloud Router
» Level 5: Google VPN Gateway
» Level 5: Google Cloud NAT
= Level 5: Google Firewall
» Level 5: Google Network Virtual Appliance (NVA)
»= Level 6: Google VM instance
» Level 4: Google VM Instance Group (Folder)
» Level 4: Google Network Endpoint Group (Folder)
» Level 4: Google Load Balancer (Folder)
» Level 4: Google Partner Interconnect (Folder)
* Level 4: Google Dedicated Interconnect (Folder)

The network objects are listed based on their hierarchy, for example,
e The subnetis listed under the associated VPC Network.
e VM Instance is listed under the connected Subnet.
e Load Balancer is a logic object connected with different VPC networks in multiple regions under the
project.
e Interconnect is not associated with a specific VPC Network, so it is under the project.
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NeBSrain

X & Path | Trace

Network o
+ Category View
Google Cloud v v =
F Q
Files .
:.‘_ 41 01-GCP Lab(1)
Sie Org: netbraintech.com({10)

I & Project HQ-1(4)
|- & Project: My First Project(4)
I & Project: My Project 65221(4)
4 & Project NetBrain GoogelCloud Ser Pro 5(7)

I < VPC: defaultl6090870125544969174)(30)

4 <3 VPC: europe-central-hub-vpc(7442057383647796191)(8)

11 VPC Router: europe-central-hub-vpc-router(7442057383647...

Firewall: europe-central-hub-vpcfirewall(744205738364779...

Subnet: eurape-central-subneteurope-central2)(499357784...
[ VM: europecentralhub-vpc-snetl-vm1(364613061846542.
8 Subner: europe-north-subnet(europe-north)(98406863524..
2 Subne inte-hrps-load-balancer-subneteurope-west)(386...
1 Subnet: private-service-connect-subnereurope-narth1)228...
+j+ Cloud Router: service-pro3-to-ser-prod-cloudrouter(145494..,
= Cloud VPN: service-proS-ta-ser-prod-vpn(494441706932310...
b VPC: europewest-vpe(5800148140080597386)5)
VM Instance Group
Network Endpaint Group
Load Balancers
Partner Interconnect
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You can click an object from the network tree to view its detailed info, and the hyperlink will bring you to

the GCP page for this object.
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3. Map Public Cloud Resources

There are different ways to map a public cloud resource: open a context map of a resource from the Network
Tree; search for a resource via its IP or ID and map it from the research results. You can extend neighbors
of public cloud resources like the on-premises network devices.

3.1. AWS Context Map Examples

The AWS VPC context map shows the reachability from VPC via the transit gateway.

aws v| NeworkCentricViewl. v 2 B Vi Rocter: vpe-3.1.3 Topology
S8 VI Roctee vpe-3. L3 Tepology

None v

5% VRS Roumer: vpe3
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[0 e ingressSueneskaz | 10.967.026

5] swbnet Ingresssastnetaz) | 10.96.7.6426
[5) Setnes PrivoneSubeena2) | 10960023 18)

5] St Prvenesistemiazz | 109620023 1) ! \

3_Reschable VACs

[2) S Privanesutextiz3 | 10964022 7)

e — : - 5
: S y ) e E (s

VOW: VPN Gazeway —m- - “ ﬁ. NOIUUIRGR IR MRS

Y ) $ 1a9e90e3Y...

© NAT Guteway: rot-DICTEI04ZbRNS | 10967137 - East02 PROTGWONtgwated.. P m’;::&m o
© NAT Goteway: o OAGZTHEAE2I0ne | 1096.7.188 .18 saltrcenth gl = 3 Tranch Gty
© NAT Gutiway: o WIS T8260040 | 1096238
© NAT Gateway: ot OADEISeb 1120633 | 10.96.7.206
© NLB: clad-dww10-meac-p
@ NLE: clsc ppd 10 wese2 i
Grliamtatts e /TN |

. .
o i

@ Gateway VPC Entport wpce 0aIBE300&872decH
@ Imerface VPC indpont: JoudmatchPL
@ Imerface VPC Endpoint: DATASYNG PRIVATELINK —
@ Imerface WC Indpont: $E5-10 !
@ Intestace VP Endpoint: vce-0104baI0R5TCD0ES
© Ievface VP frdpant: vixe-OTIA 4736607140
@ Imertace VW Endpoint: vpce D444acEI00202881
@ Intertace VWC Erdpoint: vixe-USATETII2CMB8C) Open Map. YPo-HVpo-061adESkineden..
© Imertace VWC Endpain: vpce 038d7M5C250450 bt st
@ Iertace WE Erdpant wxe-Os0eect8 22645
Unattached k6w

i
£
i

i-

3.2. Azure Context Map Examples

The Azure VNET context map shows the relationship of resources within the same virtual network. The
virtual machine will not be mapped by default due to its massive number.
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The subnet context map shows the vi
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7 Subnet: AzureFirewallSubnet(HC)(073e6f45)(Subnet)...
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‘ Azure Firewall: HC-Firewall(HC)(073e6f45)(AzureFire...
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E: _L3 Topology * [view Only] > L3 Topology v Stencils | InstantQapp | Dashboard | Map | Actions @

»

o
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O ~
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~
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Azure Load Balancer

i
Internet Cloud

¢
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Azure NAT Gateway

>

>~
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@

7
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7 N
Azure VNet Distributed Router

o
16.25.0124 @
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&
HC-Firewall(HC)(073e6f45)...
Azure Firewall

@
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rtual machine connecting to the same subnet within the virtual network.

Network 5 X £3 _L3Topology * [View Only] > Page2 v Stencils | InstantQapp | Dashboard | Map | Acti
Category View »

Azure v Network View v =

4[] Azure Multi Subscription(1) -

o
.
HC-vnet-router(HC)(073e6f...

Azure VNet Distributed Router

2

(+]

o
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Azure Virtual Machine

The region context map shows all virtual networks and their resource relationship within the same region.
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Azure NAT Gateway
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The VPN gateway map demonstrates the relationship between Azure and the on-premise network.
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3.3. GCP Context Map Examples

A GCP VPC Context Map demonstrates the Network reachability of a VPC Network.

o
@

East-VNET1-router(East-RG...
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o VPC Netwer
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1 hep-atamalin 2685,
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A subnet context map shows the virtual machine instances connected to the subnet within the VPC

network.
net3rain L @ Path | T L 0 e s

Subnes: subnet1(us-centrall §B619392693548548629)

Stencils | OverallHealth Map Actions

=]

Auth(s g
) sharevpe-central-vpe-snet..

. ion: netbraintech.com(10)

5]

centralvpe-snet!

GoogleV

—_
Mt 172383 38—

prv mult-intf-vm{453445506646.
3

7 Sutnet subnet-1(us<ent

io

et

A VPN Gateway context map shows the relationship between Google Cloud and the on-premises network.
The IPsec VPN connection between the VPN gateway and the on-premise edge device will be displayed. Also,

the link for BGP Session between the Cloud Router and the on-premises edge device will be displayed.
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A Partner Interconnect context map shows the relationship between Google Cloud and the on-premises
network. The private link connection between Interconnect and on-premises edge devices is

displayed. Also, the link for BGP Session between Cloud Router and on-premises edge devices will be
displayed.
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An NVA context map shows the relationship between NVA and the on-premises network. The IPsec Tunnel
connection between NVA and on-premises edge device is displayed.
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3.4. Hybrid Network Topology Map

You can create a map to display the connections between public cloud objects and on-premises network

devices.
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3.5. Search and Map
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You can search a public object with its name, IP address, or ID to identify where the resource is located and
create maps based on the search results.
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3.6. Extend Neighbors

Another way to find your public cloud resources is through the extend neighbor function. Extend the
neighbor of an On-Prem device to map out the public cloud environment connected to this device.
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4. Application Path Across Hybrid and Multi-cloud

The path function has been extended to AWS and Azure in v10.0 and GCP in v10.1. The system supports
end-to-end path calculation in a hybrid and multi-cloud environment, and you can analyze the traffic flow
between two endpoints.
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Path calculation will render the related routing and firewall rule/policy security check details.
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4.1. AWS Application Path

An AWS VPC consists of IP range and subnets, and it may also contain cloud-native networking services such
as NAT gateway, IGW, VGW, etc. NetBrain will create an AWS VPC router for each VPC to simulate the routing
and security check function for this VPC. The subnet is visualized in NetBrain's dynamic map via the concept
called LAN media. From the dynamic map, you can view different networking objects and how they are

connected. VPC peering is also supported, and the corresponding peering ID will be visualized in the
dynamic map.
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Path calculation will render the path log containing the related routing and security check details.
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The link of each object will direct you to the AWS console, where you can view more information about the
object or make desired changes.

6. Find Next Hop (Found)

* Next hop is Spoke3(vpc-0cc7817f50c71alee) aWS

p

7. Check Output Security Group (Path Failed)

Retrieving Security Group Table (sg-0875d0ffa87925745) from Spoke3(vpc-

0cc7817/507 1 alee) Signin
o View Se+r1!y Group Table(sz-0875d0ffa87325745) in AWS Console gl
O Root user
« Owner Account Login:747895045325 7 \
Account owner that performs tasks requiring
* No matching entries were found in Security GroupTable sg-0875d0ffa87925745 (7 unrestricted access. Learn more

Failed to match security group rules

@ 1AM user
8. Check Output Source and Destination (Has Source IP) User within an account that performs daily tasks
* Source and Destination Check is enabled Leam more

* Check Source and Destination successfully, has source IP
Account ID (12 digits) or account alias

Create a new AWS account

4.1.1. Traffic Across AWS and On-Premises Network

Below is an example demonstrating a path from an EC2 instance to an end system in the on-prem network.
This transit VPC architecture builds the IPSEC tunnel between the customer gateway with the CSR1000v
sitting in the transit VPC. The underlay communication is achieved via the direct connections via ATT
Netbound.
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4.1.2. Access Internet Directly

The following path diagram demonstrates how an EC2 instance in a public subnet accesses the Internet

directly.
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4.1.3. Access Internet Via NAT Gateway

The following path diagram demonstrates how NetBrain can help you identify the traffic flow when an EC2
instance tries to access the Internet via NAT gateway. From the path log, you will better understand how the
NAT works.

new-maodified-YDU-NAT-GW(n...
ri

AVWS NAT Gateway
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172.36.10011 AWS Internet Gateway
AWS EC2 Instance

The key to supporting the end-to-end path for the public cloud environment is understanding all routing
and security checks across the entire network. You may know AWS does not provide the routing tables for
the following networking objects:

e Virtual private gateway
e Direct connect gateway
e Direct connect router

NetBrain invents a unique algorithm to build the virtual routing table based on the topology info and route
advertisement it captures for the surrounding devices.

AWS Virtual Route Table of BGP-Transit-NB-VGW(vgw-01fc88164f72433a2)

Data Source: | Current Baseline v Execution Time: 12/22/2020, 2:56:00 PM ) LI -

NCT: | AWS Virtual Route ... v Subname: | _for_transit-vpc{vpc-08248fb... W Search.. C\
Destination Type ALG Local Preferenc.. AS Path DX Location Qut Interface Qriginator
172.16.101.0/... Direct Connect B _to_To-ATT-Net.. Spokel(vpc-03..
172.16.8.0/22 Direct Connect B 64665 64665 O.. _to_To-ATT-Net.. ustb001306/act
172.16.8.0/22 Direct Connect B 64666 64665 _to_To-ATT-Net.. ustb001307/act
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4.1.4. Internal Path via TGW

The following path diagram demonstrates how NetBrain can help you identify the traffic flow between two

EC2 inside AWS via Transit Gateway (TGW).
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4.1.5. Network Virtual Appliance Path

The following path diagram demonstrates how NetBrain can help you identify the traffic flow across

Network Virtual Appliance (NVA) like Cisco ASAv Firewall.
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4.2. Azure Application Path

NetBrain invented the concept of Virtual Network Distributed Router (VNet Router) with various resources
and features to simplify the Azure Cloud network connections inside and outside the Virtual Network. The
resources/features include:

e Routing information such as User Defined Route and Virtual Route Table for Virtual Network.

e Security rule information such as Network/Application Security Group rule in subnet/interface level.

e Peering information for various VNet peering details.

e Network Interface (NIC) Effective Route Table information.

o [

P 3 |—_9 Configuration File

1_? > Azure Neighbor Relationship Table
&z Dis
[E View Device Details in Nenwork Azure Route Dependency Table
o6 View Context Maps Azure Virtual Route Table
ﬂ Dizgnosiz > Azure YMet Network Security Groups Table
&2 Shared Device Settings Azure VMet Peering Table
Run Qapp Azure VMet Route Table
O Overall Health Monitor Azure VNIC Effective Route Table

Run Gapp
& Retrieve Live Data
@ Finz
." Traceroute
Path
-J_- Compare
™ Icon Settings
Create Mote

~% Add to Device Group

NetBrain invents the unique algorithm to build the virtual routing table based on the topology info and route
advertisement it captures for the surrounding devices. We strictly follow Azure's route selection priority
rules to choose the best path available if multiple paths exist to the destination.
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Azure Virtusl Route Table of Spoke-VNET3-Routar(US-West-RG)(073e6f45)(VirtualNetworkDistributedRouter)
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192.168.0.0/16 Default Spoke-VNET3-Router(U
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172.17.252.0/24 ExpraszRouts ] 65515 to_East-VNETi(East-f. East-VNET1-Router(Eas... East-VHUB(East-RG1)(0.
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172.17.22.133/32 wen B _to_East-VNET1(East-R. East-VNET1-Routar(Eas.. North-VPN-Gateway(No
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4.2.1. Traffic Across Azure and On-Premises Network

There are different ways to connect an on-premises network to an Azure Virtual Network (VNet).

¢ VPN Gateway
VPN Gateway is a virtual network gateway that sends encrypted traffic between an Azure virtual network
and an on-premises location. The encrypted traffic goes over the public Internet. NetBrain supports
visualizing the topology and path of VPN Gateway as well as the following data tables:

Azure Neighbor Relationship Table
Azure Route Dependency Table
Azure Virtual Route Table

IPsec VPN Table

o O O O

e ExpressRoute Circuit
ExpressRoute circuits connect your on-premises infrastructure to Microsoft through a connectivity
provider. NetBrain supports visualizing the topology and path of Microsoft Enterprise Edge (MSEE),
which connects to ExpressRoute Circuit, as well as the following data tables:
o  Azure MSEE ARP Table
o  Azure MSEE Route Summary Table
o  Azure MSEE Route Table
o  Azure Virtual Route Table
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o BGP Advertised Routes Table

e Network Virtual Appliance (NVA)
NVA can be loaded with any vendor's virtual machine (VM) images to support the networking, security,

and other functions. NetBrain supports visualizing the topology and path of the VPN Tunnel connection
between Azure NVA and on-premises edge devices.

The following diagram demonstrates the path between Azure and the on-premises network, connected
by the VPN, ExpressRoute, and VNA.

Path sample:

Azure On-Prem

North-VPN-Gateway{North-R
\
%

5
VPN Gateway
O swanvmiss

SD-WAN-VM-1(SD-WAN-Sice)..

7

B L o

+]

-.'?Z

— |

ExpressRoute Circuit

East Express-GW(East-RGT)

4.2.2. Hub-Spoke Network

Hub-Spoke Network path sample: you can visualize the abstract cloud traffic path between different
Azure nodes and enhance your efficiency of troubleshooting cloud network issues. The Hub provides a
secure network boundary using Network Virtual Appliance (NVA) such as Cisco ASA by checking all
inbound and outbound network traffic and passing only the traffic that meets network security rules.
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4.2.3. Virtual Network (VNet) Connect

Azure Virtual Network (VNet) can be connected via VPC peering or a VPN connection (VNet-to-VNet).
NetBrain supports visualizing the topology and path of inter and intra Azure Virtual Networks, as well as the

following data tables:
e Azure Neighbor Relationship Table

e Azure Route Dependency Table

e  Azure Virtual Route Table

Azure VNet Network Security Groups Table
e Azure VNet Peering Table

e Azure VNet Route Table

e  Azure VNet Effective Route Table

The following path demonstrates Azure VNet peering, which connects virtual networks so that workloads in
different virtual networks can communicate internally. Thus, the traffic stays within the Azure backbone and

does not traverse the public Internet.
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4.2.4. Azure Load Balancer

Azure Cloud Load Balancing is a fully distributed, software-defined managed service. NetBrain supports
visualizing the topology and path of both External and Internal Load Balancer, as well as the following data

tables:

e  Azure LoadBalancer Backend Pools Table

e Azure LoadBalancer Inbound NAT Rules Table

e Azure LoadBalancer Load Balancing Rules Table
e Azure LoadBalancer Outbound Rules Table

e  Azure Virtual Route Table
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4.2.5. Virtual WAN

Azure Virtual WAN is a networking service that brings networking, security, and routing functionalities
together to provide a single operational interface. NetBrain supports visualizing the topology and path of

Virtual Hub (VHub), ExpressRoute Gateway, and VPN Gateway of virtual WAN, as well as the following data
tables:

e Azure VHub Effective Route Table
e  Azure VHub Route Table
e  Azure Virtual Route Table
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4.2.6. Cross Subscriptions/Tenants

Azure subscription is an agreement with Microsoft to use one or more Microsoft cloud platforms or

services, for which charges accrue based on either a per-user license fee or on cloud-based resource

consumption.

Azure tenant represents an organization, a dedicated and trusted instance of Azure AD that's

automatically created when your organization signs up for a Microsoft cloud service subscription, such as

Microsoft Azure, Microsoft Intune, or Microsoft 365. An Azure tenant represents a single organization.

NetBrain IE system supports dynamic map to show the cloud networking resource topology or path

crossing different subscriptions or tenants.
e  Cross Subscription
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4.3. GCP Application Path

A GCP VPC Network consists of IP range and subnets, and it may also contain cloud-native networking
services such as GCP VPN Gateway, Cloud NAT, Cloud Router, and Interconnect, etc. NetBrain creates a VPC

router for each VPC to simulate the routing and security check function for this VPC. The subnet is visualized

Subscription D: 1343041 feD4 4532 83d1.836279070428
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in NetBrain's dynamic map via the concept called LAN media. From the dynamic map, you can view the

different networking objects and understand how they are connected. VPC peering is also supported with
the peering ID displayed on the map.
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4.3.1. Traffic across GCP and On-Premises Network

There are different ways to connect an on-premises network to a GCP VPC Network:

¢ VPN Gateway Connect

VPN Gateway securely connects your peer network to your Virtual Private Cloud (VPC) network through
an IPsec VPN connection. Traffic traveling between the two networks is encrypted by one VPN gateway

and then decrypted by the other. NetBrain supports visualizing the topology and path of VPN Gateway
as well as the following data tables:

o Google Virtual Route Table
o Google Cloud VPN Tunnels Table

e Partner/Dedicated Interconnect

Cloud Interconnect extends your on-premises network to Google's network through a highly available,
low latency connection. You can use Dedicated Interconnect to connect directly to GCP or use Partner
Interconnect to connect to GCP through a supported service provider. NetBrain supports visualizing the
topology and path of Partner/Dedicated Interconnect, as well as the following data tables:
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BGP Advertised Routes Table

Google Partner Interconnect Physical Connections Table
Google Partner Interconnect VLAN Attachment Table
Google Virtual Route Table

o O O O

Network Virtual Appliance (NVA)

NVA can be loaded with any vendor's virtual machine (VM) images to support networking, security, and
other functions. NetBrain supports visualizing the topology and path of the VPN Tunnel connection
between GCP NVA and on-premises edge devices.

The following diagram demonstrates the path between GCP and the on-premises network, connected
by the Interconnect, VPN, and VNA.
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The following diagram shows the traffic through an example of VNA, a Cisco CSR 1000v Cloud Services
Router, which provides a cloud-based virtual router deployed on a virtual machine (VM) instance on x86
server hardware.
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4.3.2. Hub-Spoke Network

The Hub VPC Network in GCP acts as a central point of connectivity to your on-premises network. The spokes
VPC Network has peer with the Hub. Shared services are deployed in the Hub, while individual workloads
are deployed as spokes. The following path shows that the Hub provides a shared Interconnect resource for
all Spokes VPC networks to visit the on-premises devices.
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4.3.3. VPC Network Connect

You can connect VPC networks with VPC peering or a VPN connection. NetBrain supports visualizing the
topology and path of inter and intra VPC networks, as well as the following data tables:

e  Google Virtual Route Table

e Google VPC Endpoint Group Table

e Google VPC Instance Group Table

e Google VPC Instance Group Members Table
e Google VPC Peering Table

e Google VPC Routes Table

e Google VPC Subnets Table

The following path demonstrates VPC network peering, which connects VPC networks so that workloads in
different VPC networks can communicate internally. Thus, the traffic stays within the GCP and does not
traverse the public Internet.
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The following diagram demonstrates the path through an IPsec VPN connection. Traffic traveling between
the two networks is encrypted by one VPN gateway and then decrypted by the other, protecting your data
as it travels over the Internet.
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4.3.4. GCP Load Balancer

GCP Cloud Load Balancing is a fully distributed, software-defined managed service. NetBrain supports
visualizing the topology and path of both External and Internal Load Balancer, as well as the following data
tables:

e Google Load Balancer Backend Table

e Google Load Balancer Forwarding Rules Table

e Google Load Balancer Host and Path Rules Table

e  Google Virtual Route Table
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4.3.5. Shared VPC

GCP Shared VPC allows an organization to connect resources from multiple projects to a common Virtual
Private Cloud (VPC) network to communicate with each other securely and efficiently using internal IPs
from that network.
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4.3.6. Cross Projects/Organizations

NetBrain supports visualizing the topology and path of the resources crossing multiple projects or
organizations.

The following diagram demonstrates the path through Service Project 1 and Host Project.
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4.3.7. Duplicated IP

If multiple projects or organizations are discovered in a domain, you may have duplicated IP addresses,
which can be resolved by putting them into different zones.

The following diagram shows two paths crossing different networks in the domain. Users can select different
Gateways, and the system will calculate the path for different zones accordingly.
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4.4. Hybrid Path Across Different Vendors and Technologies

4.4.1. Azure and Viptela SDWAN and CSR1000V and On-Premises
Network

NetBrain supports visualizing the topology and path across different networks, such as Cisco Viptela
SDWAN, API, and public cloud.
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The following path shows traffic across Azure, CSR1000v, SDWAN, and On-Premises networks. First, traffic
inside the Azure cloud, originating from Azure Virtual Machine (VM), is sent to Azure load balancer
according to the User-Defined Route (UDR). Next, the traffic hits the load balancing rule and is redirected
to the load balancer backend VM pool, including several VMs acting as different Network Virtual Appliance
(NVA) like the Palo Alto firewall. Then, the traffic goes through Azure VPN Gateway according to Virtual
Route Table (VRT) and goes outside the Azure network via a site-to-site VPN tunnel to CSR1000v. Finally,
the traffic reaches the destination device located in the On-Premises network.
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4.4.2. Across Multiple Public Clouds

NetBrain IE system supports visualizing the topology and path across different public clouds such as GCP,
Azure, and AWS. In addition, the path can go through different public clouds via VPN Gateway, Provider
MPLS network, or interconnect devices like CSR1000v.
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5. SPOG with Cloud Native Management Tools

Data view (DVT) allows you to monitor public data in the dynamic map. There are two kinds of data that can
be displayed via DVT:

e Public Cloud Infrastructure Data: the basic information of cloud operational status,
routing/security, tag information, etc.

e Cloud Monitoring Metrics: the metrics from the cloud native monitoring tools, such as AWS
CloudWatch and Azure Monitoring. These metrics are usually data plane status that can be
visualized in NetBrain maps.

To visualize the relevant data using DVT, you can leverage the following two types of data:

e GDR Data: GDR data is already available for use since this type of data is retrieved during the
discovery/benchmark process.

Select an interface property

Interface Property v | | Search...

[ Attachment
[ Availability Zone

[ Description

[J Mac Address

[7) Source/dest. check
[0 status.

() subnet ID

e API Parser Data: You can retrieve any data from the public cloud provider using the API parser.
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Select Parser Variable

Search...

[ [E] NetworkPacketsInSMinSum
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5.1. Built-in DVT Examples for AWS Infrastructure

Resource Links and Account Info

Visualize the account information for different networking objects linked to the AWS management
console. Links are also available for resources such as ENl interfaces, security groups, and network ACLs.
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Infrastructure View for Resources

Visualize the infrastructure information for different networking objects.
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¢ Cloud Interconnect BGP Design

This DVT demonstrates detailed information about your Cloud Interconnect design. It visualizes all AS
numbers from AWS and the advertised route details of the customer’s gateway devices.

-‘}

/
TGW-DXGW-747895045325(tgv
Amaéon ASN: 64516

C-TGW-DXGW-GUEST-1(vpc-...

Sw
1722,
AWS VPC Router 17

172.27.1.0/24
subnet-0e70ec33672737¢66

DEV-TEST-TGW-ASSOCIATION(...
Amazon side ASN: 65100

e SPOG with AWS CloudWatch

This DVT demonstrates the metrics retrieved from AWS CloudWatch, such as EC2 status, VGW Tunnel
status, Direct Connect Status per Physical Connection, Direct Connect Status per Virtual Interface, TGW
entire status, TGW status per Attachment, and ELB Status.
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5.2. Built-in DVT Examples for Azure Infrastructure

This type of DVT shows the logs we retrieve from GCP Monitor and Logs and the analytic results on a map.

e [Azure] Basic Info

This DVT displays the basic information or properties of an Azure resource. The different types of
resources have different types of properties. For example, Address Space, Location of Virtual
Network, or LoadBalancer Type, SKU of Load Balancer, Network security group and Project name,
VPCID, and VPC name for the Google Firewall; subnet auto creation, MTU, and routing configuration
for the Google VPC router.

On-Prem

255
P (AP

e
7

7

T L / (pi—— . -

>
‘:,
Z 4

J P
o BurNetond(SecondarykEa.

ExpressRoute Circuit
©

Also, this DVT includes Effective Route Table, Effective Security Rules, and User Defined Route
Table associated with a network interface (NIC) or subnet level.
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5.3. Built-in DVT Examples for Azure Insight Metrics

[Azure Insights] Monitoring Azure Metrics

This DVT displays the pre-defined Azure Insight Metrics for different network objects.
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BUR-R200-Forti200F-1 Gem... '
D - i
MPLS
&

Inc

On-Prem -

~

GCP-CSR1000v
11384122
Cizeo Rouser

=
)

Eordinet FartiGats Frauiall

48 | NetBrain Integrated Edition Public Cloud Support Release Notes




Azure

o

17217160
1721796 0-15(US st AG) 0736 S Subney)

5.4. Built-in DVT Examples for GCP Infrastructure

GCP Basic

This DVT displays the basic information or properties of a GCP resource. The different types of
resources have different types of properties. For example, project ID, Project name, VPCID, and VPC
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e GCP Project Info
This DVT displays the project name and ID.

53 Googel Cloud DVT TestMap * 5 Page v B O 7 ¢ Swencis | OveroliMealth Map Actioms | 1 = — - -4 N® B <
» o0
¥ 9 Osta View ) Runbook I intent £ Decsion Tree i ERA Incdent
\
)
A\
= 5‘\
ﬁw 1 36, b e %
'/"':' SLANSLN e 1865 999.u:saas-um» SIZoe~eel, \
5 D orse vagment 296509 0 <~z ~—
Name Nectran GoopeGoua Host Fro shroutert903.. ~ ~~~o._T=~4_ Ty %
~ s ragment: 296509 ~33x. @0
‘GoogeCoud HosProt 42
eastvpc-spoke-firewalk... et Ui ¢
— . ~BURR206-Forti200¢-1_(Derr
roject I0- narse-tragment 296509 10.netbrn cloudvpe-gateway 7370096910, R ool 4
Project Name: Netirsin GosgieCous Host Fro1 e b e — = = = ==~ 2

Fortines ForvGace Frewal
netbrain-cloudvpn-gateway...
mv norse fragment-296509

GO VET N TL NTNLLY

west-vpC- SMI!—:NIMTS
i
& ...

0y O NetBrain GoogieCioud Hose Pro)
us-west-spoke-2-instance-..
Project 0. nerse ragment 296303
Project Neme: Wectain GoogleQoud Host Prot
8502

GUTYSTINTLL CYSTILTUL NI N LY

muwu7m71 58043...

T G i

S Y umsaen
intern: ‘ '
1b12-udp- ahIb(2595... 6
Jor4 F 3
¥ o 1511-udp-external.with-ba.. :
6“ e o 7o S 1b2-http-external Ib(95es... !
Froec hame -
west-vpc-snet! vm2(483477... Project. N
e 11095.. " :""m;‘wmuqnunn;uv '
~ Pr Nlm{ NetBrain: | Hox Prot {4
‘Project Name: NetSrain GaogieCioud Hom Pro G e noR! : @
3

¢ GCP VPC Info
This DVT shows the VPC name and ID.
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5.5. Built-in DVT Examples for GCP Logs Analytics
This type of DVT shows the logs we retrieve from GCP Monitor and Logs and the analytic results on a map.
e GCP Firewall Rule Log Analysis

This DVT monitors the top hit denied/allowed rule to find abnormal cases. For example, a sharp
increase of Rule Hit Count can be due to mistaken configure Firewall Deny Rule.

east-vpc-spoke-router(36.
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GV TLL NN
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o VPC Flow Logs Analysis

This DVT monitors the abnormal VPC traffic from specific IPs and regions. For example, if the GCP
Network is attacked by DDOS, the source IP from a specific region will increase sharply.

NetBrain Integrated Edition Public Cloud Support Release Notes | 51




22 Googel Coud DVT TestMap * 5 Page tv D 2 o Stenchs | OversliMesth Map Acions | 3 = 4+ 106 B <
) % “ex
¥ 3 Dace view 0 et % Decsion Tree %225, - - 2% i
Gonge vy vaon vee w:avméﬂ 8
Goage Vi M o
L2.ceny, vpc-spoked(697498391. 2

;
'
.
\
e 3 Gonge ¥ Gormenowent o i HR S
‘Gastvpc-spoke!-router(36. o S R
fop.source ip 35308171202 g, " Seolo TS N Y
10p_SOUrce_ip_tount 49 o cloudvpntunnel-router(903. Bl

—~——_ .
o5 dest 5 1721237

e Google Ot Soneer ™ e P
top.destp._count 51 P tooter 5 i
eastvpc-spoke1-firewall... - ————l e
FYPSpAeT ol o e = ~B0R.R206-Forti200-1_(C
Googe Frews 19, netbrain. doudvpn gatewsy(7370056910. BT st SR
centratvpe-hub-firewall. o T e R Sorunet Foredate Frewt
Goage Freasi 2

ol
&

etbrain-cloudvpn-gateway.
Googe VPN Gatewey

o

C
westvpc-spoke2-firewall(...

Google Frewa \

west-vpc:spokez-router(.
o e 538 20171200
22

S VS9N TL MY TN LY

SUEVSCINTLL EYSTIN LNV TN LLY

Scptonetbonda(78847158043.

ATTMPLS
Sooge Partnes

MASLIPN
1b12-udp-internal-1b(2595.

o1 J-with-ba..
Googie Losd Baiencer g outarsial wikibe webserver.1b(252853228640. 6
Googie Load Edncer
Googe Lase Baancer To2-http-externalIbi9565..
GoogieLosa Bancer

%,

west-vpc-snet]-vm2(483477..
3513

T s &

¥/

BCP-router-a(336479713087...
Googe

Google Coud Router

5.6. Built-in DVT Examples for GCP Metrics

¢ [GCP] Metrics

This DVT displays the pre-defined GCP Metrics for different network objects. Customize or modify it

from Date View Template Management page.
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6. SPOG with 3rd Party Cloud Management Tools

The ability to visualize data from 3™ Party cloud management tools enables NetBrain dynamic map to render
a complete view of your cloud infrastructures. The integration with 3" Party cloud management tools is
highly customizable, meaning that NetBrain can be integrated with any cloud management tools to suit your
specific needs.

6.1. AWS Integration with 3™ Party Tools

o Datadog - AWS Monitoring Metrics

The following data view demonstrates the integration with Datadog- the metrics are retrieved from the
Datadog agents installed on EC2 instances. NetBrain can retrieve and demonstrate the following types
of metrics through the data view template:

system.cpu.user (5 min aveg - double)

system.mem.pct_usable (5 min aveg - double)

system.uptime (The last non-empty value of the 5 min - int)

system.net.packets_out.error (5 min aveg - int)

system.disk.free (5 min aveg - int)

system.io.r_s (5 min aveg - int)

system.net.packets_in.error (5 min aveg - int)

o O O O O O

NetBrain also provides a link to Datadog, so you can easily switch to Datadog to explore more details.

DataDog-Agent-Haoran(i-00...

CPU of User Space Processes: 0.15% [ DataDog-Agent-Haoran(i-00...
Physical RAM Fraction: 0.68 CPU of User Space Processes: 0.15% [
Uptime: 4652055 Physical RAM Fraction: 0.68 Recommended Action (1)
Packet Transmit Errors: 0 Uptime: 465205s

Packet Transmit Errors: 0 Device: [ DataDog-Agent-Haor...  Variable: [5] system_cpu_user
Overflow Data Unit o
£3 Datadog AWS EC2 Agent Metrics
Free Disk Space: 848198301 7bytes

10 Read Requests per Second: 0

Packet Receive Errors: 0

e Splunk - VPC Security Group Check Log

AWS CloudTrail is a service that allows you to log, continuously monitor, and retain account activity
related to actions across your AWS infrastructure. The integration with Spunk allows you to view the
change log of security groups/network ACL and VPCs during a specific period.
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6.2. Azure Integration with 3" Party Tools

¢ [Azure] Monitoring Azure Metrics

This DVT displays the Azure Metrics information collecting metrics from Datadog. First, you need to
set up the Datadog configuration to collect the source data from Datadog:
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e [Splunk] Monitoring Azure Logs

This DVT displays the Azure Logs Analytics information collecting logs from Splunk. You need to set
up the Datadog configuration to collect the source data from Datadog:
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o
B s
AzurePathTest-SPK3-VM3(US...
event_amount: 25

ure. ue

AzurePathTest-SPK3-VM1 (DE...
event_amount: 25

Lo

i 3

172.17.16.32/28
AzurePathTestSub{US-West-RGY073e6f45)(Sub...

AzurePathTest-SPK3-VM4(US.

AzurePathTest-SPK3-VM2(US.
event_smount: 25

6.3. GCP Integration with 3" Party Tools

A built-in DVT collects and analyzes the GCP firewall rule logs from Datadog and displays the results on the
map. This integration can help find the history of a firewall rule and trace down any mistakenly deleted

firewall rules.

I3 Googel Cloud DVT TestMap * ) Page v O ~  Swencls | OverallHealth Mep Actions | & - — ———— + 110% <
v [ Data View [ Rurbosk 0 intent Z Decision Tree Incident
\ e s
central-vpc-snet1-vm1(641..0 ‘
VP (¢ 22 1 / @

1721832 32759

Google Virtual Machint entral-vpe-snet3-vmi
172183114
6 Google Virtual Mach

asia-vpe-spoked(697498391...

« S
o, = 12fe3 2z
et e L

-~
vpc-spoke1- =
east-vpe-spoke1-router(3s, SUbner. 1(8619382683548548629) ==

cloudvpntunnel-router
\
Google 1oud Route|

o
e
10.netbrain-cloudvpn gateway 7370036310, -
to_centrak-vpc-hub-router(5 165306842222 7
.
netbrain-cloudvpn-gat|
Google VPN Gateu]

east-vpe-spoke?-firewall(...
Google Firewall

Gnngl; V¢ Roteer,

o

west-vpc-spoke2-firewall(...
Googe Firawsll

ecn-router-hig07031
S 1oud o

GCP GCE Firenall Ingress/Egress Rule Detecied

GCP GCE Firewail Rule Mogification on Current Device Detected

west-vpcspoke2.outer(75...
i Googie VEC Router
% I

- “+
[DataDog] GCP Firewall Rule Logs Monitor-Result 2(10/04/2021 : >

B Output Summery | [ Dacet Firewall Fule Logs Mon = on Log
Execution Time: 10/04/2021 10:32:45 AM B S
publish time... usersgent eategory family major patch_minor .. minor patch name iso_code route ype number domain Isttude longieude timezane ipAddrass
2021-08-29T...  Mozilla/5.0 (W... Deskiop Chrome 93 82 0 4577 besa.compuse... CA 99.241.00/16  gee firewall . ASB12 rogerscom 4370 7942 AmericaTore.. 99241152
2021-09-27T...  Mozilla/5.0(W... Deskiop Chrome % 92 [ 420 vi.computefi. CA 1041521600 gee_firewall r.. AS54614 cikzel.com 487 7927 AmericafToro... 104.152.1
2021-08-27T... Mozilla/S.0(W... Desktop Chrome. EY 93 0 2430 operation-163.. CA 104.152.160.0... gee firewall r... AS54614 cikeel.com 1337 7927 AmerieaToro... 104.152.1
2021-08-27T... Mozilla/S.0(W... Deskiop Chrome. %0 93 0 aa30 vi.computefi.. CA 104.152.160.0... gee firewallr.. ASS54614 cikcel.com 4387 7927 AmericarToro... 104.152.1
2021-08-27T...  Mozille/S.0(W... Deskiop Chrome 20 93 0 4430 104.152160.0... gee firewall_r... ASS3614 cikzel.com 4387 7927 AmericafToro... 104.152.1
2021-08-27T...  Mozille/5.0 (W... Desktop Chrome: %0 93 0 2230 W 104.152.160.0... gee firewallr.. AS54614 ciktel.com 2387 7927 AmericafToro... 104.152.1
20910097 Mnsilla/S AW Piackonn Chenme. o0 a1 n P nerarion-163 A 104159100 orm Frmwall - ASSRIA cikral e 2287 7057 ArmariealTaen 104157 17
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7. Runbook Automation for Public Cloud

Runbook Template can help you understand the network design and troubleshoot network problems based
on certain scenarios. Many useful functions such as DVT, Qapp, Gapp, and Compare can be wrapped into
Runbook to accomplish your tasks.

7.1. AWS Runbook Examples

A built-in Runbook for AWS general info can help you quickly identify important resource information for
the devices on the map, which includes:

e  Path - Application Path

e  DVT - [AWS] Resource Links and Account Info

e  DVT - [AWS] Infrastructure View for Resources

e DVT - [AWS CloudWatch] Basic Stats

e  Qapp - Security Group

e Qapp - Network ACL

S8R 37 BerKE CONSAWIA A

5 AZNACLTem ¢ > Paget v T Gawrels | bt Quy | Dewiond  Map | Amers 0 - @ +on Mg

» O e K '.l@'d(..@ﬂ"z‘ ‘l‘.i IG‘

iﬁ.JL .z.:':.-. e

Another AWS built-in runbook can help you troubleshoot the transit gateway routing issue and understand
the current deployment. This Runbook includes:
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e Path - Application Path

e DVT - AWS basic stats DVT

e Qapp - Map reachability from specific VPC

e Qapp - Map reachability from specific TGW Route Table

e Compare - Compare TGW NCT Tables (Attachment table/Route Table)

7.2. GCP Runbook Examples

A built-in Runbook for GCP Firewall Rule Monitor Qapp can help you quickly identify important Firewall
Rules related logs for each VPC on the map:

8 ltems

publish_time route ype domain timezone ipAddress email project_id firewall_rule_i...
2021-09-27T13:00:... vi.compute firewalls.insert 104.152.1600... gee firewallr... ciktel.com America/Toro... 104.152.160.1... tony.cong@ne.. norsedragme.. 25066220071
2021-09-27T13:08:... operation-1632748181218-5ccfOcf59634b-c.. 104.152.1600... gee firewallr... cikielcom America/Toro... 104152160.1... tony.rong@ne... norsefragme.. 25966229971

2021-09-27T11:26z.. vi.compute firewalls.insert 104.152.160.0... gee firewallr...  ciktel.com AmericalToro., 1041521601, tony.ong@ne... norsefragme.. 73687362575

2021-09-27T11:26:... operation-1632742014210-5ccf85fc47511-2.. 104.152.1600... gce firewallr... cikielcom America/Toro... 104152.160.1... tony.tong@ne.. norsefragme.. 73687362575

2021-09-24T23:18:... v1.compute firewalls.insert 104.152.1600... gee firewallr... cikiel.com AmericalToro... 104152160.1... tony.rong@ne... norse-fragme.. 60954103741

2021-09-24T23:18:... operation-1632525506550-5¢cc56e79acA-0..,  104.152.160.0... gee firewallr.. ciktel.com AmericalToro.. 1041521601 tony.rong@ne... norsefragme.. 60954103741

2021-09-24T10:23:... beta.compute firewalls get 76.66.0.0/16  gee firewallr.. bell.ca America/Toro... 766614875  yiyangyong@.. norsefragme.. 52076227841

2021-09-24T19:23:... beta.compute firewalls get 76.66.0.0/16  gee firewallr... bell.ca America/Toro... 76.66.14875  yiyangyong@.. norsefragme.. 52076227841
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8. Enhanced Features

8.1. Azure Enhanced Discovery with Excluded/Included VNets

This feature provides the flexibility to discover the specified virtual networks listed in the included virtual

network configuration or not listed in the excluded virtual network configuration. Note that the feature

has been available since version IE10.1.0.
To do so, follow the steps below:
1. Onthe Domain Management page, select the APl Server under the Discover tab.

2. Click Edit from the dropdown menu.

Domain Management

StartPage | DiSCOVer | ScheduleTask X
Discover
Total ltems: 48 4 Add AP Server [ Show Selected Items Only All API Source Types v/ Search. ()| [ Backup [2 Restors ' Refras
Discover Devices via SNMP/CLI  Network Serrings
O APl Source Type Server Name EndPoints Description Username Front Server / Front Server Group Device Counts
Method: @ Discover via Seed Routers () Scan IP Ra
[ 0
IPansmame:‘e.g.m.w.mJ;2001::1;NV_R1 L - 0
U —— admin 0
picoier Dk Via APl ESEA AL SERES O .
. . ]
APl SeN:r:‘ Click ‘Sellct API Servers' to add servers o e g
O < .. F51(192.168.48.183) 139
[0 Benchmark Task: | select e ] QA 0
O «— sdmin 0
[ o - > 0
[J  Microsoft Azure AppforEmpryandsue2 (D 0
() F51(192.168.48.183) E
L bee

3. Inthe Advanced area, click Add to select the Excluded Virtual Networks or Included Virtual
Networks key, type the VNet Resource IDs separated by a comma in the Value field, and click Save.
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Edit External APl Server

Parameter

Directory (Tenant) Name

Directory (Tenant) Name

Excluded Virtual Nenworks

Included Virtual Networks

= AR

* Access Method: | Service Principle

* Endpoint (Client/VM 1D):
* Client Secren:
* Directory (Tenant) ID:

* Front Server/Front Server Group:

Advanced -~

Parameter List: 0 itemns

Key

Managed Devices: 0

Test

<> East-VNET1 »# =

Resou

® o

&* Diagnose and solve problems
Settings

4 Address space

> Move

Essentials

Location
Subscription (moue)

Subscription ID

Tage (edit

Networks

W
85914d08-0e74-4956.088e-d8eBec3921b4
e203520b-cc57-43d5-825f-d5d cfede5804

F5_Grp{Front Server Group) v

Value

OK

Note: Don't use the value of Virtual network ID displayed on the Azure portal. Instead, click JSON View in the
upper-right corner and use the value of Resource ID or the id key on the Resource JSON page.

[ pelete () Refresh 27 Give feedback

Address space
DN servers

i
DO NOT use "Virtual network ID*

DEMO-LAE : ForDemo

Resource JSON

East-VNET1

e s o the "Resource ID" or the same value shown as the value of "id" key.

opy to clipboard
Copy to clipboard o cion

T[] 20150615

v
1 f r
2 s I

R T R ———
@ etag: N

5 “type”: T

6 "location”: '[N,

7 “tags": {

8 "pemo-Las”: "

9 b

Select the API Server and run the discovery process. Refer to Discover Azure resources.
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8.2. Public Cloud Configuration File Support

Basic configuration file is a critical data source to understand the basic configuration and specification of
different devices/nodes. It includes one or more APIs data and is also a useful and important way for Public

Cloud management and maintenance. Note that the feature has been available since version IE10.1.7.

8.2.1. Feature Scope

>
=
wi

AWS VPC Router

AWS VPC Endpoint (Type: Gateway/ Interface/GatewaylLoadBalancer)
AWS Transit Gateway

AWS Internet Gateway

AWS ELB(ALB/NLB)

AWS NAT Gateway

AWS Gateway Endpoint

AWS Firewall

O 0O 0 0O 0 0 o0 ©O

e Azure
o Azure VNet Router
Azure Virtual Network Gateway (VNet, Type: VPN/ExpressRoute)
Azure Load Balancer
Azure NAT Gateway
Azure Firewall
Azure MSEE
Azure vHub
Azure VPN Gateway (vHub)
Azure Express Route Gateway (vHub)
Azure Application Gateway
Azure Private Link End Point

O 0O 0O 0O O o0 O O O O

e GCP

Google Cloud VPC Router

Google Cloud Firewall

Google Cloud VPN Gateway

Google Cloud Router

Google Cloud Partner Interconnect
Google Cloud Dedicated Interconnect
Google Cloud Load Balancer

Google Cloud NAT Gateway

Google Cloud Internet Gateway
Google Cloud Private Service Endpoint

O 0O 0O 0O 0O 0 0O O O O
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8.2.2. Feature Usage

Right-click the device/node on the map, select View Configuration File to open the configuration file. The

feature provides compare _l—, live retrieve ¥ or export 5 functions by clicking the dedicated icon.

The configuration file can be used for:
e Public Cloud management and maintenance if you need to analyze or monitor the basic key
configuration or specifications of the device/node.
e Automation flow to monitor the system health status or troubleshooting procedure.

- D~

IT 7e)subnet) : <‘ View Configuration File
VMss-stﬂe

A et Di E View Device Data >
zure VNet Dis

[E view Device Details in Network
4% View Context Maps 4

B3 Diagnosis >

% Shared Device Settings

@ Ping

." Traceroute

& Retrieve Live Data
&% Compare

~ Path

Run Qapp

VMSS-Sub2-VNet-Router(VMS...
Azure VNet Distributed Router

I Icon Settings >
™ Change Device Style >
Create Note

%% Add to Device Group
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Configuration File of VMSS-Sub1-VNet-Router(VMSS-Test)(073e6f45)(VirtualNetworkDistributedRouter)

Data Source: | Current Baseline v Execution Time: 11/7/2022, 10:05:22 AM Dl s G
Full Configuration v Search... [d | v A [ Match Whole Word
1 ! -
2 !
SR !
4~ 1 This config file is generated via APL
5 M
6~ hostname VMSS-Subl-VNet-Router(VMSS-Test)(@73e645)(VirtualNetworkDistributedRouter)
7 !
8~ {
t 9 " "VMSS-Subl-VHet",
18 ubscriptions/@73e6f45-dlae-48fe-93af-88231d2377bd/resourceGroups/VMsS-Test/providers/Microsoft. Network/virtualNetworks/VMS
11 W/\"29184Fa2-9f22-4f3d-a639-242919a35718\"",
12 icrosoft.Network/virtualNetworks",
13 : "canadacentral”, |
Il 14 "tags": {},
| 15 "properties”: {
¢ 16 "provisioningState”: "Succeeded",
17 “resourceGuid”: "97daf@7c-adcl-4949-82c@-3c1d9fb3307F",
18 "addressSpace™: {
19 "addressPrefixes": [
20 "172.17.32.0/24" '
21 ] |
22 B
23 "subnets": [
24
25 “name”: "subnet-1",
| 26 "id": "/subscriptions/@73e6f45-dlae-40fe-93af-88231d2377bd/resourceGroups/VMSS-Test/providers/Microsoft. Network/virtual
27 “etag”: "W/\"29184fa2-9f22-4f3d-a639-e42919a3571a\"",
28 “properties”: {
29 "provisioningState™: "Succeeded”,
30 “addressPrefix": "172.17.32.8/28",
31 "ipConfigurations": [
32
33 "id": "/subscriptions/@73e6f45-dlae-40fe-93af-88231d2377bd/resourceGroups/VMS5-Test/providers/Microsoft.Com
34 Ts
35
36 "id": "/subscriptions/@73e6f45-dlae-40fe-93af-88231d2377bd/resourceGroups/VMS5-Test/providers/Microsoft.Com ™
37 4 3
@ Help

8.3. Azure VM Scale Sets Support

Azure Virtual Machine Scale Sets (VMSS) allow you to create and manage a group of Load Balanced
VMs. It includes visibility of the basic node like VMSS instance and topology between VMSS instance
and Virtual Network and Load Balancer. Note that the feature has been available since version IE10.1.7.

8.3.1. Feature Scope

e Azure
o Azure VM Scale Sets (VMSS)
= Azure VM Scale Sets Instance (VMSS Instance)
e Network Tree
e Node/Topology on Map
o Device/Node Details
e Context Map
e Data View Template (DVT)
e Data Table (NCT)
e Path
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8.3.2. Feature Usage

e Locate the Virtual Machine Scale Sets (VMSS) from Network Tree. The Network Tree clearly shows the
resource hierarchy relationship for VMSS and VMSS instance inside a Tenant /Subscription/Virtual
Network level.

Network @Help 5 ¥ X
Category View
Azure v Network View v =
VMSS x

<Back to Search Results

4 4 Tenant (e203529b)2)
NetBrain Lab Subcription 2(3)
4 NetBrain Lab Subscription(7)
4 ‘@ Canada Central(20)
{_.] VNet: Canada-Central-Spoke1{Canada-Central_RG)(073e6f4...

| VNet: Canada-Central-VNET1{Canada-Central_RG)(073e645)...
] s HC-VNET-2(HC)(073e6f45)(VirtualNetwork)(3)

: HC-vNet-3(HC)(07 3e6f45)(VirtualNetwork)(2)

s HC-vnet(HC)(073e6f45)(VirtualNetwork)(5)

: HC-vnet_Vpn_gateway(HC)(073e6f45)(VirtualNetwork)(...
: HC-vnet_for_expressroute(HC)(073e6f45)(VirtualNetw...

: HC-vnet_vpn_gateway_2(HC)(073e6f45)(VirtualNetwor...

. VNet: Test_license(HC)(073e6f45)(VirtualNetwork)(2)
4! VNet: VMSS-Sub1-VNet(VMSS-Test)(073e6f45)(VirtualNetwor...
> VNet Router: VMSS-Sub1-VNet-Router(VMSS-Test)(073e6f...
4 <> Subnet: subnet-1(VMSS-Test)(073e6f45)(Subnet)(172.17.3...
2 VM: VM-Sub1-VMSS-Test(VMSS-Test)(073e6f45)(Virtual...

f e 4 T VMSS: VMSS-Sub1-Test(VMSS-Test)(073e645)(Virtual...

o VM: VMSS-Sub1-Test_0(VMSS-Test)(073e6f45)(Virtual...

o VM: VMSS-Sub1-Test_1(VMSS-Test)(073e6f45)(Virtual...
-

e Browse the node and topology on the map.
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Network @Hep B F X = Stencils % Map & Network -° Guidebook | [ ~— + 100%

L]
Azure v | | Network View v =
mss x
-
Back T Q ! ss SUb2. g,
. VMSS-Sub2-Test_O(VMSS-Tes...
@ Central US(B) 7217336
4 @ EastUS(I) Azure Virtual Machine - o
b 111} VNet: 2nd-Sub-Vnet(2nd-Sub-RGHeb4841 7e)VirtualNetwork.. \7,/‘735‘1 @
417} VNet: VMSS-5ub2-VNetfVMSS Testieb4841 el VirtualNetwo SUbpetI(VMSS Teslendsd1 TeNsubne
> VNet Router: VMSS-Sub2-VNet-Router(VMSS-Testieb4841 .. i :S_:'ff;t‘tr‘:fs'w"
4 ¢ Subnet: subnet-1(VMSS-Test)(eb48417e)Subnet)(172.17.3 ] e
K VM VM-Sub2-VMSS Test{VMSS-Test(eb4841 7e)Virtual... 3
4T VMSS: VMSS-Sub2-Test(VMSS-Testieb4841 TelVirtualM... 3
I8 VM: VMSS-Sub2-Test_O(VMSS:Test)(eb48417eKVirtua, 2
B VM: VMSS-Sub2-Test_1{(VMSS-Test)eb48417ekVirtua... ~o 10, VMSS-Sub1-VNet{VMSS-Test) (0736645} 0
Subnet: subnet-2(VM3S Test)eb4g417eNSubnet)(172.17.3 ¢ VIS S VS T oD AT oY .
» Azure Load Balancer(Public): LB-VMSS-5ub2-TestVMSS-Test).. VYMSS-5ub2-VNet-Router(VMS... VMSS-Subl-VNet-Router(VMS...
b Azure Load Balancer(Public): VMSS-Sub1-Test-Ib(VMSS-Test)... Azure VNet Distributed Router Azure VNet Distributed Router

Unattached NAT gateways

e Check device/node and interface details.

VMSS-Sub2-Test_1(VMSS-Test)(eb48417e)(VirtualMachine)

G’) Context Maps Device Details
Property  Interfaces IP Interfaces
Files Hostname YMSS-Sub2-Test_1(VMSS-Test)(eb48417&)(Virt..
* Mgmt IP: 172.17.33.7
a4 Mgmt Interface: VMSS-Sub2-VNet-nic01
@ Device Type: Azure Virtual Machine
Network Vendor: Microsoft
Model: Virtual Machine
Software Version:
Serial Number:
Location:
Contact:
sysObjectlD
Driver: Azure Virtual Machine
SNMP Name:

e Path shows up the end-to-end traffic flow, which is critical to diagnose the network reachability or
service availability hop by hop with key information like route and security check details.
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17217334 - |80 =4

© 117212022, 12:28:28 AM (Cache) V' Path Details

This is Unicast path.

a Il VM-Sub2-VMSS-Test{VMS..
1721733 4807CP

& 121733008

In_GW_IT21T 331
q e VMSS-Sub2-VNet-Routerf...
Out:_to_VMSS-Sub-VNat(VMSS-Tes.

In_to_WMSS-Sub2 VNet(VMSS - Tes

q VMSS-Sub-VNet-Router(...
Out_GW_IT217R21

o 21732028

In_intf_17217.327
a 43> LB-Sub1-VMSS-internallV.
Out_f_17277.327

2
o 21732028
In_GW_17217.321

B VMSS-Sub1-VNet-Router...
Our_GW_IT217.32.1

04-Azure VM to Loadbalancer Backend ... =0 x

VM-5ub2-VMSS-Test[VMSS-Te... B
72.17.334 Azure VNet Distributed Router Azure Load Balancer Legend =

Map5 (Master) ~ * > Page1v  [& Summary * Stencils . Map % Network = Guidebook | o = + 100% B
] Data View Runbook Intent
R
Q
o
&

st_1(VMSS-Tes...

msssupfule nn}mqvms,

Azure VNet Distributed RS

VMSS-Sub1-Test_0{VMSS-Tes.

VMSS-Sub2-VNet-Router(VMS... LB-Sub1-VMSS-IntErnal(VMs... 2.4

Azure Virtual Machine

8.4. Azure PaaS Services Support

Azure Platform as a Service (PaaS) provides a framework that developers can build on to develop or

customize a variety of cloud-based applications. NetBrain can show the visibility about various PaaS

services like database and topology between different Service Endpoint, Private Endpoint and various PaaS

services. Also, the path feature can show the end-to-end traffic flow hop by hop from Azure or On-Prem

server to the destination PaaS service, which can be used for issue troubleshooting and network traffic

analysis, planning, and optimization. Note that the feature has been available since version IE10.1.7.

8.4.1. Feature Scope

1. Supported PaaS Services and network object/node:

# ICON NAME
1 <I> Azure Service Endpoint
2 Azure Private Endpoint

ds
/('é)\

Azure Private Link Services

4 —

Azure Storage Account

> | &

Azure Cosmos DB
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#*
a
@)
2

NAME
Azure Database for MySQL

Azure Database for PostgreSQL

Azure Database for MariaDB

Azure Database for SQL Server

ﬂ NEn&

2. Supported sub-features:
e Device/Node Details
e Context Map
e Data View Template (DVT)
e Path

8.4.2. Feature Usage

e Browse the node and topology on the map.

net3rain Q Search & patn
ety CrEh @ 0 H ® Stencils . Map % Network -: Guidebook | 1 = + 1
Category View
Azure v | Network View v =
4

Iree)(073e6f45

o VNet: SlackResource-vns

« VNet: aks-vnet-36216833(MC_aks_test_test-aks-cluster]_eas... 0
+ 7] VNet: bot-rg-nan-prod-vnet(bot-rg-non-prod){073e6F45)Virt... —
—

b L VNet: -l etimanaged-id 326745)1...
Ja MSEE: B bond(Pr )(East-RG1)(07. SHMSEE)
/. MSEE: Bur-Netbond(Secondary)(East-RG1)(073e6145)(MSEE)
& Azure Load Balancer(Public): TestPublicLB(East-RG1)(073e6f.

pub\icservi}"etesﬂ(publi

Azure Storage Account

& Azure Load Balancer(Public): kubernetesimc_aks_test_test-a...

Unattached NAT gateways

471 Sterage Accounts(35)
= Storage Account: asavhubvneta718a94e6(ASAV-RG)073e...
= Storage Account: azurepathtestdiag(AzurePathTest)(073e.

= Storage Account: azuresplunktest(East-RG1)(073e645)St...

6ZLILLLTLL M

&= Storage Account: config648831760538(microsoft-netwo.

= Storage Account: cs2073e6f45d1aex40fex93a(cloud-shell...
&= Storage Account: cs21003000086d12e98(ASAv-RG)(073e6...
= Storage Account: cs2100300008a8ba298(cloud-shell-stor...

I-1 .

VM-SPK3-VNet-FirewallMana...

o
v

Spoke-VNET3-Router(US-Wes...
Azure VNet Distributed Router

topaasstorageacc2(public-...
Azure Private Endpoint

172.17.16.132

= Storage Account: cs2100320003631b0bf(cloud-shell-stor...
Azure Virtual Machine

= storage Account: cs21003200043990561(cloud-shell-stor...
= Storage Account: cs21003200050d75c7d(cloud-shell-stor.
&= Storage Account: cs210032000bea2624c(cloud-shell-stor...

e Path shows up the end-to-end traffic flow, which is critical to diagnose the network reachability or
service availability hop by hop with key information like route and security check details.

66 | NetBrain Integrated Edition Public Cloud Support Release Notes




1721716132 - | 0655 Bl © publicservicetest).blob.core.windows, - |443 ¢ R @ CowdTet @

Azure_PaaS_WM_SPK3_VNet_Firewall_to... = @ X [l Maps(Master) ~ * Page 1~ [ Summary ® Stencils 7. Map % Network Guidebook | & = + 120% 2!
© 11/10/2022, 4:14:46 PM (Cache) v Path Details ¥ 5] Data View Runbook Intent

i + New Incident
This is Unicast path

" I VM-SPK3-VNet-FirewallM...
| T2ATAE1RTCR)

huy 1721716 12828 ) D
] FirewalManagedsub- _—
=

puhh;suwﬂ*sn(punh(.
Azure Sb

orage Account

| mowmisie
e -5 Spoke-VNET3-Router(US-...
721716128

oy 1721716 1220

| g 1721716133
n <I> topassstorageacc2(public...
Out_to_publicsenvicstest (public-sery

| publicservicstast1 blob.cora.wind
L] D__ publicservicetest!(public-.

BZVOVLLTLL MY

Spoke-VNET3-Router(US-Wes...

topaasstorageacc2(public-..
51746132 Azure et Distributed Router

Azure Private Endpoint

Azure Virtual Machine

Use enhanced sub-features including analyzing Device/Node Details, Context Map, Data View
Template (DVT), Configuration File, and so on. For example, right-click the node icon on the map and
select View Configuration File, find the basic key information for the current node retrieved by one
or multiple APIs.

[ View Configuration File

FB View Device Data >
[E View Device Details in Network
&6 View Context Maps

B Diagnosis >
3 Shared Device Settings
@ ring

-
@ Traceroute

@ Retrieve Live Data

&% compare
o~ Path
Run Qapp
< If Icon Settings >
(Opaassto‘raé ™ Change Device Style >

Azure Priy
Create Note

% Add to Device Group
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120 @ B

Data Source:  Current Baseline v | Execution Time: 11/7/2022, 10:05:03 AM

Full Configuration v & v A [ Match Whole Word

1 -

2

3

4~ ! This config file is generated wia API

5 !

§ ~ hostname topaasstorageaccZ(publi est)(

7

8~ {

s “topaasstorageacc2”

10 fsubscriptions/873e6F45-dlae-40Fe-93af-88231d2377bd/resourceGroups/public-service-test/providers/Microsoft . Netx
11 © "W/\"356e5c37-7860-4333-2079-c4181FbBTEFC\"",

12 “type": "Microsoft.Network/privateEndpoints”,

13 "location”: “westus”,

14 “tags”i |

15 “rest”: “pass”

16 L

17 "properties™: {

18 rovisioningState”: "Succeeded”,

18 i 2573636~ 3822-46dc-922b-637406F02F0",

20 “privatelinkServiceConnections™:

21 {

22 "topaasstorageace2”,

23 : " /sub: iptions/B73e6f45-dlae-48fe-93af-88231d22377bd/resourceGroups/public-service-test/providers/Mi
24 56e5¢37-7060-4333-3079- cALE1FBOTEFC\"",

25 {

26 “provisioningState™: "Succeeded”,

27 “privatelinkServiceld™: "/subscriptions/873e645-dlae-4BFe-93af-B8231d2377bd/resourceGroups/public-ser
28 “grouplds”: [

3 “File”

38

3 elinkServiceConnectionState™: {

32 ved”,

33 Auto-Approved”,

3 “actionsRequired”: “Nons”

35 i

36 “privatelinkServic {

puhlncseni{*su (public...

o
-

Azure Storage Account

topaasstorageacc2(public
Azure Private Endpoint

+New Incident

pub\i:sewiﬁ‘etes
Azure Storage

:2(public-...
ndpoint
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9.1. AWS Supported Network Objects and Services

The following table outlines the AWS network objects and public services that NetBrain supports.

# |lcon Objects Supported Technology Details Map Topology Path

1 AWS Account = Device Details Yes Yes No
aws
S— = Context Map

2 F AWS Region = Device Details Yes Yes No
|| | (CEIERSE

3 77777 AWS Availability Zone = Device Details Yes | Yes No

1 = Context Map

4 AWS Subnet = Device Details Yes | Yes No
= Context Map

AWS VPC = Device Details Yes | Yes Yes
= Context Map
= Security Group
= Network ACL
= ENI Interface details per VPC

= VPC Sharing across Multiple
Accounts

= VPC Route Table
= Ingress Routing

= Configuration File

6 AWS VPC Router = Device Details Yes Yes Yes
e = Context Map
= Security Group
= Network ACL
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# lcon Objects Supported Technology Details

= ENI Interface details per VPC

= VPC Sharing across Multiple
Accounts

= VPC Route Table
= Ingress Routing

= Configuration File

7 AWS VPC Peering = VPC Peering within Same
Accounts

= Cross Account VPC Peering

8 AWS Internet Gateway = Device Details
@ = Context Map
= Private to Public IP Mapping
Table
9 AWS VPN Gateway = Device Details
@ = Context Map

= Virtual Route Table (based on
NetBrain's unique algorithm)

= Cloudhub function

= Sijte-2-Site VPN details

10 @ AWS Application Load Balancer = Target Group

o IP/Instance as targets

= |istener Table

11 AWS Network Load Balancer = Device Details
@ = Context Map
= Target Group
o IP/Instance as targets

= Listener Table

@ AWS Classic Load Balancer = Device Details
= Context Map

= Target Group

Map Topology Path

Yes Yes Yes
Yes Yes Yes
Yes Yes Yes
Yes Yes Yes
Yes Yes Yes
Yes Yes Yes
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# lcon Objects Supported Technology Details Map Topology Path

o IP/Instance as targets

= Listener Table

12 AWS NAT Gateway = ENIinterfaces provisioned for |Yes |Yes Yes
VPCs
13 . AWS DX Device (Direct Connect) = Virtual Route Table for DX Yes | Yes Yes
ﬁ Router

= Virtual Interfaces details
o Private virtual interface
o Transit virtual interface

= Traffic engineering (As Path
prepend, local preference for
BPG community).

= DX Connection details

= LAG details

14 AWS Direct Connect Gateway = Virtual Route Table Yes Yes Yes
= Allowed Prefix for VGW/TGW

= Cross Account association to
VGW/TGW

15 AWS Transit Gateway = Transit Gateway attachments  Yes | Yes Yes
= Transit Gateway route tables
= Transit Gateway associations
= Transit Gateway propagation

= Transit Gateway peering

= ENI interfaces provisioned for
VPCs

= Transit Gateway sharing for
VPC attachments

16 @ EC2 Instance = EC2 Data Details Yes Yes Yes
L' = Network Interface Details

= Security Groups
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# lcon

17@0

20

21

22

Objects

Network Virtual Appliances

(ASAv, CSR1000v, Vedge etc.)

AWS Gateway VPC Endpoint

AWS Interface VPC Endpoint

AWS PrivateLink Service

AWS Network Interface

AWS Network Firewall

Supported Technology Details

Relationship to EC2 hosts
EC2 details

Device Details
Context Map
Virtual Route Table

Configuration File

ENI interfaces provisioned for
VPCs

Device Details
Context Map
Virtual Route Table

Configuration File

Device Details
Context Map
Virtual Route Table

Configuration File

Device Details

Device Details
Context Map
Virtual Route Table

Configuration File

9.2. Azure Supported Network Objects and Services

Map Topology Path

Yes Yes Yes
Yes Yes Yes
Yes

The following table outlines the Azure network objects and public services that NetBrain supports.
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ICON

OBJECT NAME

SUPPORTED
TECHNOLOGIES

MAP

TOPOLOGY

PATH

UNSUPPORTED
FEATURES

Azure Tenant

Context Map
Device Details

Yes

Yes

No

Azure
Subscription

Context Map
Device Details

Yes

Yes

No

Azure Region

Context Map
Device Details

Yes

Yes

No

Virtual Machine
(VM)

VNIC Interface details
Device Details
Network Security
Group (Interface Level)

Yes

Yes

Yes

&>

Virtual Network
(VNet)

Network Security
Group (Subnet Level)
Application Security
Group

Across Multiple
Accounts

Across Multiple
subscriptions

User Defined Route
Table (UDR)

VNet Peering Table
VNIC Effective Route
Table

Virtual Route Table
(based on NetBrain's
algorithm)
Configuration File

Yes

Yes

Yes

D

Azure Subnet

Context Map
Device Details

Yes

Yes

No

VNet Peering

VNet Peering within
the same subscription
VNet Peering across
Multiple subscriptions
VNet Peering within
the same
Account/Tenant

VNet Peering across
Multiple Account/Tena
nt

Yes

Yes

Yes

Virtual Network
Gateway

VPN/ExpressRoute
Gateway device details

Yes

Yes

Yes
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# ICON

OBJECT NAME

SUPPORTED
TECHNOLOGIES

MAP

TOPOLOGY

PATH

UNSUPPORTED
FEATURES

(Vpn/Expressrou
te Gateway)

Virtual Route Table
(based on NetBrain's
algorithm)
Configuration File

Azure Load
Balancer (Public)

Device details
Inbound NAT Rules
Table

Load Balancing Rule
Table

Outbound Rules Table
Virtual Route Table
(based on NetBrain's
algorithm)
Configuration File

Yes

Yes

Yes

Azure Load
Balancer
(Internal)

Device details
Inbound NAT Rules
Table

Load Balancing Rule
Table

Virtual Route Table
(based on NetBrain's
algorithm)
Configuration File

Yes

Yes

Yes

Azure NAT
Gateway

Device details

NAT Table

Virtual Route Table
(based on NetBrain's
algorithm)
Configuration File

Yes

Yes

Yes

Azure Firewall

Device Details
Network Rule
Collection Table
Dnat Rule Collection
Table

Application Rule
Collection Table
Configuration File
Virtual Route Table
(based on NetBrain's
algorithm)

Yes

Yes

Yes
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Enterprise Edge
Router (MSEE)

Device Details
Route Table
Route Summary Table

# ICON | OBJECT NAME SUPPORTED MAP | TOPOLOGY PATH UNSUPPORTED
TECHNOLOGIES FEATURES
9 Azure Device Details Yes Yes No OSl Layer 7 Path
Q} Application Listener Table (URL/Http/Https)
Gateway Rules Table
Http Setting Table
Virtual Route Table
(based on NetBrain's
algorithm)
Configuration File
10 #> | Network Virtual Relationship To Virtual Yes Yes Yes
§/ Appliances Machine Host
(ASAv, Virtual
o | CSR1000v, Machine Details
] Vedge Etc.)
11 Azure Virtual Context Map
@ Wan Device Details
Topology for different
objects like VHub and
VNet and
VPN/ExpressRoute
Gateay
12 .‘@'_ Azure Virtual Context Map
AL Hub (VHub) Device Details
VHub Effective Route
Table
VHub Virtual Route
Table
Configuration File
13 Azure VPN Context Map
Gateway (VHub) Device Details
Neighbor Relationship
Table
Virtual Route Table
Configuration File
14 X Azure Context Map
o> ExpressRoute Device Details
Gateway (VHub) Neighbor Relationship
Table
Virtual Route Table
Configuration File
15 R Azure Microsoft Context Map
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# ICON | OBJECT NAME SUPPORTED MAP | TOPOLOGY PATH UNSUPPORTED
TECHNOLOGIES FEATURES
ARP Table
BGP Advertised Route
Table
Virtual Route Table
Configuration File
16 & "~ Internet Cloud Device Details Yes Yes Yes e NCT route
nternet
| table
e Path
Originated
from the
Internet
17 \| MPLS Cloud Device Details Yes Yes Yes
<" Virtual Route Table
(based on NetBrain's
algorithm)
18 | <{;-> | Azure Service Context Map Yes Yes Yes
Endpoint Device Details
Virtual Route Table
Configuration File
19 T Azure Private Context Map Yes Yes Yes
< > Endpoint Device Details
Virtual Route Table
Configuration File
20 /@, | Azure Private Context Map Yes Yes Yes
Link Services Device Details
Virtual Route Table
Configuration File
21 Azure Storage Context Map Yes Yes Yes
mm— | Account Device Details
22 g Azure Cosmos Context Map Yes Yes Yes
<. | DB Device Details
23 ~— Azure Database Context Map Yes Yes Yes
m for MySQL - Device Details
Single Server
24 Azure Database Context Map Yes Yes Yes

for PostgreSQL -
Single Server

Device Details
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# ICON | OBJECT NAME SUPPORTED MAP | TOPOLOGY PATH UNSUPPORTED
TECHNOLOGIES FEATURES
25 ~—r Azure Database | e  Context Map Yes Yes Yes
for MariaDB e Device Details
Server
26 = Azure SQL e Context Map Yes Yes Yes
m Server e Device Details

9.3. GCP Supported Network Objects and Services

The following table outlines the GCP network objects and public services that NetBrain supports.

# | lcon

Object Name

Supported Features Details

Map

Topology

Path

©

Google
Organization

Organization Details (Name/ID)

Topology between Organization and
Folder/Project

Hyperlink to GCP Portal Organization Details
Page

Yes

Yes

N/A

Google Folder

Folder Details (Name/ID)

Topology between Folder and Organization/Sub-
folder/Project

Hyperlink to GCP Portal Folder Details Page

Yes

Yes

N/A

Google Project

Project Details (Name/ID)

Topology between Project and
Organization/Folder/Resources

Hyperlink to GCP Portal Project Details Page

Yes

Yes

N/A

Google Region

Location is displayed on the map via DVT or Node
Details

Yes

N/A

N/A

© 6 0 @

Google Zone

Location is displayed on the map via DVT or Node
Details

Yes

N/A

N/A

(e}

Google VPC
Network

Name/ID

Hyperlink to GCP Portal VPC Details Page
Subnets

Subnet Auto Creation

Dynamic Routing Mode

MTU

Yes

Yes

Yes
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Machine

CPU Platform
Creation Time
Network Tags
Service Account
Public IPV4 Address

# | lcon | Object Name Supported Features Details Map | Topology Path
Firewall Rules
Firewall Policies
Routes
Static Internal IP Addresses
Private Service Connection
Shared VPC
VPC Peering within Same Organization
VPC Peering crossing different Organizations
VPC Flow Logs Analytics
Name/ID
Hyperlink to GCP Portal VPC Details Page
Subnets
Subnet Auto Creation
Dynamic Routing Mode
MTU
Firewall Rules

7 Google VPC Firewall Policies

9 Routger* Routes Yes | Yes ves

Static Internal IP Addresses
Private Service Connection
Shared VPC
VPC Peering within Same Organization
VPC Peering crossing different Organizations
VPC Flow Logs Analytics
Name/ID
Hyperlink to GCP Portal Subnet Details Page
Project Name/ID (Hyperlink to GCP Portal)
IP Ranges

8 @ Google Subnet Region Yes |Yes N/A
Gateway
Private Google Access
Flow Logs (Hyperlink to GCP Portal)
Name/ID
Hyperlink to GCP Portal VM Details Page
Project Name/ID (Hyperlink to GCP Portal)
Network Interface Nic Details (Name/IP)

. Zone
9 Google Virtual Machine Type Yes |Yes Yes
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Icon

Object Name

Supported Features Details

Map

Topology

Path

Remote Access (Hyperlink to GCP Portal)
Tags
Logs (Hyperlink to GCP Portal)

10

Network Virtual
Appliances

(FortiGate
Firewall, Cisco
CSR1000v, ASAv,
Viptela, etc.)

Host Name

Management IP

Vendor

Model

Software Version

Serial Number

Relationship to VM Hosts
Multi-Source Data Merge
Interfaces Details (Name/IP)

Yes

Yes

Yes

11

Google VPN
Gateway

Name/ID

Hyperlink to GCP Portal VPN Details Page
Project Name/ID (Hyperlink to GCP Portal)
VPC Name/ID (Hyperlink to GCP Portal)
Region

High Availability

HA and Classic VPN Gateway

Site-to-Site VPN Tunnel

BGP Advertised Route

Logs (Hyperlink to GCP Portal)

Yes

Yes

Yes

12

Google Cloud
Router

Name/ID

Hyperlink to GCP Portal Cloud Router Details
Page

Project Name/ID (Hyperlink to GCP Portal)
VPC Name/ID (Hyperlink to GCP Portal)
Region

Google ASN

Advertised Routes Mode

BGP Session Information

Logs (Hyperlink to GCP Portal)

Yes

Yes

Yes

13

Google Cloud
NAT

Name/ID

Hyperlink to GCP Portal Could NAT Details Page
Project Name/ID (Hyperlink to GCP Portal)

VPC Name/ID (Hyperlink to GCP Portal)

Region

Endpoint-Independent Mapping Enabled

Cloud Router Name/ID

Minimum Ports Per VM Instance

UDP Timeout(sec)

Yes

Yes

Yes
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# | lcon

Object Name

Supported Features Details

Map

Topology

Path

TCP Established Timeout(sec)

TCP Transitory Timeout(sec)

ICMP Timeout(sec)

Stackdriving Logging

Monitoring (Hyperlink to GCP Portal)
NAT Mapping Rule

Cloud Router Details

Logs (Hyperlink to GCP Portal)

"

Google Load
Balancer

Name/ID

Hyperlink to GCP Portal Load Balancer Details
Page

Project Name/ID (Hyperlink to GCP Portal)
VPC Name/ID (Hyperlink to GCP Portal)
Region

Protocol (TCP/UDP/HTTP/HTTPS)

Type: (Internal/External)

Backend and Frontend Details

Load Balancing Rule

Host and Path Rule

Yes

Yes

Yes
(Layer 3)

"0

Firewall

Name/ID

Hyperlink to GCP Portal Firewall Details Page
Project Name/ID (Hyperlink to GCP Portal)
VPC Name/ID (Hyperlink to GCP Portal)
Firewall Policy

Firewall Rule

Firewall Rule Logs Analytics (DVT)

Yes

Yes

Yes

0

Partner
Interconnect

Name/ID

Hyperlink to GCP Portal Load Balancer Details
Page

Project Name/ID (Hyperlink to GCP Portal)
VPC Name/ID (Hyperlink to GCP Portal)
Region

Interconnect Name

Partner (Hyperlink to Partner Website)
Admin Enabled

Bandwidth

Cloud Router IP Address

Customer Router IP Address

Creation Time

Edge Availability Domain

Pairing Key

Partner ASN

State: (e.g. ACTIVE)

Yes

Yes

Yes
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# | lcon | Object Name Supported Features Details Map | Topology Path

e Type: (e.g. PARTNER)

e VLAN Tag 8021q: (e.g. 1141)

e (Cloud Router: (e.g. gcp-router-a)
e VLAN Attachment

e Physical Connection

e BGP Advertised Routes

e Name/ID

e Hyperlink to GCP Portal Load Balancer Details
Page

e Project Name/ID (Hyperlink to GCP Portal)

e VPC Name/ID (Hyperlink to GCP Portal)

e Region

e Interconnect Name

e Admin Enabled

e Bandwidth
17 Dedicated e (Cloud Router IP Address
9 edicate e  Customer Router IP Address Yes |VYes Yes
Interconnect

e Creation Time

e Edge Availability Domain

e State: (e.g. ACTIVE)

e Type: (e.g. DEDICATED)

e VLAN Tag 8021q: (e.g. 1141)

e Cloud Router: (e.g. gcp-router-b)
e VLAN Attachment

e Physical Connection

e BGP Advertised Routes

e Name/ID

e Hyperlink to GCP Portal PSC Details Page
e  Project Name/ID (Hyperlink to GCP Portal)
e VPC Name/ID (Hyperlink to GCP Portal)

e  Private Service Connect

Google Private .
e PSC Connection ID
Service Connect Yes Yes No

. e Target
E
ndpoint e |P address
e Namespace
e Cloud DNS
e Topology to VPC Network and Public Service
e Topology for VPC/Private Service Connect and
19 Google Public pology 1o
: Public Service Yes Yes No
Service **
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# | lcon | Object Name Supported Features Details Map | Topology Path
Google Cloud e Topology to VPC Network and Public Service
oogle Clou
? Internet e Topology to Internet Cloud Yes |Yes No
Gateway***
Google VM
. Instance
@ Group*** N/A No No No
2 Google Network
Endpoint N/A No No No
Group***
Notes:

9.4. GCP Supported PaaS Services

* Google VPC Router: Google VPC Router is not an actual object of Google Cloud. NetBrain creates the
Google VPC router for each VPC Network as an interconnect/functional object to simulate the
routing/security check function and store the VPC Network data like VPC Peering and VPC Subnet.

** Google Public Service: Refer to section GCP Supported PaaS Services for more details.

*** Google Cloud Internet Gateway, Google VM Instance Group, and Google Network Endpoint Group
are on the roadmap.

The following table outlines the Google public services that NetBrain supports.

# | lcon Category Public Service Name DNS Record API Reference
1 Google Cloud App appengine.googleapis. | https://cloud.google.com/appengine
1| @€@5 | Compute . ) )
Engine com /docs/admin-api/reference/rest
Compute .
) (Datapbase) Google Cloud Bear baremetalsolution.goo | https://cloud.google.com/bare-
Mental gleapis.com metal/docs/reference/rest
. https://cloud.google.com/run/docs/r
3 @ Compute Google Cloud Run run.googleapis.com . 5008
eference/rest
Google Cloud compute.googleapis.co | https://cloud.google.com/compute/d
4 Compute .
Compute Engine m ocs/reference/rest/v1
Google Cloud recommender.googlea | https://cloud.google.com/recommen
5 Compute .
Recommender pis.com der/docs/reference/rest/
Google Cloud SQL sgladmin.googleapis.c | https://cloud.google.com/sgl/docs/p
6 @ Compute . ;
(5] Server om ostgres/admin-api/rest/
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http://appengine.googleapis.com/
http://appengine.googleapis.com/
https://cloud.google.com/appengine/docs/admin-api/reference/rest
https://cloud.google.com/appengine/docs/admin-api/reference/rest
http://baremetalsolution.googleapis.com/
http://baremetalsolution.googleapis.com/
https://cloud.google.com/bare-metal/docs/reference/rest
https://cloud.google.com/bare-metal/docs/reference/rest
http://run.googleapis.com/
https://cloud.google.com/run/docs/reference/rest
https://cloud.google.com/run/docs/reference/rest
http://compute.googleapis.com/
http://compute.googleapis.com/
https://cloud.google.com/compute/docs/reference/rest/v1
https://cloud.google.com/compute/docs/reference/rest/v1
http://recommender.googleapis.com/
http://recommender.googleapis.com/
https://cloud.google.com/recommender/docs/reference/rest/
https://cloud.google.com/recommender/docs/reference/rest/
http://sqladmin.googleapis.com/
http://sqladmin.googleapis.com/
https://cloud.google.com/sql/docs/postgres/admin-api/rest/
https://cloud.google.com/sql/docs/postgres/admin-api/rest/

# | Icon Category Public Service Name DNS Record API Reference
7 @ Compute Google Cloud cloudfunctions.google | https://cloud.google.com/functions/
P Functions apis.com docs/reference/rest/
Google Cloud Storage | storagetransfer.google | https://cloud.google.com/storage-
8 | QUEH | Storage . .
Transfer Service apis.com transfer/docs/reference/rest/
5 e Storage Google Cloud Storage storage.googleapis.co https://clogd.google.com/storage/do
m cs/json_api/v1/
10 e Storage Google Cloud Storage | firebasestorage.google | https://firebase.google.com/docs/ref
(5] & for Firebase apis.com erence/rest/storage/rest/
r ) . '
Storage Google Cloud firestore.googleapis.co | https://cloud.google.com/firestore/d
11 (Database) i
Firestore m ocs/reference/rest/
. bigtableadmin.googlea | https://cloud.google.com/bigtable/d
12 @ Database Google Cloud Bigtable !E N-8008 L uC.8008 . '
pis.com ocs/reference/admin/rest/
Google Cloud spanner.googleapis.co | https://cloud.google.com/spanner/d
13 Database
Spanner m ocs/reference/rest/
Google Cloud . .
& u. . datamigration.googlea | https://cloud.google.com/database-
14 | QUB) | Database Database Migration . o
Service pis.com migration/docs/reference/rest/
Google firebasedatabase.g00g https://firebase.google.com/docs/ref
15 Database Cloud Firebase leapis.com ’ erence/rest/database/database-
0 Realtime Database reapis.com management/rest/
16 e Database Google redis. 200gleapis.com https://cloud.google.com/memoryst
Cloud Memorystore - : ore/docs/redis/reference/rest/
17 @ Database Google datastream.googleapis
Cloud Datastream .com
18 @ Database Google datastore.googleapis.c | https://cloud.google.com/datastore/
Cloud Datastore om docs/reference/data/rest/
Hybrid and . . .
19 Multicloud Google Cloud Apigee | apigee.googleapis.com
Hybrid and ) cloudbuild.googleapis. | https://cloud.google.com/cloud-
20 . Google Cloud Build . -
@ Multicloud & uaEd com build/docs/api/reference/rest/
. Google clouddebugger.google | https://cloud.google.com/debugger/
21 Operations . .
Cloud Debugger apis.com api/reference/rest/
@ . . logging.googleapis.co https://cloud.google.com/logging/do
22 e Operations Google Cloud Logging m cs/reference/v2/rest/
. Google Cloud monitoring.googleapis. | https://cloud.google.com/monitoring
23 Operations S .
Monitoring com /api/ref v3/rest/
24 e Managemen Google Cloud Shell cloudshell.googleapis.c | https://cloud.google.com/shell/docs/
t Tools om reference/rest/
25 @ Managemen | Google Cloud Cost cloudbilling.googleapis | https://cloud.google.com/billing/refe
t Tools Management .com rence/rest/
% Data Google bigquery.googleapis.co | https://cloud.google.com/bigquery/d
Analytics Cloud BigQuery m ocs/reference/rest/
7 9 Data Google dataproc.googleapis.c | https://cloud.google.com/dataproc/d
Analytics Cloud Dataproc om ocs/reference/rest

NetBrain Integrated Edition Public Cloud Support Release Notes | 83



http://cloudfunctions.googleapis.com/
http://cloudfunctions.googleapis.com/
https://cloud.google.com/functions/docs/reference/rest/
https://cloud.google.com/functions/docs/reference/rest/
http://storagetransfer.googleapis.com/
http://storagetransfer.googleapis.com/
https://cloud.google.com/storage-transfer/docs/reference/rest/
https://cloud.google.com/storage-transfer/docs/reference/rest/
http://storage-xyz.p.googleapis.com/
http://storage-xyz.p.googleapis.com/
https://cloud.google.com/storage/docs/json_api/v1/
https://cloud.google.com/storage/docs/json_api/v1/
http://firebasestorage.googleapis.com/
http://firebasestorage.googleapis.com/
https://firebase.google.com/docs/reference/rest/storage/rest/
https://firebase.google.com/docs/reference/rest/storage/rest/
http://firestore.googleapis.com/
http://firestore.googleapis.com/
https://cloud.google.com/firestore/docs/reference/rest/
https://cloud.google.com/firestore/docs/reference/rest/
http://bigtableadmin.googleapis.com/
http://bigtableadmin.googleapis.com/
https://cloud.google.com/bigtable/docs/reference/admin/rest/
https://cloud.google.com/bigtable/docs/reference/admin/rest/
http://spanner.googleapis.com/
http://spanner.googleapis.com/
https://cloud.google.com/spanner/docs/reference/rest/
https://cloud.google.com/spanner/docs/reference/rest/
http://datamigration.googleapis.com/
http://datamigration.googleapis.com/
https://cloud.google.com/database-migration/docs/reference/rest/
https://cloud.google.com/database-migration/docs/reference/rest/
http://firebasedatabase.googleapis.com/
http://firebasedatabase.googleapis.com/
https://firebase.google.com/docs/reference/rest/database/database-management/rest/
https://firebase.google.com/docs/reference/rest/database/database-management/rest/
https://firebase.google.com/docs/reference/rest/database/database-management/rest/
http://redis.googleapis.com/
https://cloud.google.com/memorystore/docs/redis/reference/rest/
https://cloud.google.com/memorystore/docs/redis/reference/rest/
http://datastream.googleapis.com/
http://datastream.googleapis.com/
http://datastore.googleapis.com/
http://datastore.googleapis.com/
https://cloud.google.com/datastore/docs/reference/data/rest/
https://cloud.google.com/datastore/docs/reference/data/rest/
http://apigee.googleapis.com/
http://cloudbuild.googleapis.com/
http://cloudbuild.googleapis.com/
https://cloud.google.com/cloud-build/docs/api/reference/rest/
https://cloud.google.com/cloud-build/docs/api/reference/rest/
http://clouddebugger.googleapis.com/
http://clouddebugger.googleapis.com/
https://cloud.google.com/debugger/api/reference/rest/
https://cloud.google.com/debugger/api/reference/rest/
http://logging.googleapis.com/
http://logging.googleapis.com/
https://cloud.google.com/logging/docs/reference/v2/rest/
https://cloud.google.com/logging/docs/reference/v2/rest/
http://monitoring.googleapis.com/
http://monitoring.googleapis.com/
https://cloud.google.com/monitoring/api/ref_v3/rest/
https://cloud.google.com/monitoring/api/ref_v3/rest/
http://cloudshell.googleapis.com/
http://cloudshell.googleapis.com/
https://cloud.google.com/shell/docs/reference/rest/
https://cloud.google.com/shell/docs/reference/rest/
http://cloudbilling.googleapis.com/
http://cloudbilling.googleapis.com/
https://cloud.google.com/billing/reference/rest/
https://cloud.google.com/billing/reference/rest/
http://bigquery.googleapis.com/
http://bigquery.googleapis.com/
https://cloud.google.com/bigquery/docs/reference/rest/
https://cloud.google.com/bigquery/docs/reference/rest/
http://dataproc.googleapis.com/
http://dataproc.googleapis.com/
https://cloud.google.com/dataproc/docs/reference/rest
https://cloud.google.com/dataproc/docs/reference/rest

# | Icon Category Public Service Name DNS Record API Reference
-8 @ Data Google dataflow.googleapis.co | https://cloud.google.com/dataflow/d
Analytics Cloud Dataflow m ocs/reference/rest/
29 e Data Google pubsub.googleapis.co | https://cloud.google.com/pubsub/do
Analytics Cloud Pub/Sub m cs/reference/rest/
30 e Data Google Cloud Data datafusion.googleapis. | https://cloud.google.com/data-
Analytics Fusion com fusion/docs/reference/rest/
31 @ Data Google Cloud Data datacatalog.googleapis | https://cloud.google.com/data-
Analytics Catalog .com catalog/docs/reference/rest/
3 9 Data Google Cloud composer.googleapis.c | https://cloud.google.com/composer/
Analytics Composer om docs/reference/rest/
33 F Data Google Cloud Data datastudio.googleapis.
. Analytics Studio com
34 e Data Google Cloud Life lifesciences.googleapis | https://cloud.google.com/life-
Analytics Sciences .com sciences/docs/reference/rest/
Al and . .
an . Google Cloud Vertex aiplatform.googleapis.
35 Machine
. Al com
Learning
Al and Google Cloud notebooks.googleapis https://cloud.google.com/ai-
36 Machine & ’ * | platform/notebooks/docs/reference/
. Notebooks com
Learning rest/
Al'and automl.googleapis.co
37 Q Machine Google Cloud AutoML m ’ ’
Learning —
Al and - s
. Google Cloud Vision - . https://cloud.google.com/vision/doc
38 Machine vision.googleapis.com
. Al s/reference/rest/
Learning
Al and .
. Google Cloud Natural | language.googleapis.c | https://cloud.google.com/natural-
39 Machine
. Language om language/docs/reference/rest/
Learning
Al and )
) Google translate.googleapis.co | https://cloud.google.com/translate/d
40 Machine .
. Cloud Translation m ocs/reference/rest/
Learning
Al and
. Google Cloud Text-to- | texttospeech.googleap | https://cloud.google.com/text-to-
41 Machine .
. Speech is.com speech/docs/reference/rest/
Learning
Al and i
. Google Cloud Speech- | speech.googleapis.co https://cloud.google.com/speech-to-
42 Machine
. to-Text m text/docs/reference/rest/
Learning
Al and . . https://cloud.google.com/dialogflow-
: Google dialogflow.googleapis. .
43 Machine . enterprise/docs/reference/rest/v2-
. Cloud Dialogflow com .
Learning overview
Al and
: Google Cloud . .
44 Machine infer.googleapis.com
. Inference API
Learning
Al and ) .
. Google Cloud recommendationengin | https://cloud.google.com/recommen
45 Machine . . . .
Learning Recommendations Al | e.googleapis.com dations-ai/docs/reference/rest/
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https://cloud.google.com/pubsub/docs/reference/rest/
https://cloud.google.com/pubsub/docs/reference/rest/
http://datafusion.googleapis.com/
http://datafusion.googleapis.com/
https://cloud.google.com/data-fusion/docs/reference/rest/
https://cloud.google.com/data-fusion/docs/reference/rest/
http://datacatalog.googleapis.com/
http://datacatalog.googleapis.com/
https://cloud.google.com/data-catalog/docs/reference/rest/
https://cloud.google.com/data-catalog/docs/reference/rest/
http://composer.googleapis.com/
http://composer.googleapis.com/
https://cloud.google.com/composer/docs/reference/rest/
https://cloud.google.com/composer/docs/reference/rest/
http://datastudio.googleapis.com/
http://datastudio.googleapis.com/
http://lifesciences.googleapis.com/
http://lifesciences.googleapis.com/
https://cloud.google.com/life-sciences/docs/reference/rest/
https://cloud.google.com/life-sciences/docs/reference/rest/
http://aiplatform.googleapis.com/
http://aiplatform.googleapis.com/
http://notebooks.googleapis.com/
http://notebooks.googleapis.com/
https://cloud.google.com/ai-platform/notebooks/docs/reference/rest/
https://cloud.google.com/ai-platform/notebooks/docs/reference/rest/
https://cloud.google.com/ai-platform/notebooks/docs/reference/rest/
http://automl.googleapis.com/
http://automl.googleapis.com/
http://vision.googleapis.com/
https://cloud.google.com/vision/docs/reference/rest/
https://cloud.google.com/vision/docs/reference/rest/
http://language.googleapis.com/
http://language.googleapis.com/
https://cloud.google.com/natural-language/docs/reference/rest/
https://cloud.google.com/natural-language/docs/reference/rest/
http://translate.googleapis.com/
http://translate.googleapis.com/
https://cloud.google.com/translate/docs/reference/rest/
https://cloud.google.com/translate/docs/reference/rest/
http://texttospeech.googleapis.com/
http://texttospeech.googleapis.com/
https://cloud.google.com/text-to-speech/docs/reference/rest/
https://cloud.google.com/text-to-speech/docs/reference/rest/
http://speech.googleapis.com/
http://speech.googleapis.com/
https://cloud.google.com/speech-to-text/docs/reference/rest/
https://cloud.google.com/speech-to-text/docs/reference/rest/
http://dialogflow.googleapis.com/
http://dialogflow.googleapis.com/
https://cloud.google.com/dialogflow-enterprise/docs/reference/rest/v2-overview
https://cloud.google.com/dialogflow-enterprise/docs/reference/rest/v2-overview
https://cloud.google.com/dialogflow-enterprise/docs/reference/rest/v2-overview
http://infer.googleapis.com/
http://recommendationengine.googleapis.com/
http://recommendationengine.googleapis.com/
https://cloud.google.com/recommendations-ai/docs/reference/rest/
https://cloud.google.com/recommendations-ai/docs/reference/rest/

# | Icon Category Public Service Name DNS Record API Reference
Al and
@ . Google Cloud Al )
46 Machine ml.googleapis.com
. Infrastructure
Learning
Al and
. . https://cloud. le. /tpu/docs/
47 Machine Google Cloud TPU tpu.googleapis.com PS.FCIOUC.E0081E.COMAPUICOLS/T
. eference/rest/
Learning
AP . _
48 Managemen Google Cloud healthcare.googleapis. | https://cloud.google.com/healthcare
0 t Healthcare API com /docs/reference/rest/
Al and ) ) .
. Google Cloud API apigateway.googleapis | https://cloud.google.com/api-
49 Machine
. Gateway .com gateway/docs/reference/rest/
Learning
50 @ Containers Google Cloud Artifact | artifactregistry.googlea | https://cloud.google.com/artifacts/d
Registry pis.com ocs/reference/rest/
. Google Cloud containeranalysis.goog
51 Containers . . .
Container Registry leapis.com
. Google Kubernetes container.googleapis.c | https://cloud.google.com/kubernete
52 Containers

Engine (GKE)

om

s-engine/docs/reference/rest/
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