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1. AWS API Access Overview   

NetBrain uses API (more specifically, Boto3 SDK) to retrieve the data from AWS.  There are different ways to 

configure the access to AWS and we will explore  each method  in detail.  

 

1. Key-based Access : Set up a public key and private key so NetBrain can use static key (s) to discover AWS 

resources.  

2. Role -based Access : Set up different roles for NetBrain to access AWS accounts and it doesnɅt require any 

static key.   

3. Combined Access : This is the method in which you will need to configure the key -based access for one 

master account and from there to further access the monitored accounts via role -based access method .  

 

1.1. Key-based Access Overview  

NetBrain requires AWS public key and secrete key to be configured to access the data from AWS  for key -based 

access. NetBrain will use the configured credentials to send http requests via Front Server, therefore  Front Server 

is not required to have the related access to the Amazon AWS websites from internet access perspective :  

*.amazonaws.com  

 

The following diagram shows how you can configure the NetBrain servers to access your different AWS accounts, 

which are called monitored accounts (where  the infrastructure data resides ). In this deployment model, you will 

need to create static keys (includ ing public keys and private keys) for each account and use these keys to access 

AWS resources.   

 

As the requirement is to  access Amazon AWS website from the Front Server, you could deploy the Front Servers 

either in your on -prem data center or in AWS. And  the re is no limitation on how to deploy NetBrain Front Servers.  

 

If you have traditional devices, CPE devices or devices in the colocation to be discovered, please make sure the 

Front Server has access to these devices.  
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1.2. Role-based Access Overview  

Role-based access requires you to configure the proper roles for NetBrain to assume for data retrieval, the 

following diagrams demonstrate the  high -level concept s of role -based access deployment:  

 



 
6 |  NetBrain Quick Setup Guide  (AWS) 

 

 

 

There are  two types of account:  

1. Gateway Account : Gateway account delegate s access to other accounts. This will typically be the account 

for monitoring, security,  and audit ing purpose s in multi -account architecture.  

2. Monitored Accounts : Accounts that host infrastructure data and need to be discovered.  

 

The solution requires th e NetBrain Front  Server run on an EC2 instance in a gateway account. In the account to be 

monitored, a role needs to be created to delegate and authorize access fro m the EC2 instance in the gateway 

account.  

Once the proper role and policy ha ve been configured, Net Brain Front  Server can read the network configuration s 

and run stat istics from the monitored accounts.  

 

The following diagram shows a detail ed structure  of this deployment . (Note : You only need to install the F ront 

Server within EC2 instance to assume proper roles. ) You can still have other NetBrain components sit in your on -

prems Data Centers for communication purposes if  you have IPSec or direct connections to the cloud 

environment.  
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1.3. Combined Access Overview  

In some cases, you donɅt want to give permission to EC2 instances to assume the role for security or other 

considerations , you could leverage the combined access metho d. 

As depicted  the following diagram, we use the key -based access to access the gateway account. The created user 

can assume the role in the monitored accounts. In this way, you can install the Front Server anywhere if  it has 

access to the AWS website.  
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2. Setting Up Key-based Access  

Example:  A visualized topology map for the network of AWS VPC with site -to -site VPN and direct connect ion  to the 

local network . 

 

 

2.1. Creating AWS Access Policy in Amazon Console  

The AWS access policy defines the minimal scope of permissions that enables  NetBrain to retrieve the data to 

build the data model and use the CloudWatch API to monitor the services running in your AWS account.  
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Note:  You can create and use  the policy  anytime when enabling NetBrain to access your AWS account. 

1. Go to Identity and Ac cess Management (IAM)  in your Amazon Console.  

 

2. Go to Policies  and click Create policy . 
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3. Select the JSON tab, and paste the predefined policy  in JSON as fol low s, or copy from downloadable file : 

https://www.dropbox.com/s/xieb12fvtctcuvp/NetBrainPolicy.json?dl=0
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{ 

  "Version": "2012 -10-17", 

  "Statement": [  

        { 

            "Action": [  

                "autoscaling:Describe*",  

                "autosc aling -plans:Describe*",  

                "autoscaling -plans:GetScalingPlanResourceForecastData",  

                "cloudwatch:Describe*",  

                "cloudwatch:Get*",  

                "cloudwatch:List*",  

                "directconnect:Describe*",  

                "ec2:Describe*",  

                "ec2:Get*",  

                "ec2:SearchTransitGatewayRoutes",  

                "elasticloadbalancing:Describe*"  

            ], 

            "Effect": "Allow",  

            "Resource": "*"  
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        }     

    ]  

} 

4. Click Review Policy  and enter  the  policy name in the Name  field  (i.e. NetBrain_access_policy). 

 

5. Click Create policy . 

 

2.2. Enabling Access to Your Amazon Account Using Key-based Access 

To get the information required to  build the data model , NetBrain needs to identify all the virtualized 

infrastructure components in your AWS environment. This information is used to understand the context of your 

applications, services, and hosts. To enable it , you need to authorize NetBrain  to  access your Ama zon metrics.  

You can enable NetBrain to access your AWS metrics by either using a private access key (key -based access) or 

defining a special role for NetBrain (role -based access). In either  cases, make sure that your Front Server (used for 

data  retrieval)  has a working connection to AWS  by configur ing your proxy for Front Server or whitelist 

*.amazonaws.com  in your firewall settings.  

NetBrain can use access keys to enable  secure REST or Query protocol requests to the AWS service API. You  wil l 

need to gener ate an Access Key ID and a secret access key so NetBrain can use them to get the metrics from 

Amazon Web Services.  

Note:  if you are adding multiple AWS accounts into NetBrain, please repeat step 1.1 to 1.3 for each account.  

 

Pre requisites : 

Á Rights to create a new AWS user  

Á AWS account ID 
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Á The Amazon Access Key ID and secret access key 

Proceed with the following steps:  

1. In the  Amazon IAM Console, click Users  > Add user . 

2. Enter a name for the key ( i.e. NetBrain_access_user ).  

3. In the  Select AWS access type  area, select the Programmatic access  check box  and click Next:  

Permissions . 

 

4. Click Attach existing policies  directly  and select the monitoring policy you  have defined : 

NetBrain_access_policy , then  click Next: Review . 

 

5. Review the user details and click Create user . 

6. Store the Access key ID name (AKID) and secret access key values. You can either download the user 

credentials or click Show  to copy the credentials displayed online.  

 

2.3. Configuring NetBrain to Access AWS Using Key-based Access 

Once you've granted AWS access to NetBrain, it's time to connect NetBrain to your Amazon AWS account.  
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1. In the Domain Management page , select Operations > Discover Settings > API Server Manager  from the 

quick access toolbar . 

 

2. In the Server Name  field, enter a me aningful  name that can uniquely identify your AWS account.  

3. Create a new external API server and select Amazon AWS  as the API Source Type .  

1) In the Access Key Id  field, paste the identifier of the key you created in A WS for NetBrain access.  

2) In the Secret Access Key  field, paste the value of the key you created in A WS for NetBrain access.  

3) In the Endpoint  (Account ID)  field, enter the AWS account identifier.  

4) Click Test  to verify the connection.  

5) Click OK to  save the connection.  
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4. Once the connection is successfully verified and saved , proceed to Discovering AWS Network in NetBrain 

Domain  to start the data  retrieval  process. 

Note:  By default , NetBrain quer ies all regions in your AWS accounts for  data  retrieval . NetBrain will further identify 

whether there are resources for these regions  based on whether the ENI interface exist s in these regions . If you only  

want to retrieve the data for speci fic regions, you can specify  the regions that  you want NetBrain to access  in the 

Parameter List  field . 
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3. Setting Up Role -based Access  

In Role-based Access Overview , we discussed how you can set up role -based access for your AWS accounts. In this 

chapter,  weɅll get into more  detail s.  

 

 

 

3.1. Creating AWS Access Policy and Role for Monitored Accounts  

1. Go to  Policies  in Identity and Access Management (IAM) .  

2. Create a new resource access policy to grant read access to the services for  monitor ing purposes .  
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The JSON policy can be downloaded from here:  NetbrainMonitorPolicy.json  

{ 

    "Version": "2012 -10-17", 

    "Statement": [  

        { 

            "Action": [  

                "autoscaling:Describe*",  

                "autoscaling -plans:Describe*",  

                "autoscaling -plans:GetScalingPlanResourceForecastData",  

                "cloudwatch:Describe*",  

                "cloudwatch:Get*",  

                "cloudwatch:List*",  

                "directconnect:Describe*",  

                "ec2:Describe*",  

                "ec2:Get*",  

                "ec2:SearchTransitGatewayRoutes",  

                "elasticloadbalancing:Describe*"  

            ], 

            "Effect": "Allow",  

            "Resource": "*"  

http://confluence.netbraintech.com/confluence/download/attachments/115548120/NetbrainMonitorPolicy.json?version=1&modificationDate=1586378911000&api=v2
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        } 

    ] 

} 

Follow the steps below to c onfigure role: 

1. Go to Roles  in Identity and Access Management (IAM )  

2. Create a new role.  

3. Attach the policy (created previously ) to the role.  

 

 

4. Go to Trust relationships  and add the statements to allow EC2 instance from the gateway 

account t o assume this role.  

Note:  The role name of the EC2 instance (e.g. NetbrainAccessRoleForEC2) shall match the EC2 instance role name 

configure d in the gateway account.  
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The sample trust relationship JSON statements are as follows .  

Note:  Please replace the account ID, role name and External ID to reflect your specific configuration.  

{ 

  "Version": "2012 -10-17", 

  "Statement": [  

    { 

      "Effect": "Allow",  

      "Action": "sts:AssumeRole",  

      "Principal": {  

        "AWS": [ 

          "arn:aws:iam::<12 -digit gateway account number>:role/<role for your EC2 Instance run Netbrain FrontServer (i.e. 

NetbrainAccessRoleForEC2)>" 

        ] 

      }, 

      "Condition": {  

        "StringEquals": {  

          "sts:ExternalId": "<External ID generated from tenant>"  

        } 

      } 

    } 

  ] 

} 
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3.2. Configuring EC2 Role for NetBrain Front  Server in AWS Gateway Account  

This section illustrates  how to create a role for EC2 instance in the gateway account using AWS console. 

This will allow the EC2 instance which hosts Net Brain Workstation  to have access permission to the 

monitored accounts.  

1. Go to Roles in Identity and Access Management (IAM)  and create a new role.  

2. Select "AWS service " and " EC2" for this role.  

3. Enter the role name  (i.e. NetbrainAcces sRoleForEC2) 

Note : The role name shall match the one you previously picked when configuring the trusted relation in the 

monitored account.  

4. Skip the Permissions (i.e. policy) section  in the wizards. (The policy will be added in later .) 
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5. After the role  is successfully created , open the role  and attach an inline policy to allow EC2 

instance to assume NetbrainAccessRole  in monitored accounts.  

 
















































