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1. AWS API Access Overview

NetBrain uses APl (more specifically, Boto3 SDK) to retrieve the data from AWS. There are different ways to
configure the access to AWS and we will explore each method in detail.

1. Key-based Access : Set up a public key and private key so NetBrain can use static key (s) to discover AWS
resources.

2. Role-based Access: Set wup di fferent roles for NetBrain to acce
static key.

3. Combined Access : This is the method in which you will need to configure the key -based access for one
master account and from there to further access  the monitored accounts via role -based access method .

1.1. Key-based Access Overview

NetBrain requires AWS public key and secrete key to be configured to access the data from AWS  for key -based
access. NetBrain will use the configured credentials to send http requests via Front Server, therefore Front Server
is not required to have the related access to the Amazon AWS websites from internet access perspective

* amazonaws.com

The following diagram shows how you can configure the NetBrain servers to access your different AWS accounts,
which are called monitored accounts (where the infrastructure data resides ). In this deployment model, you will
need to create static keys (includ ing public keys and private keys) for each account and use these keys to access
AWS resources.

As the requirement is to access Amazon AWS website from the Front Server, you could deploy the Font Servers
either in your on -prem data center or in AWS. And there is no limitation on how to deploy NetBrain  Font Servers.

If you have traditional devices, CPE devices or devices in the colocation to be discovered, please make sure the
Front Server has access to these devices.
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NetBrain Application Server

o Lo

Task Engina  Worker Server

Web Server Web APl Server Front Server fontroller Tce co2s

Public Key1

Private Key1 *» Public Key2

« Private Key2

¥ amazonaws.com

AWS Cloud - Monitored Account 1 AWS Cloud - Monitored Account 2

1.2. Role-based Access Overview

Role-based access requires you to configure the proper roles for NetBrain to assume for data retrieval, the
following diagrams demonstrate the high-level concept s of role -based access deployment:
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Billing account

Security and audit Application account
account (Prod/non-prod)

There are two types of account:

1. Gateway Account : Gateway account delegate s access to other accounts. This will typically be the account
for monitoring, security, and audit ing purpose s in multi -account architecture.

2. Monitored Accounts : Accounts that host infrastructure data and need to be discovered.

The solution requires th e NetBrain Front Server run on an EC2 instance in a gateway account. In the account to be
monitored, a role needs to be created to delegate and authorize access fro  m the EC2 instance in the gateway
account.

Once the proper role and policy ha ve been configured, Net Brain Front Server can read the network configuration s
and run stat istics from the monitored accounts.

The following diagram shows a detail ed structure of this deployment . (Note : You only need to install the F ront
Server within EC2 instance to assume proper roles. ) You can still have other NetBrain components sit in your on -
prems Data Centers for communication  purposes if you have IPSec or direct connections to the cloud
environment.
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AWS Cloud - Gateway Account - 1234

NetBrain Front Server
|

Attach |IAM Role

IAM Role: NetBrain_FrontServer_role

Assume Role

—

Assume Role

/.

Inline Policy: NetBrain_assume_policy

1.3. Combined Access Overview

In some cases,y 0 U

donAt

want

Policy: NetBrain_access_policy

AWS Cloud - Monitoerad Acgdunt 0001
IAM Role: NetBrain_access_role

Trusted entities: account 1234
Requires External ID: 3333

Trusted Relationship .

AWS Cloud - Monitored Account 0002

14M Role: NetBrain_access_role

Trusted entities: account 1234
Requires External ID: 3333

Trusted Relationship :

AWS Cloud - Monitored Account 0002

14M Role: NetBrain_access_role

Trusted entities: account 1234 )

Requires External ID: 3333

Trusted Relationship :

to

gi ve

permi ssion

considerations , you could leverage the combined access metho d.

sts:Externalld®: "3333"

to EC2 instances

As depicted the following diagram, we use the key -based access to access the gateway account. The created user

can assume the role in the monitored accounts. In this way, you can install the

access to the AWSwebsite.

Front Server anywhere if it has
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Policy: NetBrain_access_policy

{
"version™: "2012-18-177,
"Statement™: [
“Effec “Allow",
“Action”: [
"autoscaling:DescribeAutoScalingGroups”,|
“cloudwatch:GetMetricData”,
AWS Cloud - Monitoered nt 0001 "ec2:DescribeAvailabilityZones”,
“ec2:Describelnstances”,
1AM Role: NetBrain_access_role "ec2:Describevolumes”,
. "describe_reglons’
Trusted entities: account 1234 1Qesring MeATIphLLICY Somse"
Requires External ID: 3333 describe_ypcs
"describe_subnets’
Trusted Relationship ;uescriba_tuctancas:
‘describe_nat_gateways'
‘describe_network_interfaces’
‘describe_addresses’
Assume Role
Trust Relationship
E AWS Cloud - Monitored Account 0002 {
A loud - -1234 2 " fogi W R
WS Cloud - Gateway Account - 123 1AM Role: NetBrain_access_role _vernon ._'2012 10-17",
Statement™: [
- {
Trusted entities: account 1234 “Effect™: "Allow®,
Requires External ID: 3333 "Action": "sts:AssumeRole",
"principal®: |[
Trusted Relationship - "AWS": [
Assume Role ws:iam::1234:role/NetBrain FrontServer role"
1
1o
5 "Condition": [
« Public Key1 ipeai
' Stringiquals™:
P 1
s FrivalaKey "sts:Externalld”: "3333"
AWS Cloud - Monitored Account 0002 )
)
14M Role: NetBrain_access_role )
]
Trusted entities: account 1234 }
i Requires External ID: 3333
Front Server B .
Trusted Relationship :
*.amazonaws.com
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2. Setting Up Key-based Access

Example: A visualized topology map for the network of AWS VPC with site -to-site VPN and direct connection to the

local network .
s 'F
1 =t
ip-1?2—2?—0-13 l—;;}]"
3.18.73221
\ awsAWS-Support Test(i-00f...

Cisco Router
172.26.045
AWS EC2 Instance

172.26.0.0/26
subnet-01fb350af825a535
|
VGW-Netbond(vgw-0ed7b3566...
s

AWS Virtual Private Gateway

i
To-ATT-NetBond(4858a220-a...
1 \
AWS DX Gateway

qDhcz2-3 }'Dknug.loethfd xeon-fgwbdsuf)

=
I
transit-vpc(vpc-08248fh7d... £ £
o
AWS VPC Router = §
- é"n E
b £
z =
s H
g. =
i
< £
2 I
i Il
i

EQC50-2xe 6k2;'blgjun(dxcon...

AWS DJIQ Router ’
EqDC2-38rot99mmo9t4(dxcon...
£

- ~
- A . o=
P-Transig-NB-VGW(u;gw-N... EQC50-3bgok38egk2gm(dxcon... g WS DX Router EqDC2 Srokoudtoeqhotdxcon
AWS Virtual Private Gateway 7 "(,‘? AWS DX Router m
/. RN 8 AWS DX Router
‘3 NG, S, e
3 N g \.fﬂ. 7 =
/ o \\‘30 ~ Q-?; 5 -
oy N, S, ]
I N ~
' AT ~ ~ |
§ % N H
¥ T
i \,‘%‘ ~ “ (k_“\P-Es
\-/6. -~
N ~ .
~ ~ i+
~ I ATT_NETBOND
~ i 7
~ “ Qﬂ,}?\ MPLS L3 VPN '
L -
™~ ~ o ~ —
2, -
~ N -
= 7\ -
Tu b -
"t g - e‘?)-i: e -
02253-. -~ 2 \\ Gm‘&._ga‘ii -
108 50 ™~ o v -
2B B, A -
=, nne! —_——
T =l N (+ I
0131721692512, S, -
vl \W/m
| - ACKATHON 172
us BO‘S Rl " BUR12-LAB-FW1/act
/4108151 172.16.8.0/22
Cisco RDILI ter 192.168.0.25
! L Cisco ASA Firewall

2.1. Creating AWS Access Policy in Amazon Console

that enables NetBrain to retrieve the data to

The AWS access policy defines the minimal scope of permissions
build the data model and use the CloudWatch API to monitor the services running in your AWS account.
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Note: You can create and use the policy anytime when enabling NetBrain to access your AWS account.

1. Goto Identity and Ac cess Management (IAM) in your Amazon Console.

aWE’T Services ~ Resource Groups v *

AWS Management Console

AWS services

Find Services
You can enter names, keywonds or acronyms.
| Q iarn|

1AM

Manage access to AWS resources
P All services

2. Goto Policies and click Create policy

10 | NetBrain Quick Setup Guide (AWS)



Services

Identity and Access
Management (IAM)

Dashboard

» Access management
Groups
Users
Roles
Policies
Identity providers

Account settings

v Access reports

Access analyzer

Archive rules
Analyzers

Settings

Credential report
Organization activity

Service control policies (SCPs)

Q, Search

AWS account ID:

74789

325

3. Select the JSONtab, and paste the predefined policy

Resource Groups v *

Create policy Policy actions ~

Filter policies Q search

Policy name «

AccessAnalyzerServiceRolePolicy
AdministratorAccess
AlexaForBusinessDeviceSetup
AlexaForBusinessFullAccess
AlexaForBusinessGatewayExecution
AlexaForBusinessMNetworkProfileServic
AlexaForBusinessPolyDelegatedAcces
AlexaForBusinessReadOnlyAccess
AmazonAPIGatewayAdminisirator
AmazonAPIGatewaylnvokeFullAccess
AmazonAPIGatewayPushToCloudWatc
AmazonAppStreamFullAccess
AmazonAppStreamReadOnlyAccess
AmazonAppStreamServiceAccess
AmazonAthenaFullAccess
AmazonAugmentedAlFullAccess
AmazonAugmentedAlHumanLoopFulla

AmazonChimeFullAccess

in JSONas follows, or copy from downloadable file
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https://www.dropbox.com/s/xieb12fvtctcuvp/NetBrainPolicy.json?dl=0

Create policy o )

A policy defines the AWS permissions that you can assign to a user, group, or role. You can create and edit a policy in the visual editor and using JSON. Learn more

Visual editor JSON Import managed policy
1-9
2 "Version": "2812-18-17",

S+ "Statement": [

v "Action": [

6 "autoscaling:Describe*",

"autoscaling-plans:Describe*",

8 "autoscaling-plans:GetScalingPlanResourceForecastData",
S "cloudwatch:Describe*",

10 "cloudwatch:Get*",

11 "cloudwatch:List*",

12 "directconnect:Describe®",
13 "ec2:Describe*",

14 "ec2:Get*",

15 "ec2:5earchTransitGatewayRoutes”,
16 "elasticloadbalancing:Describe*"

17 1,

18 "Effect": "Allow",
19 "Resource™: "#"

20 }

21 1

22 }

23

Character count 371 of 6 144 " -
Character count: 371 of 6,144 Cancel Review policy

{
"Version": "2012 -10-17",
"Statement": [
{
"Action": [
"autoscaling:Describe*",
"autosc aling -plans:Describe*",
"autoscaling -plans:GetScalingPlanResourceForecastData",
"cloudwatch:Describe*",
"cloudwatch:Get*",
"cloudwatch:List*",
"directconnect:Describe*",
"ec2:Describe*",
"ec2:Get*",
"ec2:SearchTransitGatewayRoutes",
"elasticloadbalancing:Describe*"
1
"Effect": "Allow",
"Resource": "*"

12 | NetBrain Quick Setup Guide (AWS)



4. Click Review Policy and enter the policy name inthe Name field (i.e. NetBrain_access_policy).

Create policy

Review policy

Name*

Use alphanumeric and '+=,. @-_' characters. Maximum 128 characters

Description

Maximum 1000 characters. Use alphanumeric and '+=, @-_' characters

5. Click Create policy .

2.2. Enabling Accessto Your Amazon Account Using Key-based Access

To get the information required  to build the data model , NetBrain needs to identify all the virtualized
infrastructure components in your AWS environment.  This information is used to understand the context of your
applications, services, and hosts. To enable it, you need to authorize NetBrain to access your Amazon metrics.

You can enable NetBrain to access your AWS metrics by either using a private access key (key -based access) or
defining a special role for NetBrain (role -based access). In either cases, make sure that your Front Server (used for
data retrieval) has a working connection to AWS by configur ing your proxy for Front Server or whitelist
*.amazonaws.com in your firewall settings.

NetBrain can use access keys to enable secure REST or Query protocol requests to the AWS service API. You will
need to gener ate an Access Key ID and a secret access key so NetBrain can use them to get the metrics from
Amazon Web Services.

Note: if you are adding multiple AWS accounts into NetBrain, please repeat step 1.1 to 1.3 for each account.

Prerequisites :

A Rights to create a new AWS user

A AWS account ID

NetBrain Quick Setup Guide (AWS)| 13



A The Amazon Access Key ID and secret access key
Proceed with the following steps:
1. In the Amazon IAM Console, click Users > Add user.
2. Enter a name for the key ( i.e. NetBrain_access_user ).

3. In the Select AWS access type area, select the Programmatic access check box and click Next:
Permissions .

Add user o »

Set user details
You can add multiple users at once with the same access type and permissions. Leam more
User name* | NetBrain_access_user

© Add another user

Select AWS access type
Select how these users will access AWS. Access keys and autogenerated passwords are provided in the last step. Learn more

Access type® ¢/ Programmatic access
Enables an access key ID and secret access key for the AWS API, CLI, SDK, and
other development tools.

AWS Management Console access
Enables a password that allows users 1o sign-in to the AWS Management Console

4. Click Attach existing policies  directly and select the monitoring policy you have defined :
NetBrain_access _policy ,then click Next: Review

Add user 1 o

~ Set permissions

:.I ‘I‘ Add user to group Copy permissions from E Aftach existing policies

M existing user directly

5. Review the user details and click Create user .

6. Store the Access key ID name (AKID) and secret access key values. You can either download the user
credentials or click Show to copy the credentials displayed online.

2.3. Configuring NetBrainto ~ Access AWS Using Key-based Access

Once you've granted AWS access to NetBrain, it's time to connect  NetBrain to your Amazon AWS account.
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1. In the Domain Management page , select Operations > Discover Settings > API Server Manager from the
quick access toolbar .

Edit BExternal APl Server b4

* Server Name: | AWS2

Description:

* APl Source Type: | Amazon AWS W
* Endpoint (Account ID): | AWS_Lab_Account_070113567925
* Access Key Id: | AKIARAUYYES2TAXHETAT
* Secret Access Keyi | sreesssrsmssmsasmsssssmsssnsnsnnes

* Front Server/Front Server Group: | local(127.0.0.1) W

Advanced ~,

Farameter List: 1 items =+ add
Key Value

Region Names us-gast-1,us-east-2, us-west-1,us-west-2

Managed Devices: 12

Test Cancel 0K

2. Inthe Server Name field, enter a me aningful name that can uniquely identify your AWS account.

3. Create a new external API server and select Amazon AWS asthe API Source Type .
1) Inthe Access Key Id field, paste the identifier of the key you created in A WSfor NetBrain access.
2) Inthe Secret Access Key field, paste the value of the key you created in A WSfor NetBrain access.
3) Inthe Endpoint (Account ID) field, enter the AWSaccount identifier.
4) Click Test to verify the connection.

5) Click OK to save the connection.
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Add External APl Server

Test Bxternal APl Server

* Server Name: | §

Start Time: 2020-04-09 14:57:40
Description:

L Connecting to Front Server({fs_local) ...

Successful
* APl Source Type:
4 Connecting to end points (747895045325) via Front

* Endpoint (Account ID): | J server(fs_local] ...

Verified prograrmming keys for account 747893045325, Found
*Access Key Id: | the following regions with allocated resources: ca-central-1,us-
: east-1,us-east-2, us-west-1,us-west-2

* Secret Access Key: | o Suc ful

| End Time:2020-04-09 14:58:07
* Front Server/Front Server Group:

Advanced - |

Managed Devices: 0

Test Cancel | OK |

4. Once the connection is successfully verified and saved , proceed to Discovering AWS Network in NetBrain
Domain to start the data retrieval process.

Note: By default , NetBrain quer ies all regions in your AWS accounts for data retrieval . NetBrain will further identify
whether there are resources for these regions  based on whether the ENI interface exist s in these regions . If you only
want to retrieve the data for speci fic regions, you can specify the regions that you want NetBrain to access in the
Parameter List field.

Parameter

Key: | Region Mames w

Value: | us-east-1,us-east-2 |

Cancel Save |

16 | NetBrain Quick Setup Guide (AWS)



3. Setting Up Role -based Access

In Role-based Access Overview, we discussed how you can set up role -based access for your AWS accounts. In this

chapter, we Al |  giere¢ defaihst o

Policy: NetBrain_access_policy

{
“version": “2012-18-177,
“Statement”™: [
{
“Effect”: "Allow",
"action”: [
“autoscaling:DescribesutoScalingGroups”,|
“clouduatch: Gethetricoata”,

AWS Cloud - Monitcered funt 0001 4
Volumes”,
ibe_reglons®
‘describe_availability zones'
"describe_vpcs®
‘describe_subnets”

1M Role: NetBrain_access_role

Trusted entities: account 1234
Requires External ID: 3333

‘describe_instances’

Trusted Relationship .
"describe_nat gateways'

B AWS Cloud - Gateway Account - 1234 ‘describe_network_interfaces’
T — ‘describe_addresses’
Trust Relationship
AWS Cloud - Monitored Account 0002 {
g myersion™: "2012-10-17",
1AM Role: NetBrain_access_role yeras L 12012=10
_1 Statement™: |
G (
Trusted entities: account 1234 ec "Allow",
Requires External ID: 3333 "Action": "sts:Ass ole”
NetBrain Front Server eq sEdema 3 -25;;:2‘;1::7 el
Alfach )M Role Trusted Relationship - "AWS": [
Assume Role "arn:aws:iam::1234:role/NetBrain FrontServer role"
IAM Role: NetBrain_FrontServer_role i ]
|

Equals™: |
Externallid®: "3333"
AWS Cloud - Monitored Account 0002 )
]

Inline Policy: NetBrain_assume_policy 1AM Role: NetBrain_access_role : )

T—"— Trusted entities: account 1234 )
Requires External ID: 3333

Trusted Relationship -

3.1. Creating AWS Access Policy and Role for Monitored Accounts

1. Goto Policies in Identity and Access Management (IAM)
2. Create a new resource access policy to grant read access to the services for monitor ing purposes .
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Services Resource Groups v *

Identity and Access Policies > NetbrainMonitorPolicy
Management (IAM) 1 Summary
Dashboard Policy ARN arn:aws:iam:070113567925:policy/NetbrainMonitorPolicy €3]
+ Access management Description
Groups —
Permissions Policy usage Policy versions Access Advisor
Users

Roles Policy summary | {}JSON | | Edit policy
{

Identity providers

Account settings

v Access reports

Access analyzer 2

Archive rules
Analyzers

Settings >

Credential repart s

Organization activity

])
"Effect":
"Resource":

Service control policies (SCPs)

The JSONpolicy can be downloaded from here:  NetbrainMonitorPolicy.json

"Version": "2012 -10-17",
"Statement": [
{
"Action": [
"autoscaling:Describe*",
"autoscaling -plans:Describe*",
"autoscaling -plans:GetScalingPlanResourceForecastData",
"cloudwatch:Describe*",
"cloudwatch:Get*",
"cloudwatch:List*",
"directconnect:Describe*",
"ec2:Describe*",
"ec2:Get*",
"ec2:SearchTransitGatewayRoutes",
"elasticloadbalancing:Describe*"
1,
"Effect”; "Allow",
"Resource": "*"
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http://confluence.netbraintech.com/confluence/download/attachments/115548120/NetbrainMonitorPolicy.json?version=1&modificationDate=1586378911000&api=v2

Follow the steps below to ¢ onfigure role:

1. Goto Roles in Identity and Access Management (1AM )

2. Create a new role.

3. Attach the policy (created previously ) to the role.

Identity and Access
Management (IAM)

Dashboard

v Access management
Groups
Users
Roles
Policies
Identity providers

Account settings

w Access reports

Access analyzer

Archive rules
Analyzers

Settings

Credential report
Organization activity

Service control policies (SCPs)

4. Goto Trust relationships

Roles > NetbrainAccessRole

Summary

Role ARN arn:aws:iam::070113567925:role/NetbrainAccessRole (7]
Role description Edit
Instance Profile ARNs ]
Path
Creation time 2020-04-09 13:51 EDT
Last activity 2020-07-10 12:51 EDT (33 days ago)
Maximum session duration 1 hour Edit

Give this link to users who can switch roles in the https://signin.aws.amazon.com/switchrole?roleName=NetbrainAcc
console

Permissions 'I'rus@latlonships Tags Access Advisor Revoke sessions
~ Permissions policies (2 policies applied)

Attach policies

Policy name

» read-app

I » NetbrainMonitorPolicy l

and add the statements to allow EC2 instance from the gateway

account t o assume this role.

Note: The role name of the EC2 instance (e.g. NetbrainAccessRoleForEC2) shall match the EC2 instance role name

configure d in the gateway account.
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a\ﬁ/S Services v  Resource Groups v % Q

Identity and Access Roles > NetbrainAccessRole
Management (IAM) 4 Summary
Dashboard Role ARN arn:aws:lam::070113567925:role/NetbrainAccessRole (]
w Access management Role description Edit
Groups Instance Profile ARNs [}
Users Path
Roles Creation time 2020-04-09 13
Policies Last activity 2020-07-10 12:51 EDT (33 days ago,
Identity providers Maximum session duration 1 hour Edit
Account settings Give this link to users who can switch roles in the hitps://signin.aws.amazon.com/switchrol Name=NetbrainAccessRole&account=070113567925 ”a

console
w Access reports

ccess analyzer Tags Access Advisor Revoke sessions

Archive rules

You can view the trusted entities that can assume the role and the access conditions for the role. Show policy document
Analyzers
Edit trust relationship
Settings
Trusted entities Conditions
Credential report n
The following trusted entities can assume this role The following conditions define how and when trusted entities can assume the role
Organization activity
Service control policies (SCPs) Trusted entities Condition Key Value
arm:aws:iam::747895045325:role/NetbrainAccessRoleForEC2 StringEquals  sts:Externalld  netbrain

The sample trust relationship  JSONstatements are as follows .

Note: Please replace the account ID, role name and External ID to reflect your  specific configuration.

{
"Version": "2012 -10-17",

"Statement": [
{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Principal": {
"AWS": [
"arn:aws:iam::<12 -digit gateway account number>:role/<role for your EC2 Instance run Netbrain FrontServer (i.e.
NetbrainAccessRoleForEC2)>"
]
h
"Condition"; {
"StringEquals”: {
"sts:Externalld": "<External ID generated from tenant>"
}
}
}
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3.2. Configuring EC2 Role for NetBrain Front Server in AWS Gateway Account

This section illustrates how to create arole for EC2 instance in the gateway account using AWS console.
This will allow the EC2 instance which hosts Net Brain Workstation to have access permission to the
monitored accounts.

1. Goto Roles in Identity and Access Management (IAM) and create a new role.
2. Select "AWS service " and "EC2' for this role.
3. Enter the role name (i.e. NetbrainAcces sRoleForEC2

Note : The role name shall match the one you previously picked when configuring the trusted relation in the
monitored account.

4. Skip the Permissions (i.e. policy) section in the wizards. (The policy will be added in later.)
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5. After the role is successfully created , open the role and attach an inline policy to allow EC2
instance to assume NetbrainAccessRole in monitored accounts.
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