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1. Public Cloud Support

As more and more IT workloads are being moved to the public cloud, operating the public cloud environment
becomes a very changeling task for IT specialists. Even if the automation and agility during the provisioning
process have been greatly improved, it is not the same when it comes to the manageability of the pubic cloud
environment. The main challenges of managing public cloud consists of the following aspects:

e Lack of visibility: agile provision of cloud resources makes visibility difficult using the traditional
manual method.

¢ Huge number of accounts and subscriptions: to comply with the security requirements, you may
have huge number of accounts and subscriptions that used by different teams, managing all resources
scattered in all these accounts and subscriptions bring huge management burden to the team when it
comes to the troubleshooting cloud issues.

e Multi-cloud and hybrid-cloud environments: East-West Traffic supporting key application often
traverse physical data center, SDN data center and public cloud. You may also have different public
cloud providers to prevent vendor lock-in. As a result, a lot of organizations bring multiple public cloud
providers into their production use and you will need to understand different cloud provider's
unigueness.

e Collaboration within different teams and customers: as the application that traverses through
your network may involves multiple teams: network team, security team, cloud team server team and
application team. When problem occurs, you may need to involve all the related teams together to
figure out the root cause.

The need to have the visibility into the public cloud becomes very critical. In the R10 version we have built the
support for AWS and Azure and the support consists of the following areas:

e Auto Discovery: with NetBrain's auto discovery function, NetBrain is able to discover public cloud
resources and update the data periodically by leveraging the benchmark function.

¢ Review network data and config with dynamic mapping: like the way we do for traditional network
and SDN network, we use API to access the public cloud environment and provide the data model
which you can easily build the map based on the data model. The system has the ability to periodically
retrieves the data from public cloud providers and update the data model accordingly.

e Map application dependency across end-to-end network: with the ability to build the data model
for public cloud, SDN, SD-WAN, and also the traditional network, NetBrain is able to provide you the
path analysis function across the entire network. NetBrain can check the routing table/security
group/network ACL for all the networking objects along the path and display the checking result
details.

e SPOG access through cloud-native and 3rd party cloud management tools: NetBrain has the
ability to use Data View Template to display the cloud infrastructure data from AWS API, display the
cloud monitoring data from AWS Cloud Watch and Azure monitoring, and also we can integrate with
any of your cloud monitoring tools, Datadog, Splunk, Dynatrace for example, to overlay the monitoring
metrics/logging information on the NetBrain map.

e Automate Troubleshooting with Runbook: The support for Runbook Automation is also expanded
to Runbook Automation natively, with the support for public cloud, you are able to build different
Runbooks according to your public cloud troubleshooting scenarios and can leverage the Automation
within NetBrain's entire automation reference workflow.

With all these functions built for public cloud, operating public cloud network which consisting hundreds of
even thousands of public cloud account becomes easier. The reference workflow for the hybrid/multi-cloud
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network remains the same to give you unified workflow for the entire network. We'll use the following diagram
to help you understand the workflow of using NetBrain to troubleshoot the ticket in your hybrid/multi-cloud
environment:

B

] SeI’ViCEr‘& _ Proactive #™N Enhance automation /
. Splunk Automation M fornest ime [

*  CA/Solarwinds Shift workloads left No code/low code

spnk> (G
.~ DVT/Qapp/Gapp

. cul
ap Runbook
ofproblamarea |RiA| ¢ , Runbooks

Triggered s+ Executed at Interactive ™ Executed by
Automation B time of event s Automation i cngincer

Post-Mortem/ Post-Change

e Tickets Creation: when a ticket is created in ServiceNow or Remedy, it can send the event to NetBrain
system for integration.

e Triggered Automation: Upon receiving the event, NetBrain system can take the input (device name,
source and destination IP addresses of your traffic flow) to create the map for the problem area, the
similar concepts can be applied to hybrid/multi-cloud environment, NetBrain is able to map the entire
network work hence it will help you gain the visibility of the entire network. Runbook automation is
also supported in cloud environment and the automation can be used to analyze the hypothesis of the
root cause in real time.

¢ Interactive Automation: the map created during the event and also the runbook analysis results can
be leveraged by different teams (network team, cloud security team, application team) to collaborate
and analyze the problem. NetBrain can help you troubleshoot the problem with the following
functions:

o Data View Template: you can leverage DVT to view the cloud monitoring information and also
the metrics from other cloud management systems, such as Datadog, Splunk.

o Runbook Analysis: you can leverage different Runbooks to execute different tasks according
to your public cloud architecture and different use cases.

o Data Comparation: since NetBrain captures valuable historical data of your cloud
environment, you can compare the data in historical security groups/route tables/Network
ACLs etc.

o Incident Portal/Function portal: you can use the portal to share the findings with other
teams who don't have access to the NetBrain environment.

e Problem resolution and Post-mortem/post-change: After the problem is resolved, you can create
the Runbook to share the troubleshooting knowledge so next time when a similar problem happens,
the root cause can be identified much quicker.
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1.1. Discover Public Cloud Resources

To discover the public cloud resources, you will need to have the related API access to public cloud providers.
The general steps for setting public cloud access are as follows:

1. Setting up API access: you will need to use either key-based access or role-based access method to
discover public cloud resources.

Start Page Discaver API Server Manager

Edit External APl Server
Total ltems: 37 4 Add API Server

* Server Name:

AWS_Lab_Account_747895045325

AP Source Type = Server Name
ACI M5O MSO Description: The Lab account that has configured transit VPC
Amazon AWS AWS_Lsb_Account_TA7895!
Amazon AWS AWS_Lsb_Account_07011356]

4 * APl Source Type: | Amazon AWS W
Amazon AWS AWS Lab
Amazon AWS 070113567925 * Access Method: | Key-based Access W
Amazon AWS 747895045325 1 * Endpoint{Account ID): Key-based Access
Amazon AWS dev-account-alpha Role-based Access

* Access Key ID: | AKIAZAIQEXTGTIVEWET3
Amazon AWS dev-account-digit
Amazon AWS dev-account-alpha-wrong * Secret Access Key: e
Amazon AWS dev-account-alpha-ooo
* FrontServer: | netbrainfs2924(192.168.29.24) '

Amazon AWS dev-account-yyyy
Brmzman ANE Inrisie TE 1o susmer.) Adermmmmd s

2. Discover Public Cloud resources: run the discovery function with the specified accounts to discover
the public cloud resources.

Amazon AWS

liems Found: 20 our of 36 Add API Server () Show Selecsed lrems Only

[E APl Source Type Server Name EndPoints Description Usermame Front Server
Amazon AWS AWS_Lab_Account 74789... 747895045325 The Lab aecount that has ... netbrainfs2924(192.168.20.2¢
Amazon AWS AWS_Lab_Account 07011... 070113567925 netbrainfs2824(192.168.20.2¢
Amazon AWS AWS Lab 041444721655 netbrainfs2824(192.168.20.2¢
O Amazon AWS 070113567925 070113567925~ awswindowsfs1(172.16102.9
[0 Amazon AWS 747895045325 747895045325 role based discovery awswindowsfs1(172.16.102.9
[0 Amazon AWS indowsfs1(172.16.102.9

1 Bmeonn BWE e i L

3. Setting up benchmark tasks: you will need to set ub benchmark tasks to retrieve the public cloud
resources periodically.
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Task Name: | Basic System Benchmark Description: | Default system benchmark task

Bselect Deviee B Select excernal API servers to retrieve data of SDN nodes
@ AllDevices (O Device Group () Site Total kems: 4 All API Source Types v Q
API Source Type Server Name EndPoints Description
@ Router{10)
Amazon AWS AWS_Lab_Account 7478... 747895045325 The Lab account ..

5 End System(137)

(4]

AWS_Lab_Account 0701... 070113567925

# Firewalls) AWS Lab 041444721655

Azure 85914d98-0e74-4957-986 ..
w4 Cloud(9)
& 13 5Switch(3)

Exclude Device Groups: 028

For the complete instruction on how to set up the APl access and discover the public cloud resources, please
refer to the following document;

e AWS Quick Setup Guide
e Azure Quick Setup Guide

NetBrain's discovery and benchmark functions can periodically capture the public cloud configuration status
and update the data model accordingly.

At current stage, the AWS support mainly focuses on the networking objects and the pertaining objects. The
following is a complete list of all supported networking objects:

e AWS Supported Networking Objects
e Azure Supported Networking Objects

1.1.1.AWS Supported Networking Objects

ITEMS SUPPORTED TECHNOLOGY DETAILS MAP TOPOLOGY PATH

VPC e Security Group

e Network ACL

e ENI Interface details per VPC

e VPC Sharing across Multiple Accounts
e VPCRoute Table

e Ingress Routing

Yes Yes Yes

VPC PEERING e VPC Peering within Samg Accounts Yes  Yes Yes
e Cross Account VPC Peering
INTERNET GATEWAY e Private to Public IP Mapping Table Yes  Yes Yes
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VIRTUAL PRIVATE GATEWAY

ELB (ALB/NLB)

NAT GATEWAY

AWS DIRECT CONNECT ( DX
ROUTER SUPPORT)

DIRECT CONNECT GATEWAY

TRANSIT GATEWAY

EC2 INSTANCE

NETWORK VIRTUAL o
APPLIANCES o

(ASAV, CSR1000V, VEDGE
ETC.)

VPC ENDPOINT (GATEWAY
ENDPOINT)

VPC ENDPOINT (INTERFACE
ENDPOINT) - PRIVATELINK

Virtual Route Table (based on
NetBrain's unique algorithm)
Cloudhub function
Site-2-Site VPN details

Yes Yes

Target Group
o IP/Instance as targets
Listener Table

Yes Yes

ENI interfaces provisioned for VPCs
Yes  Yes

Virtual Route Table for DX Router
Virtual Interfaces details

o Private virtual interface

o Transit virtual interface
Traffic engineering (As Path prepend,
local preference for BPG
community).
DX Connection details
LAG details

Yes Yes

Virtual Route Table

Allowed Prefix for VGW/TGW
Cross Account association to
VGW/TGW

Yes Yes

Transit Gateway attachments
Transit Gateway route tables
Transit Gateway associations
Transit Gateway propagation
Transit Gateway peering

ENI interfaces provisioned for VPCs
Transit Gateway sharing for VPC
attachments

Yes Yes

EC2 Data Details
Network Interface Details
Security Groups

Yes Yes

Relationship to EC2 hosts

} Yes Yes
EC2 details

Yes

ENI interfaces provisioned for VPCs Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes
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1.1.2.Azure Supported Networking Objects

ITEMS SUPPORTED TECHNOLOGY MAP TOPOLOGY PATH UNSUPPORTED
DETAILS
FEATURES

VIRTUAL MACHINE | © VNICInterface details Yes  Yes Yes
(VM) e VM Device details
e Network Security Group

(Interface Level)

e Network Security Group

VIRTUAL NETWORK Yes  Yes Yes
(Subnet Level)
(VNET) o :
e Application Security Group
e Across Multiple Accounts
e Across Multiple
subscription
e User Defined Route Table
(UDR)
e VNet Peering Table
e VNIC Effective Route Table
e Virtual Route Table (based
on NetBrain's algorithm)
VNET PEERING * VNetPeeringwithinthe — y,o  yeq Yes
same subscription
e VNet Peering across
Multiple subscriptions
e VNet Peering within the
same Account/Tenant
e VNet Peering across
Multiple Account/Tenant
VIRTUAL NETWORK | ° V/PN/ExpressRoute Yes Yes Yes

Gateway device details

GATEWAY :
(VPN/EXPRESSROUTE e Virtual Route Table (based
GATWAY) on NetBrain's algorithm)

AZURE LOAD * Device details Yes  Yes Yes

BALANCER (PUBLIC) | ° Inbound NAT Rules Table
e Load Balancing Rule Table

e Outbound Rules Table
e Virtual Route Table (based
on NetBrain's algorithm)
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AZURE LOAD
BALANCER
(INTERNAL)

NAT GATEWAY

AZURE FIREWALL

APPLICATION
GATEWAY

NETWORK VIRTUAL
APPLIANCES

(ASAV, CSR1000V,
VEDGE ETC.)

INTERNET CLOUD

MPLS CLOUD

PRIVATE LINK

PUBLIC SERVICE

Device details

Inbound NAT Rules Table
Load Balancing Rule Table
Virtual Route Table (based
on NetBrain's algorithm)

Yes Yes

Device details

NAT Table

Virtual Route Table (based
on NetBrain's algorithm)

Yes Yes

Device details

Network Rule Collection
Table

DNAT Rule Collection Table
Application Rule Collection
Table

Virtual Route Table (based
on NetBrain's algorithm)

Yes Yes

Device details

Listener Table

Rules Talbe

Http Setting Table

Virtual Route Table (based
on NetBrain's algorithm)

Yes Yes

Relationship to Virtual
Machine host
Virtual Machine details

Yes Yes

Device details Yes Yes

Device details
Virtual Route Table (based
on NetBrain's algorithm)

Yes Yes

No No

No No

Yes

Yes

Yes

NO

Yes

Yes

Yes

No

No

OSI Layer 7 Path
(URL/Http/Https)

NCT route table
Path Originated
from Internet
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1.2. Map Public Cloud Resources

After your public cloud and on-prem networks are discovered, you will be able to view the related public cloud
resources. There are different ways to view the related public cloud resources:

¢ Network Pane: network page gives you the resource view for a specific technology, whether that is
your traditional network, SDN network or public cloud environment, we will cover more details in the
following chapters.

e Global Search: through the global search, you can search for specific public objects with their
name/ID, as the name and ID are searchable in the global search, this will help you quickly identify
where the resource is located at and create maps based on the search results.

o Search by IP

nNet3rain 2.16.101.75 | & Path

Search Results(3)

- Device (1/1)

= e N 70 VA T . .
82* \n/&(i-094cb7...  Site: Unassigned

rs 0 L2 Neighbors

AWS EC2 Instance
Mgme IP: 172.16.101.75

Interface (1 matched)
(eni-02da172edb75815f0) ATZA6A01.75/28 2 Neighbors

« Network Context (1/1)
Built-in Category: AWS, View: Network Centric View\View by Accounts
AWS_Lab_Account 747895045325 (747895045325)\Region: us-east-1\WPC: Spokel | 172.16.101.0/24\5ubnet: ga-simulation-2

| 172.16.101.64/28 \EC2: &2* "\n/& | 172.76.101.75

A
* One-IP Table (1/1) Launch One-IP Table
Switch Port DNS Name Description Data Source Data Retrieved
&2* " \n/&(i-09... Device Interface  12/21/2020, 6:05:17 PM

o Search by ID
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Net3rain

Search Results(4) v E - F X
- Device (1/1)
E &2* "\n/&(1-084ebT...  Site: Unassigned
1 Interfaces 2 L3 Neighbors 0 L2 Neighbors
AWS EC2 Instance
- Site (1/1)
&
- My Network
Device Count: 119
1 Matched Devices: &2* " \n/&(i-084cb7ddB8645541 2¢c)
* Network Context (1/1)
Built-in Category: Physical Network, View: Device Type
Device Categony\End System\&2* "\n/&(i-094cb7dd86 45541 2c)
N
* One-IP Table (1/1) Launch One-IP Table
IP Address LAN Segment MAC Address Vendor Switch Port DNS Name Description
172.16.101.75  172.16.101.64/28 027C.A097.BEG7 &2% " \n/&{i-00...
4 3

e Map: another way to find your public cloud resources is through the extend neighbor function, if you
have your On-Prem devices connected to the public cloud environment, you can use the extend
neighbor function to extend the neighbors.

a'iq‘mseﬁ%‘ ey
b&'ﬂ?\ (vpc-00a3b35e314056695)

00
A o \ R
S 9“-09365‘5(’“ AWS VPC Route
o ¥
ez .
- -

- ’
- _ Avgw-09365f55baf4ba779)
s - - - aws irtual Private Gatewsy -y
s - -
172.26.1.32/28
subnet-0f25568c40a7dBGa8
ip-172-26-
318732 IPv4L3 Topology W Total: 9 Selected: 2 Search neighbors... C\
Cisco Rout
Seard Q| ®  Neighbor Interface VRF
ydu-spokel-aws-linux-serv..
(vgw-00365.. _Tunnel2_inside_169.254.... - 172.26.1.42
. -
All Neighbors AWS EC2 Instance

(vgw-09365.. _Tunnell_inside_169.254...
gl 172.26.0.13/26
awsAWS-Su. (eni-0df270fadd652bd54) -
g2 172.26.0.25/26
spoke-vpc-2...  _Tunnell_inside_169.254...
g2 172.26.0.41/26
spoke-vpc-2... _Tunnel2_inside_169.254...
g2 172.26.0.42/26
spoke-vpc-3...  _Tunnel2_inside_168.254....
Tul 169.254.67.20...
spoke-vpc-3.. _Tunnell_inside_169.254...

Tu2 169.254.92.15...
transit-vpe(v.. _GW_172.26.0.1

0 links on map (All @ neighbor links) Cancel Add to Map
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1.2.1.AWS Network Tree

In the example below, you will have access to all of your accounts discovered in a single view:
Below is one hieratical view for the AWS resources:

Account > Region > VPC > Subnet
You will also find the other networking objects as listed based on their hierarchy.

e Transit gateway is listed under regions as transit gateway is a reginal service that resides within a
certain region.

e AWS direct connect gateways are logical components that can interconnect VGW and TGW from
different regions, so they are listed under account.

e AWS direct connect router is a physical device that resides in certain direct connect locations, so it's
listed under region.

Network G F X EC2: awsAWS-Support Test | 172.26.0.46

Category View Context Maps Device Datalls

AWS v Network Centric View\... 'S

3‘% EC2: awsAWS-Support Test | 172.26.0.46 L3 Topology

-

(o8 Context Action:  None
IS, E

4[5 AWS Lab (041444721655)(3) e

I B Region: us-east-1(8)

I- 1= i Region: us-east-2(6) )

DX Gateways )
» 2] AWS_Lab_Account_070113567925 (070113567925)(6)
Last updated by Eddy 2t 121772020, 12:16:37 AM

4 [B] AWS_Lab_Account_747895045325 (747295045325)(7) At upasted By Sadv = i

Region: ap-northeast-1(6)
Region: ca-central-1(7)
Region: us-east-1(17)
= : Region: us-east-2(11)
[ Transit Gateways(1)
I & VPC: SharedFrom070113567925 TEst | 172.28.0.0/16(2)
|- &m VPC: VPC1-TestPeerConnection | 10.30.0.0/16(9)
I & VPC: spoke-vpc-2 | 172.26.2.0/24{12)
| & VPC: spol -3 | 172.26.3.0/24{12)
4 & VPC: transitvpc | 172.26.0.0/24{10)
[ @ CSR1000V: ip-172-26-0-114(1)
[ @ CSR1000V: ip-172-26-0-13(1)
&0 VPC Router: transit-vpe

D Subnet: transit-private-a | 172.26.0.128/26
D Subnet: transit-private-b | 172.26.0.192/26
Pl D Subnet: transit-public-a | 172.26.0.0/26 (1)
EC2: awsAWS-Support Test | 172.26.0.46
3 D Subnet: transit-public-b | 172.26.0.64/26 (1)
@ IGW: transit-igw
& VGV

@ Gateway VPC Endpoint: vpce-00bbc0fbb428e87eb

BGP-Transit-NB-VGW

I & VPC: vpc-00a3b35e314056695 | 172.26.1.0/24{15)
I & VPC: vpc-0c2701148082b113a | 172.27.0.0/16(1)

From the details pane you can view the details for each object and the hyperlink will take you to the AWS
console directly.

NetBrain Integrated Edition 10. 0 Release Notes | 13



Context Maps Device Details

Property Interfaces
Name: awsAWS-Support Test(i-00f7ccd 371 bef96ca)
Instance ID: i-00f7ccd3f1bcf96ca
AMIID: ami-0d5d9d301c853a04a
Instance Type: t2.micro
Launch Time: 2020-12-16 12:00:34+00:00
Owner: 747895045325 )
Availability Zone: us-east-2a
Platform: linux/Unix
Private DNS: ip-172-26-0-46.us-east-2.compute.internal
Private IP: 172.26.046

Public DNS (IPv4):

Security Groups: sg-00808211878a%b791 &
Source/dest. check: true
Instance state: runnir\g
Subnet ID: subnet-01fb350af825a53f5 (7]
VPCID: wpc-08248fb7d26b2feca ]
Tags:

Name: awsAWS-Support Test

You can use the search function to view all matched results.

Network 5 F
Category View

AWS v Network Centric Viewh.. v =
spoke 0
61 Results

& VPC: Spekel | 172.16.101.0/24

AWS_Lab_Account_ 747895045325 (747895045325)\Region: us-east-
& VPC: Spoke? | 172.16.102.0/24

AWS_Lab_Account 747895045325 (747895045325)\Region: us-east-
& VPC: Spoke3d | 172.16.105.0/24

AWS_| ab_Account_747895045325 (747895045325)\Region: us-east-

AWS_Lab_Account_747895045325 (747895045325)\Region: us-east-

&b VPC: Spoke5 | 172.16.155.0/24
AWS_Lab_Account_747805045325 (747895045325)\Region: us-east-

1.2.1.1. VPC Reachability Context Map

‘The following context map is to help you understand the reachability from VPC via the transit gateway.
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1.2.2.Azure Network Tree

In the example below, you will have access to all of your tenants discovered in a single view:
Below is an example of hieratical view for the Azure resources:

e Level 0: Tenant
e Level 1: Subscription
e Level 2: Region

e Level 3: VNet
e Level 4: Virtual Network Distributed Router
e Level4: Subnet

e Level 5: Virtual machines

e Level 4: VPN Gateway
e Level 4: Express Route Gateway
e Level 4: Application Gateway
e Level 4: Azure Load Balancer(Internal)
e Level 4: NAT Gateway
e Level 4: Azure Firewall

e Level 3: MSEE

e Level 3: Azure Load Balancer (Public)

e Level 3: Unassigned NAT Gateway

e Level 2: Virtual WAN

e level 3: Virtual WAN Hub
e level 4: VPN Gateway for vHub
e level 4; Express Route Gateway for vHub
e level 4: Azure Firewall

You can find the network objects listed in this hierarchy tree.

e The virtual network as a parent node to include sub node virtual network distributed router and
subnet.
o The virtual network distributed router is a NetBrain conceptual compoent to simulate virtual
network as a network object to build relationship with other resources that belong to this
virtual network.
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o The virtual machine is listed under subnet that belong to this virtual network.
e The VPN gateway, ExpressRoute gateway, application gateway, Azure load balancer (internal), NAT
gateway, Azure firewall are listed under virtual network which they belong to.
e The MSEE is simulated as a network object to connect with virtual network and on premise network, so

it is listed under region.

e The Azure load balancer (public) might not belong to a certain virtual network, so it is listed under

region.

e If the NAT gateway does not belong to any virtual network, it will be listed under region as an

unassigned NAT gateway.

e The Virtual WAN is used to connect networks within different region, so it is listed under subscription.
The virtual WAN hub is listed under virtual WAN, and the VPN gateway for vhub, ExpressRoute gateway
for vhub and Azure firewall are listed under virtual WAN hub

Network o ¥
Category View
Azure v Network View v
(. _\

4 Azure Multi Subscription(1)
4 4 NetBrain Technologies Inc(2)
4 NetBrain Azure subscription(8)
D Canada Central(11)
D Central US(4)
D East US(14)
4 D East US 2(3)

4 o VMNet: North-VNET(North-RG1)(073e6f45)(VirtualNetwo...

7 WNet Router: North-VNET-router(North-RG1)(073e6f...

“*7 Subnet: GatewaySubnet(North-RG1)(073e6f45)(Sub...
4“7 subnet; North-subnet1(North-RG1)(073e6f45)(Subn...

J WM: North-VNET-VM1(North-RG1)(073e6f45)(Virtu...
VPN Gateway: North-WVPN-Gateway(North-RG1)(073e...
b L VNet: Spoke-VNET-2(Spoke-VNET-2)(073e6f45)(VirtualN...

Unattached NAT gateways
D West US(4)
D West US 2(4)
¥ Virtual WAN: HC-Virtal_LWAN(HC)(073e6fA5)(VirtualWAN)(1)
& Virtual WAN: VWAN-TO-BUR(East-RG1)(073e6f45)(Virtual...
NetBrain Subcription 2(1)

From the details pane you can view the details for each object and the hyperlink will take you to the Azure

console directly.
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Context Maps ' Device Details
Property Interfaces
Resource Group: North-RG1
Location: eastus2
Subscription: NetBrain Azure subscription &
Subscription I1D: 073e6f45-d1ae-40fe-93af-88231d2377bd
SKU: VpnGw1
Gateway Type: Vpn
Virtual Network: MNorth-VNET(North-RG1)(073e6f45)(VirtualNet...
Public IP Address: 40.65.218.132, 52.147.167.55(North-VPN-GW...

You can use the search function to view all matched results.

Network S F X
Category View
‘ Azure \% ‘ ‘ Network View v ‘ =
east » ‘
43 Results
@ Bt us -
Azure Multi Subscription\NetBrain Technologies Inc\NetBrain A
@ EEstus2

Azure Multi Subscription\NetBrain Technologies Inc\NetBrain A

@ Virtual WAN: VWAN-TO-BUR(EBSE-RG1)(073e645)(VirtualWAN)

Azure Multi Subscription\NetBrain Technologies Inc\NetBrain A

4 Azure Load Balancer(Public): TestPublicLB(E&SE-RG 1)(073e6f...

Azure Multi Subscription\NetBrain Technologies Inc\NetBrain A

= MSEE: Bur-Netbond(Primary)(E85t-RG1)(073e6f45)(MSEE)

Azure Multi Subscription\NetBrain Technologies Inc\NetBrain A

= MSEE: Bur-Netbond(Secondary)EBSERG1)(073e6f45)(MSEE)

Azure Multi Subscription\NetBrain Technologies Inc\NetBrain A

i1 VNet: E88E-RG1-vnet(EBSE-RG1)(073e6f45)(VirtualNetwork)

Azure Multi Subscription\NetBrain Technologies Inc\NetBrain A
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1.2.2.1. Virtual Network Context Map

The following context map is to help you understand the relationship of resources within the same virtual
network. The virtual machine will not be mapped by default due to its massive number.

Network 8 X :: _L3 Topology * [View Only] > L3 Topology v stencils | Instant Qapp | Dashboard | Map | Actions oW -
Category View »
Azure v || Network View v H

(]

Q &
(Cnllmﬂ
4 R
J
® _for_ Azure Internet_Cloud

4 [7] Azure Multi Subscription(1) — Internet Cloud

HC-loadbalancer_i |nterna|(

44 Netprain Technologies Inc(2) Azure Load Balancer o
4 NetBrain Azure subscription(8) @
4D canada Central(11) /

HC NAT_Gateway(HC)(073e6f...
Azure NAT Gateway

p i« VNet: Canada-Central-Spoke' (Canada-Central_RG)(073...
J VNet: Canada-Central-Spoke2(Canada-Central_RG)(073... /subscruptl°n5107395f45 diae -40fe-! 935’ 53231

VNet: Canada-Central-VNET1(Canada-Central_RG)073e... G >

4 VNet: HC-vnet{HC)(073e6f45)(VirtualNetwork)(3) HCwnet-fouten (HONO73e6,

Racd T HC - s N
VNet Router: HC-vnet-router(HC)(073e6f45)(VirtualN... Azufe Vet Distributed Router

<> subnet: AzureFirewallSubnet{HC)(073e6f45)(Subnet)...
2 Subnet: HC-App_subnet(HC)(073e6f45)(Subnet)(10.2...

[ ]
e . e
Subnet: default(HC)(073e6f45)(Subnet)(10.2.4.0/24)(3) 10.2.5.0/24 @
“¥ Application Gateway: HC-APP_gateway(HC)(073e6f4.. ions/073e6f45-d1ae-40fe-93af-8¢ 10.2.6.0/24

/subscriptions/073e6f45-d1ae-40fe-93af-88231...

i
HC-Firewall(HC)(073e6f45)...

Azure Firewall

 Azure Load Balancer(Private): HC-loadbalancer_inter...
@ NAT Gateway: HC-NAT_Gateway(HC)(073e6f45)(Nat...
’ Azure Firewall: HC-Firewall(HC)(073e6f45)(AzureFire...

VNet: HC-vnet_Vpn_gateway(HC)(073e6f45)(VirtualNet... HC-APP_gateway(HC)(073e6f.
VNet: HC-vnet_for_expressroute(HC)(073e6f45)(Virtual.. Azure Application Gateway

Lo VNet: HC-vnet_vpn_gateway_2(HC)N073e6f45)(VirtualNe...

= \MSEE: HC-exprassRoutelPrimarvitHON073e6f45KMSEE)

1.2.2.2. Subnet Context Map

The following context map is to help you understand the virtual machine connecting to the same subnet
within the virtual network.

Network B8 X £3 _L3Topology * [View Only] > Page2 v stencils | Instant Qapp | Dashboard | Map | Acti
Category View »
Azure v Network View v =

4[] Azure Multi Subscription(1) -
4 4 NetBrain Technologies Inc(2)
4 NetBrain Azure subscription(8) <' ‘ '>
" \
4 D canada Central(11) HC-vnet-router(HC)(073e6f...
- \

| VNet: Ca nada-Central-Spoke1(Canada-Central_RG)(073... Azure VNet Distributed Router

)

. E -+
« VNet: Canada-Central-VNET1(Canada-Central RG)(073e... @

4 L4 VNet: HC-vnet(HC)(073e6f45)(VirtualNetwork)(8)

el
»
: %
% yNet Router: HC-vnet-router(HC)(073e6f45)VirtualN... HCubuntu(HC)(073e6f45)(Vi...

o____‘_’__/—& Azure Virtual Machine
2 subnet: AzureFirewallSubnet(HC)073e6f45)Subnet)... m \

VNet: Canada-Central-Spoke2(Canada-Central_RG)(073...

10.2.4.0/24
<7 Subnet: HC-App_subnet{HC)(073e6f45)(Subnet)(10.2... /subscriptions/073e6f45-d1ae-40fe-93af-88231...
abcde12345abcde12345abede...

Azure Virtual Machine

4 7 subnet: default(HC)(073e645)(Subnet)(10.2.4.0/24)(3)
B vM: HC-VM(HC)(073e6fas)virtualMachine)

CH

B yM: HCubuntu(HO)(073e6f45) VirtualMachine) m

B yM: abcde1 2345abcde2345abede12345abcde2...
HC-VM(HC)(073e6f45)(Virtu...
Azure Virtual Machine

“? Application Gateway: HC-APP_gateway(HC)(073e674...
¥ Azure Load Balancer(Private): HCloadbalancer_inter...
@ NAT Gateway: HC-NAT_Gateway(HC)(073e6f45)(Nat...
’ Azure Firewall: HC-Firewall(HC)(073e6f45)(AzureFire...

L4 VNet: HC-vnet_vpn_gateway(HC)(073e6745)(VirtualNet...
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1223 Region Context Map

The region context map provides the following information:

o Displaying all virtual network and its resources relationship within the same region.

Network 8 X x _L3 Topology * [View Only] > Page2 v stencils | InstantQapp | Dashboard | Map | Actions g - —e——
Category View » (ol
Azure v Network View v =
> @ East US(14) - {}0
4D EastUS 2(3)
VNet: North-VNET(North-RG1)(073e6f45)VirtualNetwo... [+] 0/5poke-VNET-Z-NAT-Gateway(...
VNet: Spoke-VNET-2(Spoke-VNET-2)(073e6f45)(VirtualN... 4} ) Azure NAT Gateway

[ Unattached NAT gateways Spk2vnet-NATGW-2(AzurePat...

.
2 Spoke-VNET-2-router(Spoke...
4D westus(g) Azure NAT Gateway P (Sp

/
Azure VNet Distributed Router

VNet: AzurePathTest-SPK3-VM4_group-vnet(AzurePath...
€9 VNet Router: AzurePathTest-SPK3-VM4_group-vnet-...
€2 subnet: default(AzurePathTest-SPK3-VMA4_group)(07... P

172.17.22.128/26
/subscriptions/073e6745-d13e-407e-9337-58231...

ald et Spoke-VNET3(US-West-RG)(073e6f45)(virtualNet...
2 VNet Router: Spoke-VNET3-router(US-West-RG)Q73...

*? subnet: 172.17.16.0-15(US-West-RG)(073e6f45)(Sub...

Subnet: AzureFirewallSubnet(US-West-RG)(073e6745...

Subnet: AzurePathTestSub(US-West-RG)(073e645)(S...

Subnet: FirewallManagedSub(US-West-RG)(073e6f4... {

(]
‘o N g _to_Internet_Cloud &P @

i & Azure Firewall: Spoke-3-Firewall(Us-West-RG)(073¢6... _for_Azure_Internet_Cloud North-VNET-router(North-R... North-VPN-Gateway(North-R...
¥ Azure Load Balancer(Public): Spoke-3-Firewall(US-West... Internet Cloud Azure VNet Distributed Router Azure Virtual Network Gateway

[] Unattached NAT gateways

e Displaying the management view for the selected region.

Network S5 F X O e Stencils | Instant Qapp | Dashboard
Category View
Azure v Network View v =

NetBrain TecHnnIogies Inc...

4 [ Azure Multi Subscription(1)

4 £ NetBrain Technologies Inc(2) o
4 NetBrain Azure subscription(8)
| ‘@ Canada Central(11)

. | L
I “@ Central US(4) NetBrain Azure subscripti...

I @ East US(14)

4B EastUs 2(3) LH]
b 4 VNet: North-VNET(North-RG1)(073e6f45)(VirtualNetwork)(4) C 3,
VNet: Spoke-VNET-2(Spoke-VNET-2)(073e6f45)(VirtualNet...

1) Unatiched NAT gateways eastusZ(Of'aeﬁde)\(Locatio.,.

B west Us(4)

I @ West US 2(4)

b Virtual WAN: HC-Virtal WAN(HC)(073e6f45)(VirtualWAN)(1)

b 2 Virtual WAN: VWAN-TO-BUR(East-RG1)(073e645)(VirtualWA... ¢ L+

3 NetBrain Subcription 2(1)
b I Azure New Tenant Lab(1) North-VNET(North-RG1}073... Spoke-VNET-2(Spoke-VNET-2...
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1.2.2.4. Azure to On-premise Network Context Map

The following context maps demonstrate the relationship between Azure and on-promise network.

e VPN gateway context map demonstrate the IPsec VPN connection between VPN gateway and on-

premise edge device.

Q

 VNet: AvIControllervnet787(AVI-Controller)(073e6f45)(...

VNet: DC1-Vnet1(DC1)(073e6f45)(VirtualNetwork)(3)

« VNet: DC2-Vnet1(DC2)(073e6f45)(VirtualNetwork)(2)

VNet: East-RG1-vnet{East-RG1)(073e6f45)(VirtualNetwo...
VNet: East-Test-VNET(East-RG1)(073e6f45)(VirtualNetw...
« VNet: East-VNET1(East-RG1)(073e6f45)(VirtualNetwork)...

“* V¥Net Router: East-VNET1-router(East-RG1)(073e6f45...
I “*7 Subnet: ASAv-Subnet1(East-RG1)(073e6f45)(Subnet)(...
“** Subnet: ASAv-Subnet2(East-RG1)(073e6f45)(Subnet)(...

7 subnet: AzureBastionsubnet(East-RG1)(073e6f45)(S...
7 Subnet: GatewaySubnet(East-RG1){073e6f45)(Subne...

2 Express Route: East-Express-GW(East-RG1)(073e6f4...
¥ Azure Load Balancer(Private): EddyTestLB(East-RG1)...
¥ Azure Load Balancer(Private). TestLBStandard(East-...

¢ NAT Gateway: TestNATGW(East-RG1)(073e6f45)(Nat...

7 Subnet: ASAv-Subnet3(East-RG1){073e6f45)(Subnet)(...
“** Subnet: ASAv-Subnet4(East-RG1)(073e6f45)(Subnet)(...

I ¢ Subnet: Subnet1{East-RG1)(073e6f45)(Subnet)(172.1...
i VPN Gateway: East-VPN-GW(East-RG1){(073e6f45)(Vir...

Network 2 3 X O o~ af stencls | Instant Qapp | Dashbc
Category View
Azure v Network View v =

<>
172.17.11.128/26
VRF: _for_East-VNET1(East-RG1)(073e6745)(Virt...
/subscriptions/073e6f45-d1ae-40fe-93af-88231...

Qo/

East-VPN-GW(E'ast-RG1 )073...

L]
>

East-VNET1-router(East-RG...

 172.17.254.2

Tunnel_inside 17

BURT2-LAB-FW1/act
e
192.168.0.25
Cisco ASA Firewall

e ExpressRoute gateway context map demonstrate the connection between ExpressRoute gateway and

on-promise network via MSEE.

Network G F X
Category View
Azure v Network View v =

o VNet: AVI-Controller-vnet(AVI-Controller)(073e6fAS)(Vir... &

« VNet: AviControllervnet787(Avi-Controller)(073e6f45)...
) VNet: DC1-vnet1(DC1)(073e6f45)VirtualNetworky(3)

VNet: DC2-Vnet1(DC2)(073e6f45)(VirtualNetwork)(2)

VNet: East-RG1-vnet(East-RG1)(073e6f45)(VirtualNetwo...

« VNet: East-Test-VNET(East-RG1)(073e6f45)(VirtualNetw...
4" VNet: East-VNET1 (East-RG1)(073e6f45)VirtualNetwork)...

VNet Router: East-VNET1-router(East-RG1)(073e6f45...
“? subnet: ASAv-Subnet1(East-RG1)(073e6f45)(Subnet)...
¢ subnet: ASAv-Subnet2(East-RG1)(073e6f45)(Subnet)...
7 Subnet: ASAv-Subnet3(East-RG1)(073e6f45)(Subnet)...
“” Subnet: ASAv-Subnet4{East-RG1){073e6f45)(Subneti...
“*? Subnet: AzureBastionSubnet(East-RG1)(073e6f45)(S...
“*? Subnet: GatewaySubnet(East-RG1)(073e6f45)(Subne...
“** Subnet: Subnet1(East-RG1)(073e6f45)(Subnet)(172.1...
£ VPN Gateway: East-VPN-GW(East-RG1)(073e645)(Vir...
8 Express Route: East-Express-GW(East-RG1)(073e6f4...
¥ Azure Load Balancer(Private): EddyTestLB(East-RG1)...
¥ Azure Load Balancer(Private): TestLBStandard(East-...
9 NAT Gateway: TestNATGW(East-RG1)(073e6f45)(Nat...

O ~ & stencils | InstantQapp | Dashboard | Map | Actions |

< >°
e
. © East-VNET1-router(East-RG...
A—
xxxn
'] b
Bur-Netbond(Secondary)(Ea...

Azure MSEE
[+
172.17.11.128/26
VRF: _for_East-WNET1(East-RG1)073e6f45)(Virt...
J/subscriptions/073e6f45-d13e-40fe-932f-88231... \\ 20
East-Express-GW(East-RG1)...
O Azure Virtual Network Gateway
A—
]
'3 N

Bur-Netbond(Primary)(East...
Azure MSEE

20 | NetBrain Integrated Edition 10. 0 Release Notes



1225 Virtual Hub Context Map

In this context map will demonstrate the resources used to connect to on-promise network, the connected
virtual network within different region(s), and other connected virtual hub(s) via MS backbone.

Network S ¥ X H a 7 '3 stencils | Instant Qapp | Dashboard | Map | Actions o - °
Category B pefac
Azure v Network View v -
2nd-sub X
© )

God God

<Back to Search Results A i
2nd-Sub-Vnet-router(2nd-S... East-Test-VNET-router(Eas...

41 Azure Multi Subscription(1)
4 4 NetBrain Technologies Inc(2)

“ NetBrain Azure subscription(8)

1 @ canada Central(11) . H to_MS_Backbone
o
® central US(4) « Ms_B VWAN-TO-BUR '
_Backbx _VWAN-TO-
D East US(14) Canada-Central-Hub(East-R.../subscriptions/7 d1ae-40fe-93af-88231... East-VHUB(East-RG1)(073e6...
B e i) Azure Virtual Hub
D west US(4)
D west US 2(4)
¥ Virtual WAN: HC-Virtal_WAN(HC)(073e6f45)(VirtualWAN)(1) /"}:;\}
172.17.253.0/24
4 " Virtual WAN: VWAN-TO-BUR(East-RG1)(073e6f45)(VirtualWA.. VRF: _for_East-Vs G1)X073e6f45)Virtu.

/subscriptions/073e6f45-d1ae-40fe-93af-88231...

¥ Virtual Hub: Canada-Central-Hub(East-RG1)(073e6f45)Virt.
& % virtual Hub: East-VHUB(EaSt-RG1)(07326f45)VirtualHub)(2) /
NetBrain Subcription 2(1) o
= & = =

5 T, :
Azure New Tenant Lab(1) o [

P "2

2139004e542342b92685¢04ed.,.  947de39baaf54512b65930¢23... Bur-Netbond(SeccBur-Netbond(Primary)(East...

Azure MSEE Azure MSEE

1.3. Application Path for Hybrid and Multi-cloud

NetBrain's path function has been extended to the public cloud in v10. The system supports end-to-end path
calculation in hybrid/multi-cloud environment, and you can analyze the traffic flow between two endpoints. To
start a path calculation:

1. Click Path on the search bar.

Search for device, configuration text...

2. Enter the IP address of endpoint A in the Source field and the IP address of endpoint B in the Destination
field.

3. By default, the system calculates two-way paths. To change the path direction, select the &=l icon or the

icon.

4. The related gateways will be auto identified. If a device has multiple gateways, you can select the desired
one from the Gateway list.

Click Path to view the diagrammed path on the map with a detailed summary log (in the left pane).
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Bt el W[l = X IPwl CumrentBazelire, 12/15/2020, 70405 P [ O~ . Swncls | InstamQapp | Dashboard | Map | Actons | [ — —& + s

Path Stztum: Suceeeded Nore Spoked-Client-1cOMG(-00BMIM...  _GW_I721610. B3 > B Defouk Do View

[Teee] This 1s Unicast path

Devicelog | Traffic State

] E Spoked Client 1 0914 601 000334Z...
1 LA

vpeceTHTSICT ntes)
e

Zpeeadis SexTd TGl
VGWIVgw-AT AT Sac ..
T Ou_Tumen oo 320 163 83

4OTSETR2545) from Spoke3jupcs

745) In AWS Console 1

& rmtoz

D omaemiee

O@ vssosm

1G4 TR RIS

Create Application Path

Your application may consist of web tier/application tier/database tier, so you probably want to create a
application to include multiple paths for different paths. In this case, you can use NetBrain's path browser
function to create applications and include the corresponding paths.

For more information about how to use the application manager to create and manage paths, please refer to
the online help: Organizing and Verifying Paths in Application Manager

e Application Manager

New Application New Patl mport  [3 Export~ 5 Refre|
+ ppl + h [ Be 3 Refresh

Total Entries: 2 Applications, 2 Paths Filtered by:  Result ~  Compare with Golden ~  Compare with Last  ~ Search. C\ Reset
4 Application Path Source @ SourcePo.. SourceDe.. Destina.. @ Destinatio.. Destinatio.. Group @ Protocol Result ResultCat.. History =
.
W Client... 172.24.10... 172.24.10.. 172.25.16.6 172.25.16.6 IPv4 N/A 0
W POPT... 10.10.1.52 10.10.1.52 10.10.13.1... 10.10.13.1... IPv4 N/A 0

4 Untitled Application
No Path ...
“ 3

0Succeeded O Failed 0 Not Changed From Golden 0 Changed From Golden | 0 Not Changed From Last 0 Changed From Last

1.3.1.AWS Application Path Deep Dive

A VPC consists IP range, subnets, and it may also contain cloud-native networking services as NAT gateway,
IGW, VGW etc., NetBrain will create a AWS VPC router for each VPC to simulate the routing/security check
function for this VPC. Subnet is visualized in NetBrain's dynamic map via the concept called LAN media. From
the dynamic map, you can view different networking objects and how they are connected. VPC peering is also
supported- the corresponding peering ID will be visualized in the dynamic map.

22 | NetBrain Integrated Edition 10. 0 Release Notes


https://www.netbraintech.com/docs/ie80/help/index.html?app-assurance-module.htm

&

y
(nat-02df81f497797f221)

~
AWS NAT Gateway, P
Yu's ubuntu3(i-05bb58400b...
v
10.55.1.220
AWS EC2 Instance
Internet
; 10.55.1.0/24
for AWS_IGW sUbner-03670578dcd2aea a8
for_AWs_
Internet Cloud
e 105500124
2 subnet005977cfb78eT2b1e
5
g
H \
[ 2
" z
=) .
B G
&

o '
L2 Huan's VPCtvpe-0829700731712150)
-to_Huan's iGuy;
igw-0f53
Huan's IGW(igw-0f63dbcb57.... dbehS7catqsty

AWS Internet Gateway

e

v
Huan's VPC(vpc-08a97e073f...
I
AWS VPC Router

pox-0713480c2572ad358

@

Huan's VGW(vgw-00aff39cf3...
AWS Virtual Private Gateway

o

7925VPC2(vpc-0b4ag9e5304d...
AWS VPC Router

Path calculation will render the path log containing the related routing and security check details.

Path Rezult % RS E X IPwl Current Baselive, 1215/2020, 7:04:05 P
Pach Stacus: Succeeded HNone Spoked-Client-1c-0914-6(i-0c083429.... JGN_ITEI610..,
["Crcan | This iz Unicast pach,
Device Log Traffic State
] n Spoked Client 12 0314 61 D003H2..
ATLAADEA P4}

B Only show sieps masched with the devoe

T 108 2 wutoak DT 21 S0 _
5. St Gateway [Gasemay 411 Sut)

T T

| o smanas * Gacewsy device Is Spokedvpc-0cc?B1 750cT 1alee]
s ¢ Spoke{vpe DccTEITISOCT1ataa) -
Curt_m_BPORE] VAT I e . Find Nexz Hap (Fourd]

s M hop b SpokeSivpe 0o T8 FS0cT 1 T ee)

I TP Oty e
s g $ SPOKEI-VGEW(Vpw-07 a7 1acn...
Dt _Tunseit_ostste_3203 15358

7. Chsck Dutput Security Group Path Failed)

Coc781750cT 10l e}

» Wiew Securicy Group Teblelsg 087500 25745 In WS Conscle

T ———, + Cmrver Accoun Lagin ATBUR0L53I5 ]

E| =) By ' usib0013057ct * MNa masching ercries ware found in Security GroupTable sg-087540FaB 7925745 7
| OuHaHATHEN

- H * Falled 1o match securky group rules
4‘, T 8. Chack Qutput Source ang Desdnaticn (Has Source 19
: + Source and Dusinatian Chact is snabied
e = Check Source and Destiranian successfully, has souce 1P
s 0@ ussosm

[ b2

= Fetrimang Security Group Table (2p-037 54087925745} fom Spake3jvec-

O  ~ ¢ Swencis | InstantQapp | Dashboard | Map | Actlons | B = @ 4 B2 f

B Defour Dora view

P P

Spubaivpe Do TS .

oI - - - &

The link of each object will direct you to the AWS console, where you can view more information about the

object or make desired changes.
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6. Find Next Hop (Found)

* Next hop is Spoke3(vpc-0cc7817f50c71alee) aws

\-/—7
7. Check Output Security Group (Path Falled)
« Retrieving Security Group Table (sg-0875d0#fa87925745) from Spoke3(vpc-
0cc7817/50c7 12t ee) Sign in
. View Se+my Group Table(sz-0875d0fa87225745) in AWS Corsaleul
O Root user
« Owner Account Login:747895045325 [7 \
Account owner that performs tasks requiring
« No matching entries were found in Security GroupTable sg-0875d0ffa87325745 (7 unrestricted access. Learn more
o Failed to match security group rules
@ 1AM user
8. Check Output Source and Destination (Has Source IP) User within an account that performs daily tasks
Leamn more

 Source and Destination Check is enabled

« Check Source and Destination successfully, has source IP
Account ID (12 digits) or account alias

Create a new AWS account

Path Example 1 - EC2 to Internet

The following path diagram demonstrates how a EC2 instance in a public subnet accesses the internet
directly.

(+]

Spoke1-Intelrnet(?gw-0c229...
SG1-VPC1-instance1(i-0066... AWS Internet Gatéway

-
172.16.101.88
AWS EC2 Instance

N
172.16.101.80/28
subnet-0c7655a003df34f98

Qﬂ(emﬂ
o

_for AWS_IGW

Spoke1(vpc-03bf7347ad4aea... Internet Cloud

AWS VPC Router

TCP 3.232.131.177:80 -> 8.8.8.8:80 v
TCP 172.16.101.88:80 -> 8.8.8.8:80 =

Path Example 2 - NAT Gateway

The following path diagram demonstrates how NetBrain can help you identify the traffic flow when a EC2
instance tries to access the internet via NAT gateway. From the path log, you will be able to better understand
how the NAT works.
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QATest-MATGW-Private-Host™ "

+]

new-modified-YDU-NAT-GW(n...
- ]

AWS NAT Gateway

172.36.20.0124
subnet-09886f0S 716206

_to_internet Cloud -0

_to_QATest-NATGW-IGW(igw-Oba 748398 WCM P-rm:!\
-

a572 QATeSt-NATGW-VPClvpc-Oach QATest-NATGW-IGW(igw-0baT...
AWS Internet Gateway

_for_AWS_1GW

nternet Cloud

AWS VPC Router

1311 AWS On-Prem Connection via Direct Connect

There are a lot of different architectures for connections between your on-prem network to the public cloud
resources. NetBrain supports all of these popular deployment types as previously illustrated.

The key of supporting end-to-end path for public cloud environment is really to understand all the routing &
security checks across the entire network. You may know AWS natively doesn't provide the routing tables for
the following networking objects:

Virtual private gateway
Direct connect gateway
Direct connect router

NetBrain has invented a unique algorithm to build the virtual routing table based on the topology info and
route advertisement it captures for the surrounding devices. These information are also very useful for you to
understand the potential routing problems:

Neighbor relationship table: this table includes neighbors device information which are recognized as
directly connected neighbors.

Route dependency table: this table includes devices with routes advertised to the current device.

AWS virtual routing table: this is the virtual route table NetBrain calculate to be used in path
calculation. We also strictly follow AWS's route selection priority rules to choose the best path available
if there's multiple paths to the destination.
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AWS Virtual Route Table of BGP-Transit-NB-VGW({vgw-01fc88164f72433e2)

Data Source:  Current Baseline i Execution Time: 12/22/2020, 2:56:00 PM

NCT: | aws virtual Route . W Subname: | _for_transit-vpc{vpc-08248fh... 4 Searc
Destination Type ALG Local Preferenc.. AS Path DX Location
172.16.101.0/... Direct Connect B
172.16.8.0/22 Direct Connect B 54665 64665 6...
172.16.8.0/22 Direct Connect B 64666 64665

Out Interface
_to_To-ATT-Net...
_to_To-ATT-Net...

_to_To-ATT-Net...

B T G

Originator
Spokel(vpc-03..
ustb001306/act

ustb001307/act

Below is an example demonstrating path from an EC2 instance to an end system in the on-prem network. This
is a transit VPC architecture where we build the IPSEC tunnel between the customer gateway with the
CSR1000v sitting in the transit VPC. The underlay communication is achieved via the direct connections via ATT

Netbound.

You will be able to understand the overlay path for the IPSec tunnels as well as the underlay path going
through the direct connect router and direct connect gateway to the virtual private gateway of the transit VPC.

[ Default Data View

*
10.8.1.25
Fu
1081.25
known End System

\J

Overlay

iy
US-BOS-FW/act
] \

10.8.1.32/29 10.8.1.48/29

10.8.1.16/28
HSRP: 1(10.81.17)

0.0/26
50282535315,

US-BOS-SW1
108118
Cisco 10S Switch

108.151
Cisco Router

AWS Virtual Private G

(vgw-09365f55baf4b4779)

172.21

ateway

subnet-0725965c40afd85a8

ydu-spokeT-aws-linux-serv...

6.1.32/28

17226142
AWS EC2 Instance

@ transit-vpc(vpc-08248fb7d...

, ~
EQC50-3bgok38eqk2gm(dxcol

WS VPC Router

\
BUR12-LAB-FW1/act

-
192.168.0.25
Cisco ASA Firewal!

AWS DX Router

AWS DX Rauter

ATT_NETBOND
MPLS L3 VPN

-
BGP-Transit-NB-VGW(vgw-01...

P r
AWS Virtual Private Gateway

To-ATT-NetBond(4858a220-a...
AWS DX Gateway

Underlay

1.3.1.2. Transit Gateway Reference Architecture

Transit Gateway is used to enable VPC-to-VPC communication or/and on-prem to cloud communication. The

above scenarios are fully supported by NetBrain.

26 | NetBrain Integrated Edition 10. 0 Release Notes



N B

A
172.3132.0/20 Gw_17231.321

subnet-30416b6c S

7925VPC1(vpc-9d91ebe7)
D7 SN
A5 VPC Route:

7925-vpcl-ec2(i-06bbadaec...
1723136178
AWS EC2 Instance

°
&
&
s 17231.0.0/20
f subnet-aldef2c6
=
&

&

172.31.48.0/20
subnet-69244767

¢

N
172.31.16.0/20
subnet-71ae573C  172.31.64.0/20

subnet-35720706 17231500120

subnet-f44470da

-
meodified-TGW-Burlington(t...
PR ES

- ¢
WS Transic Gatevay N/,
&
2,
9 < 5,

A
iy 172.16.103.128/28
172.16.103.16/28 3

17216 103.144/28 | onet-0824ed5caaT503412
subner0E5a41643027dfcos Jenet
i subnet 048676 dGedcS Eae P
W 172.16.103.0/28
R 'subnet-06f599635248e1411 +]

Spoke2-Client-1a(i-00b7c3...

172.16.103.160/28
suBnen00T 2c3430 3722972

172161036
172.16.103.32/28 AWSEC2 Instance
subner-0c3rs3020056acars) 7 97280¢H72fdc...
AWS VPC Router

1.3.1.3. Virtual Appliance

Virtual appliance can be used in the public cloud environment (CSR1000v, ASAv, vedge etc.). The relevant
deployment scenarios (including the application path across these virtual appliances) are fully supported by
NetBrain.

In order to successfully establish a path going through the virtual appliances, CLI access to the virtual
appliances is required in addition to accessing the AWS API (to retrieve the EC2 instance information).

The example below demonstrates how the ingress routing works with the ASAv configured within VPC to
inspect the incoming traffic.

AWEAWS-

port Test{i-00f.., -
o aas BGP-Transit-NB-VGWIvEW-01..

45 22 Tt chsn-ihgnkjsﬂeql;zgm:dwnn. E4DC2- 20t 00mmOstdidscon...
:

A5 D Rourer

r Rl
new-modified- VGW-Nethondy..,_SPoke1ivpC03bi724734830a...
AwEyiral Privane Gaeway AMEVRE Reaer

s
To-ATT-NetBond(4858a220-3...

MRLS L3 VAN
transit-ypcivpe 022427bTd... L

AWS YPE Rrouter

EqDC2.370kaublneghiidcon
EQES0-2xebk2yblgiunidecon... A5 DX Router
075 D% Gauter
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1314 VPC Endpoint and Private Link

' AWS Public Services are fully supported in current release, including the gateway endpoints and the interface
endpoints.

H.“"\ITIEZD'T Dynamo DB AWS Amazon Dyna...
Ef‘ﬂma:oﬁ EC2 AWS Amazon EC2
mf‘ﬂma:oﬁ 53 AWS Amazon 53
Ef‘ﬂma:oﬁ SageMaker Motebook AWS Amazon SageM...

The following path shows how an EC2 instance communicates with the Amazon S3 service via the gateway
endpoints. You can verify the traffic flow from NetBrain by entering the source IP, destination URL and

NetBrain can confirm that the traffic goes through the Gateway endpoints instead of using the internet
gateway.

n H '3 \

,,,,,,,,,, i 5 :
spoke5-sub2(i-077e7e29bbe... e \LPCE S%(vpce ({efOeGbOS...
_—_n. AWS Gateway VPC Endpoint
AWS EC2 Instance

172.16.155.
subnet-08cfe!

Spoke5(vpc-03320aa17¢c98d8...
AWS VPC Router

Amazon S3
AWS Public Service

The following diagram demonstrates the private-link support. From the right hand side, the application owner
shares the application with others via the private link service. NetBrain can map the private link services
accordingly. When you calculate the path from the EC2 instance to the private link service, NetBrain can
further visualize the entire path as well as the EC2 instances sitting behind the NLB.
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Windows-2016-FrontServer-

/ \ ' \
VPCE-Web-Portal(vpce-0a66 Default created by AWS(vp...
- - I A w / \
172.16.103.20 AWS Interface VPC Endpoint AWS VPC Router
AWS EC2 Instance -
&
]
&
3
)
172.16.103.16/28 172.16.103.144/28
subnet-06524164a027dfcd8 subnet-0456f76fd6e4cS8ae

172.31.96.0/20
subnet-0c0ed750
=<
v
-
[
)
v
>,
-

172.31.32.0/20
subnet-6254bc3e

Spoke2(vpc-0797a80cf72fdc

AWS VPC Router

NLB-for-Web-Portal(22833a

AWS Network Load Balancer

ydu-NLB-pls-do-not-delete

17231410
AWS EC2 Instance

1.3.1.5. Application View (NLB/ELB)

Path Example- Application Load Balancer

Note: At the current stage we don't support layer 7 inspection details. Only layer 4 inspection is performed.

¥ DU-ALB-Internet-Facing(a...
A

172.16.103.192126

subnet D7a8bbbadecotsbed

‘AWS Applicacion Laaa Balancer

) Defoult Dats View

1721610316128
Spoke2-Client-1b-ydu-nttp...  subnetd65e4164027dico8
1721610324

AWS EC2 Instance

X
Jante
15152
T2

0124
S~

poke2(vpc-0797a80¢f72fdc...

7 orz2e
subnet Dad89a28E5eed0i2!
T6.103.1728

AW VPC Router

wemwsuvusszmu:ahwz.lsmwﬁ

Spoke2-Client-1f(-01c48b..,

1721610242
AWSEC2 Instance

Spoke2-Client-1a(i-00b7c3...
Tr2is1038
AWS EC2 Instance

172161030128
subnes 08750082824821411

Path Example- Network Load Balancer
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The following one shows the path goes through a network load balancer. You will find the EC2 instances
behind the load balancer has been mapped out as expected.

O O T+
5 . Loh i z
$G1-VPC1-instance2(i-02c1... Spoke2(vpc-0797a80cf72fdc... Spoke2-Client-1f(i-01c48b...
ra DT
172.16.101.94 AWS VPC Router L 172.16.102.42

AWSEC2 Instance AWS EC2 Instence

172.16.101.80/28 Pox-0985200044becB39F
subnet-0c7655a003df34f98

172.16.102.0/23
subnet-02d89a2855eed0f21

O
Spoke1(vpc-03bf7347a44aea... ydu-test-nlb(8f9bb06e96ho...
AWS VPC Router AWS Network Load Balancer

1.3.1.6. AWS Lambda Support / Serverless Support

The current release only provides limited support for serverless application dues to NetBrain's current focus
on Networking Objects. When launching a serverless application, AWS will automatically generate ENI
interfaces to communicate with other VPC resources. You will need to configure the correct security group and
ensure it can work properly. You can leverage NetBrain's path function to check the application flow from ENI
interfaces to destinations.

The following path demonstrates the path from an ENI interface provisioned by AWS for serverless application
to the AWS S3.

O
I
Jlo= poke2-s3-vpcgwe(vpce-0ba...
I \
AWS Gateway VPC Endpoint

(eni-00ef011fc23ebfa68)
AWS una::a:"eg ;‘Jetwom Interface
172.16.102.141

172.16.102.0/24
subnet-0ad89a2855eed0f21

Spoke2(vpc-0797a80cf72fdc... Amazon S3
AWS VPC Router \ \ AWS Public Service
\

N
\
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1.3.2.Azure Application Path Deep Dive

For a detailed list of Azure Networking Supported Functions, please refer to:

Azure Networking Supported Function List

NetBrain has invented the concept of Virtual Network Distributed Router (VNet Router) with various resources
and features to simplify the Azure Cloud network connections inside and outside the Virtual Network. The

resources/features include:

e Routing information such as User Defined Route and Virtual Route Table for Virtual Network.

e Security rule information such as Network/Application Security Group rule in subnet/interface level.
e Peering information for various VNet peering details.

e Network Interface (NIC) Effective Route Table information

P a |—_- Configuration File

11-Rol
| B Data Tables > Azure Neighbor Relationship Table
et Dis

[E View Device Details in Netwark Azure Foute Dependency Table

B \iow Contess M 5 Ts
aa view Context Maps Azure Virtual Route Table
0 Dizgnosiz 2> Azure Vet Network Security Groups Table

%2 Shared Device Settings Azure Vet Peering Table

Azure Vet Route Table
Run Qapp

zure Vi fFactiv —
-':;\ Overall Health Monitor Azure VNIC Effective Route Table

Run Gapp

g Retrieve Live Data

@ rinz

" Traceroute
Path

-l- Compare

™ lcon Sextings
Create Mote

=% Add to Device Group

NetBrain has invented the unique algorithm to build the virtual routing table based on the topology info and
route advertisement it captures for the surrounding devices. This information is very useful in the context of
reviewing the potential routing problems:

e Neighbor Relationship Table: This table includes the neighbor device information which are recognized

as directly connected neighbors.
e Route Dependency Table: This table includes the devices with routes advertised to the current device.
e Virtual Routing Table: This is the virtual route table to be used in path calculation. We strictly follow
Azure's route selection priority rules to choose the best path available if there’s multiple paths to the

destination.

NetBrain Integrated Edition 10. 0 Release Notes | 31


file:///C:/confluence/display/PD/3.8+Azure+Networking+Supported+Features+and+Details

Azure Virtual Route Tabl

uter{US-West-RG){073e645)(VirtualNebrorkDi

ibutedRouter)

Datz Sourca:

NCT: | Azure Virtual Rout

Dastination
10.0.0.0/8
100.64.0.0/10
192.168.0.0/16
0.0.0.0/0
172.16.101.0/24
172.17.18.0/24
172.17.13.0/24
172.17.251.0/30
172.17.253.0/24
172.18.1.0/24
172.16.101.0/24
172.17.251.0/20
8.8.8.8/32
172.17.14.0/30
172.16.101.0/24
172.17.17.0/24
172.17.13.0/24
172.17.11.0/24
172.17.15.0/24
172.17.11.190/32
17217.14.0/24
172.17.22.132/32
172.17.22.133/32

172.17.22.0/24

Current Baseline

Execution Time: 1/23/2021, 2:23:44 M

v
v | Subname:| _for GW_172.17.16.1 v
=

Default

Default

Default

Default

ExpressRoute B

ExpressRoute )
ExpreszRouts ]
ExpreszRouts ]
ExpressRoute B
ExpressRoute ]
ExpreszRouts ]
ExpressRoute )
UDR u
UDR u
UDR u
UDR u
uDR u
Whet Global Peering ]
Vet Glabal Peering B
wen )
VEN ]
ven B
wen B
VEN ]

Local Preference

AS Path

8030
65515 65520 65520 &
65515

65515

65515

65515

8030

65515

Out Interface

_to_Internet_Cloud

_to_East-VNET1(East-R_
_to_East-VNET1(East-R_
_to_E=st-VNET1(Ezst-R.
_to_East-VNET1(EastR..
_to_East-VNET1(East-R_
_to_East-VNETL(EastR..
_to_E=st-VNET1(Ezst-R.

_to_East-VNET1(East-R..

_to_East-VNET1(East-R_
_to_E=st-VNET1(EzstR.
_to_East-VNET1(EastR..
_to_East-VNET1(East-R_
_to_East-VNET1(East-R_
_to_E=st-VNET1(Ezst-R.
_to_East-UNET1(EastR
_to_East-VNET1(East-R_

_to_East-VNET1(East-R..

MNext Hop IP Address

172.17.16.68
172.17.16.68
172.17.16.68
172.17.15.20

172.17.15.20

Search.

Mext Hop Device

_for_Azure_Internet_Cl...
East-VNET1-Router(Eas.

East-VNET1-Router(Eas

East-VNET1-Router(Eas...

East-VNET1-Router(Eas...

East-VNET1-Router(Eas

East-VNET1-Router(Eas...

East-VNET1-Router(Eas...

East-VNET1-Router(Eas

East-VNET1-Router(Eas...

East-VNET1-Router(Eas

East-VNET1-Router(Eas

East-VNET1-Router(Eas...

East-VNET1-Routar(Eas

East-VNET1-Router(Eas

East-VNET1-Router(Eas...

Originator
Spake-VNET3-Router(U...
Spoke-VNET3-Router(U..
Spoke-VNETZ-Router(U ..
Spake-VNET3-Router(U...
Bur-Netbond(Primary}{.
Canada-Cantral-VNET1- .
East-Test-VNET-Router(..
Bur-Netbond(Frimary](..
East-VHUB(East-RG1)(0
2nd-Sub-Vnet-Router(Z..
Bur-Netbond(Sacondzr...
Bur-Netbond(Sacondar.
/subscriptions/073e6F4..
/subscriptions/073e664...
/subscriptions/073e664...
/subscriptions/073e64.
/subscriptions/073e664...
Ezst-VNET1-Router(Ezs..
East-UNET1-Router(Eas
East-VON-GW(East-RG1
West-Hub-VNET-Router..
Rorth-UBN-Gateway(Mo.
North-YPN-Gateway(No

North-VNET-Routar(Nor...

1.3.2.1. Traffic Cross Azure Cloud and On-Premises Scenario

‘There are several ways to connect an on-premises network to an Azure Virtual Network (VNet).

e VPN connection

A VPN gateway is a type of virtual network gateway that sends encrypted traffic between an Azure virtual
network and an on-premises location. The encrypted traffic goes over the public Internet.

NetBrain VPN connection path sample:

On-Premise

Azure Cloud
(0]

.

Bur-Netbond(Primary)(East

1721681

&
r)
2 ,
g Bur-Netbond(Secondary
g
g 77 peerip 10.
3 ©  Tunnel outside 52.179.98.177 peerip =
(o -a— Y
© e BUR1Z2-LAB-FW1

GW(East-RG1)073.

AzurePathTest-SPK3-VM4(US.

Spoke-VNET3-Router(US-Wes.

cure Vet D ed Route
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e ExpressRoute connection

ExpressRoute connections use a private, dedicated connection through a third-party connectivity provider. The

private connection extends your on-premises network into Azure.

The figure below shows the traffic path between Azure Cloud and On-Premise via two ExpressRoute Circuits
connections provisioned by ATT Netbound. Microsoft Enterprise edge (MSEE) devices are sitting at the edge of

Azure Cloud.

NetBrain ExpressRoute connection path sample:

AzurePathTest-SPK3-VM4(US.

17217166 > 172.16.8.1

Azure Cloud

On-Premise

BUR12-LAB-FW1

1322 Hub-Spoke Typical Network Scenarios

A hub-spoke network topology is a way to isolate workloads while sharing services such as identity and
security. The hub is a virtual network (VNet) in Azure that acts as a central point of connectivity to your on-
premises network. The spokes are VNets that peer with the hub. Shared services are deployed in the hub,

while individual workloads are deployed as spokes.

NetBrain can visualize the abstract cloud traffic path between different Azure nodes and enhance your
efficiency of troubleshooting cloud network issues. The figure below shows the Hub provides a secure
network boundary using Network Virtual Appliance (NVA) such as Cisco ASA by checking all inbound and
outbound network traffic and passing only the traffic that meets network security rules.

NetBrain Hub-Spoke Network path sample:
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172.17.16.6 -> 172.17.17.4

Spoke VNet3 Hub VNet ~Spoke VNetd

(+]

> .
Spoke-VNET4-Router(US-Cen...
w | )

Azure VNt Distributed Router

ASAv-Hub-VNET
f

AzurePathTest-SPK3-VM4{US...
- 3
5.176.50

Azure Virtal Maching

17217.47.0-15(US-Ca

arurepathtest-spk3.v664 172.17 16,6128

: §
g 8
§ K . |
x %
0128 3 H
<RGN7308045) Subne) § H
L]
3
a
]
H
E
@
&
o
S
=
&
H
£l
(4]
Spoke-VNET3-Router({US-Wes... East.VNET1-Router(East-RG...
Azure VNet Distributed Router Azure Vet Distributed Router Us-Central-Endpaint(Us-Ce...
Azure Virtual Machine

1323 Virtual Network (VNet) Connection Scenarios

There are several options to connect Virtual Networks (VNet). You can connect virtual networks to each other
with virtual network peering or using the VNet-to-VNet connection type.

¢ VNet Peering

These virtual networks can be in the same region or different regions (also known as Global VNet peering).
Once virtual networks are peered, resources in both virtual networks are able to communicate with each
other, with the same latency and bandwidth as if the resources were in the same virtual network.

NetBrain provides various Virtual Network information on the MAP such as VNet Peering Table, from which
you can view the peering details for current Virtual Network.

Virtual Network Available data table:

PIUR VYL
B —

o
[ Configuration File

YNET1-Ri
v ¢ || B DataTables > Azure Neighbor Relationship Table

iy Eg View Device Detsils in Network Azure Route Dependency Table
&=
g a6 View Context Maps Azure Virtual Route Table
& ) .
2 @ Disgnesis > Azure ViNet Network Security Groups Table

Azure Vet Peering Table I

& Shared Device Settings

Run Qapp Azure Vet Route Table
O Orverall Heslth Monizar Azure VNIC Effective Route Table

[ RunGapp |
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Azure Vet Peering Table of East-VNET1-Router{East-RG1)(072e6f45)(VirtualNetworkDistributedRouter)

Data Sourcet | Current Bassline v | Exscution Time: 1/29/2021, 2:18:21 PM B %O
NCT: | Azure VNet Peerin. v Subname:| ‘Global v Saarch... Q
Pesring Name Pesring Status

Neighbor VNET ID Allow Gateway Transit Use Remote Gateways Allow Forvrarded Traffic
fsubscriptions/07326f45-d1ae-40fe-33aF-8.. Enabled

Allows Virtual Network Acc...
Hub-VNET-To-Spoke-vNETZ Connected

Disabled Enabled Enabled
Hub-VNET-To-Spoke-VNET4 Connected /subscriptions/073e6f45-d1se-40fe-33af-8..  Enabled Disabled Enabled Enabled
Hub-VNET-To-Spoke-VNET2 Connectad /subscriptions/073e6f45-d1ae-40fe-53af-8..  Enabled Disabled Enabled Enabled
Hub-VNET-To-Spoka-VNETL Connected /subscriptions/072e6f45-d1ae-40fe-93af-8..  Enabled Disabled Enabled Enabled
EastNetHub-to-SpokeS-sam... Connected /subscriptions/073e6f45-d1se-40fe-33af-8..  Enabled Disabled Disabled Enabled
TenantA-To-B Connected /subscriptions/f34a04c1-fe04-453e-83d1-5... Disabled Disabled Disabled Enabled
Global_Pser_Test Connected /subscriptions/eb48417e-0d31-46b0-acd4-... Disabled Disabled Enabled Enabled

The VNet peering path sample:

VNet Peering ~

§poke VNet Hub VNet

AzurePathTest-SPK3-VM4{US..

‘ \
East-VNET1-Router(East-RG..
- -~
Azure Virtual Machine

/ \
Azure Vet Distriduted Router

5
&
i
1
2
s
<
$
&
¢
g
3
3
2
3
2
)
=

172 5 028
Subnet!(East-RG1 )07 3e6f25)Subnet)
B

. 172 "‘E 2

2.17.16.0-15(US-Wesz-

S2/6° L1 L1 'TLL 99ZUANS-1 101 IRUA-ISE
Q ' o

Spoke-VNET3-Router{US-Wes

East-VNet-to-11-subnet(Ea..
Azure VNet Distributed Rout:

Azure Virtual Machine

17217166 > 17217.115

e VNet-to-VNet Connection

You can connect virtual networks by using the VNet-to-VNet connection type. The virtual networks can be in
the same or different regions, and from the same or different subscriptions. When connecting VNets from
different subscriptions, the subscriptions do not need to be associated with the same Active Directory tenant.
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NetBrain has invented the proprieties Virtual Route Table based on Azure routing policies and rules, which can
provide you an easy way to understand cloud routing details instead of struggling with abstract cloud routing
strategies.

Azure Virtual Route Table of East-VPN-GW({East-RG1){0726/45)(VirtualNatworkGatevay)

Data Source: | Current Baseline W Execution Time: 1/23/2021, 2:23:44 PM 5 _J_; r;
NCT: | Azurs Virtual Rout..  w | Subname:| _for_intf_172.17.11.150 v Search... Q
Destination Type ALG Local Praference AS Path Out Interface Next Hop IP Addres.. Next Hop Device ‘Originator
172.17.14.0/24 VPN B _to_West-VPN-GW(C... West-VPN-GW(Cen... West-Hub-VNET-Ro...
172.17.22.132/32 VPN B _to_West-VPN-GWI(C... West-VPN-GW(Cen.. North-WPN-Gatewa...
172.17.22.133/32 VRN B _to_West-VPN-GW(C West-VBN-GW(Can Naorth-WPN-Gatewsa
172.17.22.0/24 VPN B _to_West-VPN-GWI(C... West-VPN-GW(Cen... North-VNET-Router...
172.17.14.150/32 VPN B _to_West-VPN-GW(C... West-VPN-GW(Cen.. West-VPN-GW(Cent...
172.16.8.0/22 VPN B _Tunnel_outside_52... 104.207.208.66 BURL2-LAB-FW1 BUR12-LAB-FW1
172.17.254.0/30 VPN B _Tunnel_outside_52.... 104.207.208.66 BUR12-LAB-FW1 BUR12-LAB-FW1
|
|
|
|
#
VNet-to-VNet od
East VNet North VNet
C+]
] O
AzurePathTest-SPK3-VM4(US B r ‘;45\ ~ ) /\
Azure Virtu3! Machine EastVNET1-Router(EastRG.. -VPN-GW(Central-RG1)( North-VNET-Router(North-R
/
Azure VNet Distributed Router Az Iro »’v-,ué\ ‘myn;'\ Gatewi I, A:.m \‘m:’D stri b.ﬂ\tﬂ Rnuu\
3
2

19 %
o %
& % 172.17.82.0028
& EA North-subnat!(North-RG1)(073e6f45KSubnet)
7306145 )5ubnet 3 A
% 28126
0 1(07306445K500na0)
P
<
East-VPN-GW(East-RG1)(073... North-VPN-Gateway(North-R... North-VNET-VM1(North-RG1).
Azure Virtual Network Gateway Azure Virtual Machine

Spoke-VNET3-Router(US-Wes. Azure Virtual Neswork Gateway

Azure VNet Distriduted Router
|

17217.16.6 > 172.17.224 N

1.3.2.4. Azure Firewall Scenarios

Azure Firewall is a managed, cloud-based network security service that protects your Azure Virtual Network
resources. It's a fully stateful firewall as a service with built-in high availability and unrestricted cloud
scalability.

NetBrain uses various tables to visualize different Azure Firewall Rule information, and performs lookup
across all rules to calculate the path following Azure rule check policy.
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Azure Firawall

G.-u-wq.S |Lr|=|E.- 4 Fu‘N]f]r:\fJ:hub net)

Configuration File / \ \I\

> Azure Firewall Application Rule Collection Table

View Device Details Azure Firewall DNAT Rule Collection Table

& View Context Maps Azure Firewall Network Rule Collection Table
ﬂ Diagniozis > Azure Virtual Roure Table \
07 3eBI45)S...
S N

Data Source: | Current Baseline W | Execution Time: 1/29/2021, 2:18:40 PM = : O
NCT: | Azurs Firewall Net.. v | Subname: | 'Global' v Search.. Q
Rule Collection .. Rule Collection .. Group Priority . Collection Priori... Action Inherited From . Rule Name Source Type Source Protocol Destination Por.. Destination Typ.. Destination
Deny8081 DefaultNetwor.. 200 220 Deny Deny8081_16... 1P address 172.17.16.38 TGP 8081 1P address 8.8.8.8
Deny3081 DefaultNetwor.. 200 220 Deny Deny8081_16.6 1P address 172.17.16.6 TP 2081 1P address £.8.8.8
Denya082 DefaultNetwor.. 200 150 Deny Deny8082 1P address 172.17.16.6 TP 8082 1P address 0.0.0.0
AzurePsthTest_.. DefaultNetwor.. 200 200 Allove Allow-DNS 1P address 172.17.16.33  UDP 53 1P address 209.244.0.2,20..
AzurePathTest_.. DefaultNetwor.. 200 200 Allove AllowssH 1P address * T 22 1P address 8.8.8.8
AzurePathTest_.. DefaultNetwor.. 300 200 Allow: AllowICMP 1P address = 1cMP = 1P address *
AzurePathTest_.. DefaultNetwor.. 300 200 Allow: SPK3tnCanCent  IP address 172.17.16.32/28 Any = 1P address 172.17.18.0/24
AzurePsthTest_.. DefaultNetwor.. 200 200 Allove Allowsnso 1P address 172.17.16.33  Any 8080 1P address 8.8.8.8
AzurePathTest_.. DefaultNetwor.. 200 200 Allaw Allow8080-tel . 1P address 172.17.16.33  TCP 8080 1P address 172.17.14.0/24
AzurePathTest_.. DefaultNetwor.. 200 200 Allove Allov8080-to8.... 1P address 172.17.16.6 TP 8080 1P address 8.8.8.8
AzurePathTest_.. DefaultNetwor.. 300 200 Allow: Allow18.6_ori_. 1P address 172.17.16.6/32 TCP £081-8082 1P address 0.0.0.0
AzurePsthTest_. DefaultNetwor.. 200 200 Allove Allow16.6_des.. IP address 0.0.0.0 TP 8081 1P addrass 172.17.16.6/32
AzurePsthTest_. DefaultNetwor.. 200 200 Allaw 1P_Group_Test 1P Group 172.17.21.0/2..  TCP 8338 1P addrazs 8.8.8.8
AzurePathTest_.. DefaultNetwor.. 200 200 Allaw Allow8080-tol... 1P address 172.17.16.39,.. TCP 8083 1P address 172.17.14.0/24
AzurePathTest_.. DefaultNetwor.. 300 200 Allowe Allow3080-tol . IP address 172.17.16.6 T 2084 1P address 172.17.14.0/24
AzurePsthTest_. DefaultNetwor.. 200 200 Allove AllowAWSto-17... TP address 172.17.16.6 Any = 1P address 172.16.101.0/24
-

The Azure Firewall path sample:
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Azure Cloud

Azure Firewall
()

Spoke-3-Firewall{Us-West-
y 4 J

ff EASTVNET1(East RG1NO7Re6145)Virty

Bur-Netbond(Primary)(East

0 VNETI(US-West-RG)(07 30645V

Spoke-VNET3-Router(US-Wes. East-VNET1-Router(East-RG.

AzurePathTest-SPK3-VM4(US.

%

‘ o
17217.16.6 > 172.16.101.11 v &
( MPLS\

TR
AT N

AWS Cloud

EqD(Z-JS!o(B?mm\OSNldx(on EqDC2-370koulloeqhO(dxcon

Spoke?l-Client(i-0cb258d2d.

g 0ed7b35. - .
to_Spoke1ivpe D3bITIATasae TS
i new-modified-VGW-Netbond..

(o_new-madified NGW-Netbont

Spokel(vpc-03bf7347a84aea o

1.3.2.5. Azure Load Balancer Scenarios

Azure Load Balancer operates at layer four of the Open Systems Interconnection (OSI) model. It's the single
point of contact for clients. Load Balancer distributes inbound flows that arrive at the load balancer's front end
to backend pool instances. These flows are according to configured load balancing rules. The backend pool
instances can be Azure Virtual Machines or instances in a virtual machine scale set.

NetBrain supports both Public/Internal Load Balancer path and various Load Balancer features, including:

e Azure LoadBalancer Backend Pools Table

e Azure LoadBalancer Inbound NAT Rules Table

e Azure LoadBalancer Load Balancing Rules Table
e Azure LoadBalancer Outbound Rules Table

e Azure LoadBalancer Virtual Route Table

Azure Load Balancer available data table:
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® Configuration File

Azure LoadBalancer Backend Pools Table

1-Privat)
azure I EFH Data Tables I >

E View Device Details Azure LoadBalancer Inbound NAT Rules Table
& View Context Maps
@ Disgnosis > Azure LoadBalancer Outbound Rules Table

& Shared Device Serings Azure Virtual Route Table

Azure LoadBalancer Load Balancing Rules Table

Run Qapp

0 Overall Haalth Monizar

—

s
217
AT{Spake

L .
#t-1-private-endpodss 1721712 JlJillH d’

B Run Gapp

& Retrieve Live Data
@ rinz

-
» Traceroute

Azure Virtual M

'+ Path

£]* Compare

™ jcon Semings >
Create Note

5% Add 1o Device Group

VMET-1-Private-Endpoint-3

Azure Load Balancer Load Balancing Rules Table:

Azure LoadBalancer Load Balancing Rules Table of VNET-1-Private-Load-Balancer{Spoke-VNET-1)(07326f45)(LoadBalancer)

Data Source: | Current Baseline w |  Execution Time: 1/29/2021, 2:18:48 PM

NCT: | Azurs LoadBalance.. v | Subname: | 'Global v
Name Load Balancing Rule 1P Varsion Frontend IP A HA Ports Protocal Port
TestHAPorts  TestHAPorts (ALL/0) Pva LoadBalancer . Yes All ]
AzurePathTe.. AzurePathTest-NoHA (T IBv4 AzurePathTes.. No Tep 2080

Azure Load Balancer Backend Pools Table:

Backend Port ... Backend Pool ..
o VNET-1-Priva.
8081 AzurePathTest

Health Probe ...

HTTP (HTTP:

HTTR (KTTP: .

B « B
Q
Sassion Persi... Idla Timeout .. TCP Reset Floating IP
None a Disabled Disabled
None 4 Enabled Disabled
#

Azure LoadBalancer Backend Pools Table of VNET-1-Private-Load-Balancer{Spoke-VNET-1){07326f45)(LoadBalancer)

Data Source: | Current Baseline W | Execution Time: 1/29/2021, 2:18:48 PM

NCT: | Azure LoadBalance w | Subname: | AzurePathTest v

Virtual Machine Virtual Machine Status

WHET-1-Private-Endpoint-2 VM deallocated

WMET-1-Public-Endpoint-4 VM deallocated

The Azure Load Balancer path sample:

Network Interface
wnet-1-private-endpod55

wnet-1-public-endpoid01

B T % O
s Q
Private IP Address
172.17.12.38
172.17.12.10
4
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Azure Load Balancer

Backend Pool

g
55 T 108 vnet-1-private-endpodSs 172,17.12.39/28
VNET-1-Private-Endpaint-3...

17217.12.1
172.17.12.16-31(Spoke-VNET-110T 3e6f45)5ub...
. 1721712324
g H
Azure Virtual Machine

-
.
s
»

eTTLLLLL ~ CLIT

K 17249170028
Subnet (Ease RG1H0T 66145 KSuBneE, -
% Spoke-VNET-1-Router(Spoke...

Aam\d.ﬂu Distributad Router

s,
B

S,
ARRLLTTTTT R
a

01 724792 |011v d’
endpoi VNET-1-Public-Endpoint-i..

t-1-public

e

-
»,
n.....
bl >
'.o' Aure Virtual Machine
net®

i LT
172.17.12.0028
£T.1 SLLlT Ll

17247.12.0-1 505

East-VNet-to-11-subnet(Ea... Eut-\.’NEﬂ-Rc;unr(EublG...
Azure VNt Dm;mnmu Router

Azure Virtual Machine
TCP 172.17.11.5:0 -> 172.17.12.42:8080

1.3.2.6. Azure Virtual WAN Network Scenarios

Point-to-Site VPN Site-to-Site VPN

2 0 O 0\o

ExpressRouyte

L X 1K)

Remote Users Branch Branch

HQ Brancl: Branch
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NetBrain supports the following global transit connectivity paths of Azure Virtual WAN. The letters in
parentheses corresponds to the letters in the diagram above.

Branch-to-VNet (a)

Branch-to-branch (b)

o ExpressRoute Global Reach and Virtual WAN
e Remote User-to-VNet (c)

e Remote User-to-branch (d)

e VNet-to-VNet (e)

e Branch-to-hub-hub-to-Branch (f)

e Branch-to-hub-hub-to-VNet (g)

e VNet-to-hub-hub-to-VNet (h)

NetBrain can provide key information including Virtual Hub Effective Route Table and Virtual Route Table.

Virtual Hub Available‘Data Table:

.'(rh? | |
EastVHI /m(: Eq Configuration File
- Azure VHub Effective Route Table I FH Data Tables > I
— Azure VHub Route Table E Wiew Device Details
Azure Vircual Route Table 2% View Context Maps

B Dizgnosiz >
& Shared Device Setings

Run Qapp

0 Overall Health Monitor

R —— - | ID Run Gapp

to_Canada Central YNET1{Canada Central

/dnadd-(wlln & Retrieve Live Data
__-.—-""‘"_ @ ping

- s
@ raceroute

~ Path

Y compare

™ Icon Settings >
Create Mote

%% Add to Device G roup

Virtual Hub Virtual Route Table:

Azure Virtual Route Table of East-VHUB(East-RG1){0736/45)(VirtualHub) x

Datz Source: | Current Baseline v | Execution Time: 1/25/2021, 2:25:42 PM B T G
a
NCT: | Azure Virtus| Rout. v | Subname: _for 2nd-Sub-Vnet{2nd-Sub- v Sasrch Q
Destination Trpe ALG Local Preference AS Path Out Interface Next Hop 1P Address Next Hop Devica Originator
172.16.8.0/22 ExpressRoute E 12076 5020 65101 64665 _GW_172.17.252.1 Sur-Netbond(Primary)(E..  BUR1Z-LAB-FWL
\ 10.4.0.0/16 ExpressRoute E 12076 12076 _GW_172.17.253.1 Bur-Netbond(Primary}{E... testVNET-Router{Spoke-.
172.17.11.0/24  ExpressRoute El 12076 12076 _GW_172.17.253.1 172.17.253.6/24 Bur-Netbond(Primary)(E.. Esst-VNET1-Router{East-
172.17.12.0/24  ExpressRoute E 12076 12076 _GW_172.17.253.1 172.17.252.6/24 Bur-Netbond(Primary}(E... Spoke-VNET-1-Router(Sp.
172.17.13.0/24  ExpressRoute El 12076 12076 _GW_172.17.253.1 172.17.253.6/24 Bur-Netbond(Primary}(E..  Spoke-VNET-2-Router{Sp.
172.17.15.0/24  ExpressRoute Bl 12076 12076 _GW_172.17.253.1 172.17.253.6/24 Bur-Netbond(Primary)(E.. Esst-WNET1-Router{East-
172.17.16.0/24  ExpressRoute E 12076 12076 _GW_172.17.253.1 172.17.253.6/24 Bur-Netbond(Primary}(E... Spoke-VNET3-Router{US...
; 172.16.101.0/24  ExpressRoute El 12076 8030 _GW_172.17.253.1 172.17.253.6/24 Bur-Netbond(Primary}(E .. Esst-VHUB(Esst-RG1){07.
| 17217.18.0/24  VhHub E _to_MS_Backbons Canada-Central-Hub(Eas.. Canada-Cantral-VNET1-R...

Virtual Hub Effective Route Table:
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= Table of East-VHUB(East-RG1)(073e6f45) (VirtuslHub)

Data Source: | Current Baseline v | Execution Time: 1/28/2021, 2:18:42 PM B L %% O

NCT: | Azure UHub Effecti. W | Subname:| ‘Glabal' v

Brefix Maxt Hop Type Maxt Hop Origin AS path
172.16.8.0/22 ExpressRoute 10.3.123.58 -4 31d2377b.. 120 01-24885
| | 10400016 ExprassRouts 10.3.129.58 7326f45-d1a2-401 31d2377b. 12076-12076
172.17.11.0/24 ExpressRoute 10.2.128.58 21d2377b.. 12076-12076
|| 17217.12.0/24 ExprassRouts 10.3.129.58 d 21d2377b. 12076-12076
172.17.12.0/24 ExpressRoute 10.2.128.58 21d2377b.. 12076-12076
172.17.15.0/24 ExpressRoute 10.2.125.58 d 21d2377b. 12076-12076
172.17.16.0/24 ExprassRoute 10.3.129.58 d 31d2377h.. 1207612076
172.16.101.0/24 ExpressRoute 10.3.129.58 -4 31d2377b. 12076-8030
172.17.251.0/30 ven 172.17.253.13 7326f45-d1a2-401 21d2377b.
|| 17217.18.0/24 Remote Hub On-link 21d2377b.
172.18.1.0/24 Virtual Network Connaction on-link
172.17.19.0/24 Virtual Natwork Cannaction On-link
#

The Azure Virtual WAN path sample is shown as below:

US East Region

— M

)
East-VHUB(East-RG1 )07 2661451 VirtualHub)

172.17.16.6 > 172.17.18.1 ~

East-VNET1-Router(East-RG..

7217.18.0/28 2ure Ve Diswr
72.17.16.8-15(US-West-RGKDT 4615 )Subnes) Aaurs Vie: Disriouted Houter

P ]
.

/
Bur-Netbond(Primary)(East
Azure MSEE

947de39baars4512b65930¢23.

) Anurd BreRous Gaesay AT HUD Connes Yion
E)
ateways - /E?-’_/ 3
Spoke-VNET3-Router(US-Wes. S~ ¥ LA
Aaure Vhiet Distributed Router Bur-Netbond(Secondary)(Ea

Azure MSEE c- .
AzurePathTest-SPK3-VM4(US... Ly L

#~

Azura Vs Macnine East-VHUB(East.RG1)(073e

azurWireual Hus

Canada Central Region

Ms_Backbone ¢ hr}wrrm

A BUR
abseriptions/07 2644531 ae-40te 92a1-89231..

ﬁ’ canada-centralymey 17217.184128 .
§

17217,
Canads-Centrak-Subl(Canaca-Central RE)DT2

Canada-Central-VM(Canada-...
‘Azure Vircual Maching

to_Canada-Central-Hub(East-RG1)(073e6f4.
€ 1o Canada Central VN1 (Canads-Cantral_

Canads-Central-Hub{East-R
Canada-Central-VNET1-Rout Azure Virtual Hub
Aaure Vet Distributed Router \—/

1.3.2.7. Virtual Appliance Scenarios

A Network Virtual Appliance (NVA) is typically used to control the flow of network traffic from a perimeter
network, also known as a DMZ, to other networks or subnets.

The diagram below shows the NVA provides a secure network boundary by checking all inbound and
outbound network traffic and passing only the traffic that meets network security rules.
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Azure Cloud

ASAvHul VNET

Easi VNET1-Router(East RG.
AzurePathTast SPKINM(US Spoke VNET3 Router(Us Wes.

172171639 > 172.16.101.11 )

AWS Tloud

Spoke!-Clieni(i-0cb258d2d

EqDC2-370KouloeghO(dxcon

0 e VW Netbon v e T3S,

ta Spoke1vpc 03047

-
Spoke1(vpe 03bI7347addaes ed-VGW-Netbond(

\/

1.3.3.Path across Accounts (AWS) and across Tenants/Subscriptions
(Azure)

Enterprise customers may have a lot of AWS accounts and Azure subscriptions for data isolation. The
application path may traverse multiple accounts/subscriptions. By setting AP| access to multiple accounts and
subscriptions, NetBrain will be able to visualize the traffic path across multiple accounts as well as multiple
subscriptions.

NetBrain can visualize the peering details if the crossing subscription/tenant is using VNet Peering.

Azure Vet Peering Table of East-VNET1-Router(East-RG1)(07326/45)(VirtualNetworkDistributedRouter)

4 DataSource:| Current Baseline v | Execution Time: 1/29/2021, 2:18:31 FM B £ N O
t -
NCT: | Azure VNetPeerin. v | Subname:| 'Global' v Search... Q
1 Peering Name Peering Status Neighbor VNET 1D Allow Gateway Transit Use Remote Gateways Allow Forviarded Traffic Allovs Virtusl Network Access
Hub-VNET-To-Spoke-VNET2 Cannected fsubscriptions/073e6f45-d1ae-40... Enabled Disabled Enabled Enabled
Hub-VNET-To-Spoke-WVNET4 Connacted fsubscriptions/073a6f45-d1ae-40. Enabled Disabled Enabled Enabled
2 Hub-VNET-To-Spoke-WVNET2 Connected fsubscriptions/073e6f45-d1ae-40 Enabled Disabled Enabled Enabled
i Hub-VNET-To-Spoke-WVNET1 Connected fsubscriptions/073e6f45-d1ae-40 Enabled Disabled Enabled Enabled
u
EastVNetHub-to-Spoke5-samere . Connected fsubscriptions/073e6f45-d1ae-40 Enabled Disabled Disabled Enabled
"
TenantA-To-B Cannected /fsubscriptions/F34204c1-fa04-45... Disabled Disabled Disabled Enabled
1
| | Global_Pser_Test Cannected /fsubscriptions/eb48417e-0d31-4... Disabled Disabled Enabled Enabled
‘ 4
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Azure crossing subscription path sample:

Subscription 1

1721411 028
‘Subnet](East-RG1)073e645KSubneg)

/'?'\
1721791128726
RG1i073:

y)(East...
S
Subscription: NetBrain Azure subscription

East-VNet-to-11-subnet(Ea...
Subscription: NetBrain Azure subscription

EastVNET1-Router(East-RG...
Subscripton: NecBrain Azure subscrption

721
7 R
947de39baaf54512b65930c23. . E3CVHUB(ESRG

Subseripton: NetBrain Azure subscription

Bur-Netbond(Secondary)(Ea...
Subscription: NetBrain Azure subscription

Subscription ID: 073464451,

\

s
17217253024
1407 3e6f45)VirtualHub)

VESTLIZLL MY

Enx-VNUB(EA;;RG‘XWhG .

Subseription: NetBrain Azure subscription
Subscription ID: 07366¢: ofe

17247.11.5-> 1721814

Subscription 2

o
ites, 174
Path-test-1(Path-test-1 g... 21
Subserition: Net@rain Suseratian 2
Subscription ID: eb48417e-0031-4660-a¢cd4.90d8625cdb

.
9124

~emuANSPISIELONL S 1SENBNHA I5e3 O

i res] 2ndﬂm~\/n;;~knu;-r{2nﬂ-i i

1721810128
Subnet](2ng-Sub-RGKeb4B417e)Subnet)

SubsCription: NetBrain Subcription 2

52841

Azure crossing Tenant sample:

Tenant 1

East-VNet-to-11-subnet(Ea.
pscription: NetBran Azure subseription
Subsuription [D; 0735045 as-40fs-$347- 222316237 T0¢

17217000
Subnet] (East-RGTNDT

East-VNET1-Router(East-RG

Subscription: NecBrain Azure subscription
iptian 10: 073

Subsenption ID; 154a04c1-#e04-45 3e-831-53627907

Tenant 2

NetBrainLabMunich-VNET-Ro...
Neclain Acurk susseripeon

%

10106721
Cross-TenansTast-SusnetiNesEranLacMunicn,

VM-Cross-Tenant-Test(VM-N...

Subscription: NetBrain Azure subscription
1D f3daldct. 8341-93627907e429

ipti

17217.11.5->10.1.1.20
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1.3.4.Multi-Cloud Support

You may have one or more public cloud providers, with NetBrain's support for multiple cloud providers, you
will be able to get a complete view of your public cloud infrastructure as well as the traffic flow going through
multiple public cloud providers.

Following is the typical multi-cloud application design patterns:

e Public Cloud Exchange via Cloud Exchange Provider Cloud
e Public Cloud communicate via IPSec Tunnels provided by cloud Virtual Appliances

1.3.4.1. Public Cloud Exchange via Cloud Exchange Provider Cloud

The following diagram depicts the typical dedicated cloud interconnect solution provided by different cloud
providers. NetBrain is able to map the entire topology as well as the path going through multiple cloud
providers.

Private CPE~ Partner layer2 Interconnect ~  Private Interconnectivity  Private Interface  Private Gateway =~ Private Network

ayer 3-BGP
~¢———Layer 2 - Buyer VIAN———<t—Layer 2 - Seller VLAN—

AWS Direct Connect Privets Vinuet
Interface

AWS VPC

Equinix|Cloud .
ExchangelFabric™ prines

—
VetalCecut =3
OC Fast

After setting up the benchmark to retrieve the data successfully, NetBrain will be able to calculate the path
across public clouds. The following diagram shows how an EC2 instance can communicate with the virtual
machines sitting on Azure via AT&T Netbound.
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£aDC2 370ksuslosanD(dzor... Bur-NZtbind(Primary}Esst.
\
East-Express-GW(East-RG1).
233

2
20,4
1727111
GaranaySusnedEast RETHDT 3e62 5K anes

MPLS

A ~

ATT NETEOND:

@
g \
6
K,
P [
1721715.028
AZhvSunner] (EsstRGTIDTZeEMENE

Bur-Netbond(Secondary)(Ea.

172.17.15.4 > 172.16.101.11
|

Spoke1(vpc-03b17347a4da83..

w-madified-VGW-Neibond.

)
g

N

H

K

3,

Eq

EQDC2-38ror99mmost(dxcan...

1721815116/28
subner J5E8108360008 550

ASAv-HuUb-VNET(ASAV-RG(0T.

AWS-NB-ASA

Spoke1-Client(i-0ch258d2d.

1342 Public Cloud communicate via IPSec Tunnels provided by cloud

Virtual Appliances
| You can also use the transit VPC architecture to build the IPSec VPN tunnel between different cloud providers

so the traffic flow can go through transit VPCs.
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1.4. SPOG with Cloud Native Management Tools

NetBrain's data view function gives you the ability to monitor various public data in NetBrain environment.
This chapter will focus on explaining how NetBrain system manages to visualize the data from public cloud
providers in its dynamic map. There are basically two kinds of data that can visualized by NetBrain:

Public Cloud Infrastructure Data: this involves the basic information of cloud operational status,

[ ]

routing/security, tag information etc.

Cloud Monitoring Metrics: this involves the monitoring metrics from the cloud native monitoring
tools, such as AWS CloudWatch and Azure Monitoring. These metrics are usually data plane status that

can be visualized in NetBrain maps.
In order to visualize the relevant data using DVT, you can leverage the following two types of data:
GDR Data: GDR data is already available for use since this type of data is retrieved during the

[ ]
discovery/benchmark process.
API Parser Data: By using the API parser, you can retrieve any data from public cloud provider.

Building Data View Template with Public Cloud GDR Data

Since NetBrain uses API to retrieve the data from AWS for the related networking objects, the system makes
some of these data available for you to select when using the data view template. You can re-organize and

select the data you want to use in data view template based on your specific needs.
In order to select these data, you need to select the branch type first and then click the Select Built-in Data

option.
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‘ e [ Status ‘ ‘ e 3 Subnet ID
‘ o [ Availability Zone ‘ ‘ e [3 Description

} e ] Mac Address } } e [ Source/dest. check
Select Built-in Data
i 1 Interface Highlights I Define More Select Parser Variable
Add Text

The following screenshot demonstrates the data you can select for the elastic load balancer. The selectable
data will vary according to the type of network object.

Select an interface property

Interface Property v ‘ Search...

[ Attachment

[ Availability Zone
[ Description

(] Mac Address

[[) Source/dest. check
[ Status

[C) Subnet ID

Note: Since the selected data is retrieved from the GDR stored in MongoDB, when you apply the Data View including
the AWS GDR data, these data is cached from the system and will be retrieved during the latest discover/benchmark
process. The data presented is infrastructure data and rarely changes.

Building Data View Template with APl Parser Data

To retrieve more types of data from AWS (e.g., live CloudWatch data), you will need to use the API parser to
retrieve the data from AWS and then select respective Parser Variables. As the API parser data can be
retrieved from live network with desired frequency, you can use this method to build your Data View Template
if you need to pull the data from live.
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Sample Data View Templates provided by NetBrain

NetBrain has built a lot of useful data view templates based on different use cases. We will go through some
of these data view templates with the design intent. Please be aware that these data view templates are for
reference purpose only. Thanks to the scalability of NetBrain platform, the function can be extended to any
interested data.

'1.4.1.SPOG with AWS Cloud Infrastructure Data

The following Data View Templates make it possible to visualize different types of AWS cloud infrastructure
data in NetBrain dynamic map:

e Resource Links and Account Info
e Infrastructure View for Resources
e (Cloud Interconnect BGP Design

1.4.1.1. Resource Links and Account Info

‘This data view template can visualize the account information for different networking objects and it provides
the link to AWS management console.
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Links are also available for resources such as ENI interfaces, security groups and network ACLs.

_to_Spoke1(vpc-03bf7347addaea79a) accountld: 747895045325 [ attachment: tgw-attach-0310c433b0398acad (% networkAcl: N/A &
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routeTable: tgw-rtb-0fd3feead375641ee gutelablat /A accountid: 747895045325 [
" e . . Spol
modified-TGW-Burlington(t... Recommended Actions (2
accountid: 747895045325 Device: [l modified- TGW-Burlin...  Variable: [1] routeTable i
name: modified-TGW-Burlington(tgw-0cf091f03edf14349) (= o
= 3 aws route table ,\‘.‘\

[ Transit Gateway Route Table

lyperlink - Result 1
v [£) routeTable =
josta) Golden Baseline Analysis: /A Golden Baseline: Define
1items Compare
routeTable Time
tgw-rtb-Ofd3feead375641ee 01/15/2021 10:53:33 AM (Map Data Time)

ad4aea79,

1.4.1.2. Infrastructure View for Resources

‘This data view template can visualize the infrastructure information for different networking objects.

SN
pcx-09852bb044bec839f

rlington(tgw-0cf091f0...

Spoke1(vpc-03bf7347ad4aea...
iPva CIDR: 172.16.101.0/24 Spoke2(vpc-0797a80cf72fdc...

1
= IPV4|CIDR Set IPv4 CIDR: 172.16.102.0/24
Tenz::nl:yﬂI default =% |Pv4 CIDR Set
Default VPC: False Tenancy: default

oolo Default VPC: False

oo

ILZTLL MO
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1413 Cloud Interconnect BGP Design

‘This data view template can demonstrate the detailed information about your Cloud Interconnect design. It
visualizes all AS number from AWS and the advertised route details of the customer’s gateway devices.

s
c-0c27o11A503~" TGW-DXGW-747895045325(tgv
Amazon ASN: 64516

C-TGW-DXGW-GUEST-1(vpc-...Z
AWS VPC Router

172.27.1.0/24
subnet-0e70ec33672737¢66

DEV-TEST-TGW-ASSOCIATION(...
Amazon side ASN: 65100

1.4.2.SPOG with AWS CloudWatch

1.4.2.1. CloudWatch Basic Statistics

This data view template demonstrates the metrics retrieved from AWS CloudWatch. It currently includes the
following information:

e EC2 status

e VGW Tunnel status

e Direct Connect Status per Physical Connection
e Direct Connect Status per Virtual Interface

e TGW entire status

e TGW status per Attachment

o ELB Status
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1.5. SPOG with 3rd Party Cloud Management Tools

The ability to visualize data from 3™ Party cloud management tools enables NetBrain dynamic map to render a
complete view of your cloud infrastructures. The integration with 3" Party cloud management tools is highly
customizable meaning NetBrain can be integrated with any cloud management tools to suit your specific
needs. The following integrations are the SPOG solutions currently supported by NetBrain;

e Datadog - AWS/Azure Monitoring Metrics
e Splunk - VPC Security Group Check Log

1.5.1.Datadog - AWS/Azure Monitoring Metrics

The following data view demonstrates the integration with Datadog- the metrics are retrieved from the
Datadog agents installed on EC2 instances. NetBrain can retrieve and demonstrate the following types of
metrics through the data view template:

e system.cpu.user (5 min aveg - double)

e system.mem.pct_usable (5 min aveg - double)

e system.uptime (The last non-empty value of the 5 min - int)
e system.net.packets_out.error (5 min aveg - int)

e system.disk.free (5 min aveg - int)

e system.io.r_s (5 min aveg - int)

e system.net.packets_in.error (5 min aveg - int)

NetBrain also provides a link to Datadog so you can easily switch to Datadog to explore more details.

52 | NetBrain Integrated Edition 10. 0 Release Notes


http://system.net/
http://system.io/
http://system.net/
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3 Datadog AWS EC2 Agent Metrics

Free Disk Space: 848198901 Tbytes

10 Read Requess per Second: 0

Packet Receive Errors: 0

| 1.5.2.Splunk - VPC Security Group Check Log

AWS CloudTrail is a service that allows you to log, continuously monitor, and retain account activity related to
actions across your AWS infrastructure. The integration with Spunk allows you to view change log of security
groups/network ACL and much for VPCs during a specific period of time.
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event_name event_ume user_name host source sourcetype splunk_server accountld TransitGatewayRouteT... vpeld serial
Runinstances 2021-01-08T15:51:35.0... Tony.T splunknetbraintechlo.. - s3://aws-cloudtraillog.. awsicloudtrail splunknetbraintechlo.., 747895045325 None vpc-05283002024a6266 0

1.6. Runbook Automation for Public Cloud

Runbook Template can be used to help you understand the network design and also troubleshoot network
problems based on certain scenarios. A lot of useful functions such as DVT, Qapp, Gapp and Compare can be

wrapped into Runbook to accomplish your tasks.

The following are some of the sample Runbooks we have provided based on some Troubleshooting scenarios:

e AWS - Troubleshoot General VPC Info
e AWS - Troubleshoot Transit Gateway Connectivity Issue
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1.6.1.AWS - Troubleshoot General VPC Info

This runbook can help you quickly identify important resource information for the devices on map, which
includes:

e Path - Application Path

e DVT - [AWS] Resource Links and Account Info
e DVT - [AWS] Infrastructure View for Resources
e DVT - [AWS CloudWatch] Basic Stats

e Qapp - Security Group

e Qapp - Network ACL
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1.6.2.AWS - Troubleshoot Transit Gateway Connectivity Issue

This runbook can help customers troubleshoot the transit gateway routing issue and understand the current
deployment. This Runbook includes:

e Path - Application Path

e DVT - AWS basic stats DVT

e Qapp - Map reachability from specific VPC

e Qapp - Map reachability from specific TGW Route Table

e Compare - Compare TGW NCT Tables (Attachment table/Route Table)
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