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1 Key New Features and Enhancements

NetBrain R11 greatly enhances the Intent-based Problem Diagnosis Automation System (PDAs), which
automates the Diagnosis of repetitive problems and enforces preventive measures across the entire network.
Especially, R11 improves the flow of building a PDAS system on a large scale with the following new features

and enhancements:

Create Intent Replicate Intent m Execute Intent

« Intent - Nl and Follow-up NI« Intent Template — NIT . :Jef-‘:de STervu:l?&:F] . At.lto-lntent )
.
* Inside Map - Map Intent « Intent Cluster — NIC P“C'be“;A‘;Pe (TAF) . TrlgEEI'.ed Executl.on
L]
« Inside Path - Path Intent robe (PAF) * Recurring Execution
- || - ||

Intent Library

o Create Intent
R11 continuously improves the NI editor: allows using the verified parsers, supports NIC as the follow-
up diagnosis, adds the inline expression, provides a better table-based diagnosis, etc. Also, a standalone

Intent Manager is added to manage the common intents, path intents and newly added map intents.

e NIC Enhancements

R11 adds two new features of the Intent Cluster (NIC), auto mode and auto test. The Auto Mode reduces
NIC definition from 7 steps to three simple steps, and the auto test simplifies the definition of the device

classifier and eigen grouping.

e Intent Template (NIT) "*




R11 introduces NIT, a breakthrough that greatly simplifies the intent's replication. Users can define NIT
for any NI with the single-device diagnosis by setting the device qualifications and the critical variables
to be auto-tested. The intent with the template configured can be cloned on the fly after it is decoded
and installed in the Intent Library to be executed interactively (IAF), Triggered Automation (TAF), and

Preventive Automation (PAF).

Intent Library “*"

The intent library is the central console to install Intent and NIT in the PDAS system: enable the backend
decoding service to qualify the devices against the template setting; update the baseline data; enable
the auto intent to create the intents in the map (Auto Intent for the IAF); install the intent in TAF and PAF;
execute the configure orchestration files downloaded from NetBrain KC to download and install the

intents automatically.

Interactive Automation (IAF)

R11 greatly improves the Intent pane of the map with three new features: Auto Intent “*, creating the

intents from the qualified NIT for the map devices on the fly; Published Intent ", displaying the

New

published intents for the map devices; Map Intent ™", a dedicated NI for the map.

Triggered Automation (TAF)

R11 introduces a new Incident Type, Virtual Incident Type (VIT), to encapsulate the detailed logic of Hash
Tag and remove the hurdle of the diagnosis by the Hash Tag, which can be associated with the incoming

Incident Type to match intents by the Hash Tag. The self-service applications can use VIT directly.

Preventive Automation (PAF)

The intent timer is added to the PAF, and the intent template can be installed in PAF.

Execute and Use Intent




R11 greatly improves the Diagnosis Tree: add device nodes between the diagnhosis node and NI node
and add the detail pane for each node, such as the device and diagnosis pane. The intent results can

also be displayed as a special data view on a map.

Self-Service Tools

Besides improving the Incident Pane/portal, R11 creates a new self-service, Teams Chatbot "**, as a

simple way to run NetBrain automation functions and view the results in teams.

Incident-based Collaboration Workflow

R11 Improves the search IntelliSense pane to show more related results and allows users to create the

map directly from an entry. A new Incident entry is added to the map.



2 Create Intent

The first step in building the PDAS system is to define the base NI. R11 makes many improvements to ease

configuring diagnosis and better support the table formatted data.

2.1 Copy Verified Parser

In the first step of Configuration Diagnosis, Define Baseline, R11 support copying the Verified Parser
besides the library. The verified parsers are from the results of the Intent Template (NIT) decode engine. The

system already verifies the historical commands and the corresponding parser.

Configuration Diagnosis

& US-BOS-R1 Retrieve Live Data | w

1sDefine Easeline EREEREEES

Baseline Data /° Search.. Qla v Define Variables (O =

I Info via SNMP: sysoid=1.3.6.1.4.1.9.1.222,vendor=Cisc
SampLe#show run
Building configuration. ..

Related Parser:| Please Select and Preview... v Copy Parser
Current configuration : 1828 bytes
C 4 [ Verified Parser “
version 15.2
service timestomps debug datetime msec §¥ conf-ACL-extended(Parser1)
service timestamps Log datetime msec
E I¥ path- (NIO(Parser1] | time.
hoet s [X] Add Variab
hostname Sample 17 design- (NIC){Parser1)
boot-start-marker I? shell-intent(Parser1)

boot-end-marker

[ 3-13 OSPF Check - Cisco IOS(Pars...

3 r pattern into table
I 1-Weekly-Canfig-Analysis(Parser1)

no aag new-model £ Add Paragr
! ¥ WAN-LINK-INFO(Parser1)
¥ 3-3 ASSE - Device Access Security ...
ip cef i¥ conf-prefix{Parser1)
-
ranf-ACl-standardBarser =5
B Add Table n FA'fI and m‘rn 1
Output: Table Varioble
multilink bundle-name guthenticated
Use one or a few lines of input text as Parser.
[ Add Text
! Output: ine String
interface FastEtherneté/@
ip address 192.168.38.181 255.255.255.8
duplex full
@ Help | AllVariables Cancel Apply



2.2 Enhance Diagnosis Definition

In the second step of Configuration Diagnosis, Define Diagnosis, R11 provides many enhancements such

as

Support the inline expression for the variables.

Support the sub table creation (when the optio

n loop table rows is enabled) and the whole table

operations (when the option loop table rows is disabled).

Support break the current loop of a table.

Support Elseif branch.

Support NIC as the follow-up intent.

CLI Command Diagnasis

& US-BOS-R1 show interface W Last Updated: 01/01/1 12:00:00 AM
e s
Summary Text Original Text Seorch... q v A D Add Note {83 Add Diagnosis dd sutomation.
z ttnernetﬁ/ﬂ is up, line protocol is up s
20 @ input errors, @ CRC, @ frame, @ overrun, @ ignor 73 Untitled Diagnasis 1 Type description
23 @ output errors, @ collisions, 1 interface resets
28 Ethernet@/1 is up, line protocol is up
47 118 input errors, @ CRC, @ frame, @ overrun, 118 i,
50 @ output errors, @ collisions, 1 interface resets Loop Table Rows [ Select Table Variable v
55 Ethernet@/2 is up, line protocol is up I
74 1972 input errors, @ CRC, @ frame, @ overrun, 1972
77 @ output errors, @ collisions, 1 interface resets
82 Ethernet@/3 is up, line protocol is up A Select Varishle W
100 5 input errors, 8 CRC, @ frame, @ overrun, 5 ignor:
183 @ output errors, @ collisions, 1 interface resets o
188 Loopback@ is up, line protocol is up Boo
125 @ input errors, 8 CRC, @ frame, @ overrun, @ ignor:
127 a Dutput.er‘rors, a :c}lisions, 9 interface resets 'Add Compound Variable
138 NVI® is up, line protocol is up Then
145 @ input errors, 8 CRC, @ frame, @ overrun, @ ignor: Add Compound Table
147 @ output errors, @ collisions, 8 interface resets . .
158 | Tunneld is up, line protocol is up Diagnosis Note: W Diagnosis Note H =
181 @ input errors, 8 CRC, @ frame, @ overrun, @ ignor:
183 @ output errors, @ collisions, 8 interface resets
186 | Tunnell is up, line protocol is down
216 @ input errors, 8 CRC, @ frame, @ overrun, @ ignor: [0 Set as Status Cade for This Device O Alertv
218 @ output errors, @ collisions, 8 interface resets
[ Status Code for Network Intent @) Alert v B3
[ Export the table row to CSV report  Undefined
Follow-up Network Intents Add Network Intent Sto|
P P
() Break Current Loop 0
4 3 o + Add Elseif | 4 Add Else hd
@ Help | Al Variables Cancel
pl




2.2.1 Support Inline Expression

Users can use the inline expression in the definition of a diagnosis instead of defining a compound variable

and then using that variable in the diagnosis.

The inline variable expression supports the simple math operation (+, -, *, and /)and built-in functions, which

are expanded to manipulate the string, IP address, MAC address, interface name, etc.

Expression Using Selected Variable

Varlable: ®US-BOS-R1 $epu_usage

Expression: | StringToNumber(Baseline($cpu_usage)) * 2

@ Help Cancel




2.2.2 Support NIC as the follow-up NI

In the real world, much of the diagnosis logic is done at the interface/port level, and users could have many
interface-based NI per device. Therefore, the follow-up NI should be dynamically selected from a NIC by
parameters to fill the gap that NI cannot use the parameter to drive the “next-step” execution. For example, for
each entry changed in OSPF neighbors, a user wants to do a “Ping to state changed neighbor” in follow-up NIC

with macro variable and pass the obtained value to command: ping $neighbor ip.

Follow-up Network Intents

0 Follow up NI(s): Select Normal Intent v @

Select Normal Intent
Select Child Intent

Select Intent Cluster

Search...

4 [ Sample Network Intent Clusters
b [ Eigen Group Design Sample
1 Map NI Template
b 1 Mapping-based NIC Sample
] Path NI Template
b 1 Sample
b [ Shared
b [ Use Case Sample
4 [7] Shared Network Intent Clusters
1 Map NI Template
b 1 New Folder JeffreyZhao
[ Path NI Template
p 1 zhaolihua
()& New Network Intent Cluster
/. Ping OSPF Neigbhors

() Prune other follow-up intents Cancel
b 1 My Network Intent Clusters

Cancel
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The matched member Nls in the follow-up NIC will be displayed in the Diagnosis Tree (Post-Execution).

Diagnosis Tree of Check OSPF Neighbor State X

Source: & weicai  Current NI: [l Check OSPF Neighbor State  Execution Time: [S] 07/21/2022 05:32:15 PM Vv [7] Publish to Incident <3 Refresh

Pre-Execution | Post-Execution

Ping neigbhor
@& BJ*POP

Check OSPF neig
@™ BJ'FOP

- Pina neigbhor

' Ping OSPF Neigbhors 7 07/21/2022 05:32 PM
Shared Network Intent Clusters/Ping OSPF Neigbhors/Ping OSPF Neigbhors 7
& B*POP

The neighbor is up 172.24.36.1

Legend

2.2.3 Support Elseif branch in diagnosis
R11 adds the Elseif branch under the If branch of the diagnosis. For example, it can be used to judge whether

the subnet of the BGP route in the route summary has changed. If the subnet has not changed, check whether

the subnet of the OSPF route has changed.
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CLI Command Diagnosis X

éwd BJ Acc SWE | showip route summary Last Updated: 08/05/2022 01:33:12 PM
1. Define Baseline 2. Define Diagnosis 3. Debug
Summary Text Original Text Search... Q v A D Add Note 5 Add Diagnosis Can also click a variable on the left to add automation.
4 Ilnute Source MNetworks Subnets Replicates Overhea -
5 connected o 1 9 743 p Elself & Delete
6 static 1 1 @ 136
7 application 0] 0] a a
A
8 | ospf 1 8 58 ° 1284 & BJ_Acc_SWe Current v
11 nhrp a a a @ N Contai " 5]
1 bap ss001 8 5 o 349 route_source W ontains v | | ospi W
14 | internal 17
15 | Total 18 75 a 5508 B & BJ_Acc_SW6 Current v & BJ_Acc_SWe Baseline v
subnets v Doesnot.. w subnets v @
C | select Variable v

Boolean Expression: Aand B

Then
Diagnosis Note: v (B1_Acc_SW6.route_summary) route changed. @ [
4 3
Set as Status Code for This Device ) Alerts
O status Code for Network Intent @) Alert v e

(J Export the table row to CSV report Undefined
[ Follow-up Network Intents Add Network Intent Stop

[J Break Current Loop

4 » 4+ Add Elseif | 4 Add Else =

@ Help | Allvariables Cancel |
ply

2.2.4 Better support for the table-based diagnosis

R11 provides better support for the table-based diagnosis, including:

e The Whole Table-based Diagnosis to compare the current table with its last or baseline value to

detect changes.
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When the Loop Table Rows option is not selected, a user can select a table, an operator (Equals, Does

not equal, Is empty, and Is not empty), and the table to be compared.

Command Diagnosis

@ US-BOS-R2  show ip ospf interface Retrieve Live Data ~  Last Updated: 01/22/2022 02:09:00 PM
1. Define Baseline 2. Define Diagnosis 3. Debug
Summary Text Original Text Search Q| A [ Add Nate @ Add Diagnosis Can also click a variable on the left to add automation
1 US-BOS-Rl#show ip bgp Loop Table Rows
2 BGP table version is 911, local router ID is 10. If
3 Status codes: s suppressed, d damped, h history,
4 r RIB-failure, S Stale, m multipath A @ US-BOS-R1  Current™w Baseline ~
5 X best-external, a additional-pathc
-
& Origin codes: i - IGP, e - EGP, ? - incomplete bgp_routes_to_critical ~~ Does notequal  ~ bgp_routes_to_critical  ~~ m
7 RPKI validation codes: Vv valid, I invalid, N No -
quals
8 B Select Variable
9 Network Next Hop Metric Lo 2l e g o
10 #> [1.1.1.246/33 10.8.1.49 32 Check route Is empty
11 *=> 10.2.2.2/32 10.8.1.49 21 Boolean Expression: A Is nat empty
12 #= 10.3.3.3/32 10.8.1.49 22
13 *> 10.8.0.0/16 0.0.0.0 11 Th
14 #= 10.8.1.0/28 10.8.1.49 21 en
15 #> 10.8.1.32/29 10.8.1.49 20 o
16 *> 10.8.1.48/29 0.0.0.0 0 B isgnosisNote: | [l v B &
17 #>  10.8.1.64/30 10.8.1.53 75
18 *> 10.8.1.240/32 10.8.1.53 11
19 % i 10.8.2.0/30 10.11.11.11 0 ‘Output table-compare summary message &
20 *> 10.99.1.52 20
Set as Status Code for This Device @ Alert  ~~
21 # i 10.8.2.4/30 10.11.11.11 1]
22 30000 65001 ? Status Code for Network Intent £) Successs. H @
23 *> 10.99.1.52 20
24 i
* 4 10.8.2.8/30 10.11.11.11 0 Export the table row to CSV report  Undef
25 *> 10.99.1.52
26 % i 10.8.2.12/30 10.11.11.11 Follow Up Network Intents ntents & Prune other... Stop
27 x> 10.99.1.52 20
%8s iinn A nian 111 11 a3 o
@ Help | Al Variables Cancel Apply

13



e Set the table key in the diagnosis

Command Diagnosis

@ UsS-BOS-R2 | show ip ospf interface Retrieve Live Data «  Last Updated: 01/22/2022 02:09:00 PM
1. Define Baseline 2. Define Diagnosis 3. Debug
Summary Text Original Text Search O o~ v Y Add Note {€} Add Diagnosis k riable on VTG F
1 US-BOS-Rl#show ip bgp Loap Table Rows bgp_routes ~  Table Key: network
2 BGP table version is 911, lecal router ID is 10. "
3 Status codes: s suppressed, d damped, h history, f
4 r RIB-failure, S Stale, m multipath
: " A @ USBOSRI  Current~ peteet
5 % best-external, a additional-pathc next_hop
6 Origin codes: i - IGP, e - EGP, ? - incomplete network v | Equals - ~ i
7 RPKI validation codes: V valid, I invalid, N No (s
8 B Select Variable locprf
9 Network Hext Hop Metriec Lo wesgh[
o > [TOETEREIEE IR
. : Check route Boolean Expression: A path
1M +> 10.2,2.2/32 10.8.1.49 21
12 *> 10.3.3.3/32 10.8.1.49 22
13 *> 10.8.0.0/16 0.0.0.0 1 Then
14 *> 10.8.1.0/28 10.8.1.49 21
1 8. 1. .B.1. . ) =
5 *> 10.8.1.32/29 10.8.1.4% 20  Diagnosis Note: “ | The network "10.8.1.32/29" exits in the B &2
16 *> 10.8.1.48/29 0.0.0.0 o BGP route table.
17 *>  10.8.1.64/30 10.8.1.53 5
18 *> 10.8.1.240/32 10.8.1.53 11
19 % i 10.8.2.0/30 10.11.11.11 0 3 Set as Status Code for This Device © Success
20 *> 10.99.1.52 20
s = 2
21+ i 10.8.2.4/30 10.11.11.11 ° Status Code for Network Intent @ Success o e
22 30000 65001 ?
23 s 10.99.1.52 20 Export the table row to CSV report  Und
24+ i 10.8.2.8/30 10.11.11.11 ] Follow Up Network Int O f
rk Inten
25 > 10.99.1.52 L e
26+ i 10.8.2.12/30 10.11.11.11 & Break Current Loop
27 > 10.99,1.52 20
28+ i 10.B.2.8/30 10.11.11.11 0 + Add Elseif  + Add Else
Cancel Apply
L

e Support the sub table creation

R11 supports defining a sub table to define a table-based batch comparison diagnosis, which can
reduce the complexity of creating a table-based diagnosis. The sub table can be created by either
keeping or removing the value at the specific columns, which can be used to compare only the desired
data in a table. For example, users only want to analyze the route entries related to the critical
application subnet in the device route table and ignore the changes of other dynamic routes, reducing

the noise alert that may appear in diagnosis.

14



(e Command Diagnosis

Add Sub Table (Filtering Row) X
d: 01/22/2022 02:09:00 PM
Table Name:  bgp_routes_critical
[ Base Table: bgp_routes e d Note {5 Add Diagnosis Can also click a variable on the left to add automation
Filtering Logic:  OnlyKeep ~  table rows ifvalues of  network v existin below list Loop Table Rows
@) Predefined Global List | critical subnet ~ | Column Mappping Manually Specified Values A @ US-BOS-R1  Current™
k bgp_routes_to_critical ~ changed from ~ Baseline ~ ﬁf
subnet(netwark) hosting_device description
111246032 US-BOS-RZ This route is to PET M)
10.2.2.2/32 US-BOS-R3 This route is to PE2 4 @ show ip interface
. =] interface
10.3.3.3/32 UsS-BOS-R4 This route is to PE3 Bor
4 [ Configration
Open
" [7] Text1
n
Calculate 5 4 @ showip bgp
] 2 bgp_routes route table no changed. B2
Base Table { bgp_routes) New Table (bgp_routes_critical) E—
f network % next_hop metric locprf welght path description
e Add Sub Table ible-compare summary message &
*> 1.1.1.246/32 10.8.1.49 32 32768 ? This route is to PE1
Add Compound Variable itus Code for This Device @ Success s
= 10.2.2.2/32 10.8.1.49 21 32768 ? This route is to PE2
Add Compound Table - B
*> 10.3.33/32 10.8.1.49 22 32768 ? This route is to PE3
o 10.80.016 0.0.0.0 1 32768 7 ThisAN edge Export the table row to CSV report  Lindefined
*> 10.8.1.0/28 10.8.1.49 21 32768 ? This route is to core switch Follow Up N kIntents ® 2 Intents & Prune o Stop
Cancel oK
Cancel Apply

e Support the global network data tables

15



R11 supports predefining Global Network Data Tables as the data source for Sub Table to define

white or block list. It can also be used for Mapping Macro Variable in NIT definition.

Domain Ma nagement Tenant: Initial Tenant in: e80_do Operations
Start Page Global Network Data Tables
Q| +Add Column Import from CSY Q Export to €8
B critical application paths subnet hosting_device description
B Security Zones of netwark 1.1.1.246/32 US-BOS-R2 This route is to PE1
B critical_subnet 1022.2/32 US-BOS-R3 £ This route is to PE2 &
10.3.3.3/32 US-BOS-R4 This route is ta PE3
+ New Table
10.8.0.0/16 US-BOS-RS This route is to WAN edge
10.8.1.0/28 US-BOS-R6 This route is ta core switch
11.8.1.32/29 US-BOS-R7 This route is to ACl edge
Submit

e Breaktable loop

A new Output (Break Table Loop) can be added to the diagnosis output. Beak Table Loop can better

control the flow of the loop table row. When the table row loops, the current loop table will be

16



terminated to reduce the calculation of the redundant loop if the condition is satisfied.

W US-BOS-RT  show ipospl immerface

1. Define Baseline

Summary Test Original Test
| US-E0S-Rlfakow ip bgp

< BOF table veraslon is 911, local router ID is 10.
1 Seatus codes: 8 suppreased, d dasped, h history,
4 r RIB=fallure, S Stals, = molripath
5 ¥ best-gwxternal, a addiviceal-pache
& oOrlgin codes: L - IGP, @ - EGP, 7 - incoeplots

7 RPEI validation codes: V valid, T isvalid, H He
8
3

Matwark Baxt Hop Matris Lo
e [ITEC L 306733 ioa. 145 k¥
1% » 10.2.3.3/32 LB 145 21
12 e»  10.3.3.3/32 L0145 22
13 *»  10.8.0.0/16 0.0.0.0 11
14 » 10.8.1.0/28 LB .48 21
15+ 10.8.1.32/1% 1.0, 149 -]
16 e 1080, 1.40/29 0.0.0.0 -]
17 = 10.0.1.64030 Lo.8.0.53 5
18 e 10.8.1.240032 10.8.1.53 1+
W # § 10.8.2.0000 18.11.11.11 -]
) 10.99.1,52 FL-]
o+ § 10.8.2.4/00 19.11.11.11 -]
&2 3odd a3001 ¥
m e 10.99.1.52 ]
Mo+ i 10.8.2.8/30 10.11.11.11 -]
H e 10.99.1.52
¥+ L 10.8.2.12/30 10.11.11.11
m e 10.59.1.52 20

A = i 10.8.2.8/30 10.11.11.11 o

Q

Rotrieve Live Dats -~ Ladt Upcateds 0077300002 00500 Pl

T -

% Add Mote iy A Dlagnosis
B Loop Tatle Rows Ep_routes w Taklg BEyE network
L1

A i US-BOSRI  Curent s
ot o Equals e NBELAREE ~ o

B Seler Warable

Boolean Expression: A

Then
6 Disgnais Mot S Th dtvenrs “T081 320 fxit i the B =
BeGP rowitr Labibe,
D Sef as Status Code for This Devce ) Swoess
Starties Codhe Tor Betwork intert ) Success B =
Export the table row ta C5V nepart
Follow Lip Mgtwork Ingents. L

15 Break Current Loop

& fgd Elpeil & il Bl

Cancel Aty

2.3 Intent Manager

R11 provides a standalone Intent Manager to manage all intents, including common intents, Map Intents and

Path Intents. Besides editing, creating, and deleting functions, users can publish and install an intent to the

library, two new intent functions.
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[N =/l Rl Secrch Anything and Create Mop.. !

Network Intent Manager > Common Intent @Help 8 ¥ X

‘ Common Intent .‘

Gmmon mten
&% Map Intent
=, Common Map Intent
o, Site Map Intent
%, Device Group Map Intent
99 Path Intent

4 F Ajeet

3 test

3 app2-slowness-check

4 [7 Auto NI

Ji# 10-L3-HSRP Check Cisco 105
1 3- L3 OSPF Check - Cisco 105

b [ Auto NI New
¥4 EIGRP Check - Cisco 105
¥4 L1 - Config - Commeon Check - Cisco 105
3 L1 - Device Check - Cisco 10S
J3 L2 switch Check Vlan Cisco 105
N3 L2- VTP Check - Cisco 10S Switch
W3 L3-BGP Check - Cisco 10S
4 L3- DMVPN Check - Cisco 105
1 L3 - HSRP Check [Cisco 10S]
¥ 13- Route Check [Cisce 10S]
4 L3 Route Check
3 Local-Failover-Link

1 BOSR1_BOSR2

1 BOSR1_BOSR2 2

11 Check Qos Drop -

|11 11- config - Common Check - Cisco 10S 00 A0 pEt =
Diagnosis Tree
Result: No History Data % Diagnosis Tree Intent Family
Named Tag
1 Device 15 Diagnoses View Abstract
v PE:3600X-02 15 Diagnoses i
Data Clean Settings
Lock With Password
4 [ Configuration Diagnosis 15 Diagnoses
Lock Without Password
6 |ersion 15. .
7 | ho service pa EdlE
8 service timestamps debug datetime mse Saveas
9 service timestamps log datetime mse
18 platforn bfd allow-sv: Delete
1 Refresh
12 hostname PE-360X-0.
13 I Export
14 | Fuhlish Intent
15  enable secret 5 $1$X/QY$/uB7fIfSFWyfhaAnxcCRE: »
16 enable password Netbrain [nstal o interr Library |
17 ||
18 o aaa new-mode:
18 fhrp version vrrp v
2 ip routin
2 | |
22 dp vrf WAN
2
24 | route-target export 64550:
25 | route-target import 64550:
% |
27 | |
28 | |f e
4

2.4 Visual Parser Enhancements

Settings

O Include the Start Line Itself

Cancel -

NetBrain R11 supports the setting Include the Star Line Itself for the Start Line and Include the End Line

Itself for the End Line, determining whether the Start Line and the End Line are included in the matched text.

18



During the Collector Parser definition, the <% Svar %> is supported in the LinesByKeyword expression syntax
in Variable Line. The specific var1 in syntax <% Svarl %> refers to the ID variable defined in the ID Line. With

this improvement, users can define multiple lines of configlets simultaneously.

Sample Data Search. S 4 Define Variables 0 \dd Variables & Add Paregraph 5 Add Table [ Add Text
» R
n v 5 Collecort ¢
=
23 64412 message Lines logsed
24 ort 514, mudit dissbled, Help “Parent ~Startline ~Endline - Replacement
s
2 4,
7 ted, IDLine | mismetcn discovered on Sinterface
2y,
29 mber disabled
3
21 ort 514, audit disabled, TR
b ., B Lnet | LinesByKeyword[$all log]: mismatch discovered on <¥ $interface %>
3 ted, .
= =y +Variable Line Pattem
S rber disabled
z
33 R Name:
3
*
Py —
42 MATCH: Guplex mismatch discoversd on Ethernete/3 (not full duplex), With US-BOS-SH2 Ethernet2/2 (Full dup Verline
nisnatch discovered on Etherneta/3 (not full duplex), with US-LAK-SH2 Ethernetz/o (Full dup cpne s
nisnatch discoverad on Ethernete/2 (not full duplex), with US-B0S-swe.netorain.con Ethernets
nismstch discoverad on Etherneta/2 (not full duplex), with US-505-Sul Etherneti/s (full dup S =
nisnatch discovered on Ethemeta/1 (not full duplex), with US-B0S-SHS. netorain.con Ethernett orLine Parser Result 5 Colleciort v e -
nisnatch discovered on ttherneta/3 (not full duplex), with US-50S-Su2 Etherneti/3 (Full dup: oune
nisnatch discoverad on Ethernete/2 (not full duplex), with US-B0S-SH3.netoraln.con Ethernets pr— g ”
Lex misnstch discovered on Ethernets/3 (not full duplex), with US-Lix-Su2 Ethernsts/a (Full dup -
nisnstch discoversd on Etherneta/2 (not FULL duplex), With US-50S-Sis.netorsin.con Ethernet P ©Sep 123629 545 HCDP DUPLEX_MISHIATCH: duplex mismatch discoreredon €
nisnatch discoverad on etherneta/2 (not full duplex), with US-505-Sul Etherneti/z (full dup:
nisnatch discovered on cthernete/1 (not full duplex), with US-50s-sHs.netorain.con Ethernets JEra— 52p 8 12:37-14 556: 5CDP-4 DUPLEX_MISMATCH: duplex mismsch discorered on
nismstch discoverad on ttherneta/2 (not full duplex), with US-503-5uz Ethernets/a (Full dugt
nisnstch discovered on Etherneta/2 (not fULL duplex), With US-505-Su3.netorsin.con Ethernet
nisnatch discoverad on Etherneta/2 (not full duplex), with US-LAX-SH2 Ethernet2/o (full dup:
nisnatch discovered on Etherneta/3 (not full duplex), with US-50S-Swe.netorain.con Ethernet:
e el e e i e M e W ety e
nismstch discovered on Ethernetd/2 (ot full duplex), with US-B0S-Sk3. nekbrain.con Ethernet:
nisnatch discoverad on Etherneta/2 (not full duplex), with US-505-Su2 Etherneta/z (full dup:
nisnatch discovered on Etherneta/1 (not full duplex), with US-50S-SHS. netorain.con Ethernett
nisnatch discoverad on Ethernete/2 (not Ul duplex), with Us-LAK-SHZ Ethernetz/o (full dug
nisnmstch discoverad on Etherneta/2 (not full duplex), with US-505-Si.netorsin.con Ethernett
nisnatch discovered on Etherneta/2 (not full duplex), with US-50S-Sul Ethernet2/a (Full dup:
nisnatch discovered on Etherneta/3 (not full duplex), with US-50S-5u3.netorain.con Ethernet:
nisnatch discovered on Etherneta/3 (not full duplex), with US-50S-SH2 Ethernetz/3 (full dup:
nisnmstch discoverad on Etherneta/L (not full duplex), with US-505-SUE.netorsin.con Ethernett
nisnatch discovered on etherneta/2 (not full duplex), with US-LAX-Su2 Ethernet2/e (full dup:
« » -
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3 Replicate Intent

Replicating the logic of a NI (seed NI) to the whole network is essential to build PDAS on a large scale. R11
introduces a simpler method, Intent Cluster (NIT), to replicate the intent while improving the Intent Cluster
(NIC), adding the Auto Mode to reduce 7 steps to 3 steps and the Auto Test feature to simplify the definition

of the device classifier and eigen grouping and create the member Nlis only for the qualified devices.

3.1 NIC Improvements

3.1.1 Auto Mode

The Auto Mode (enabled by default) reduces NIC definition from 7 steps to three simple steps:

&4 New Network Intent Cluster # @ Help Author: guangdong liso@netbraintech.com Cancel Save As Save =
Description: Tegs: +Add[E] Apply
© Signature Variables: 1 varisble Version: + Add
Auto,
(1 i
Seed Logic
2. seed NI 3. Seed Logics - Auto o]
(1 seed device) (1 seed logic) gé T o]o) 3
Match, Output
1. Input Devices Auto Auto 6. Target Seed 7. Member NI
(all devices) Eﬂuj Iy 00U 1 criterion) (1 member NI)
Class Eigen
Input Devices: @ input Devices can be all devices, selected devices or group of devices (from sites, devite groups, maps or paths).
Auto Mode View Device Data (Last executed at 9/27/2022, 12:09:34 PI)
30 items of 30 devices Search. Q
Input Devices Settings: Hestname
SelectInput Devices: | By Device v All Devices v s AS30000 -
y & R20
Select GroupingMethad: ‘ By Site
By Device Group & US-BOS-R1
Per Device v By Device & US-BOS-5W2
Per Device By Path 9 US-NYC-Enterprise-SW1
By M,
Per VLAN Group y Miap § Us-LAX-FornGate-FN
Per Subnet o USSHMERZ
Device and Its L3 Neighbors
@ US-BOS-R2
Device and Its L2 Neighbors
R2 -
Allin One Group =
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1. Select the input devices.

R11 adds two ways to select the input devices: by path and by map. When users select inputting the

device by device, they must select the method to create the group, which can be per device, per VLAN

group, per subnet, device and L3 neighbors, device and its L2 neighbors, and all in one group.

2. Select Seed NiIs.

The auto mode only supports the single device diagnosis. The system will ask users to disable the auto

mode if the Seed Intent contains a cross-device diagnosis.

3. Create the member Nis.

The member NIs will be created by the type of the input devices or the method to create the group:

By map: all devices on the same map will belong to a member NI.

By Site: all devices of a site will belong to a member NI.

By Device Group: all devices in a device group will belong to a member NI.

By Path: all devices in a path will belong to a member NI.

By Device:

>

>
>
>

»

Per device: a member NI will be created for each device.

Per VLAN group: a member NI will be created for all devices belonging to a VLAN group.
Per subnet: a member NI will be created for all devices belonging to a subnet.

Device and L3 neighbors: a member NI will be created for the device and its L3
neighbors.

Device and its L2 neighbors: a member NI will be created for the device and its L2
neighbors.

All in one group: only one member Nl is created to include all devices.

The system automatically creates other nodes. Users can disable the auto nodes and edit these nodes.

NIC auto mode can be used to batch create the map intents (input the devices by map so that the map name

will be used as eigenvalue) and Path intents (input the devices by path so that the path name will be used as

eigenvalue).
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3.1.2 Auto Test

R11 adds an option, Test Seed NI variable, to node Target Seed. With this option enabled, users can select
the seed Nl variables. If one of these variables is not retrieved or parsed successfully from a device, the system
will not create member NI for this device. With this option, users can create the member Nls that do not create

meaningful results and simplify the definition of Device Classifiers (node 4) and Group by Eigen Values (node 5)

when multiple vendors or commands are involved.

Seed NI Variable Setting

Please select Seed NI Variables for testing:

4 [l route change monitoring
4 @ D1[R1]
4 )@ showip route
4[] parent
O route
4 @@ route_table
OFE age
O distt
OE dist2
O next_hop
[ route

Cancel -
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3.2 Intent Template (NIT)

R11 further simplifies the replication of the intent by inventing the Intent Template (NIT). A user can define
NIT for any NI with the single-device diagnosis. Like NIC auto mode, if an Intent contains cross-device diagnosis,

it cannot be replicated by NIT.

3.2.1 Define NIT

Users can define an NIT in four easy steps:

Intent Template

Description: | Input... | Debugin Intent Cluster

Device Expansion via Template Mode Settings: @

Qualification: Undefined

Filter Devices by Device Groups/Sites: Select v

Cirtical Variable Settings: €

@ Automatically Select All Diagnosis Variables 9

(OManually Select 0 Variables

Clone Intent's Reference Map Creation/Association:

@ Auto Create by Matched Devices

(@ Show member devices with auto-link of | IPv4 L3 Topology W

[[J Extend at most neighbor devices for each member device

(0) Show member devices with auto-link o

() Auto Match Existing Maps

Select Target Maps: Select Maps

Exact matching @ Fuzzy matching @

Macra Variables: No rrof'abfes defined

Cancel
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1. Define the qualified devices: Cisco 10S devices with OSPF configuration. Further, you can filter devices
by device group or sites.

2. Define critical variable settings: The system selects all diagnosis variables by default. You can
manually set a subset of the variables. A member NI will only be created for a device if all critical
variables are retrieved and parsed successfully.

3. If NI has macro variables, you may define macro variables.

4. Define how to create the reference map.

3.2.2 Install and Use NIT

After NIT is defined, it can be installed and used throughout the system. First, you must instruct the system to
decode the intent, a process to decide whether to create the member NI based on the template definition. Then,
you can enable the intent to be displayed in the map under the auto intent; install it in TAF so that it can be
triggered; install it in PAF so that the Probe can trigger it. R11 add Intent Library as a central console for these

operations.

Intent Library

Enable Auto .| Auto Intent
Intent (IAF) " (Map)
I(r’:ltl?r?t p=inplate » Intent Decode » Install in TAF » Incident Portal

A 4

Install in PAF

A 4

PA Dashboard

24



4 Install Intent

Intent or replicated Intent (NIT or NIC) can be executed manually from the map or path (Interactive Automation,

IAF), triggered by a 3™ party system (Triggered Automation, TAF), or triggered by the Probe (Preventive

Automation, PAF).

Intent In Action

_I,

Trigered
Automation (TAF

Intent Timer and Probe (PAF)

.
Automation (PAF

Incident Type (TAF)

|

»

Intent Library

i‘I

Intent or Replicated Intents (NIC/NIT)

4.1 Intent Library

The intent library is the central console to install an intent:
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., Intent Library

Installed Intents Metrain Downlosd Published Intents

+ Add Intent

ltems: 71

4 Intent Name Location

Intent Mode Intent Baseline Intent Decoding Auto Intent
show ip route test All Network Intents/Q Template Manual Last Decode at 03:53 PM 09/27/.
4 Roomi
L1 - De isco 105 All Network Intents/Recommen... Template Recurring Last Decode at 03:53 PM 09/27/.
4 Roomt - Postmortem
specific route k All Network Intents/M2 Intents. Template Manual Last Decode at 03:54 PM 09/27/.
check_acl_mismatch Al Newwork Incents/M2 Intents Standalone Manual NA
4 Room2 - Network Change
Al Newwork Incents/room2 Standalone Manual NA
All Network Intents/room2 - Net Standalone Recurring N/A
Intent Name: specific route check
4
DzmliTis e Triggered Automation Braventive Autamation Clomes Interts
Intent Decoding: Decode Now
Recurring Decode
@ OneTime Decode 7 Devic Incident Type VirtwzlMode  Diagnasis Name Disgnasis Enabled Execution Mode
FrEsTEiiEs = Application Check Yes Check route destinstion Diagnosis & Mapping

(JUpdate Baseline by Timer e 6

Execute Intent by Timer (JJ Via Probe

6 PM Sunday Weekly v

Enable Auto Intent (Use secoding resuls o creste Intent for

1. Add anintent as the standalone or the template.

Fiter: Al

Cloned Intents

0

N/A

N/A

NA

Description

v

Triggered Automations

0

Q. GRefesn =

Preventive Autemations

0

-

-

Q| GRefresh =
Last Updated Time

09/05 11:18:12 AM

2. Configure the intent decoding if the intent is installed as a template. Users can select one-time or

recurring decoding. The NIT decoding service creates a list of qualified devices based on the NIT setting.

These qualified devices will be used later to clone Nls on the fly.

3. Configure Intent Timers. Configure the timer to update the intent baseline and execute the intent. The

execution timer is used by PAF, which has two options, Execute by Timer (always execute when the

timer is up) and via Probe (only when the condition of Probe is satisfied).

26



Create Intent Timer

Name:

Description: |

Time Zone: (UTC-05:00) Eastern Time (US & C... v ‘

Start Dater | 20220027 ‘

o oy (1 Wk

(O Minutes
O Hourly

Frequency: [ Wednesday (| Thursday (] Friday
O Daily

@ Weekly

OSundsy  OMonday  (Tuesday

[ Saturday

(JEnd Date: | 2022-08-27

4. Enable auto intent so the intent decode service can clone intents for the map.

5. Install NI/NIT to PAF and TAF.

Besides the installed intent, NetBrain downloaded tasks and published intents are also displayed in the Intent

Library.

NetBrain team continuously creates the intents for common network problems and publishes them through
Knowledge Cloud, which can be automatically downloaded to your system. The downloaded files include a

configuration Orchestration File for each task, which can be executed to download and install the related intents.
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Imaa s [msents MetBrain Download

Library:

View:

YL Library! | Published ot 9/8/2022, 12:20:00 PIA
Al Status v Seorch
[ Sequence  Tesk
[ 1 Email All_ChangeFolderiame
[m] 11 |J Meighbar Check Dynamic
[m R E | Heighiar Cnack Seatic
o 2 1 DepEmail inSameFdr_ChangeFalderName2
(w3 L} Taski - CopyMula-NI
o 22 | ] Tesk2 - insesll Ni
0 23 L} sk - nstail VIT_EmailTrigger Tes:Dynamici 1
(S L} sk - nstall IT
o 25 L} TaskS - Install TAF
O 26 ] Toské - TAF_Gperator
[m ] |} Tesk? - TAF_Cperatart
o 3 £ DepEmail nDIFFdr1
[m] 31 |h Task? - CopyMuld-NI
0 32 | b Task2 - Inseail NI
[mE] |} Tesk3 - Instail VIT_EmailTrigger Tes:Dynamic2]
a 34 | Toska - bnzeall T
o s 3 DepEmall inDIffFdr2
o 5.4 | b Tk - nscall TAF
[ 1714l FezmureDess
(=R L Tz - Copy Ml

7 Elpaid server =2

24 L] Taski - Copy NI

Q

Brarequisice

00f2 installed
072 installed
00f3 Installed

00f4 Installed

10f1 Installed
20f2 Installed

30f3 Installed

4of 4 Installed

Last Starus

Installed
Insualled
Installed

Insalied

Instalied

Instalied

Last Exscution Time

292022, 44705 AM
8I202022, &:07:05 AM
02002022, 4:07:07 AM

2902022, £:07:07 AM

V2002022, 4:07:07 AM

12912022, £:37:07 AM

Executor

zhauling!
shaulingl
zhauling!

zhouling!

houling!

shouting!

Task2 - Inseall NI

Description:

This is for the installation NI

Logs Aszocisted

9128/2022, 4:07:05 AM
9/29/2022. 4:07:05 AM
9/20/2022, 4:07:05 AM
9/20/2022, 4:07:05 AM
8/28/2022, £:07:05 AM
9/29/2022, 4:07:05 AM

9/20/2022, 4:07:05 AM

Messages

Stars immaling sk Tasicd - Inswall N, process i 17570

Start the validatien operation of Asset Canfig file AssetNIT by jerry21.niinstall
Successfully validared all Asser Config files of INSTALL_INTENT.

Start the inszalletion aperetion of Asset Canfig i AssetNIT by jerryZ1.niinstall
Stars lending Asser Config Assat/NIT by jermy 21 miinsasll

Start installing Intent All Network Incencs/N8 Dawnload/Djery/NT by [erry21

Successfully instalied or updated Intent Al Network Incencs/NB Download/Djerry/NIT £
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4.2 Auto Intent

When users open a map, the automatically decoded Intents for the map devices are listed under the Auto

Intents by device or intent. Users can select one or multiple auto intents:

52 Map2 (Master) ~ * Page 1~ B Summary

=l 1*] Data View

I Auto Intent |

View By Intent W T Q . =

Published Intemts

+ Add Device

4 () conf-ACL-extended (2)
(@ Us-BOS-R2
& US-BOS-SW1
4 (I path-(NIQ) (3)
j@ US-BOS-R2
(& US-BOS-SW1
(O § Us-BOS-FW/act
4 (JJA design-(NIO) (2) o
)@ Us-BOS-R2
(& US-BOS-SW1
4 () shell-intent (3)
(@ Us-BOS-R2
@ US-NYCR1
) § us-BOS-FW/act
4 11 1-Weekly-Canfig-Analysis (3)
@ US-BOS-R2
& US-BOS-SW1
@ US-NYCR1
§ Us-Bos-FW/act
{3 & US-NYC-Production-SW1
4 (=] [l WAN-LINK-INFO (6)
@ US-BOS-R2
(& US-BOS-SW1
(@ US-NYCRI
) § us-BoSs-FW/act
1§ US-NYC-Paloalto-FW
(J& US-NYC-Production-SW1

4 ()] 3-3 ASSE - Device Access Security Check ..

D@ Us-BOS-R2

i 1 PAE Ciae

—
1 Device 2 Diagnoses

= Stencils % Map

+ New Intent

Create Run Intent

NotExecuted [

SEIVILE passWUru-EnLrypLIUn

stname US-BOS-R2
!
boot-start-marker
boot-end-marker
!
!
lenable secret ***x¥is®
!
no aaa new-model
clock timezone EET 2 @

B Configuration 1 Diagnosis

US-BOS-R2#show run
Building configuration...

Current configuration : 6897 bytes

!

version 15.4

service timestamps debug dstetime msec
service timestamps log datetime msec
service password-encryption

!

hostname US-BOS-R2
!

boot-start-marker
boot-end-marker

1

i

lenable secret *==s®==s
!

no aaa new-model

clock timezone EET 2 @

Save as Map Intent v Run

1. Select and view the auto intents.

0.8.1.26 ~
©
a
182129
S
&
e
NCA-TOR-SW2
O~ 3
ay, -
" annannet®
1023030
-

2. Create or recreate the selected intents. The intent decoding services (configured in the Intent

Library) do not create the intents. Instead, the auto intents are created here.
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3. Runthe selected auto intents. The results can be viewed in the post-execution Diagnosis Tree.

Source: & guangdong.liso@netbraintech.com  Current NI: [} Created Via Auto Intent  Execution Time: [S] 09/28/2022 08:45:26 AM v [7Share o Incident

AWl

Check Inferface C.

\i(iurmguranon

Check Interface C.
Configuration

Pre-Execution | Post-Execution

WAN Link Context
B Configuration

Check ACL Config
Configuration

Check Pre-fic List
Gonfiguration

«——
2 guangdonglliao@... Check BGP Config

B Configuration

Check OSPF config
B Configuration

US-BOS-SW1

Legend

Diagnosis Details - Check Interface Config Change =

@ US-BOSR2 [ Configuration Execution Time: 09/28/2022 08:45:26 AM
Diagnosis Details Compare
Summary Text  Original Text Search. Ql v A
151 1p flow egress -
152 ip ospf suthentication message-digest <

153 | ip ospf message-digest-key 1 mdS 7 @5080F1C22431F5844
154 | ip ospf mtu-ignore

155 | service-policy input gos

156 | !

' [5] Config of interface Ethernet0/2 does ...
157 dnterface fthernete/2

The results can also be viewed on the map by a special data view.

> D

& summy o -5 Guidebook |
Surbask
- 10.8.8.162 > 10.8.1.26
Map
= Run ntent
o
Sp——
i same a3 basebr..
USNYE-Production w1 =
e UG o ST 0 8 i TeAGOI
B oy for BN S baseine aney The ACL{ 140) 20
o 25 bocet 5 ogp ronfg for dmic
<ot g o devcn
1§ 534558 - D Acoes Secury Chack a standoy 10,8

v 10.8.

e by &
@ usE0sR2 (5] contg ot

B Corfguranen

IOt o,
0, ",
richTonawa 2o,

/ Legers E

= Save a3 Map intent v R | @




NIT (easy to clone NI), Auto Intent decoding service, and Auto Intent can scale intents to a large network
without the users’ intervention.

*Common CLI-Command -2 Seed Intent

sImportant Configure-let=» Seed Intent

*Well-known Problem Diagnosis—= Seed Intent

Network
Troubleshooters

«Vendor Bug = Seed Intent

«Critical Path Diagnosis—= Publish Intent

NIT
Decode

Best Practice = Seed Intent

Network
Designers

eCritical Design Rule=* Publish Intent

Service

*Assessment Knowledge = Seed Intent

Network
Consultants

+Advanced Assessment Rule=? Intent Cluster

4.3 Triggered Automation (TAF)

The triggered Automation (TAF) is a framework to connect the Automation (NI/NIT/NIC) with a network

problem by the following steps:

API calls from 3¢ party, such
as ServiceNow App

Classify API Call by Match Diagnosis by Create Map & Run Output to Incident
Incident Type NI/NIT/NIC* Diagnosis by NI Pane

Self Services:

* Teams Chat Bot

o InCid_Eﬂt.POfm sIncoming Incident Type
* Email Triggers #Virtual Incident Type

e Receive the API calls from 3™ party system or the self-service application (Team chatbot, Emails, and

Incident Portals)

e C(lassify the call to an Incident Type.
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e Match the standalone NI or member Nls with the static data field of the API call (static diagnosis) or the
hash tags (dynamic diagnosis).
e Execute Nls to create the map and/or run the diagnosis.

e Output the maps and diagnosis results to the Incident Portals.

R11 introduces a new Incident Type, Virtual Incident Type (VIT) and renames the previous Incident Type as the
Incoming Incident Type. VIT encapsulates the detailed logic of Hash Tag and removes the hurdle of the diagnosis

by the Hash Tag (the Dynamic Diagnosis in the previous version).

VIT has a set of data fields to describe a network incident which can be either dynamically filled via Hash Tag or

statically defined.

Edit Virtual Incident Type X

Name: | Application Check Description:
Data Field Settings:
Data Field Type:
(@ Dynamic Data Field Via Hash Tags: #_path_na... #_device +
() Static Data Field
2 Total Data Fields: + Add
Mandatory Field Name Source Hash Tag Fields Description
] device_name #_hostname V| device name that path across =
[} path_name #_path_name V| | path name jm]
Advanced Cancel OK
#

The NI/NIT/NIC can be installed in both incident types with the same interface (in the current version, you can
only install the intent cluster from the Triggered Automation Manager and install NI/NIC in the Intent
Library):
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Install NIC from the Trigger Automation Manager:

Install Intent for Diagn

Enabled Description:

Incoming Incident:

Intent:
| © Incoming Incident Type ® Virtual Incident Type

@® Intent Cluster

Selectincident Type: | Application Check

Name: ‘

Define Conditions to Filter Out Incoming Incidents (Default: All Valid Incidents)

Intent identifier
A | select Criteria
device_name

A | select Criteria
path_name ’

Define Conditions to Match Member Intent

Operatar

Boolean Expression: ‘

Boolean Expression:

Dot Field of Incoming Incident

number of |

Execution Setting

Mode:

@ settings
O Execute Intent

Post Execution Setting
O Deliver Intent Map.

(1) Subscribe Disgnosis Result from Preventive Automation

Recommended Interactive Automation:  Define.

Install NI/NIT from the Intent Library:

@ Settings

Incoming Incident:

ene
e

® Virwalincdenc Type.

© Incant Cluster

® IncencTemplace Mode
SelectIncicanc Type: | Application Check v

Select Data el 2o Exrapoiate Ingient Davice:

[[Secomares REp—
BD |..ocereononer

[Seeatiuson

9
I —

BxecutionSetting 9 Sesings
Mase: O Execute Network Inant

Post Execution Setting
SR

0 Subscriba Diagnosis Resut from Preventive Automation
® Bon

Recommended Interacive Automstion: Define

33



An incoming Incident Type can be associated with one or multiple VITs and inherits the automations installed

for these VITs. This one-to-many relationship can help scale TAF.

Edit Incoming Incident Type X

I R L

a

A Short_description v Contains v Jain (]
B Select Criteria v

Boolean Expression: @ A

Enable this Incoming Incident Type

Associate Virtual Incident Type: @

Select Virtual Incident Types: Select

Virtual Incident Types Data Field Type Value Mapping Description
Application Check - Jain Dynamic Data Field with Hash Tag [ |
BGP Device Dynamic Data Field with Hash Tag Using to verify BGP status [ |

4.4 Preventive Automation (PAF)

PAF uses the two-level probes (primary and secondary probes), which can further trigger any NI/NIT/NIC

execution. The results are displayed in PA Dashboard.

Primary Probe
Discovering Anomaly Secondary Probe
On Selected Devices Trigger More Anomaly Trigger NI/NIT/NIC

Run Intent to Check Output to PA
Rule, policy and Dashboard and Send

(config changed, Check On More Execution B Alert (Email/API)

Failover Occurred, Trigger Devices
L1/L2/L3 Change)
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Users can configure the timer to execute the intent for PAF, which has two options, Execute by Timer (always

execute when the timer is up) and via Probe (only when the condition of Probe is satisfied).

Intent Name: 1-Weekly-Config-Analysis

O One-Time Decode .
Triggered Automation Preventive Automation Cloned Intents

Intent Timer: =
Items: 1 Configure Prevel omation &3 Refresh
Update Baseline by Timer
6 PM Friday Weekly v Enable Intent Template Name Description Triggered by Devices Installation Last Calculati... Last Modified By Last Modified Time
Execute Intent by Timer (7] via Probe 1-Weekly-Config-Analysis 12 Eddy
6 PM Sunday Weekly v

Enable Auto Intent (Use decoding results to crease Intentforn v

Apply

Users can add probes to trigger this intent in the Intent Library and define the input devices to clone the seed

intent.
Install Cloned Intent to Preventive Automation X

Network Intent: 1-Weekly-Config-Analysis Description: | Input..

Triggering Probe: This Intent: 1-weekly-Config-Analysis

Batch Add Probes: Select v Add

26 devices decoded with Seed Intent Refresh Define Input Device to Clone Seed Intent:

Probe Device Only v

Probe Name (1 Items) Probe Matched

Critical Route Change 18
Post Execution Settings:
send Email: Undefined

Additional Settings v

Add specific Probe: + Add

Device Probe Name

Calculate Installation Cloned Intents have been installed on 12 Device(s) Last creatde by Eddy 9/10. k;\
Device Probe Name Cloned Intent
@ CATOR-R1 A Intent timer (6 PM Sunday Weekly) 1-Weekly-Config-Analysis 1 -
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5 Use and Execute Intent

5.1 Clone and Execute NI from Map (IAF)

The Intent Pane of a map is fully redesigned with three tabs:

e Auto Intent: the automatically decoded Intents for the map devices.

e Published Intents: only listing the intents published for the map devices.

e Map Intent: an intent dedicated to this map.

N@thQTn Search Anything and Create Map... Q, Search @ Path @;. Support Sear
=1 Map1 (Master) ~ * Page 1+ E Summary ® Stencils . Map %= Neh
A 2] Data view Runbook _ Intent
| Auto Intent Published Intents Map Intent I + New Intent ﬁ;

ViewByDevice ~ T Q o = Create Run Intent
Add Device Preview Selected (6) Seed Intent
8 cmd-show dmvpn + | @ USLAX-RI
[ cmd-show interface &8 show ip route surmmary 1 Diagnosis
) E8 cmd-show ip bgp summary Route Source  Networks Subnets  Replicates Overh...
[J 3 cmd-show ip interface brief connected 0 7 0 476 1260
O 3 cmd-show ip ospf neighbor static 0 1 0 68 180 ﬁ
(O ¥ cmd-show ip protocol application 0 0 0 0 0 y
/
(O 5-2 Check - Critical Route Failov... nhrp 0 0 0 0 0 s
/
[JE¥ route change monitoring ospf 1 1 41 0 2856 7728 /a‘
’
O E¥ 4 Check - Critical Subnet bgpE5001 0 1 0 68 180 \,:
[J 1 show ip route test --c\nnvl-u_\__
. e
\ e

[ specific route check
(] #1 EIGRP-Route-Carrie
58 cmd-show ip route summary
(¥ cmd-show policy-map interface
(¥ cmd-show version
4 (& Us-BOS-SW3 (20)
O 8 1-Weekly-Config-Analysis
[ E§ WAN-LINK-INFO

4 conf-ACL-standard

4 conf-static-route

[ ¥ cmd-show cdp neighbor detail
[ cmd-show interface

[ L2 Switch Check Vlan Cisco 105
[J 8 cmd-show ip interface brief

[J ¥ 3-3 ASSE - Device Access Secur...

Last Created: 9/23/2022, 10:19:37 AM
S Recreate Intent

¥ | * Recreation Required
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5.1.1 Published Intents

Instead of showing all intents filtered by map devices, which can be too many, R11 only shows the published
intents in the map intent pane. The user can filter the published intents further by device, type, tags, and

authors.

51 Mapl(Master) v * > Pagel~ [ Summary s Stencils ., Map % Network = Guidebook | @ - + 50% @ B < X

A »] Data View Runbook

% Auto Intent Published Intents Map Intent +New Intent

& incident:10001N

o
. ~ ¥ Filter(0) 14 Intents e . al o ﬂ
Devices (11) Q de a" '
O ® Us-BOS-R1(9) vl DCHQ =
0 ® Us-80sR2(5) 6 Devices 6 Diagnoses A ©
OsRr@3 Destination unreachable from this device 2 gu
O @ usBOs-FW/act(3) .
® CATORR1 @ping108.1.26 1 Diagnosis 2 Successes &
0 & usBOSSWI1 (3) Success rate is 100 percent (5/5), round-trip min/avg/max = 18/12/17 ms . ; \
O & CATORSWI (2) |
- TOR: grosis 2 Successes & | [}
0 & CATORSW2(2) & CA-TOR-SW1 @8 ping 10.8.1.26 1 Diagnosis 2 Successes &8 | . L
Success rate is 100 percent (5/5), round-trip min/avg/max = 7/19/11 ms | /
) & CATORRI (1) o | /'
0O ® RrR2(1) ki [ /
— v v 8 QoS Design - DB Backup Application to view abstract = | K
S Devices 5 Diagnoses wnan2. 121824 @ & © | ,i, i‘“-—.__n J
Type (3) & / el .
The device US-BOS-SW1 's policy map config matches with the baseline | ¢ / -
() Common Intent (12) . >
[ Map Intent (1) & US-Bos-sW1 [ Configuration 1 Diagnosis 2 Successes &8 \ \ e
R / \
[ Path Intent (1) policy-map qos / \
class video o \
Togs @ Q ce police 40960000 conform-action transmit exceed-action drop \ |
\ \
(O Traditional Data Ce... \ &
® Us-BOS-R1 [ Configuration 1 Diagnosis 2 Successes & \
[ Traditional Data Ce... X y \
policy-map qos \
) class video L \
Authors (8) Q de police 49968600 conform-action transmit exceed-action drop \
O = freddymontas@net... ¥
O 2 zheng (3 v compound-Ni-ospf =
Oy 3 Devices 0 Diagnoses 9/26/2022.9:48:09AM [ ©®
O = alejandro.beltran@...
O = eddy() . ® US-BOS-R1  @show ip ospf neigh 0 Diagnoses &
- . Neighbor ID Pri  State Dead Time Address Interface
A 10.11.11.11 1 FULL/BDR 00:00:32  10.8.1.53 Etherneto.
Clear All Apply
172.16..40 1 FULL/DR 00:00:30  10.8.1.49 Ethernet@. 7
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The user can publish an intent from an NI editor or view mode.

Network Intent (View Mode) »

B OSPF Route Table Check Check OSPF Status for 2 devices H 1 Bo £ Edit =
Diagnosis Tree
5 : L] s
Result: 01/19/2022 09:15PM ~ @ Diagnosis Tree Intent Family
Mamed Tag
2 Devices 3 Diagnoses ﬁ] The CRC of interface FastEthernetQ/0 has increased.
View Abstract
v ¥ US-BOS-R2 [5] Hello timer mismatch please focus this device'schang o =~ ngs
. . Data Clean Settings
4 BB show ip ospf interface 1 Diagnosis 1 Alert check OSPF hello time of interfg
Lock With Password
1 Loopback( is up, line portocol is up
2 Ethernet(/1 is up,line portocol is up L DI
12 Timer intervals configured, hello 10, Dead 40, wait 40, Retransmit 5 Edit
13 Tunnel0 is up, line protocol is up Save as
22 Timer intervals configured, helle 10, Dead 40, wait 40, Retransmit 5 T
elete
Refresh
< EB show ip ospf 1 Diagnosis 1 Alert check OSPF hello time of interf:
Export
1 Loopback0 is up, line portocol is up
) ) . Publish Intent ]
2 Ethernet(/1 is up,line portocol is up

12 Timer intervals configured, hellc 10, Dead 40, wait 40, Retransmit 5

13 Tunnell is up, line protocol is up

5.1.2 Map Intent

Publish as Template

By embedding an intent inside a map (Map Intent), users can have map and intent work side-by-side with an

intuitive workflow: create intent along with the map, execute intent while working on the map, and view the

intent results in the map.

Users can create a map intent from scratch, associate an existing NI as the map intent, or clone from NIT or

NIC.

38



A Data View £ Runbook
Auto Intent Published Intents Map Intent
Embedded intent for this map.
0 Devices 0 Diagnoses Not Executed
Description:
Select Devices: |+ Add Devices
Select All
@ B|*POP
BJ-L2-Core-A
@BJ-R3

& BJ_core_3550

@BST_POP2

@BSTX.Core
Clone from Template: Select,

Select Intent as Template
Select NIC as Template
Create

Select Intent as Template

Type to Search

4 9 Recommended Templates
{01 - Subnet Sample
{1112 - VLAN Group Sample

G

Only Show Recommended Templates

Cancel

Q

Create Intent

OK

Tags (1) HSRP
Devices (3); @ CA-TOR-R1 2 Diagnoses
&7 CA-TOR-SW2 3 Diagnoses
&2 US-BOS-FW/act 5 Diagnoses
View Intent Ccancel Save as Map Intent

° Intent Created Successfully |

[ import [ Export

Hostname Svrf $vlan
& B*POP red 1
& BJ-3750-1
& B|-3750-2 red 1
&2 BJ-Arista-1 red 10
& BJ-Arista-2 red 10
& BJ-Avaya-1 red 1
& Bl-Avaya-2
Cancel Continue

Name: map1_01

Description: NI HW-4 BGP Timer Miss Match

Users can execute the Map Intent, view the diagnosis details, and compare the original data with the data.

3Devices 10 Diagnoses (5] 61502022, 8:55:25 A~ [ i

[S] Deviation Observed in OSPF Route Summary Table on device GW2Lab 4 ‘

@ cwzLab | [S] Deviation Observed in OSPF Route Summary Table on device ‘

B show ip ospf neighbor 1 Alert

10.8.76.206 1

2 Diagnoses

FULL/DR 00:00:30  19.8.76.45...

B show ip osplinterface 2 Diagnoses 2 Warnings

GigabitEthernetd/0/0/0 is up, line protocol is up
Process ID 100, Router D 10.8.76.46, Network Type BROAD

[3) The version has change

B showip ospf neighbor 2 Diagnoses 3 Alerts.

3 NBLAB-XR-P

10.8.1%.6 1 FULL/DR Ll 10.8.76.45...
10.8.1%.3 1 FULL/DR 00: 0! 10.8.76.45...
10.8.19.1 1 FULL/DR 000/ 10.2.76.45....

B show ip ospfinterface 0 Diagnosis i
Loopbackd is up, line protecol is up
Process I0 100, Router ID 10.8.76.46, Network Type BROADCA...
GigabitEthernet0/8/0/@ is up, Line protocol is up
Process I0 1, Router 10 10.8.19.5, hetwork Type
GigabitEthernet0/0/0/1 is up, Line protocol is up
Process I0 1, Router ID 10.8.19.5, Ketwork Type
GigabitEthernet0/0/0/2 is up, Line protocol is up
Process ID 1, Router ID 10.8.19.5, Network Type
GigabitEthernet0/0/8/1 is up, line protocol is uj
Process 0 1, Router ID 10.8.19,5, Ketwork Type
GigabitEthernetd/0/0/2 is up, Lline protocol is up
Process ID 1, Router ID 10.8.19.5, Network Type
GigabitEthernet0/@/0/2 is up, line protocol is up
Process 10 1, Router I 10.8.19.5, Network Type
GigabitEthernet0/8/0/1 is up, Line protocol is uy
Process 10 1, Router 10 10.8.19.5, Network Type
GlgabitEtherneta/o/0/2 Ls up, Line protacol. is up
cess ID 1, Router ID 10.8.19.5, Network Type
GigabitEthernet0/0/0/2 is up line protecol is up
Process ID 1, Router ID 10.8.19.5, Network Type

BROADCAST,
BROADCAST,
BROADCAST,
BROADCAST,
BROADCAST,
BROADCAST, ...
BROADCAST, ...
BROADCAST, ...
BROADCAST, ..
ACI  BGP

2Tags: 2 Named Tags: Map_Name, Map_Location

Diagnosis Details and Compare

@ NBLABXR-P1 B show Ip 0spf neighbor ™

Diagnesis Details Compare
Summary Text Original Text
2 | Protocol Address Age (winy
3 [internet 3.3.3.3 -
4 Internet 172.24.10.250 192
5 Internet 172.24.19.249 -
6 Internet 172.24.32.225 136
7 Internet 172.24.32.226 -
8 Internet 172.24.36.1 -
9 Internet 172.24.36.2 9
10 Internet 172.24.10.34 -
11 Internet 172.24.10.33 55
12 Internet 199.22.22.7 -
13 Internet 199.21.21.7 -
14 Internet 199.20.20.7 -
15 Internet 199.22.22.6 -
16 Internet 129.21.21.6 -
17 Internet 199.20.26.6 -
18 Internet 199.22.22.5 -
13 Internet 199.21.21.5 -
20 Internet 199.20.20.5 -
21 Internet 199.22.22.4 -
22 Internet 199.21.21.4 -
23 Internet 199.20.20.8 -
24 Internet 199.22.22.3 -
25 Internet 199.21.21.3 -
26 Internet 199.20.20.3 -
27 Internet 199.22.22.2 -
28 Internet 199.21.21.2 -
29 Internet 199.20.20.2 -
38 Internet 199.22.22.13 -
31 Internet 199.21.21.13 -

Description: Check OSPF Nbr uptime.

% -
Auto Intent Shared Intents Map Intent #
Pl ~
NIC-Lab-XR1
ilt-i X ? Edit =
Built-in NI for this map. £ Edit ppg 4,% Ty %‘70
Cisco 105 XR 5 o -85

Execution Time: 6/15/2022, B:55:25 AM

Diagnosis Logic (OSPF Nbr Uptime check)

Hardware Addr  Type
©0003.0003,0003 ARPA () The version has changed. Anchor: 15wsd
0900.58ac. f6F2 ARPA o .
P iy 5] The ospf route has changed Description: Check QSPF Nbr uptime.
8921.5589.b520 ARPA
@002.d7a7.5300 ARPA [5] Diagnosis Note: NBLAB-XR-P1 AP... I
090e .d7a
001¢.0Fe2.55¢2 ARPA 5] ospf configis nat changed
90e . d7a At & Bl core... Current
92333231700 ARPL (5] No Deviation Observed in Borde...
sprotocol Contains ternet Ture
[5] Router LSA Count on DB Area 2... —
<
Boolean Expression: A Ture
Then
Diagnesis Note: B|_core_3550 ARPA
Network Intent Status Code:  [S] The ospf route has changed.
Device Status Code: [$] The ospf route has changed.

N
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The intent results can also be displayed like a special data view on the map. The devices with alerts will be
highlighted and alerted.

£l NIC-Demo-Lab (Master) ~ > NiC-Demo-lab ~ B Summary O .~ ' stencils | Overall Health Monitor Map Actions g2 - +  100% o
R [ Data view i Runbook L 4 Incident Decision Tree

Auto Intent Published Intents Map Intent
Built-in NI for this map. £ edic =

3 Devices 10 Diagnoses EIEMEIZDZ:,S‘ES:ZSAM v & @®

®

[5] Deviation Observed in OSPF Route Summary Table on device GW2Lab 4 Display on Map

9 GW2Lab @ Deviation Observed in OSPF Route Summary Table on device ... ﬁ
B show ip ospfneighbor 2 diagnoses, 1 alerts P US-LAX-RT
10.8.76.206 1 FULL/DR 00:00:30 10.8.76.45... Deviation Observed once in OSPF Route Summary Table

Devarion Observed once in SPF Net Type

B show ip ospfinterface 2 diagnoses, 2 warnings bt No Deviation Observed in OSPF Interface Table
o5

GigabitEthernet®/0/8/0 is up, line protoce &
Pracess 10 100, Router ID 10.8.76.46, Ne BROADCA.. . . &
.
@ NBLABXRPT B
(oMveN)—
B show ip ospf neighbor 2 diagnoses L L Tud 19,59 1
o ) GWzLab 3 H.52124
10.8.19.6 1 rL:LL;m :30 . Deviation Observed in OSPF Raute Summary Table on device GW2Lab 105910124
10.8. l()‘j 1 "“ILUD’S Deviation Gbserved in Routed Netwarks on device GW2Lab NELAR XR-F2
10.8.19.1 1 FULL/DR MNo Deviation Obsarved in OSPF Net Type far device GW2Lab No Deviation Observed In OSPF Interface Table
. . : i Na Deviation Observed in OSPF Interface Table on device NBLAB_XR-P2
B show ip ospfinterface 0 diagnoses m No Deviation Observed in OSPF Interface Table on device GW2Lab. i i 8_XR-H

Loopback® is up, line protocol is up
Process 10 10@, Router ID 10.8.76.46,
GigabitEthernet®/@/0/0 is up, line proto:
Process ID 1, Router ID 10.8.19.5, Net
GigabitEthernet@/@/0/1 is up, line proto:
Process ID 1, Router ID 10.8.19.5, Net
GigabitEthernet®/0/0/2 is up, line proto:

e BROADCA...

up
Type BROADCAST,

p
BROADCAST, ... ﬁ

Process ID Router ID 10.8.19.5, N BROADCAST, ... CATOR 1
GigabitEthernet@/0/0/1 is up, line proto p
Process ID 1, Router ID 10.8.19.5, Net BROADCAST, ...
GigabitEthernet®/0/0/2 is up, line proto P
Process ID 1, Router ID 10.8.19.5, Net BROADCAST, ...
GigabitEthernet@/0/0/2 is up, line proto p
Process ID 1, Router ID 10.8.19.5, Net BROADCAST, ...
GigabitEthernet®/@/0/1 is up, line proto p
BROADCAST, ...

Process ID 1, Router ID 10.8.19.5, Net
GigabitEthernet®/@/0/2 is up, line proto:
Process ID 1, Router ID 10.8.19.5, Net
GigabitEthernetd/0/0/2 is up, line proto: up
Process ID 1, Router ID 10.8.19.5, Network Type BROADCAST, ...

p

BROADCAST, ...
Legend [
Highlight Devices

%5 Alert Status Code

¥ Success Status Code

2Tags:  ACl BGP 2 Named Tags: Map_Name, Map_Location

5.2 Path Intent

The Path-based Troubleshooting Flow (PBTF) is an essential part of PDAS. With PBFT, the network architect can
baseline the critical application and path intents when the network is healthy. Path-related baseline data and
diagnosis logic can be programmatically defined inside Path Intent, which can be added into a NIC as static
member Nlis. Then, this NIC can be used in the trigger diagnosis of TAF with the filter of member NI defined

with the path source and destination and the application name. While troubleshooting the application, users
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can review the baseline path and path intent results, rerun the associated path NI with the live network data

and check the diagnosis results.

When Network Is Healthy Troubleshooting Time

Review Baseline Path

& Path Intent
Baseline Path & Compare

Path Intent &
Calculate Live Path & Diagnose

Path Intent

e S
Network Architect NOC Engineer

R11 provides more efficient ways to create Path Intent:

e Integrate Auto Intent for Path Intent

e Clone from NIC/NIT Template

5.2.1 Create a Path Intent Via Auto Intent

With the Auto Intent feature, users can create the Path Intent with three steps:

Path:

Path Intent Description:

Add the Intent to Runbook
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1. Map an application path when the network is healthy.

2. Create anintent via Auto Intent.

3. Save the created intent as the path intent.

5.2.2 Create a Path Intent by Cloning from NIC/NIT

Path intent can also be automatically created by using a suitable intent template or cluster.

NYC-to-BOS = @ X  Application: QOS Path Reference Map: None IPvd, Live Network, 8/29/2022, 407:46 PM ¥ X + 60% @
€ 8/29/2022, 4:07:46 PM (Live) v Path Details Please input description for this path
&+ Newin
[“Unicast | This is Unicast path. Path Logic Path Intent Traffic State
3 t:l"'-'-’-‘“ Select Intent as Template g, B
T 1088.1620Pvd) seasa it
: Creaf  Typetosearch.. Q 'f‘ﬁ
"? j88:8 16020 4 [ Recommended Templates
Description:
E ? 13 10-L3-HSRP Check Cisco 105
} InVian300 I3 L1 - Device Check - Cisco 105
q 8 4 US-NYC-Production-SW1 - Device Check -Clsco ®
! OutEthernetn/o I L2 Switch Check Vlan Cisco 105
H
i Select Devices: @ US-BOS-R2 - O
G 10889630 & US-BOS-SW3
i & US-BOS-swW1
| imethemattss @ USNYCRI
a o ‘ US-NYC-Paloalto-FW § usBOSFW/act
o
— | St § USNYCPaloalto-Fw
i & US-NYC-Production-SW1 -
1
“? jenom + Add Devices
;
i InEthemetd/ Clone from Template: Select Template v
- ) usNYCR1
| OutEtheme/d Select Intent as Template
: e —— Only Show Recommended Templates Zreate
1 Select NIC as Template
:
Cancel oK »

5.2.3 Run Path NI and View Results

The Path NI pane is improved to support a smooth workflow. Users can

e Execute the Path NI.
e View the diagnosis tree from the Path NI pane.

e Display the Path NI results on the map.
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Application: Ma Reference Map: Mone [108.1.52 —1081.30) 1P Trace (92500 48 X

Please input descriplion for path..

Ethernet2/1 it Us-BOS-R1 ) Ethernettsd B
Path Logic Path Intent
Embedded intent for this map. # Edit =
3 Devices 10 Diagnosis [5) oerosizozz gsszsam ~ @ & @

Description: Check OSPF interface cost mismatch.

[5] Deviation Observed in OSPF Route Summary Table on device GW2Lab

= B_R1 |5] Deviation Observed in OSPF Route Summary Table o..,

B show ip ospf neighbar 2 diagnosis, 1 alert
18.8. T4, 20d 1 FULL/DR o@:o@: 30 10.B. 76 .45, ..

B chow ip ospfinterface

GigabitEthernet@/@/0/® is up, line protocol is wp
Process ID 190, Rovter ID 18, B.76.446, MWetwork Type BROADCA, ..

5.3 Diagnosis Tree

R11 improves the diagnosis tree to display more data and add more types of nodes so that the diagnosis tree

can be used as a single pane of glass to learn and use NI for diagnosis.
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Add device nodes between the diagnosis node and NI node

Diagnosis Tree

Pre-Execution | Post-Executio PréExecution | PostExecution

Diagnesis T
@ Us-BOS-RZ

@ UsBos-R2 Dhagnasls 4
B show ospl deais

@ UsB0s Az Add Device Nodes " s o s
——a
g ~
Mag) T Diagnosis 7
M G“’B‘T;'OI;I e Show oSl detans
OSPF Route Table = o
Yagnosis 7 L msoweesi e
B_POPY a0 Jan T
Nagnosis 8 show ospf detais
@ B PoP1 -E‘ y
P o ool Socas
Diagnasis § B
@ 505 _lab Dragnosis 11
m cidl dita
0
Diagnasis 10 '.'|.1:E!:|'. 12
BOS_lab B show ospl details
0
Diagnosis 11
BOS_lab
Diagnosis 12
@ Bos_lab
Legend Lagend
OSPF Route Table Check Details = -

In the previous version, when multiple diagnoses are defined under one NI, users are hard to find out
the relationship between devices and diagnoses in the diagnosis tree. Adding the device node between

the NI node and the diagnosis node optimizes the diagnosis tree layout, providing better readability.

Provide Detail Pane for All Nodes
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A detail pane is provided so the user can view the node details, such as device and diagnosis details.

Diagnasis Tree of 12_check HSRP state and configlet[C

Source: & lihua.zhao111111@netbraintech.com

Pre-Execution | Post-Execution

Legend

Device Details - BJ_L2_Core_3

Hostname BJ_L2 Core_3
Mgmt IP 172.24.101.4
Mgmt Interface Vian10

Device Type Cisco 105 Switch
Vendor Cisco

Model WS-C3750-24TS

Software Version 12.2(55)5E4

Serial Number CAT02207242

Site. My Networksite_11397_W40
Location Netbrai-dats-valage-40
Contact Netbrain.com.yipengzhi

System Memary Si.. 68217848
Asset Tag
Hierarchy Layer
Description
sysObjectlD 12614191516

Driver Cisco 105 Switch

Diagnosis Tree of 12_check HSRP state and

Source: & lihua.zhae?11111@netbraintech.com

Pre-Execution | Post-Execution

Legend
Diagnosis Details - mregex ID line last
& B12 Core.3 @ show mis qos inter..

Diagnosis Details Compare

Summary Text O al Text

1 8312 Core_3>show mls gos interface

2 festethernetijo/t

3 | trust state: not trusted

4 | trust mode: not trusted

5 trust ensbled Flag: ens

& | cof override: dis

7 | default cos: @

8 | DSCP Mutation Map: Default DSCP Mutation Map
s

18 | gos mode: port-based

12 FastEthernet1/e/2
13 trust state: not trusted

14 | trust mode: not trusted

15 trust enabled flag: ens

16 cos override: dis

17 defeult cos: @

18 | DSCP Mutation map: Default DSCP Mutation mMap
19| Trust device: none

Current NI: 8 12_check HSRP state and cenfiglet[Cisco 105]

Current NI: 18l 12_check HSRP state and cenfiglet[Cisco 10S]

Search...

eo—M

Configuration File CLI Commands

& VA

~ BI_L2 Core_3sshow run
Building configuration. ..
current configuration : 18772 bytes
~ version 12.2
no service pad
service timestanps debug datetime msec
9  service timestamps log datetime msec
18 no service password-encryption

12 - hostname BI_L2_Co

14 ~ boot-start-marker
15  boot-end-marker

17 lenable password *xssizes

15 lusername *xxxxxzx
20 lusername *xxxxaax

2 !

2 !

23 - 323 new-rodel
22 1

23+ 288 new-rodel

Execution Time: [S] 07/27/2022 10:16:03 AM v/ [7]Publish to Incident 3 Refresh
bool string
Configuration
mregex 1D line last
8 show mis qos i..
BJ_L2 Core 3 D
& —| bool intis nol null
. show mls qos i...
a lihua zhao111. 15 ooy HSRP state
aQ v oA Diagnosis Logic (mregex ID line last)
Anchor: FastEthernet1/0/1
[5]FastEthernex1/0/1
i
A &8) 12 C.. Current &78)_L2_Core 3 Last
$incf Equals Sincf True
> E5 Value: FastEt. £ Value:FastEt...
[S]FastEthernett /072 Boalean Expression: | 4 True
Then
FastEthernet1/0/1
Device Status Code: FastEthernet]/0/1 -
#

Execution Time:

Match Whole Word

07/27/2022 10:16:03 AM v [] Publish o Incident

[ Gunmgurauon

bool string
Configuration

Tregex ID lins last
B show mis gosi...

bool int is not null

T &

local-case

'S Refresh

@ Help
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e Highlight Nodes and Links with Alerts in Red

In the previous version, the diagnosis node in the diagnosis tree does not display the alert status. If an
alert is generated, the NI node will turn red, but the diagnosis node will not. Therefore, R11 makes All

NI nodes, device nodes, and diagnosis nodes with alerts will turn red.

Diagnosis Tree X
Source: [ Incident 100 FRK Current NI: I¥ OSPF Route Table Check Result: 03/03/2022 09:00AM v (1) Publish to Incident < Refresh

Pre-Execution | Post-Execution

=

2~ Stop follow up Intents

M—e—n
eight BJ_POP1  Diagnosls 2
B show ospf details

SPF Authentication Check 8J_POPY Diagnosis 5
B show Ip ospf

Jeighbor Check

,‘k . - o)

BOS_lab Diagnosis 6
OSPF ABRIASER Check  0>- i

N, Y B show ospf details

BPOP1  Diagnosis3
Bl show ospf detalls

B show ospl details ™ o7~

Stop foliow up intents

Diagnosis Details - Diagnosis 1 =

5.4 Self-Service Tools

PDAS Triggered Automation can be consumed through Machine-to-machine API calls or by a human being

through Self-service Tools:

e Incident Portal: each NetBrain incident portal can be enabled as the self-service launcher.
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e Email Trigger: fill in an email template and send it to NetBrain to trigger Automation.
e ServiceNow NetBrain App: enable ServiceNow Application to access NetBrain automation.

e Teams Chatbot: deployed through Microsoft Teams store.

Besides improving the Incident Pane/portal, R11 creates a new self-service, Teams Chatbot, as a simple way

to run NetBrain automation functions and view the results in teams.

5.4.1 Incident Pane/Portal Enhancements

The Incident feature is further improved to provide End Users with a simple flow of using Incident and Portal:

e Redesign Ul to create a new incident: simplify the entrance of creating a new incident and clearly shows

two ways to create a new incident: from scratch or associate with an existing one.

New Incident New Incident

2 ServiceNow Ticket: 158AC846
Related device is R1, R2.

m Interface ACL [Cisco ASA Firewall]

Select an Existing Incident

® New Associate to an Existing One ~ New (® Associate to an Existing One ~
=S s Recent Incident Items
Description: = Inteface Error Detected E!
100TZE
test
Location: All Incidents hd E! 1005K3 b
test
Cancel Apply [} 100QEE Apply
High CPU Utilization
[ ] <o D] ® 23 1002w ©
Message (12) Map (12) Diagnosis (1) Portal (On) test Portal (On)
[=3 100QFF
¥ = ) Y =
Daily Map Issues
’:;T|-° Triggered automation from ServiceNow 123456789 23456789
has started. [12/20 04:26:53 PM] =3 100161
100001
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Reserve Interactive Self-Service Diagnosis Only and Improve the View of Diagnosis Results. To fully
present the interactive automation feature of Incident, the operations performed in the Diagnosis Pane

will focus on Self-Service Diagnosis only. The triggered diagnosis results are not shown in the Message

pane.

Emphasize Portal settings: Simplify the flow of setting the incident portal. Users will be more likely to set up

and use the portal for smooth collaborative troubleshooting.

100UUA Inteface Error Detected @ 3 = A
- .- 0] t
Message (12) Map (12) Diagnosis (1) ortal (on)
.3%0 Enable Incident Portal Create a dedicated web page.
3600X-02 URL: https://unicorn-new.netbraintech.com... Copy

0.BB255.2
Set Access Code  netbrain (i}

Portal Header

Primary Banner:

Incident 100UUA: Interface Error Detected

Secondary Banner:

This is a place to display Secondary banner message.
Notify everyone an announcement, e.g

T vc Publisher: admin

Sun-Dist-srx240 Contact:

10.88.250.27
Map
Allow Portal to View: = All Maps v
< ]
All Maps
Selected Maps Mlethise
Allow Portal to View: = Minimum (Pinned Messages Only)»
Minimum (Pinned A Only) < 1

Mare (Human Messages)
All (Human and Machine Messages)

Self-Service Diagnosis

Allow Portal to Run Diagnosis: = No Diagnosis v
]

N

No Diagnosis
Selected Diagnosis

Access Code Expire Time Settings m

Share Personal Copy to Incident Portal. Users can also share a personal copy with portal users.

48



5.4.2 Teams Chatbot

R11 creates a Microsoft Teams Chatbot as a simple way to run NetBrain automation functions and view the

results in teams, including:

e Create a network map
e Automate network problem diagnosis

e Enforce design rules and best practices, fully customizable without any coding.

The bot conversation flow can be easily customized in the NetBrain system. The group and automation node

form a tree structure to guide the user through the chat.

Intent-Based Triggered Automation @ Help

Incident Type Static Diagnosis Dynamic Diagnosis Diagnosis Log Incident Dictionary Bots for Microsoft Teams

NetBrain Bots + Enable This Bot Save
» 8 ot Test Group Node
a B Cisco Live Bot L2-L3 Map Alternative Phrase: L2-Map Map

4 M Automation Map
£ L2-L3 Map

Select Incident Type:  Bot - L2 L3 Map v
@ Site Map \
& Path Map ep Selection + Add Text Input

Automation Items Node

I+ B Automation Diagnosis $target Bot Prompt Candidate

I B Check Rule ) -
Selection 1 device Device v

1+ B8 Multiple Test Use Case Bot
1+ @ Bos DC1 Diagnosis
1+ B3 Test Bot Rami
1+ B3 TEST BOT VAMSI
1+ 8 New NetBrain Bot 1

B3 New NetBrain Bot 2
1+ B3 Test Bot Venkata Step 1; Sefection
1+ B Test bot Ajay Candidate Value:  Associate to System Data “  Single Choice | Maximum Value Count: 100

1 B test
tEST Target Data Field: = device v Bot Prompt:  inpi

a prompt. e.g. Please Select.
1 B9 PKG BOT

B3 pB_ChatBot
1 @ Ahmed_Test_BOT

Assaciate with: Device B

A sample bot for troubleshooting the routing issue:
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Routing

BGP
BGP Overall BGP Detailed
ICT_BGP Overall ICT_BGP
Check Detailed Check

OSPF

ICT_OSPF
Detailed Check

VPN

MPLS VPN

ICT_LDP Check

IPSec VPN

ICT_IPSec VPN
Check
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6 Other Enhancements

6.1 Incident-based Collaboration Workflow Enhancement

One common interactive collaboration workflow is: Search the digital twin (e.g., IP address), create the map
from the search results, open the Incident pane or create a new Incident, and share the incident portal with

others.

e Search @ Map °|ncident o Portal

Along this workflow, R11 makes the following improvements:

e Improve the search IntelliSense pane to show more related results and allow users to create the map

directly from an entry.

For example, entering an IP address or partial IP address, all device interfaces with IP and historical A/B

paths matching the IP address are displayed. You can directly map the interface or the path.

P
10.10.10| % Q search m
(-

@ 10.10.10.1 R1 + Ethernet0/2

Map

Cisco CG5-MGS-AGS  Site: MINI_Lab

@ 10.10.10.10 US-BOS-R1 * Loopback0

Cisco CGS-MGS-AGS it

m
s3]

0ston i

10.10.10.100 (W) 100.100.100.10

Path: @ Mini_Lab_Path1  Application: @ Untitled Applicat... ~ 9/10/2022, 9:15:30 PM

¢ 10.10.10.100 «—— 100.100.101.10
IPvd

Path: @ Mini_Lab_Path2  Application: @ Untitled Applicat...  9/10/2022, 9:15:23 PM

¢ 10.10.10.100 «—— 100.100.100.1
IPvd

Path: @ Lab&Path-Pu  Application: @ Untitled Application ~ 9/12/2022, 4:19:00 PM

Search Devices by Formula... @ Help
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e After mapping the searched result, users can create a new incident from the map, which can be

associated with an existing Incident.

= Stencils .. Map i Network Guidebook | @ - — - + 60% & B < X

& + New Incident

US-BOS-R2 MGT{:cw‘smmn 6

US-BOS-FWhact

US-BOS-SW1 \ \‘"
\
R\
s

MGMT-PCI

e From the Incident pane, users can enable the Incident Portal to share the map and automation results

with others. See Incident Pane/Portal Enhancements for details.

6.2 Benchmark Schedule Enhancement

If the system has many domains, such as Service Providers, itis hard to set up the benchmark tasks to limit the
concurrent background tasks. NetBrain R11 allows users to configure rules of the concurrently running tasks
and view all the scheduled benchmark/discovery tasks on the System Management page to adjust the

frequency more easily.

e Configure Rules of Concurrently Running Tasks
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Users can set the maximum number of concurrently running tasks to avoid conflicts and specify the

maximum waiting time (for running tasks to improve task execution efficiency. The task will be skipped

and not executed if the waiting time exceeds the specified waiting time range.

B Max Concurrent Running Task Count: | 5 i)

Max Waiting Time Range: 3 Hours 0 Minutes

Cancel OK

A Discovery/Benchmark Tasks tab is added to the Task Manager on the System Management page

to centrally display all the scheduled Discovery/Benchmark tasks across all domains.

System Management zhaox gout @

net3rain

Home Page License Tenarits User Accounts Proxy Manager Front Server Controllers Emall Settings Advanced Settings Task Manager

Currently Running Tasks  Discovery/Benchmark Tasks

Iltems: 21 Tenant: 4| v Domain: Al v Task Type: Al v Search. Q G = Co}
Tenant Name Domain Name Task Name Task Type Last Scheduled Time Last Run Info Task Duration Current Status ...  Next Run Time Frequency Scheduler
Initial_Tenant Ie Basic System Benchmark Benchmark - Once Ie
noiba iba001 Basic System Benchmark Benchmark - Once mj1
Initial_Tenant path_suc_with_war Basic System Benchmark Benchmark - Once ljingjing
Initial_Tenant le test_path Benchmark 2022/8M17 FHI215:58 OnTime 0mins Idle Once lijingjing
Initial_Tenant zhaolihua Basic System Benchmark Benchmark - Once 2h
Initial_Tenant Compare-DiagDetails Basic System Benchmark Benchmark 2022/802 T 3:42:28 onTime 42 mins Idle Once il
noiba ibal01 aam Benchmark 202277725 EF11:51:55 OnTime 0 mins Idle Once rmj1
Initial_Tenant Indtest Basic System Benchmark Benchmark - Once lihaidong
Initial_Tenant jectest Basic System Benchmark Benchmark - Once joctest
Initial_Tenant Compare-DiagDetails bn Benchmark - Once i
Initial_Tenant bj-topo Basic System Benchmark Benchmark 2022/8/2 FF4:57:42 On Time 9 mins Idle Once zhouling
Initial_Tenant L/LDOM Basic System Benchmark Benchmark 2022/8/3 F4F4:32:06 On Time 7 mins Idle Once jiali

Edit the Task Frequency to Avoid Conflicts

Users can further adjust the task frequency based on the running information to avoid schedule
overlapping.
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6.3 Email Change Analysis Report

The global change analysis report allows users to track the data change of the entire network and presents the
result in the CA Report. In the previous version, if users need to view, save or share a CA report, the only way is
to log in to the IE system and manually export the CA report to the local machine. To simplify the process and
report network changes via email daily, R11 enables users to receive the CA report via email at a certain

frequency.

The scheduled email alert will inform the email recipient of a summary of the CA report, such as the comparison

inputs, results, and the involved tenant. Also, a copy of the CA report can be attached to the email as needed.

= NeSraln [ Searchfor devic s ) Q ) & path Search incident.. Q) 2 SiabDomain1 ‘G @

ar Change Analysis Report Go To Change Analysis Settings

E] 3, )0:0C ~ 1 ~ bled Data T ~ Run Report ‘\ﬁ Email Task P&mg‘w

Total Changed Devices: 498 out of 1203 Devices  Total Changed Entries: 180397 ¢ to Find Q Export
f% Device DataType Latest Change Detection Time  Change Details  Total Changes
Site
b I@#$%ARH) =45 [V} (2) Rowitem  Rowitem Row item Row item
@ P EMUNATR11(8) Email Task Manager X
Network bo1114)

® b 1921 + Email Task Task Type: | Change Analysis ~ rch t Q
[ )

¥ b 3725(1)
feils Enable Name Type Device Scope  Freguency Creator To e

5101_Router (1)
Tracey text Change Analysis ~ sitel Every 1 weeks on Monday, Tuesday... zhaoxu(me)  zhaoxu

64553 (2)

123 Change Analysis  Device group1,... Every 1 weeks an Monday, Tuesday... yuheche doctordava  mspeidel  sihaz

ACI-ASA-4851 (1)

ACI-L30UT-246 (6)

ACI-L30ut-249 (5)

ACI-L30UT-50 (4)

ACI-L30UT-50.23 (5)

ACI-L30UT50 (5)

ACI-L30UT50.22 (5)

ACI-QA-SW1 (4)

ACI-SERVICEGRAPH-FW (3)

ap1200(2)

APC4T1.fe20.4206 (4)

AS 80001 (1)

ASA(2)
Close

ASA,Router (2)

ASA-Router (3)
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