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1 Key New Features and Enhancements

NetBrain release R11.1 greatly enhances the Intent-based Problem Diagnosis Automation System (PDAS),
which automates the Diagnosis of repetitive problems and enforces preventive measures across the entire
network. Especially, R11.1 strengthens NetBrain as a scalable platform to build, update and execute thousands

to millions of intents across your whole network with the following new features and enhancements:

[ Automation & Notification

* Triggered Automation Event ¢ Automation Data Table * Email
by AP! call from external System Trigger Pre-replicated Intents Notify Notify users
* Preventive Automation Event * Intent Template * Webhook [Z7

by NetBrain Prabe from Preventive Automation On-demand Replicated Intenits Call 3rd-party system like serviceNow

* Interactive Automation Event AP [

Call python API within follow-up Qapp

Incident [

2 In a chat way Send finding messages for collaboration

Dashboard [

all within intent I stwork diconosic resulte
Call within inte Visualize network diognosfs results

* Follow-up Diagnosis [

e Automation Data Table (ADT)New

An Automation Data Table (ADT) is an extended global data table for managing the critical network
assets and network intents associated with those network assets. ADT is a database for intents,

supporting intent creation and replication, and can be used as the base of the PDAS system.

e ADT-based PDAS Automation Flow

ADT serves as a data reservoir in NetBrain and can be used across functions to provide data for the
proper operations, including TAF (Triggered Automation Framework), PAF (Preventive Automation

Framework), Auto Intent, Chat Bot, and follow-up Intent Diagnosis:

o TAF Enhancements: R11.1 supports ADT intents in TAF Triggered Diagnosis and assigning ADT
values to Macro Variables in the intent template.

o PAF Enhancements: R11.1 adds a new probe, Looking Glass Probe "¢, and enhances PAF

functions to ensure the critical assets defined within ADTs function properly by triggering the
corresponding intents through the PAF probes. Users can also batch-create probes with a new

feature Auto Probe N¢v,



o Auto Intent Enhancements: R11.1 incorporates ADT assets into Auto Intent to support interactive

troubleshooting and create the map's embedded intents and path intents.

o Path Intent Enhancements: R11.1 supports batch path intent replication from ADT, using ADT
data sources as macro variables of the path intent, and path intent replication from the path

browser and Auto Intent.

e Network Intent Enhancements

R11.1 adds many new features to enhance the no-code programmability of Network Intent (NI),

including:

o Major enhancement of Intent's no-code programmability, such as follow-up diagnosis, intent

dataview, and intent map.

o Use Intent to drive programable notifications to 3™ party solutions.

o Support intent across API-based networks such as SDN or Cloud.

o On-Demand replication of Intent.

e Automation Bot NeW

Use an Automation Bot to build an interactive, multi-step automation chatbot and execute multiple
intent-based automations to solve real-world challenges without using NetBrain IE system Ul. A chatbot

provides self-service to a large audience without knowing the NetBrain system.

e Report and Dashboard "

Report and Dashboard provides a single interface to organize, analyze, and share data from different
NetBrain automation assets, such as ADT Intent results, and a visual display of multiple automation results

from PDAs.

e Other Enhancements

R11.1 enhances the foundations and many features, such as Circuit Break """ to solve the benchmark

performance issues due to the large data table, improving the data accuracy and open topology.



2 Automation Data Table (ADT)

An Automation Data Table (ADT) is an extended global data table for managing the critical network assets

and network intents associated with those network assets. ADT provides users with two capabilities:

e Use ADT to build, organize and share the critical assets, such as critical Application and Path, WAN Link,
Device Failover, Subnet, and Route, then associate intents and diagnosis results for troubleshooting
network problems.

e ADT is a database for intents, supporting intent creation and replication. The system provides methods
(Base Table and Column Group) in Automation Data Table Builder to ensure that users can build the

basic table data and create and bind the intent for each automation asset.

The following diagram illustrates what an ADT looks like:

Automation Tag of Intent Column
{used to filter intents in TAF/PAF/Auto \ntent]o Intent Output

T o 1 Tags:
[ Intertace
o Application path object e Path Intents] | o Path Map
(defined as base table) l (Pre-replicated with specified intent template)
Ne. Application Name [E] path © @  Path Devices @ Ppath Interfaces &  PathStatus Path Intent --@ Path Intent 2 w Path Map o | iment Output =
1 Salesforce Server BOS-1o-TOR-https BJ3750-2 ASA-AAfcontext2/act - inside  Success Monitor Path Health Check Interface CRC Error  |BOS-to-TOR-https Ethernetl/0's dupl .
BJ-Arista-1 ASAI7_38-server - Network . Ethernetdf1's dupl
BJ-Arista-2 AsA@switch - Ethernet1/3 EthernetDi1's dupl
ASAVA1NEW-PBR-SERVER - .. BJ3750-2 - Interfac
2 QOS5 Path NYC-10-805 Bl-Avays-1 BJ*POP - FastEthernet0/0/)  Sucress Moniter Path Health Check Interface CRC Error  [|NYC-to-BOS Ethernet0/0's dupl
Bl-Avaya-2 Bl-Arista-1 - Ethernetd Etherneti1's dupl
BJ-Cat-5000 BJ-Avaya-2 - Avaya Ethemnet ... Ethernetl1's dupl
BJ-L2-Core-A BJ-Avaya-2 - Avaya Ethemnet ... B)-Cat-5000 - Interf
3 Traditional Data Center TOR-t0-BOS EBJ-Avaya-2 BJ-Arista-2 - Ethernet2/3 Failed Monitor Path Health Check Interface CRC Error | TOR-to-BOS Ethernetl/0's dupl
BJ-Cat-5000 BJ-Cat-5000 - 3/6 Ethernetdr’s dupl
BJ-L2-Core-A BJ-L2-coreB - FastEthernetO/... Ethernet0i1's dupl
BJ-L2-coreB BJ-L2-Core-A - FastEthernetd... B)-L2-Core-A - Inter
4 QOs Path DB Backup ASA-MASadmintact ASA-AAJaCE - EthernetDf1.4 Success Monitor Path Health Check Interface CRC Error  |DB Backup Ethernet040's dupl
ASA-AASadmin/sthy ASA-AA/admin/stby - outside Ethernetd/1's dupl
BJ_L2_Core_3 ASA Switch - Ethernet1/0 Ethernetd/'s dupl
LADIS, 1 B L2 Core 3-Inter
s POC MPLS_DMVPN_PA BJR2 BJ}R2 - Loapback2 Monitor Path Health Check Interface CRC Error  |MPLS_DMVPN_PAT Ethernet0/0's dupl
BJ-R3 BJ-R2 - FastEthernet0/1 Ethernett1's dupl
BSTPOP1 BJ-R3 - FastEthernet0/1.10 Ethernetd/1's dupl
Gapp-c3560-1 BJ-R3 - FastEthernet0/1 qapp-c3560-1 - Inte
6 Traditional Data Center Two-HSRP ASA-AA/CONTEXTT/Sthy BJ*POP - FaStEtherner0/0/0  Failed Monitor Path Health Check Interface CRC Error | Two-HSRP Ethernet0/0's dupl
BJ*POR BJ*POP - FastEthernet0/0/1 Ethernet01's dupl
BJ_L2 Core_3 BJ*POP - FastEthernet0/0/2 Ethernetd/1's dupl
BJ_core_3550 B)_L2_Core_3 - FastEthernet... Bj_core 3550 - Inter
7 QOs Path MYC-1o-SMF Emu_NB_NYC_MGMT F5-MGMT - Ethernetv2 Success Monitor Path Health Check Interface CRC Error NYC-to-SMF Ethernetdf0's dupl
FS-MGMT FS-MGMT - Fthernet1/0 Ethernetor's dupl




The following diagram illustrates how to create Automation Data Table:

Initialize ADT by

Enrich ADT by Enable Auto- Manually Adjust Tag Automation
Base Table
. Colum Group update ADT Column for PDAS
Builder

«Via Intent Template sAssociate Automation Intents =Add Column
»Via Intent Cluster sAssociate Probe Column =Add Row
«\Via Application Paths +Replicated Path Intents =Edit Cell
*\/ia Map Folder *Associate Object Properties
»\/ia Site

»\/ia Device Group
«\ia Imported CSV

After ADTs are created, users can use ADT for NetBrain Problem Diagnosis Automation System (PDAS), called

ADT-based PDAS, which provides the following key values:

e Trigger ADT intents and deliver ADT maps in Triggered Automation Framework (TAF)
e Next-gen ADT-based Preventive Automation (PAF)

e Intentreplication for application path (Path Intent)

e Troubleshoot network problems in NetBrain Bot based on ADT

The following diagram illustrates how ADT works in the PDAS system:

PDAS Overview
“ n SUEGMEAton E Hosification =

* Triggered Automation Event * Automation Data Table [T « email [T

by AR call from external System Trigger Fre-replicated irents Notify Notify users
* Preventive Automation Event * Intent Template * Webhook [T

by NetBrain Probe from Preventive Automation 0 olicated Intents Call rd-party system fike serviceNow
* Interactive Automation Event « apl [T

« Bublished Intents Call python ARt within follow-up Qopp

* Auta Intent (Map)

* ot [ * Incident

Self-service in o chat way

Send finding messages for callaboration
.

Follow-up Diagnosis [I] * Dashboard [T

Call within intent visualize network diagnosis results

The ADT-based PDAS differs from the previous PDAS in the following two respects:



e Theintentsin ADT are pre-replicated, and the intents cloned from the intent template are on-demand

replicated.

e Theintents in ADT are referenced to automation assets.

As the ADT-based PDAS system shows its main value in TAF and PAF, we provide two diagrams to illustrate

how ADT-based PDAS works in TAF and PAF, respectively.

The following diagram illustrates how ADT-based PDAS works in TAF:

&, Automation Data Tables

Network Assets 1: Failover links

Failaver Link Name Primary Devices Primary Link Secondary Device Intent

4 B Internet R R1LEQD Rz | Check Failover Internet] 1) |
@ . ATLWAN BOS-R1 BOS-R1.800/0 BOS-R2Z Check Failover-a ITWEN
PAG WAN Tat-R1 TotR1.¢010 Tot-hz Cherk Fallover-PAG WAN 7y

ServiceNow Ticket sss
aia

. Notify
Interface error{R1.€0/0| INEDICIFnEIFElateaRetwork assets I — —
= o ry - 9 NetBrain

Network Assets 2: Critical application paths [ Incident
Fallower Link Name Path Name Path Device Pa(;| Interface Intent
Salesforce_Flow Websserver Webserver | Check QOS Config-Salesforce Aow 1
» R R1.E0M
Wb Browser Flow Data Engine Data Engine BOS-R1.e0V0 Chieck QDS Config-Web Browse Fiow
R2
Core_datebase DataBage_Sever] DatzBasa_Servar] TotR1.e0/0 Ecm WOS Config-Core Database Fl—
[E] [m E0r0 ‘




The following diagram illustrates how ADT-based PDAS works in PAF:

Looking Glass Probe

A US-BOS-R1

Probe; Check changes of critical routes
Rase alert If Route table (Critical entries)

Does not equal | | Baseline (o}

WD fRun every 15 minutes)

&, Automation Data Tables

Network Assets 1: Failover links
Export changed entries with columns subnet/next-hop 1P

Fallover Link Name  Critcal Route Primary Devices Primary Link Secondary Device Intere

B| interner s 4,‘10,3 10028 | R R1EQO 2 {Check Fallover-internett 13 J
ATBWAN 192.168.10.0/24 BOSR1 BOS-R1.€0/0 BOSR2 Check Failover-ATET WAN
PAG WAN 17216160124 TotR1 TotR1.20/0 TorR2 Check Fallover-PRG WAN

Error Code Table of @ ussosri

Subnet Next-hop IP Trigger
P [10.8.1.0028 10.8.1.48 — Network Assets 2: Critical application paths
10.8.1.16/28 10.8.1.49 Failover Link Name. Critical Route Path Name Path Device Fath Interface Intent
Subnet Match Critical Route = =
10.8.1.32/29 10.8.1.49 > Salesforce_Flow ,‘w.sﬂ /28 Webserver ‘Webserver R1.E0/O | Check QOS Config-Salesforce Flow 0— |
Ri 1.E0/1 &
web Browser Flow  192.168.10,0124 Data Engine Data Engine BOS-R1.€0/0 Check QOS Config Web Browse Flaw
R2
Core_datebase 17216.16.0124 Datagase_Sever! DataBase_Serverl TotR1.0/0 Check WOS Config-Core Database
R3 R1.E0/O

2.1 Components of Automation Data Table

Automation Data Table Manager is a centralized management interface of ADTs where end users can

create, edit, and delete ADT. It consists of the following components:



G Automation Data Table Builder

Folder Tree

nNetSrain

B Automation Data Table Manager

2 update Mow

4 [ shared Tables

Add Table Colurnn

Table Operating Area

-~

W critical application paths - -
A Security Zones af netwark fo. PathMame  [5] Path Device M Source Dostination  [£]  Path Status (5] Path Intert T N Map
M Failover Links 1 Path1 RleD 192.168.1.1 Success Check Path Status1 There iSH'Larry issues.
0 My Tabiles _
Path2 R1e0 192.168.1.2 Success Check Path Status2 There |SN't any issues,
i
A3e0

G Add Data Manually

) Table Data

1. AFolder Tree structure to organize shared tables and my tables.

E;' Automation Data Table Manager

a o«
- & Automation [

4 [ Shared Tables Items: 2 Rows

BB eritical application paths Shared Tables
B8 Security Zones of network No.| Path Name
B8 Failover Links 1 Path1
Py TaBES
My Tables
Fi Pathd

2. Table Operating Area to edit, clear and export data.



e Table Data for displaying the ADT data.
¢ Automation Data Table Builder for creating ADT.

e Add Data Manually menu for manually editing data.

2.1.1 Table Data

Table data, the final table data of an ADT, is shown in the diagram below and includes:

@rable Header ) ADT Base Table Manually Added Row © Automation Tag  €) ADT Column Group ) Manually Added Column
[ No.  application Name path BB Path Devices & source [E] Destination [E] Pathstatus Path Intent ut [ Pprority IE
1 Salesforce Server App 10.10.10.1 192.168.1.1 Monitor Paliiraget jugs o baseline H
aph1 of 8] L2_Core_3
PATH
Jusfs o baseline
Paragraph1 of GW2Lab has
S Pt NYCT6-505 LRl TOEETE: TOE TG Monitor Path Health para equals o baseline ]
Bj-Avaya-2 Paragraph1 of B L2_Core_3
B)-Cat-5000 para equals to baseline
Bj-L2-Core-A.. Paragraph? of GW2Lab has|l.
3 Traditional Data Center App BJ-Avaya-2 108.1.4 10.8.3.140 Failed Monitor Path Health para equals to baseline H+
BJ-Cat-5000 Paragraph1 of B L2_Core_3
Bj-L2-Core-A para equals to baseline
Bj-L2-coreB.. Paragraph of GW2Lab has|l.
4 QOS Path DB Backup ASA-Anjadmin/act 10814 10.83.130 Monitor Path Health para equals to baseline M
ASA-AAadmin/sthy Paragraph1 of B L2_Core 3
BJ_L2_Core 3 para equals to baseline
LADIS ... Paragraphi of GW2Lab has|l.
5 POC MPLS_DMVYPN_PATH BJ-R2 108.2.19 108511 Monitor Path Health para equals to baseline H
BI-R3 Paragraph1 of 8] L2_Core_3h
BST.POPI para equals to baseline
qapp-c3560-1 Paragraph of GW2Lab hasfl.
6 Traditional Data Center App2 ASA-AA/context/sthy 10814 10283.196 Failed Monitor Path Health para equals to baseline H
BI*POP Paragraph of B|L2 Core_3h
BJL2 Core 3 para equals to baseline
B)_core_3550 Paragraph of GW2Lab has
7 QOS Path NYC-10-SMF Emu_NB_NYC_MGMT 1088162 108.2.14 Monitor Path Health para equals to baseline L
F5-MGMT Paragraph? of B|L2_Core_h .

¢ Table Header: Display all the defined columns in the current ADT. Several operations on the column can
be performed here (Edit/Delete/Set as Table Key). The basic column information, such as the display
name, column name and data type, is displayed as a tip window.

e ADT Base Table: The base table contains basic source data for building automation assets in ADT. A
base table is a way of building basic data. We provide 7 methods to create and populate the base table.

e ADT Column Group: The columns added to ADT by Automation Data Table Builder to enrich the ADT
data of automation columns. Column groups depend on base table data and use the base table data as

inputs. There are 6 methods to add a column group.



2.1.2 Automation Data Table Builder

An integrated Ul with capabilities for dynamically creating table data and dynamic columns. Base Table
Builder and Column Group Builder are included here to ensure users can build the table data and

create/bind the intent for each automation asset.

e Base Table Builder: Creating a basic network table.

@ colum Group Area © Filter Row

Automation Data Table Builder_Security Zones of network

Reser Al
Column Header:
0 Column Header
2 2 = s B ¢ & o Bk} i ] G 3 G E
Device VRF Interface L3 5S¢ e e In face Status Failover Config-le
Base Group 1 Group... | + Column Group (Base] Selact Column~
escri
Use Intent Template update devle data table 5 e a 3 &
Select Method To Build Base Table: To be defined To be defied
) Methods to Pre-replicated Intent Template -
Build Base Table fovent Template: Check Gevice and Nelghbor
Built-In Fields:
Pre-Replicated Intent Template.
,
Intent Cluster
Replicated Intent
Path and Intent
IAtent Macro variable:
Map and Intent
merface e Drag ond dr it header ff th vaiTable de i, the feft b )
Device Group (Drag ond drop column header from the upper oreo or available dato fiefd fram the left here..)
Device Status Code  [5]
Site Filter Row
Intent Output:
Import C5V Filter Devices by Device Groups/Sites: Select ~
Intent Message: 6]
Device Status Code  [%]
©) Available Fields ——& e
Last Undated Time (3

e Auto Update—? Auto-Updlate  No Scheduled Update ] Cancel Apply

0 Base Table Builder

The system supports 7 methods to populate automation (intent/probe/map) columns, facilitating

enriching/updating the ADT contents:

Populated Populated Rows
Columns
Pre-replicated ¢  Replicated 1 device and 1 replicated intent per row.
Intent Intent Furthermore, the network attributes
Template *  Replicated corresponding to the device can be extended
Device by macro variables.




3 Macro
Variable
(Dynamic)

. Intent Output

*

Intent Cluster Member 1 member intent per row.

Intent Name ¢ rthermore, the attributes corresponding to

e Member the automation asset can be added as row
Intent Devices |4~

. Signature
Variables
(Dynamic)

. Intent Output

*

Application e  Application 1 path per row.

Path Name Furthermore, the path properties can be added
¢ Path as row data.
. Path Name
e  Path Devices
. Path hops
(device
interfaces)
e  Path Map
. Source
. Destination
o Path Status
Map Folder e Map 1 map and 1 map intent per row.

e Map Name Furthermore, the map can be added as row
. Map Devices |y5t4.
. Map Device
Interfaces
. Map Intent

. Intent Output

*

Site e  Site Name 1 site device and 1 site map intent per row.
o Devices in Site
. Site Map

Furthermore, the site properties can be added
as row data.



N
. D

ame
evice

Properties
(Dynamic)

e  Site Map
Intent
. Intent Output
Devices of e Device Name |1 device per row.
Device Group '«  Device Group |gyrthermore, the device group name and

properties can be added as row data.

Imported CSV

CSV Columns
(Dynamic)

1 CSV row per row.

Note: The Intent Output column includes the following data: Intent Status Code, Intent Message, Intent Status

Code, Device Status Code, Intent Devices, Intent Map, Intent CLI Commands, and Last Execution Time.

e Column Group Builder: Creating dynamic automation columns or property columns for each

automation asset.

) colum Group Area

Automation Data Table Builder_Security Zones of network

© Logic to Populate New Column

n Column Header

jolumn Header:

Reset A

2 A a & | 3 ) o a E
Hame HSRE V1P Group I Device List
Base Group 1 Group. =] conmn croup rou 1 Select Calumn +
Description:
Use Intent Template update dev e data table J @ 8]
Name HSRP VIF Growp ID
elect Method to Build Group Table: Member Intent Mame Ta be defined To be defined

9 Methods to

Build Column Group(r

Intent Tempiate

Intent Cluster

Monitoring Probe

Function Call

Lok up Imported €SV

©) Available Fields ——+

Intent Message
Device Status Code
Intant Map

Last Updated Time

&2 &

@

Intent Template ~ |
Built-in Fiekds:
@
@ Replicated Intant
nient Output:

@ Auto I.Ipdate {O Auto-Update  No 5

(Drag and dop column header from the upper oren or availabile date feld from the ieft here..)

Replicate Current Intent on Device: | bER_nbr
Sat Macro Variables of Seed Intent Template:

4 SeedDevice Macro Variable  Type

Define Logic to Poputate New Columns for Each Row

Set Variable from Automation Data Table Field

+ @m
TargETSUbREt  SUing | Foule (LP Deviee Roue Filover... -
Mgt IP sting | Please Select... -
< @sw
target subnet  swing | US-BOS-SW1.subnet ~

Maximum number of command sactions included in the doned intent: | 20

() column Group Builder

The system provides 5 column group builders:



Method Populate Column Logic
DETE]
Intent Cloned Intent for each |Clone intent for each valid row based on the defined device column.
Template |Row Add an intent column, then add the intent outputs to additional
columns.
Intent Member Intent Select a NIC, then match and filter a member intent for each valid
Cluster row and add the intent outputs to additional columns.
MonitoringProbe Filter probes by the probe name using the current ADT data.
Probe
Imported |CSV Column Use selected key columns to match the rows in CSV files and
csv append specified columns from CSV files to the ADT for new
columns in the matched rows.
Function |Column’s properties |Specify a column with the type of device and use device properties
Call Covert source column @nd functions (e.g., transferring an IP address to a hostname) to fill
by function in additional columns.

2.2 Create ADT Automatically

ADT table can be created automatically with the following steps:



1. Go to Automation Data Table Builder>Base to build a base table containing data fields to include

automation asset data to be used.

Automation Data Table Builder

Column Header: ReserAll
5] . a Ll a a 5] a o3 El 5]
Application Name Path Path Devices Source Destination Path Status Path Incent intent Outpus
C] 5]
Prority
‘ g ppliceion Name 8 Path 8 Source g Destnaton g Peth s
Setect et e Buld Bese 1ot |” ApplicationNeme | | Path | | Source | ] Destination | ] Path Status |
elect Method 1o Build Base Table:
| Application Path v ‘
Application Path: 4 kems
Buil-in Fields:
&  Applicstion Neme  [3]
’
Path Name 5]
Path hops (device interfac... 4
Path Map
o) Destination  [3] (Drag and drop column header. areaor )
P
© Auto-Update No Schecluled Updote Cancel  Apply Save and Update
+

2. Go to Automation Data Table Builder > Column Group tab to create column groups to enrich the
base table data.

Automation Data Table Builder

Column Header:

ResetAll
[ a Sl] s o a alg " =8 = 5] s 5] a 0
Application Name Path Path Devices Source Destination Path Status Path Intent Intent Qutput
a &
Prority

e H
n  Imeent Output

T ntent Message
Select Method o Build Group Table:

‘ Function Call ~ ‘

Select Column

Column Type:

@® Select Property from Specified Column

(O Cenvert Column Value by Function

Select One Column of ADT as the Source Column:

Source Calumn: | Path Intent ~

Built-in Fields:

(Drag and drop column header jrom the upper area or available data field fram the left here.)
Intent Man 2

@ Auto-Update  No Scheduled Update

Cancel Apply Save and Update.

3. Go to Automation Data Table Builder (Schedule Update) to schedule updating ADT data periodically.



Automation Data Table Builder

Column Header: ResetAll

o o G| 8 @ B =} aj = Gl 8 o =8 = 6] 4 0

Application Name Path Path Devices Source Destination Path Status Path Intent Intent Output
@ 6]
Prority

Base  Groupl + Column Groug (Group!): Select Calumn ~
Description: 5
Select Method to Build Group Table:

Function Cell ~
Column Type:

@ Select Property from Specified Column

O Convert Column Value by Function

Select One Column of ADT as the Source Column:
Source Column: | Path Intent v

Built-in Fields:

(Brag and drop column header from the upper area or ovailable data field from the left here...)

Inrent Man

O mentMan o
® Auto-Update  No Scheduled Updore Cancel  Apply Save and Update

Go to Automation Data Table Manager (Add Data Manually), and manually add or adjust the table
data.

Add Data Manually » =

Seorl Add Table Column

Add Table Row
Path Intent 0O inepod 1=

Go to Automation Data Table Manager, then create tags for the automation column/map column
from the Tag Current Column of the drop-down menu. The tags can filter the intents used for TAF,

PAF, Bot, Auto Intent or Follow-up Intent.

3e0rch... [V
[S] Pathlintent Il © = IntentOutput [5] Prority =
Monitor Pg 4 Tags: uals to baseline H -
aphl of B_LZ_Core_...
PATH ’
| uals to baseline
Paragraph1 of GW2Lab has ...
Monitor Path Health para equals to baseline M

Paragraph1 of BJ_L2_Core_...

para equals to baseline



For example, users can organize all critical application paths and their automation intentsinto an ADT, including
the key path data (such as the source and destination), then use the ADT to monitor the critical applications
(PAF) and trouble any application-related issue (TAF/Chatbot/Auto Intent). The system can find the related paths
for different types of events (e.g., a device interface has errors, the device configuration changes) by matching
the ADT column data and the event information and execute the associated path intents for the problem

diagnosis and change verification.

Select Paths by Application Populate Data to ADT

Pre-defined Paths in AAM Base Table Builder ation Data Table

(Method: Application Path)

Available Fields

Path Propertles

- B . , X *Application Name O
o Aepan o e - - el *Path
4 Dems *Path Devices

wwse mass s ™ et +Path Hops

Wesd  WAIA 108393 P " B
ST *Path Map

WP TIALE HELIS et g *Source

frree -

,,,

*Destination
+Path Status

W

W 72

et




2.2.1 Define Base Table Data

Users can use the data from the Path Browser to build the base ADT table by the method Application Path.

Users can select paths from the Path Browser.

net3main
E" Automation Data Table Manager

Qo — _
pall . Automanion Data Table Builder  Lase Updated ar: 2372022 330 P o Scheduled Updore (G Update Now Add Data Manualy~ = @

4 W Shared Taldes ltems: 2 Aows 8 Column (=}

critical application paths
[El Path Device

Il Destination  [§] Path Ssatus (5] Path Intent I Path intent 5tatus_[5]_Automation Map

S - chhap

Coburmn Header:

PathMap2
a =} B =) C ] = E = F G H P
Path Name Path Device: Sou Destination ath Status s
ase Graup 1 Graup... = Column Geoup {Basel: Selert Column ~
Description:
B c
Useintent Tempiate updste devie data able | f
Path Hame: Path Device  [5] Graup =

Select Methad To Build Base Table: Path Name To be defined Member intent Devices

() Methods to
Build Base Table

Path and Intent -

Path and Intene: 2 Selected Applications

Built-in Fields:

Apglication Name  [5]

Fath £
2 Path Mame 1]
Path Devices L

Path haops tdevica intert, .

#ath hops [device interfaces)
Pt Map B
Source &

Destination (1]
©) Available Fields b

Path Status 8}

fDvag and drop columir hegder frov the ypper ares ar ovaiabile data fieid from the (et here. )
............. -
9 Auto Update D Auto-Update Mo Scheduied Update J — s
4

0 Base Table Builder

Mapping Available Fields to Column Group: Drag and drop the available fields to the column group
definition area to create ADT columns automatically. Select fields from the following field categories in this
area:

a) Built-in Fields: The built-in fields available for this base table are listed in this area. Applicable

fields included application, path (the link to this path), path name, other path properties, and path

intent (see the table below for details).

Field Type Fields Description

Built-in Field ‘Application Name ‘The built-in fields are created from path properties.




Path
Path Name
Path Devices

Path hops (device
interfaces)

Path Map
Source
Destination

Path Status

b) Intent Outputs: Intent information of path intent can be displayed in the intent output columns of
the ADT, such as intent message, intent status code, intent devices, intent map, intent CLI
commands, and last execution time.

After ADT is created in Automation Data Table Builder, users can enable the Auto-Update for this ADT to

update the data periodically.

2.2.2 Enrich Basic Table Data with Column Groups

For a base table created via the application path, column groups can be added to cover more data. The system
supports several methods to populate dynamic columns for a path-based table. The table below describes each

of the methods.

When do | need to use this Use Case

method?
Use Intent Add some additional intent Intent Template (on-demand replication and Auto-
Template columns for an ADT. Replicated) is selected and used. Users add an intent

column (mandatory), then the intent outputs to
additional columns.

Use Intent Add some additional intent Match and filter a member intent for each valid row and
Cluster columns for an ADT. add the intent outputs to additional columns.

Use Auto-Probe Add some additional probe Filter a probe by the name using the current ADT data.
columns for an ADT.




Use CSV File Have a pre-generated CSV file |Use selected key columns to match the rows in CSV files
and want to enrich table data |and append specified columns from CSV files to the ADT

with it. for new columns in the matched rows.
Use Function  |Enrich ADT with some key Specify a column with the type of device and use device
column properties. properties and functions to fill in additional columns.
Intent Want to generate some See training documentation of Intent Replication for
Replication for |suitable path intent for Path for more information.
Path application paths.

2.2.2.1 Add Automation Column from Intent Template

Based on the base data of ADT, the intent template in the automation column can be used to replicate one
intent for each ADT row. This cloned intent includes the automation data in this ADT and the detailed
information of the cloned intent, shown in intent output columns. Users can select a base table column

containing device information for replicating intents.

The following diagram illustrates how the intent template works in Column Group Builder:
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Select Replicated Device Column

Automation Data Table

o oaom Dem o kam

Pre-defined NIT

+*Replicated Intent

Select Intent Template

Colum Group Builder

#Intent Message
+Intent Status Code
#Device Status Code
#Intent Devices
=Intent Map

+Intent CLI Commands
*Last Execution Time

@

Available Fields

Populate New Automation Columns to|ADT

Automation Dz

ita Table

(WAN Links)

(Method: Intent Template)

{WAN Links)

No. | WAN Link [5] WAN Link Devices

1 ATAT WAN EIGRP-R11
EIGRP-R1
EIGRP-R1D

bur-isp-gw2

2 Internet 1 EIGRP-RB
EIGRP-RE
EIGRP-R7

EIGRP-RS

3 PRG WAN EIGRP-R&
EIGRP-R2Z
EIGRP-R3

EIGRP-R13-C3725

Member Intent

2-WAN Link Failover Check_AT&...

2-WAN Link Failover Check_Inte...

2-WAN Link Failover Check_P&.

Intent Message

The network 10.20.0.9 is not reac..
The network 10.20.0.73 is not rea...

ACL11 is symmetric between prim.|

The network 10.20.0.50 is not rea...
The network 10.20.0.49 is not rea...
The network 10.20.0.57 is not rea.
ACL101 is symmetric between pri...

The network 10.20.0.33 is not rea...
The network 10.20.0.5 is not reac..,
The network 10.20.0.29 is not rea...

ACL101 is symmetric between pri...

T
E" jReplicated Intent
i

The network 10.20.0.2 is not reac...

EIGRP Neighbor Interface Chec...

EIGRP Neighbor Interface Chec...

EIGRP Neighbor Interface Chec...

Intent Message 1

EIGRP Neighbor table is consistent.

EIGRP Neighbor table has changed.

EIGRP Neighbor table has changed.

eigrp_neighbors of EIGRP-RS has ...

EIGRP Neighbor table has changed.
eigrp_neighbors of EIGRP-R2 has

Bl

b

The following diagram illustrates what the Column Group Builder looks like when the Intent Template

method is selected:



(D Methods to

Build Column Group

) Available Fields

) Auto Update

The following table describes available fields for building a group table if the intent template is the data

source:
Field Type

Built-in Field

ret3rain

2 [ shared Tables

B7 automation Data Table Manager

B critical application paths

Automation Data Table Bullder Security Zenes of network

QO
- B futomnation Data Table Builder 3 update Now

Last Updeted or: 3/3/2022 3:30 PA Wo Scheduled Updote
frems: 0 Rows | 8 Calumn

No. Name 2l nskrvie [ Groupin ] Dedcetist  ® source 0 Automationd I} Failover Config-let

Reset Al
Column Headar:
3 - B il a 3 Gl o - E
Mame HSRP VIF Geoup I Device List
Base Group 1 Srown- |+ | | omn Graup (Group )¢ Select Column ~
Description:
Use Intent Template update devle data table . = = &}
A Name HSRP VIP Group 1D
Select Method to Buid Group Table: " Mermber Intent Narme To be definee To be defined
Inent Template
{Drag and drop column header from the upper area or avalabie data fieid from the left here..)
Built-in Fields:
5 Define Logic to Populate New Columns for Each Row:
& Replicated Intent 1
Intent Cutput: feplicate Current Intent on Device: | bgp_nbr ~
Intent Message [ Set Wacrn Variables of Seed Intens Template:
Device Seatus Code [5] 4 seedDevice Macrovariable Type  Sel Variable from AUtamtion Data Table Field
Intent Map « @R
taget subnet  string  route (LP Device Route Falouer., -
Last Updated Time (3
gL IP siing  Please Selact.. v
4 @
target subnet  string  USBOSSW1 subnet ~
p
Misirsum number of cemmand sectians ingluded in the claned intent: 20
&
P——— © Logic to Populate New Column w

Fields

Replicated Intent

) column Group Builder

Description

The built-in fields are created from the
replicated intent from the intent template.

Intent Output
Field

Intent Message
Intent Status Code

Device Status
Code

Intent Devices
Intent Map

Intent CLI
Commands

The intent output fields are created from
intent details of the intents generated from
the intent template.

Aod Data Manually~ =

] Failover Configuration lssues

a

®



Last Execution
Time

CSV Columns

2.2.2.2 Add Probe into ADT for Prevention Automation

Probe installed for ADT can trigger the automation process associated with the ADT automation assets. The

corresponding PDAS flow is shown in the following diagram:
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Monitoring Probe

A probe column can be defined for using the primary and secondary probes to trigger automation with assets
inthe ADT. The probe properties are used as the built-in data for the probe column. The Flash alerts generated
by the probes can also be the available data source. The following diagram illustrates how Monitoring Probe

works in Column Group Builder:
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The following diagram illustrates what the Column Group Builder looks like when the Monitoring Probe

method is selected:
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The following table describes the data fields for building group columns via a monitoring probe:

Field Type Fields Description

Built-in Field Probe The built-in field is the probe selected.

Output Field Flash Alert The Output Field is created by flash alerts generated by the probes.

2.2.2.3 Add ADT Column from Imported CSV

If users have local CSV files containing data, the CSV file can be imported to create an ADT group table. By
default, all columns in the CSV are added as available fields in ADT. To successfully merge the CSV columns to

the base table, users can select fields from the CSV and fields in ADT as the table keys to be paired.



The following diagram illustrates how Imported CSV works in Column Group Builder:
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The following diagram illustrates what the Column Group Builder looks like when the Imported CSV method

is selected:
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2.3 Other ADT Functions

2.3.1 Lock/Unlock ADT and ADT Editing Rights Control

To avoid mis-operations on the ADT data, ADT can be locked/unlocked by its creator or other users with the
privilege. Moreover, editing rights are introduced to the ADT feature to prevent data loss due to editing

conflicts.

For each ADT table, the creator of ADT can switch on the Locking function and set a locking mode (With
Password or Without Password). A locked ADT is in View-Only mode and can be edited after entering the

password. Lock annotation can be added to provide detailed lock information.



Lock Settings X

Lock Locked by James Green on 9/2/2023
Without Password

@ with Password: Confirm Password:

Lock Annotation:

This file is currently locked by James Green whom you can contact to get more
details.

Cancel OK

2.3.2 Editing Rights Control for ADT

An ADT may be edited by two or more users simultaneously; in this case, one of the edited ADT cannot be
saved, causing data loss. To prevent such a problem, the user editing the ADT first owns the editing rights,

and only the user with editing rights can edit the ADT.

If a user without editing rights attempts to edit the ADT, a message will notify the user that the editing right is

required.

2.3.3 View ADT Execution Log

The execution log is provided for an ADT to record the operations such as replicating intents, matching intent

and the intent execution errors. Users can check and export the ADT execution log. Users can specify a time



range to check the execution log for the period.
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2.3.4 ADT Audit Log

The audit log is provided to record and track the changes made to ADT to protect essential ADT assets. The

ADT audit log records the following operations:

e Create ADT: Record relevant information when a new ADT is created.
e Delete ADT: Record relevant information when an ADT is deleted.

e Edit ADT: Record relevant information each time the ADT is edited.



2.3.5 User Privilege for ADT

ADTs are organized in folders. Two privileges (Shared Resource and File Management and Private Resource

Management privilege) are associated with ADT.

e Open ADT Manager: a user having the Shared Resource and File Management privilege or Private
Resource Management privilege can open the ADT manager.

e Edit private ADT: Require Private Resource Management privilege to edit a private ADT.

e Select ADT: No privilege is required for selecting an ADT.

e Use Intent-based ADT: Require the privilege to edit intent to edit the ADT.



3 ADT Based PDAS

ADT serves as a data reservoir in NetBrain. It can be used across functions (TAF, PAF, Auto Intent, Chat Bot,

and follow-up Intent Diagnosis) to provide data for the proper operations.

Automation Data Table Manager TAF
. Assoclate Automation PAF
Customl:;e Network Intents and Diagnosis Use ADT for PDAS
Automation Assets
Result
Chat Bot
Auto Intent
Follow-up Intent
Diagnosis

3.1 Install ADT Intents for TAF

To analyze and solve the network issues of automation assets, we can install Intents of ADT to TAF and trigger
these intents by the 3™ party events. For this purpose, R11.1 improved TAF Triggered Diagnosis to support ADT
intents, a set of Intents associated with specific assets (e.g., application paths, critical failover links) in ADT.

Another TAF enhancement is to support assigning values to Macro Variables in the intent template.
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3.1.1 Trigger Diagnosis Using ADT Intents

For issues related to Automation Assets, it is preferred to trigger ADT intents to troubleshoot issues related to
automation assets, e.g., checking failover links and checking Critical Routes. To conveniently address and

analyze the network issues of automation assets, users can install Intents of ADT to TAF and trigger these

intents by events (tickets from a third party).
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The following diagram illustrates an example of how ADT-based PDAS works in TAF:
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The key logic of triggering ADT intent is illustrated in the following diagram:
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2. Trigger associated intents of Automation Assets. All the intents of the matched ADT rows will be
triggered by default, and the user can filter the intents to be executed with automation tags or
manually choose intents by selecting columns.

3. Deliver automation Maps of Automation Assets to the Incident pane. All the maps of the matched ADT
rows will be delivered to the incident pane by default. Users can filter the delivered maps with
automation tags or manually choose maps by selecting columns.

The logic for matching ADT intents in ADT-based TAF is shown in the following diagram below:

Matching ADT Intent and Map logic
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3.1.2 Trigger Diagnosis Using Intent Template

The Intents can be replicated from the intent template for troubleshooting. In the process of installing the intent
template to TAF, in some cases, some macro variables of the intent template need to be set to a certain specific
value, e.g., the target subnet for show ip route <subnet> command. To support TAF in these cases, users can
enter values for macro variables of the intent template during the TAF installation. Data fields of incoming

incident type can be used as the data source to set the value for macro variables.
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3.2 Install ADT Intents to Preventive Automation

ADT can be installed in the Intent Based Automation Center (IBA) for preventive automation. R11.1 updates the

PAF function based on ADT in many ways, including:

e ADT-based PAF configuration: To ensure the critical assets defined within ADTs are functioning properly,
the system executes the intents of ADT by preventive automation through one of the following ways:
o Looking Glass Probe: Get the monitor status of a device via SNMP/CLI. Then based on the alert
data, the intents defined within ADT intents can be matched and executed.
o Primary Probe: Trigger the intents defined in the same row based on the probe column
defined in the ADT table.

o Intent Timer: Trigger the intent execution based on the intent timer pre-defined.
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Fail-over WAN Links:

e Probe Instance enhancements: Improve the monitoring probe to support ADT-based PAF function.
e Auto Probe: Provide a quick way for power users to batch-create probes on a set of qualified devices

or interfaces.

3.2.1 ADT- Based Looking Glass Probe

3.2.1.1 Looking Glass Probe

A probe performs diagnosis at the device level to determine its health status for a single device. Running a
probe for the entire network requires the deployment of this probe on all devices, which leads to inefficiencies
and increased traffic for both network devices and the NetBrain system. Alternatively, users can run the probe
on a small set of devices (looking glass probes), which can detect any anomaly for the whole network. Then,
these probes will parse alert information to identify problematic entries and trigger intent diagnosis for a larger

group of devices. Typical looking glass probes include:

¢ Route Table Check: Filter critical route from the show ip route and compare the data with the
baseline to verify the routes remain the same. Any changed routes can be exported to the error code

to trigger the corresponding intent diagnosis stored in ADT.



e Neighbor Table Check: Using the command show ip bgp neighbor, compare the BGP neighbor
status with baseline data to verify these neighbors are healthy. In case of any neighbor with issues,
the neighbor information can be exported to the error code to trigger the intent diagnosis stored in

ADT.

Users can choose the appropriate looking glass probes to monitor the network health status while utilizing
minimal resources on both network devices and NetBrain System. If the looking glass probe generates an alert

and the error code matches the corresponding intents in the ADT table, the configured intents will be triggered.

For example, a looking glass monitors the critical route status on a device. If there is any change in the routing
entry for the looking glass probe, the changed entry (added, removed, and modified entries) will be exported
into the error code. Then, the error code can be used to match the intents of ADT. The following table is an

example ADT for the critical WAN link asset:

Failover Primary Critical Route Secondary Intent1 Intent2

Link Name Device Device

Internet 1 R1 10.8.1.0/28 R2 R2.E0/0 | Monitor Failover | Verify QOS Config
Link Health - - Internet1
Internet1

AT&T WAN BOS-R1 192.168.10.0/24 | BOS-R2 BOS- Monitor Failover | Verify QOS

R2.e0/0 Link - AT&T WAN | Config - AT&T WAN

P&G WAN Tot-R1 172.16.16.0/24 Tot-R2 Tot- Monitor Failover Verify QOS
R2.e0/0 Link Health - P&G | Config - P&G WAN
WAN

Based on the error code table contents, we use the subnet contents to look up if there is any entry match.



Looking Glass Probe
B o
A Probe: Check changes of eritical routes

Raise alert if Route table (Critical entries)

Does not equal ~ | ®

(Run every 15 minutes)

&. Automation Data Tables
Network Assets 1: Failover links
Export changed entries with columns subnet/next-hop IP — : ) : )
Failover Link Name ~ Critical Route Primary Devices Primary Link Secondary Device Intent
P internet1 10.8.1.0128 Ri R1.EO/D 2 { Check Failover-Internet1
ATEWAN 192.168.10.0/24 BOSR1 BOS-R1.0/0 BOS-R2 Check Failover-ATET WAN
PRG WAN 172.16.16.0124 TotR1 TotR1.e0/0 TotR2 Check Failover-P&G WAN
Error Code Table of @ useosm
o Find critical route affected by subnet information 9 Execute matched Intents<—
Subnet Next-hop IP Trigger
P [108.1.0028 10.8.1.49 Network Assets 2: Critical application paths
10.8.1.16/28 10.8.1.49 Failover Link Name | Critical Route Path Name Path Device Path Interface Intent
Subnet Match Critical Route e ————
10.8.1.32/29 10.8.1.49 Salesforce_Flow 10.8.1.0/28 Webserver Webserver R1.E0/0 i Check QOS Config-Salesforce Flow 11—
> ;
R1 R1.E0M
Web Browser Flow 192.168.10.0/24 Data Engine Data Engine BOS-R1.e0/0 Check QOS Config-Web Browse Flow
R2
Core_datebase 172.16.16.0/24 DataBase_Severi DataBase_Server1 Tot-R1.e0/0 Check WOS Config-Core Database
R3 R1.E0/0

The above diagram shows the error code generated by looking glass probe for several subnets and the
changed subnet information exported from the routing table. Then, the system matches these subnets with
the ADT Table column “critical route” to check if any WAN link is affected and find the first Failover link that
contains the affected critical route. Further, the system will trigger the intent execution (Monitor Failover

Link Health-Internet1 and Verify QOS config - Internet1).

3.2.1.2 ADT Creation Flow Based on Looking Glass Probe

The process of configuring looking glass probes to trigger ADT involves the following steps:



Installing intents of ADT to be triggered by looking glass probe requires the following steps:

1. Configure Looking Glass
Probe (Alert rule and Error
Code)

Device Looking Glass Probe

US-805-R1 Check Route

2. Configure Match Condition
for error code of LG probe with
ADT row

ADT Data Fields

A Subnet Matches

8 Nexthop Matches

Boolean | Aand B

3. Calculate LG Probe Coverage

4. {optional]-:‘(‘,onfigu re

Error Code

2 Data Field

Define the criteria i find matching rows in the automation data table using error code

Error Code Data Fields

Device

L]

Moo Dot Totde

secondary probe for
verification

5. (optional) Configure Intent to
Trigger

1 bt Corr o

NetBruir@,.

R11.1 enhances the probe with the following functionalities to support the looking glass probe:

1. Compare with Baseline Data and Filter Rows/Columns if needed.

Probe diagnosis results can be compared with baseline data that is initially stored when the probe

@)

is executed, and the data can be used as the baseline to check against further data.
o Table columns can be filtered by ADT table to keep critical ones or exclude non-important items.
o Certain table columns can be filtered so that only critical columns will be considered.

2. Export Error contents to error code.

Specified contents can be exported to the Error Code and can be used to match ADT columns.



Primary Flash Probe Details of device US-BOS-R2 X

Name: | Critical_route Description:  Check critical route

Display Name:  Critical_route Level: Device Level Interface Level @ Help

Variables(1) +Add v Define Alert Rules: o\. Select Monitor Variables(0)
4 M Critical gus ML o Compare with baseline
BB cisco_| I

los_... (Filter: Enabled ) .
o Filter rows/columns

A | B cisco_ios_routes w| Does not equal v || Baseline ® |m

B | select Variable ~

Export Data to Error Code

Boolean Expression: | A
2 Define the column mapping from single variable to Errer Code:

Then Export data fromtable:.  gHcisco_ios_routes o

' 4
Alert Message:  route entry changed route entry device +Add
Export Error CGd subnet ~ | [ this_device ~

define error code

View Sample Cancel OK

3.2.1.3 Looking Glass Probe Use Cases

Use looking glass probe to monitor critical parameters that can be used to drive the diagnosis of related

network devices, such as critical routes, topology neighbor check and routing neighbor check.

¢ Routing Table Check: You can use the command show ip route and filter critical route to compare the
data with the baseline to verify the routes remain the same. Any changed route can be exported to the
error code to trigger the corresponding intent diagnosis stored in ADT.

e Topology Neighbor Check: You can use the command show cpd neighbor or show Ildp neighbor to
figure out the neighbor change for a core device, and from the changed entries, you can trigger the
diagnosis of neighboring devices.

e Routing Neighbor Check: You can use the command show ip bgp neighbor and compare the BGP
neighbor status with baseline data to verify whether these neighbors are healthy. If any neighbor has
issues, the neighbor information can be exported to the error code, further triggering the intent

diagnosis stored in ADT.

The following example shows a looking glass probe installed on US-BOS-R2 for critical route check, where the

border device can identify critical route changes and trigger the intent diagnosis for each critical route.
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The creation of an ADT table triggered by Looking glass probe involves the following steps:

e Create looking glass probe: Create looking glass probes to create alerts.

e Create an ADT table: Create an ADT table for critical assets.

e Install ADT to be triggered by looking glass probes: install the ADT table to be triggered by looking glass

probes.



Create Looking Glass Probe Create ADT Table (covered in ADT table details)

1. Create paser 3 1. Create critical assets with intents
2. Select parser and critical 2. Create secondary probe column
probe

3. Define row filter
4. Define alert condition
5. Define error code

Install ADT to be triggered by
Looking Glass Probes

1. Select locking glass probe for ADT
2. Define trigger conditon

3. Test looking glass probe coverage
4. Enable secondary probe

3.2.2 Use Primary Probe to Trigger Intents of ADT

Looking glass probes may not be able to trigger all ADTs since some Intents may not find looking glass

probes. In this case, use the probes defined in the ADT column to trigger the intent execution.

Users can add the primary probe column in the ADT tables, and the probe with its polling frequency can be

executed periodically. The probe will trigger the configured intents within the same row it creates any alert.



Mo. Mame[Primary Prabe)

1 | CA-TOR-RI.CPU Check (B

2 | CA-TOR-R1.CPU Check

3 | CA-TOR-R1.CPU Check

4 | CA-TOR-R1.CPL! Check

VRF(String)
RED

Blue

Blue

Green

Green

RED

RED

Interface{String)
20

el

a0/

elf2

elf2

eli3

els3

IP(String)

1010.10.00/24

12.10.10.10/24

13.10.0.00/24

14.10.10.10/24

il Source 1

Check Interface Statusi

Check Interface Status?

Check Interface Status3

Check Interface Statusd

(%) Device Interface Status

There aren't any issues for this interface

There aren't any issues for this interface

There aren't any issues for this interface

There aren't any issues for this interface

3.2.3 Use Intent Timer to Trigger Intents of ADT

Some ADTs may not be triggered by looking glass probes or primary probes. Instead, users can use the intent

timer to run the intents of the ADT table periodically.

Interface Config-let
Interface ethernet 0K
no shutdawn

ip address 10.10.10.10
255.255.255.0
Interface ethernet 0/0
no shutdown

ip address 11,10.10.10
255.255.255.1
Interface ethernet O/
no shutdown

ip address 12.10.10.10
255.255,255.2
Interface ethernet 0/0
no shiutdown

ip address 13,10.10,10

255.255.755.3



ltems: 1 + Install Automation Table o Sort (alphal cally) £\ 10 Looking Glass Probe Q.
Enable Automation Data Table ~  Trigger Method +  Active Probe Location Preventive Coverage Last Modified by Last Modified Time
Wan Link Failover Looking Glass Probe 3/3 Shared Tables/WAN Link Failover — 80% xfxxhoocd hhimm:ss oo hhimmess
Config Drift Check Primary Probe 200/200 Shared Tables/Config Drift Check —— (0% XXXk hhimmiss XXXROXxK hh:mmiss
Config Compliance Check Intent Timer NAA Shared Tables/Config Cornpliance Check Unknown xx/xx/xxxx hhimm:ss lxxlxend hh:mmiss
Intent Timer Data Table: WAN Link Failover [
Execution Schedule Weekly on Manday ~ Q =
Every Monday from 2022-08-02 09:00 AM to 2022-10-30 9:00AM Device Config Check Routing Check Intenti Intent2
Time Zone: (UTC- 05:00) Eastern Time
R1 R1.Config Check (® Ri1.Route Check (© R1 Golden Config Check  R1 Config Drift Check
Intent Options R2 R2.Config Check (& R2Route Check (8)  R2 Golden Config Check  R2 Config Drift Check
@ Execute Al Intents R4 R4.Config Check (§  R4.Route Check (5 R3 Golden Config Check  R3 Config Drift Check
Execute Selected Intents RS RS.Config Check (D RSRoute Check (5 R4 Golden Config Check R4 Config Dilft Check
Execute Intents with Tags R6 R6.Config Check (9 RG.Route Check (D RS Golden Config Check RS Config Drift Check

To configure the ADT executed by the Intent timer, users can install the ADT with the trigger method via

Intent Timer. From the configuration window, select the intent timer to trigger the selected intents.



Installed intents WatBrain Download
Iams: 1 + Install Automation Table
Enable Automation Data Table

War Link Failower
Config Drift Check

Config Compliance Ched

Intent Timer

Exacute intent
Weekly on Friday
Intant Optians Weekly an Sundzy
®) Execute All e waekly on Monday
Execute Selecti  Every day
Execute Intent: Custom schedule

Aemaye schedule

3.2.4 View Triggered Automation from PA Dashboard

Fublished Intents

Trigger Methad % Active Probe
Loaking Glass Probe s
Frimary Probe 2000200
Iritant Thmer ]
(1]
i ]
o Execuies Every Monday
Fram: 2022-08-02 0300 AW
(1] Tor 2022-10-30

Tirne Zone: (LTC- 05:00) Eastern Time

Preventive Automation via ADT

£ 10 Looking Glass Probe o}
Location Freventive Caverage Last Madified by Larst Modified Tirme
Sharad Tables/MaN Link Failovar — 0% oot Bhommss swhoch hhemmss
Shared Tables/Canfig Drift Check —— () RAOOREEN RMMESS whoutos hhommess
Shared Tables/Config Comgliance Chack  Unknown shonixxe hhimmiss wihoitxed hhommess.
Data Table: WAN Link Failover [
Q| =
Dewica Config Check Routing Check Intentl Intents
Rl Rlconfig check (B RiRouteCheck (B RY Gokden Config Check  R1 Config Drift Check
RZ R2Canfig Cheek (B RIRoute Check (8 A2 Gokien Config Cheds B2 Config Drift Chack
R4 Ra.Config Check () R4 Route Check (3 A3 Golden Config Check 3 Config Drift Check
RS RE.Config Chedk RE Route Check (8 B4 Golden Config Chedk R4 Conlig Drift Chack
RE RGConfig Check (0 RbRoute Check (3 RS Golden Canfig Check RS Config Drift Check
Save

PAF-based ADT results can be viewed from the PA dashboard or the report and dashboard new in R11.1.

The following shows how the probe execution and intent trigger results can be viewed.



Preventive Automation Dashboard OHelp Q¥ X

Neawork: @ All Devicesv M e M D Cuwm @ TGO T @Heo © ¥ X
03/22/23 0200 PM - 03/23/23 02:50 PM © & B)L2cored v Incident: Select 03/22/23 02:00 PM - 03/23/23 02:50 PM
406 1,991 1 2
@ Devices 4 proves Bl network intents Show: (] AlerzOnly O
~ Triggered by Current Device g
Devices with Alerts Tag Distribution Across Intent with Alerts i

A o] oR_a8_qif B 2-coreB 1 [
OW223 02:21 PM v

[ intent Alerts

CLI Unreachable
No Intent Alerts

SNMP Unreachable

High Frequency
00221 PV v

e e b P

No Alerts
Low Frequency -
64 Devices A 6 Probes wih Alerts earch Q - &
Legend
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The intent results for the current device triggered by the intent timer can be found in Triggered by Related

Device or Intent Timer.

& BJ-R1v Incident: Select 03/22/23 02:00 PM - 03/23/23 02:50 Ph

Show: [ AlertOnly Q)

rn SNMP Unreachable

o High Frequency
h 03/23/23 11:32 AM ~

o Low Frequency

e Medium Frequency
b 03/23/23 01:02 PM ~

~~ Triggered by Related Device or Intent Timer (1)

i )  Related Automations .
o] = — | MiniLAB (1]




3.2.5 Probe Instance Enhancement

Monitoring Probe has been improved with the following functions in R11.1 to support the looking glass probe

use case:
Primary Flash Probe Details of device R1 X
Name: | Interface Issue Description:
Display Name: Level: Device Level Interface Level
Variables + Add Define Alert Rules Variables to Monitor: Select )
NEW
4 Interface [Cisco 105] Loop Table Rows B intfs_table > Table Key: intf e—

@ intfs_table (Filter: Disabled) i NEW

Defi bl e
efine Table - . &_—
A Basel
Rowi/Column Filter (5] mtu ~ Does Not Equal ~ aseline v | Vial \
Define Comparison
o B | Select v 3 v with Baseline

Boolean Expression: A

Then

Alert Message: = Enter the message you want to display when the Alert Rule is true.

Export Error Code: Defined Data Fields

View Sample Cancel OK

NEW
Define Error Code

e Table

1. Define Table row/column filter to keep only critical contents.

o Filter by column: Select the columns you want to keep so the probe will diagnose only certain

columns.

o Filter by row: Use the ADT table as the source for filtering the parser table. Users can keep or

filter certain rows to match with ADT table contents.



Enable Filters for “intfs_table” x

Filter by Column (3) €0

Allow the probe to only diagnose the selected columns Unselect All

& sere
$deferred
B $dly
[=1 $duplex
sintf 2
B $intf_reset
[ $ip_addr
&= $mt

Filter by Row @0

Only Keep ~ | tablerowsifvalues of | interface v existin below list
Predefined Global List  critical_interface v Column Mappping
interface hosting_device description
f0/0 Us-BOS5-R2 This route is to PE1
0 Us5-BOS5-R2 This route is to PE2
fos2 Us-BO5-R2 This route is to PE3

Cancel oK

Define Table key: The table key can be defined directly within the probe. (In the earlier version, the table key comes
from the parser definition).
The table key compares the table rows against baseline/last values to identify unique rows. When looping table rows,

you cannot compare the table with the baseline/last value without the table key.



Loop Teble Rows  BH intf_wrf~  Table Key: ntf name

If
intf_name
A | select Variable ~ | [0 wf_name
Boolean Expression: | eg. A AND B
Then

Alert Message:

Define Comparison with Baseline Logic: use the baseline to define the comparison logic against
baseline data.

When the data is retrieved for the first time, the data will be saved and used as baseline data. The
baseline data remains the same and doesn’t change. If the baseline data doesn't match the current
network status, you can use the Clear Baseline function to clear the existing baseline. The system will

further retrieve the data and use it as baseline data.

Define Alert Rules Variables to Monitor: Select

Loop Table Rows BB intfs_table v Table Key: intf ~

sled) if

A [Emtu ~ | Does Not Equal ~ Baseline v | View [

B | Select Variable v

Boolean Expression: = A

View Baseline

Then
$route_source Ep $Nework $subnets $replicates $overhead
Alert Message: = Enter the messag connected 0 9 0 612
Export Error Code: Defined Da static 1 1 0 136
application 0 0 0 0
ospf 1 1] 32 0 2380
nhrp 0 0 0 0
bg65001 0 3 0 204

Clear Baseline Close



4. Export Error Code: Define the error code to export the error contents to trigger Intent execution within
the ADT table. The error code column can be defined from the table or a single value used in the if

condition.

Export Data to Error Code

Define the column mapping from single variable to Error Code:

Export data from table:| ERbgp nbrs

bgp neighbor +Add

[E nbr_id ~

[ max_nlri_update...

T maxrtt

min_advertisem... Cancel

[ ]

min_incoming_ttl

il

min_nlri_update...

minrtt

[ ]

multisession_ca...

nbr_id

|

nbr_type

il

nbr_version

The table column can be used as an error code column besides the single value. The error code column

can be further expanded with the following data types:

e Built-in data > this device: this device can be exported if an alert is generated, which is very useful
when there are multiple looking glass devices, and you want to define match conditions based on

looking glass devices.



Export Data to Error Code

Define the column mapping from single variable to Error Code:

Exportdata from table:| gRbgp_nbrs

bgp neighbor +Add

i nbr_id ~
4 [7] Built-in Data -
[ this_device &.
4 A BGP Neighbors [Cisco... Cancel -
4 B bgp_nbrs
E ack_hold
E addr_family_ipwd...

CONNection_ecn_.
connection_state

connection_tabl...

=
=
B
=

connections_dro...

e Append column via ADT table: ADT column can be appended to the error code to expand the

column.

Export Data to Error Code

Define the column mapping from single variable to Error Code:

Exportdata fromtable:) gRbgp_nbrs

bgp neighbor | +Add

O New Column @ Append Column ‘

Column Display Name

| e ([

Column Name
Append From

@ ADTTable () Function
Select ADT Table to Append Column

| New Table1

Lookup
Append Column

| device

Error Code Column

| bgp neighbor

Lookup Column

| device

Cancel




3.2.6 Auto Probe

Auto Probe provides a quick way for power users to create probes from the seed probe(s) in batches on a set
of qualified devices or interfaces. Once completed, power users can use these device/interface probes to set

up the ADT-based PAF.

e = path supvort (N m

Preventive Automation Manager 8 (1%) devices have monitoring probe enabled 1 (0%) devices have preventive automation enabled @ Help
Monitoring Probe Auto Probe Probe Triggered Intent Probe Triggered Intent Cluster Schedule CLI Commands Polling Control
Type to search ) |9«
" as OSPF Neighbor Check » Author: chris m—
4 [7] Shared Auto Probes (2)
4 Cisco (2) Description:
A Critical WAN Link Status Check 1. Use Seed Probe to Create Probe
/[ OSPF Neighbor Check 1. Define Probe Information
Level: @ Device () Interface Type: @ Primary () Secondary Probe Timer: Every 4 weeks
b= +Add | select critical variables
Auto Probe Manager =
(e U il e = . Variable Critical Variable
4 M OSPF Neighbors [Cisco 105]
4 A ospf_nbrs
3 $dead ]
(3] $intf ]
$nbr_addr

2. Specify Target Devices/Interfaces to Create Probes

2. Instantiate Probes

Probe Name: OSPF Ne\ghburche(k DEs:rip[mn:
Target Devices: 1 Device Groups  + Select From Automation Data Table Create Probe
Probe Created(31) Failed(101) Execution Log Search Devices Q
Device Probe Status
& B/*POP Disabled
& BJ-3750-1 Disabled
& B-L2-coreB Disabled
&7 BJ_L2_ Core 3 Disabled

Besides selecting the seed probes and target devices or interfaces, users can specify critical variables to
identify whether the probe is qualified on the target device. With the critical variables, the system can test the

critical variables against the live network and find the correct seed probe for a target device.



/A OSPF Neighbor Check » Authar: chris —

Description:

1. Define Probe Information

Level: @ Device (O Interface Type: @ Primary (O Secondary Probe Timer: Every 4 weeks
Seed Probes +Add  selact critical variables
/A OSPF Neighbor Check [Cisco] = Variable Critical Variable
OSPF Neighbor Check [Juniper] =
4 eighbor Check [Juniper] 4 EM OSPF Neighbors [Cisco 105]
Ext =
A OSPF Neighbor Check [Extreme] 4 8 ospf_nbrs
(3] $dead ]
(5] $intf O
(5) $nbr_addr

3.2.7 Other New Features and Enhancements for PAF

3.2.7.1 Last Resort Timer

For intents triggered by looking glass probe or primary probe, there is a chance that the probe status is healthy
and probes generate no alerts for some time. To ensure that these intents are executed even if no alert is
generated, enable Last Resort Timer and configure the condition. So if certain intents are not triggered within

the defined time frame, the system will further trigger the intents to execute.



Looking Glass Prabe Intent Execution Rules Data Table: WAN Link Failover [

Run secondary probe before executing intents @0 Select Secondary Probe temsz: 100
Device Canfig Check Routing Check
Intent Qptions To trigger the intent, the secondary probe needs to generate an alert
In addition to matching the criteria of the lsoking glass probe,

@} Execute All Intents Ri R1.Config Check IE] R1.Route Check @
Execute Selected Intents R2 R2.Config Check (& RZ.Route Check (&
Exzrute Intents with Tags R4 Rd.Config Check () R4.Route Check (&

RS RS.Config Check () RS5.Route Check  (8)

Last Resort Timer RE RE.Config Check (B R&.Route Check (B

Enfarce intent if intent has not been triggered by the probe or other methods within

2 Days Weeks Months

Trigger Suppression Settings

3.2.7.2 Trigger Suppression

For intents triggered by looking glass probe or primary probe, if the probe generates alerts consecutively and
you don't want the intent to be triggered each time, configure the trigger suppression to specify the intents to

be triggered once within the defined time frame.

Looking Glass Prabe er Suppression
L . -
& Run secondary probe before execut] [J Enable Trigger Suppression
R
Intent Options The Triggered Automation won't be triggered twice within | 2
(@) Execute All Intents (O
Execute Selected Intents [C:]
Cancel Save
Execute Intents with Tags o =
na nacunmg vt (B R
RE RE.Config Check (B R

Last Resort Timer
Enforce intent Ifinten not been triggered by the probe or other methods within

Weeks Months

Trigger Suppression Settings




3.3 Install ADT to Auto Intent

Auto Intent allows users to create and run intents on Map, which can be enabled from the Auto Intent Tab in
Intent-Based Automation Center (IBA Center, Intent Library in the early releases). R11.1 makes the following

enhancements for the Auto Intent:

Search Incident... Q]
%3 NIC-Demo-Lab (Master) ~ > NIC-Demo-Lab ~ B Summary O ~ ' stencils | Overall Health Monitor Map  Actior
s Oowve S KT
Auto Intent Published Intents Embedded Intent
Pre-qualified Automation Assets < || Creation of Intent «i Save & Run
8 Devices © S = || Lost Created: 6/15/2022, 8:55:25 AM = Create Last Run; 6/15/2022, 8:55:25 AM B - Run 3]
Y Filter (0) ©, | JeSiscted Devica/inkent Entries 2 Devices 10 Diagnoses [516152022, 85525 aM~ [ & @
Al BGP (1 105 (3) ; [ ]
! ‘ @ gyrPop L¥. L3 Route Check - Cisoo 105 [S) Deviation Observed in OSPF Route Summary Table .. 4
4 @ & grPoP (8) & ca-Torswi1 I 1-Weekly-Config-Analysis )
. - "
. Command Check for Switch & CATORSW1 [ L3 0SPF Check - Cisco 105 &5 BPoP _ls] e
Intent Template §.L3 Route Check - Cisco 105 @ g*roP I3 Switch VLAN Check B show ip ospf neighbor Aler B
. : ; 10.8.76.206 00:00:00
Il Design Neighbor Chec @ B [l Switch VLAN Check
B show ip ospl interface 2 Warnings B
5 ® Failover Links & 2 [l Design Neighbor Check .
I8 Switch VLAN Check @ R 11 BGP Neighbor Check twork ...
U Bec ) ’
ADT Assets"*" A Design Heighbor Chec @ ra Il BGP Neighbor Check 2
. HSRP Design ~
@ Rs Il Design Neighbor Check
-~ OSPF Nbr Map
fDC-HQ -
QoS Training Input Value: View Seed Intent Diagnosis, 2 Warnings 4%
Fl Single Command Check VRF Nome: | - : P; .
4 Command Check for Swit qrehany
I, Switch VLAN Check Apply
I} Design Neighbor Chec 5 CA-TOR-5W1
4| & CA-TOR-SW1(5) @ BJ*POP @ show ip ospf neighbor 2 Warnings &
B 10.8.19.6 1 F
a4 Single Command Check B shbw ip route vif 1 (VRF N 10
oﬂ Command Check for Swit e 0 10.8.19
* 1} Switch VLAN Check 5 1_‘ 1. ‘32 '.]fa. ] ", ) B show ip ospf interface diagnosis, 2 Warnings
11 Design Neighbor Chec R 172.25.15.0/24 [12 .25h7.2. ol is up
ID 10.8.76.
4 Multiple Command Check
. B show ip route vrf 1 summary
Il Common Check VRE-PE1#show ip route vrf 1 svamary
0 2 ]
sthti ° 0 e -
3 Devices Without Decoded Results . Add to Map Intent ~
. Save & Run Intent
Selected Devices/Intents
. . Intent Preview
Pre-qualified Automation Assets .
q & Input for Macro Variables"*
1 2 3 >

Select Device/Intent Preview & Cutomize Variable Save & Run Intent



1. Pre-qualified Automation Assets: A folder structure to display and organize ADT's network intent

templates and automation assets (intent/map/path). Users can view and use the items by category.
o Intent Template: The intent templates enabled for Auto Intent are listed in the left pane.
o ADT Assets: Intents/Maps/Paths of the enabled ADT are listed in the left pane.

2. Selected Device/Intents: Show the items selected from the left pane.

3. Intent Preview & Input for Macro Variables: Preview items highlighted or selected in the left pane and
the items highlighted in the Selected Device/Intents area to facilitate network intent selection; input

values for macro variables of the target device to create proper intent.

4. Save & Run Intent: Run intent and view the execution results, then add the created intent as

map/path/common intent for further troubleshooting.

3.3.1 Auto Intent Tab in IBA Center

Generally, power users will operate on the Auto Intent tab in IBA Center.

e Enableintent template for Auto Intent so that end users can replicate intent templates and customize

the macro variables if necessary to create appropriate intent for map devices.

', Intent Based Automation Center

Installed Intents Published Intents Preventive Automation via ADT Auto Intent NetBrain Download
+ Add Folder Intent: conf-ACL-extended  Description: Description for Diagnosis Code1
Q
Intent Decoding Schedule: Recurring - 6 PM Friday Weekly Last Decoded at: 06:53 AM 10/01/2022  View Decoded Results

4 I Cisco 10S Regular Check
N Replication Settings for Auto Intent:
4 MW Design Check P &

L3 - Route Check On-demand Not use baseline data

L3 OSPF Check @ Pre-replicated

L2 Switch VTP Check
4 8 Error Detect
SNMP ACL Check

2 Macro Variables

BB Failover Links 4 Seed Device Macro Variable Command Type Value
4 0 Path Related Intents 4 & VRF-PE1
Qos VRF Name show ip route vrf $vrf_name string 1
Security Rule VRF Name show ip route vrf $vrf_name summary string 1

2 Data Center1 Paths

Enable Intent Template for Auto Intent



Enable ADT (Automation Data Table) Intents/Maps/Paths for Auto Intent so that end users can find
related automation assets (Intent/Map/Path) for map devices from pre-defined ADT to understand

and troubleshoot network problems.

', Intent Based Automation Center

Installed Intents Published Intents Preventive Automation via ADT Auto Intent NetBrain Download

+ Add Folder Automation Data Table: Failover Links Description: Description for Diagnosis Code1 Save

4 I Cisco 10S Regular Check

4 [0 Design Check

L3 - Route Check

L3 OSPF Check

L2 switch VTP Check
4 [ Error Detect

SNMP ACL Check

EE Failover Links

4 [ Path Related Intents

Display Name in Auto Intent: | Failover Links

Find automation assets by device properties or visible interfaces:

A | HSRPVIP ~ | Matches ~ | mgmtip v | @

B select Criteria ~

Boolean Expression: A

QoS Select intents/maps/paths to be listed in Auto Intent and set the display name: Enable ADT for AUtO Intent
Security Rule
List in Aute Intent Intent Column Display Name
B Data Center1 Paths
Sourcel
Automation1 $Sourcel ($HSRP_VIP) #
<= Automation Map $Automation_Map
Path
ADT Preview:
No. Name HSRP VIP Group ID Source 1 Automation Failover Config-let - Automation Map Path
1 Group1 10.8.1.1 1 Check HSRP Check HSRP1 interface Vlan400 HSRP Design Core HSRP Path
ip address 10.8.3.194...
2 Group2 10.8.2.2 2 Check HSRP Nbr Check HSRP Nbr1 interface Vian400 HSRP Nbr Map HSRP Change
ip address 10.8.3.194...
3 Group3 10.8.10.5 n Check HSRP Check HSRP1 interface Vlan400 CA HSRP Design HSRP Design
ip address 10.8.3.194...
4 Group4 10.8.10.6 22 Check interface crc es Check interface crc es1 interface Vlan400 US HSRP Map HSRP Performance

Build a folder structure to display assets in Auto Intent Pane with a clear and meaningful organization

so that end users can understand and operate on the automation assets.

i, Intent Based Automation Center

Installed Intents Published Intents Preventive Automation via ADT Auto Intent NetBrain Download
+ Add Folder Intent: conf-ACL-extended Description: Description for Diagnosis Code1
Intent Decoding Schedule: Recurring - 6 PM Friday Weekly Last Decoded at: 06:53 A

4 W Cisco 10S Regular Check
4 9 Design Check Replication Settings for Auto Intent:
' L3 - Route Check On-demand Not use baseline data

.1 L3 OSPF Check @ Pre-replicated 0 devices replicated for this intent. S

L2 Switch VTP Check

4 M Error Detect
2 Macro Variables:

SNMP ACL Check
&8 Failover Links 4 Seed Device Macro Variable Command
4 [ Path Related Intents 4 & VRF-PE1
2 QoS VRF Name show ip route vrf ¢
11 Security Rule

VRF Name show ip route vrf ¢
&8 Data Center1 Paths




3.3.2 Use Auto Intent to Create Intent for Map Devices

Auto intent supports replicating the intent template with customizable macro variables. With this

functionality, end users can replicate desired intent from an intent template by simply setting the macro

variables.
T Filter (0) Search Q Selected Device/Intent Entries
(Al )1 BGP(1) { 105(3) > | @ BJ*POP '1 L3 Route Check - Cisco 105
4 & BJ*POP (8) @ CA-TOR-SW1 JIT 1-Weekly-Config-Analysis
« @ " command Check for Switch @ CA-TOR-sW1 ) FR L3 OSPF Check - Cisco 10S
Lﬂ "% L3 Route Check - Cisco IDﬂ @ BJ*POP 1 Switch VLAN Check
Il Design Neighbor Ch @ B|R1 11 Switch VLAN Check
“ B Failover Links @& RrR2 i1 Design Neighbor Check

11 Switch VLAN Check & 3

& R4
& Rs

BGP Neighbor Check
11 Design Neighbor Che

L
! BGP Neighbor Check
=, HSRP Design "

Design Neighbor Check
=, OSPF Nbr Map

o® App2/DC-HQ -
)¢ App1/QoS Training Input Value: Va ria ble View Seed Intent
4 T single Command Check VRF Name: | 4 o
4 | T Command Check for Swit
1, Switch VLAN Check Apply
11| Design Neighbor Chec
4| & CA-TORSWI (5) & Bj*POP PreVi ew
. Single Command Check B show ip route vrf 1 (VRF Name) 3 Diagnoses
4 Command Check for Swit VRE-PE1#show ip route vrf 1
. Gateway of last resort is not set
Il Switch VLAN Check s 1.1.1.0/32 [120/1] via 2.2.2.2
1 Design Neighbor Chec R 172.25.15.0/24 [120/1) via 172.25.17.2...
4| [ Multiple Command Check .
B show ip route vrf 1 summary 2 Diagnoses
f§ Comman Check VRF-PEl#show ip route vrf 1 summary
connected 2 0
static ] ] 0
3 Devices Without Decoded Results aes

e Users can preview the data of the intent template via the following two operations:
o Click (unselect is OK) an item in the Pre-qualified Automation Assets pane to preview its macro
variables and command data.
o Click anitem in the Selected Device/Intent area to preview its macro variables and command data.
e If the intent template has macro variables defined, users can change the value, which will affect the

replication results.



3.3.3 Use Intent Template Not Included in Auto Intent

Apart from the intent templates already listed in Auto Intent, users can use additional ones not installed and

decoded in IBA Center, giving users more flexibility to use intents in Auto Intent.

Select one or more devices (Devices not included in the device list can also be added and selected) and one

intent template to pair and add to the Selected Device/Intent Entries area.

:d Intents Embedded Intent
Add Intent X

« Creation of Intent

G= Last Created: 6, r8:55:25A  Select Devices: @ BJ*POP {
- Add Intent & BJ-L2-Core-A
:e/Intent Entries
View by Intent @BJ-R3
Select All 'L L30OSF & BJ_core_3550 |
Deselect All sw1 o BT 1-Weel @BST_POP2

itch | & CATORSW1 [ L3 OSF WEsICors l

@ BSTX.Core2

& BJ*POP 1 Switch
_ + Add Devi )
@ B/R i1 Switch I
& R2 I Design
K 8 : Select Intent as Template: Select t
& R3 I BGPN I
‘hec .
@ R4 I BGPN Cancel OK !
& RS T Design i

3.3.4 Filter Intent Template/ADT in Auto Intent

In R11.1, the filter function of Auto Intent is improved to be more intuitive and functional. When there are too

many items, users can find the ones needed by filtering the items. An independent pane will appear to the left

after clicking Y Filter © making it easier to define the filter conditions centrally. The improved filter function

leads users to pay more attention to the automation assets and network objects enabled for Auto Intent.



Published Intent:

Filter by b4 Auto Intent

Automation Assets Pre-qualified Automation Assets <«

Intent 8 Devices & =
Map

T Filter (0) Search Q
Path

e

Al \/" BGP (1)

105 (3) »

Folder Structure (7) Q Clear
4 @ & BJ*POP (8)
“0 Al p Command Check for Switch
4 Command Check for Switch .
i1, Switch VLAN Check
Failover Links
. ' Design Neighbor Chec
4 Single Command Check
Command Check for Swith 4 ® Failover Links
Y single Command Check 1| Switch VLAN Check
4 Command Check for Swith \i Design Neighbor Chec
Multiple Command Check = Map1
= Map2
Intent (4) Q, Clear
¢ App1/Path1
| Check BGP Nbr * App2/Path2
'L Check OSPF Nbr ,
“ Single Command Check
I Qos Configuration
4 Command Check for Swit
I L2 Diagnosis
7 Switch VLAN Check
Devices (4) Q, Clear '1 Design Neighbor Chec
8 US-BOSR1 4 | &2 CA-TOR-SW1 (5)
@ US-BOS-R? 4 Single Command Check
./ CA-TOR-SW1 4 Command Check for Swit
/ US-BOS-5W1 '1 Switch VLAN Check
'i Design Neighbor Chec
LI e () <l - Multiple Command Check
Kranthi (1) '\ Common Check
Pradpree.Switch (5)
Clear All Apply 3 Devices Without Decoded Results

3.3.5 Use ADT Automation Asset Via Auto Intent

To fully understand and troubleshoot an issue, users normally need to analyze the related maps and paths
besides intents. By enabling ADT assets (Intent/Map/Path) to be used in Auto Intent, users can find automation

assets for map devices, e.g., device-related failover links and the map, device-related path, and the path intents.



With the available ADT assets in Auto Intent, users can complete the following tasks:

Auto Intent Published Intent:
Pre-qualified Automation Assets «
8 Devices & S =
Y Filter (0) Search... Q

(Al ) BGP(1) | 105(3)

4« @ & B)*POP (8)
4 Command Check for Switch
" L3 Route Check - Cisco 10S
Design Neighbor Chec

4 e Failover Links
Switch VLAN Check
Design Neighbor Chec
- = HSRP Design
- = OSPF Nbr Map
® App2/DC-HQ
¢ App1/QoS Training

e Useintents from ADT to create an intent for troubleshooting.
e Viewa map and use the map for troubleshooting.

e View a path and use the path for troubleshooting.

3.4 Use ADT to Replicate Path Intent

R11.1 made the following improvements on path intent:

e Path intent replication settings in the intent template (NIT): The system allows defining path macro

variables or selecting ADT data sources as macro variables for an intent template to prepare for creating



path intents. Specifically, path variables and path device variables are used as the values of the macro

variables of the intent template.

Enable Replication for Path Automation Tag Definition Set Macra Variable by Path Variable

T S N

B A& Do Qi o ;
“ .
[ [ ———

e Batch Path Intent Replication from ADT New: With the method “Intent Replication for Path” provided
for building column groups in ADT, multiple path intents can be delivered from ADT with the data in
ADT for running troubleshooting diagnosis.

e On-demand Path intent replication from path browser/Auto Intent "**: Users can set to replicate path
intents by selecting the intent template from an open path or Auto Intent. With the new improvements

made on path intent replication, one path can have multiple path intents.

3.4.1 Batch Path Intent Replication from ADT

In R11.1, the system supports creating path intents with the new intent replication for path service in ADT.



The following diagram shows the logic of cloning path intents in batch via intent template with the data

source in ADT.

Automation Data Table — Intent Replication For Path

Name |

st | s Vi w0
ow ' Paths as Base Tahle
Salesforce_Fl I

A . Data_Engine « Failed Data_Engine

Eore-databas - Eatasase_Sever ' Success DataBase_Severl _ Set (loned Intent

As Path Intent
+ == + = + =" Application Path ADT as Base Table |

1asmoig yied

Pathé —

O == = Set cloned intents as Path Intent

Intent Replication for Path Method

NIT for Path Intent
Replication

In the Intent Replication for Path Service, ADT serves as a tool to provide data to replicate path intents as
scheduled. Specifically, users can add a group column to ADT via the “Intent Replication for Path” method.
The available data fields include path intent and data fields of the path intent details. With the data in ADT,
users can further set the variables for path intent replication. The created intents can be saved as path intents

for future use.



8 c E 8 @
< [z
Prarity
Base  New Group +
Description:

Associated intent for path
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IntentMessage | | Pathintent |
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Reset All
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Intent Output
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Cancel

Apply

The path parameters can be passed to the Macro Variables of the seed NIT to clone a path NI.

Application Name B Path

Salesforce Server App1

QOS Path NYC-10-BOS
Traditional Data Center App1

QoS Path DB Backup

poc MPLS_DMVPN_PATH

Traditional Data Center

QOS Path NYC-to-SMF

0% BB Path Devices

@ source Destination (8] pathstatus oo

(3] path intent

B-3750-2
BJ-Arista1
BJ-Ansta2

1010.10.1 192.168.1.1 Monitor Path Health

Bl-Avaya-!
Bl-vaya-2
BJ-Cat 5000

1088.162 108.1.26 Monitor Path Health

BHLZ-CoreA..
B-Avaya-2
BJ-Cat-5000
BHL2-Core-A
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10814 10.83.140 Falled Monitor Path Health

ASA-AAfadmin/act 10814 1083130 Monitor Path Health
ASA-ANadmInstby
B12 Core 3

LADIS,1

BjR2 108219 108511
B}R3
BST.POPY

Qapp-c3560-1

Monitor Path Health

ASA-AACONTERt f5tby
Bj*POP

B L2 Core 3

B core_3550

10814 1083196 Falled Monitor Path Health

Emu_NE_NYE_MGMT 1088162 108214 Monitor Path Health

F5-MGMT
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para equals to baseline H
Paragraph of B]_L2_Core_3h
para equals 1o baseline

Paragraph! of GW2Lab has...

para equals to baseline "
Paragraphi of BLL2 Core_3h
para equals to baseline

Paragraph! of GWZLab has.

Para equals o baseling H+
Paragraph of B]_L2_Core_3h
para equals (o baseline
Paragraph! of GW2Lab has.

para equals to baseline M
Paragraphi of 8] L2_Core 3h
para equals to baseline
Paragraph of GW2Lab has

para equals to baseline H
Paragraph! of BIL2_Core 3 h
para equals to baseline

Paragraph! of GWZLab has..

para equals to baseline H
Paragraphi of B] L2 Core_3h
para equals to baseline
Paragraph! of GW2Lab has.

para equals to baseline L

Paragraph! of 8]_L2_Core_3h




3.4.2 On-demand Path Intent Replication from Path Browser/Auto Intent

In the previous versions, a path is associated with only one path intent. In R11.1, multiple path intents can be
created and associated with one path, which enhances the capability of executing path intents for
troubleshooting network issues from a path. All the path intents of a path are included in a “View" list in the

Path Intent Pane. There are two ways to create a path intent:

e Replicate the path intent via Intent Template from the Path Detail Pane:

rNet3raln T | Tace searcnincidert.. &) A @ & @ o
Test Path = X Applicatioe: NA Refarance Map: Far {10152 —108.130) P Trace 2500 X & | H = + 100% B <
® 05:20:00 AM {Cache] ~ Fath Details . ~
Ineidenit Decisian Tree
Ethermat2/] & US-BOS-R1 Etherneei (B2
e 92 b 10.4.1.52
|:| 108152 Py Path Lagic Path Intent
Fies Replicate via Intent Template
&P 0R1ARY View:  Path intent 1 - Replicate via Irtert =1
> Create Path Intent by Auto Intent
y miseclided intart Far thie Create Incent far Pach G To0 =
e - Embseclided intirt Far Lhis map. v 0 i
2@ am ; X . K o
% pp— 3Devices 10 Disgnosic 5l ososiznaz essasam ~ @ L @
Metwark Description: Check OSPF interface cost mismatch.
® D ronnm [5) Derviation Gserved in OSFF Raute Summary Table on dedce GwiLak
L
5 .
f— & BLR [5] Deviation Observed in GSPF Raute Summary Table o
[T O chiw ip ospl neighbar 2 digne
. Cutimmice 10.6.75.206
o B show ip aspf interface
@ a3 >
. InEshemet2is
e US-BO5-5W1
outvene
-,
- PO
e 100,128 KSR A AT e .
.0 -
* H
* 7
16L61.50 gt 'Lt’ J—
0 h 10.8.130 _—.—..-‘ w0 A0EA 5129 3
»* US-BOS-R1
e i
"y, o1
e T Cise Router
" 5



Open Auto Intent to create path intent for a path: After a path intent is created with the automation

assets in Auto Intent, the created intent can be associated with a path and saved as its path intent.

-3 EJ pata view

Auto Intent

Pre-qualified Automation Assets «

& Devices @ CE

T Filter (C Y
All BGP(1) ' 105(3)

] Command Check for Switch

El 3, Switch VLAN Check (2)
@ g*roP
& CATOR-SWA
“
@ g)*roP
& CATOR-SWA

Design Neighbor Check (2)

4 2 Failover Links
M Switch VLAN Check (2)
@ g*roP
& CA-TOR-SW1
.

Design Neighbor Check (1)
@ B)*POP

L athz
4 Single Command Check
a Command Check for Swith
1 Switch VLAN Check (1)
@ gjrroP
Design Neighbor Check (2)

3 Devices Without Decoded Results

Published Intents

Selected Device/intent Entries

@ BJ*POP

& CA-TOR-SW1

L3 OSPF Check - Cisco 105
1-Weekly-Config-Analysis

& CA-TOR-5W1 L L3 OSPF Check - Cisco 105

@ B*POP Switch VLAN Check

@ BLR1 Switch VLAN Check

@ R2 Design Neighbor Check
@ Rr3 BGP Neighbor Check
@ Ra BGP Neighbor Check
@ R5 Design Neighbor Check

Input Value:
Target Subnet: ' 1¢,10,20.0/24
10.10.20.3

Management IP:

@ g/*POP

@ show ip route

@ show policy-map interface
Routi

Trace Search Incident.. QI
no-Lab v a Summary O ~ »f Stencils Overall Health Monitor  Map  Actions |
Runbook [ N In Guidebook
Map Intent
Creation of Intent < Save & Run
Last Created at: 6/15/2022, 8:55:25 AM Create Intent Last Run at: 6/15/2022, 8:55:25 AM Run Intent 2

2 Devices 10 Diagnoses [5]6n1s/2022, 85525 am vl & @

[S] Deviation Observed in OSPF Route Summary Table .. 4

&5 8*Pop |[S) Deviation Observed in OSPF Route Succe...

B show ip ospf neighbor

10.8.76.206 1 FULL

B8 show ip ospf interface

B show running-config peli.. 2 D

5 Signa

3 CA-TOR-SW1

Apph
PRl O show ip ospf neighbor 2

i Add to Map Intent
.| Add to Path Intent
il
Add to Comman Intent

Add to Map Intent

3.4.3 Delete/Unlock Path Intents in Batch

The system offers several options for deleting/unlocking path intents in batch.

e Batch Remove/Unlock Path Intents from Network Intent Manager: In Network Intent Manager >
Path Intent, each path forms a folder to include all the associated path intents. Users can
delete/unlock multiple path intents at one time in the pop-up Dialog opened from the drop-down

menu.



Net3rain

Network Intent Manager > Path Intent

Path Intent

4 @ 2022 apphication
training 2022
training 2022
tast 1

test 7

4 2 Auto test app
a ot appt
Aol
at-lab
4 o App2
hop?
at-lab-2

4 @ Qos Path
# NYC-to-BOS
NYCto-BOS
intent path -1
NYC-te-BOS

MYC-10-BOS

A
Delete Intents X
Tam: 4 Q,
Intent Name Lock Status
App 1 B with Password
atlab
App G with Passward
Unlock Intents atlab-2

Delete Intents. %
3

0 Fyouwant ta delete a locked intent, please unlock it firss,

Cancel Delete

Batch Remove/Unlock Path Intents from ADT Manager: for an ADT containing Path Intent Column,

users can delete/unlock multiple path intents at a time in the pop-up dialog from the drop-down



menu of the Path Column.

Delete Intents

Intent Mame

i Auto App

B MY to BOS Tes
I BOS Test 1

0 BJ-Lab

i BOS Tesr 2

O 1 yeu want to delete a lecked intent, please unlock it first,

Lok Status

B with Password

B without Password

B with Passward

Edit

Delete Column
Delete Intents
Unlock Intents
Ser a5 Table Key
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4 Network Intent Enhancements

R11.1 has updated no-code intent capture, replication, and execution in many ways, including:

New
All Logic Block in the Diagnosis | OJ Embedded Incident
l _ New
) Diagnesis Message: Save to Embedded Incident = & Send Email (J include Iintent Link & include Link to Embedded Incident  [4 = J Send Email
~ To: LA

{£] Set Status Code for Device:
Subject: | [NetBrain] intent Execution issues. =
{8] Set Status Code for Intent:

New
o) Set Intent Variable

[ Set Intent Variable:

8 Export to CSV Report: Define

guar ~ = $version
CSV Name: BOS Lab CSV 12112 -1
o Foll Di; jg VPt
/4 ollow-up Diagnosis E} Update Table Row: Define =
e N - = New
Follow Up Intent: @Network Intent ( Current Intent (Self)  Stop = TR (T T GJ Operation on Intent Table
Intent: Check Interface Status
Intent Cluster: Single Device Sample
Intent Template: BGP Check B Delete Table Row: Define =
Table Name: Incident Table  Condition: Status contains changed
e New
/] Intent Data View [ Intent Data View: Define =
8 Add Table Row: Define =
2 device data unit, 3 interface data unit, 1 device note
Table Name: Device_Config Data  Variable: Sthis_device, EIGRP_Config Delta

& Webhook API Call

New
oj Follow-up Qapp

[ Call Qapp: Define

Select Webhook: | ServiceNow-1 ~ | Json Body Sample
Qapp:Ah_Show interface [Cisco 105]

(3) -
/] Webhook Call Body Variables:  Variable Value o

. New
la 8 Set Intent Baseline @ x Update Intent Baseline

msg v

status ~ SetBaseline of All Commands ~ of ThisDevice v with CurrentValue

¢ On-demand Replication of Intent (NIT)

o  Support replication intent on-demand for auto-intent, TAF, PAF, Bot, and follow-up diagnosis.

e Enhancements on Intent’s No-code Programmability

o Use intent to build map and data view 2 (this number refers to the number in the picture)
o  Embedded Incident ®

o  Follow-up diagnosis with intent template

o  Follow-up diagnosis with self

o  Follow-up diagnosis with ADT (automation data table)

o  Use ADT as the database for intent ©

o New operation on intent table ©

o  Control the update of intent baseline by logic *

o Intent Variable and Intent diagnoses ’



¢ Enhancements on Intent’s Notification

o Send an email with payload from within intent &
o  Send data to 3" party solution via webhook API 3

o  Use Qapp as a follow-up action ®

e Other enhancements on intent:

o  Scheduled execution of intent directly

o  Build intent on API-based network including cloud and SDN
o Simplified intent debug

o  Export CSV report to Files

o View diagnosis messages

o Intent View Ul enhancements

R11.1 introduces a new concept called 'Diagnosis Logic Block' or 'Logic’. The previous diagnosis logic is
separated into 3 types of Logic: diagnosis note & status code, export CSV, and follow-up intent. R11.1

adds new logic: Intent Data View and Webhook API Call.

4.1 Create Intent Data View and Intent Map

Map and data view is the foundation for troubleshooting network problems. R11.1 improves the automatic
creation ability of the intent map and adds a new concept, intent data view, to display the results of intent

on the map, such as the network design and the intent status.

e View Intent Map and Intent Data View (End User)



Under the Intent pane of a map, end users can open an intent map and the data view for the

published, embedded, or auto intent.
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Users can also open an Intent from the Intent Manager and then Intent Map or Intent Data View

from within the Intent.

e © ke Mo 8 Mok G | 3 - s e m < x

Open Intent Map Apply Intent Data View

[JE 05PF Route Table Check (- neck osPf statiror 2 sewces @ H' A0 Lk =

Resat: 01137202 RIS i v e

This intent execu

20edoes 3 Dlagnoses [5) e CRC of et FestEmesmetd b ocressed. 3 View

v @ usBosR2 [Cra——— plaaser

+ D showip ospfincerface

o Open Intent Map: if the intent map does not exist, the system will create one based on the
Intent Map Settings.

o Apply Intent Data View: Click the eye icon to apply the intent data view to the current context
map. If any device used by Intent Data View is not on the map, the system will draw it on the

map.



Build Intent Data View: Users can add a new logic, ‘Intent Data View’, in the intent diagnosis and

define the intent data view.
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[ Add Note (@ Add Diagnosis Can also dlick 2 variabl tion Device °
- =4 9
E  Select variable - ) & veghight Interfate
o
EBoolean Expression:  AorBorCorD @ = Fargrapniipargr. Defing Mot

Interface Highlight

0 = eigrp asdpacagraph}
9

Befine More

Interface Data Unit

[ Save to Embedded Incident = Relationship Arrow

evice Data Unit

Send Email

i Pret: | intecface
Follow-up Intent

ighbor Parameters of " $neighbor_id(GW2Lab.cisca_ios_ospf_nei) - Add Suffe
Set Intent Baseline
T

Advanced > 18 Highlight Postion When Sieerface | Contain
Add Logic w Mighiighn Cokr: @ Alert
+ A Hyperink

T Definition pane of selected element ="' [

Create Intent Map: If the intent map doesn't exist, users can define the Intent Map Settings for the

system to create one and then manually optimize the map layout and annotation.

with Live Network || save | @Help =

1
Lock Settings
(e

Disgrosis || @4 Intent Template Sewings

Network Intent (Edit Mode)

| Add Intent Disgnosis Block

route change monitor Diagnosis Tree Run v with Lve Network Save | @rep =
Seitch Devices o ng ring & Diag b =
(Check route table < Intent Map: Sefect v

ey KL
v 9 US-BOS-R2 ype Description here. B +Add Config Diagnosis | | B8 +4 CreateMap I

Intent Settings

4 B showip route Type Description her EditDiagnosis =
1
Intent Map and Data View Data Source Settings Incident CSV Report Fies Follow-up Intent Rictochl:  {Addcess Aow{xi) HAr_n Tree Moswisoni i
2 Internet  3.3.3.3 - 0003.0003.0003 AReA F pr——
12 Internet  172.24.10.250 192 00d0.58ac. £6£2 AReA
3 Internet  172.24.10.249 - 000e.d7a7.5900 ARPA
Map: 2 Internet 172.24.32.225 136 0021.5589.5900 ARPA
Oraw Devices on Map:. @ Iowenk Devices: 2% Internet  172.24.32.226 - 0021.5589.5520 AreA
2 Internet  172.24.36.1 - 000e.d7a7.5900 ARPA
Intent Only (Only app Data View output) 29 Internet  172.24.36.2 9 001c.0fe2.55¢2 Aren
Autolink devices with | 1Pva L3 Topology v
Y’ @ usBoSsW1 [ B + Add Config Diagnosis | | B +Add Ui Disgnosis | =
y ,,
Extend atmost| 3 neighbor devices for the devices / S —— Edit Disgrosis =
Topology-MIID  Cost  Disabled  Shutdown “Topology Name B 059F Neighbor Disgnosis 8
! £ 2 b pass B Csv = funcrion Cail
Data View:

Enabled by interface config, including secondary ip addresses

{8 Display Device Status Code in Intent dataview. Loopback interface is treated as a stub Host

intent s used. Internet Address 10.8.1.65/30, Area 0, Attached via Network Statement

Process ID 1, Router ID 10.11.11.11, Network Type POINT_TO_POINT, Cost: 65

1
2

3

4

5 Tunnel0 is up, line protocol is up

6

7

8  Topology-MTID  Cost  Disabled  Shutdown Topology Name

Cancel oK.




4.1.1 Build Intent Data View

The Intent Data View is designed to display the diagnosis data and results on an intent map or any map, so

users can view the network design or monitor the network status on the map.

Users can add a new logic, ‘Intent Data View’, in intent diagnosis and define the intent data view with the

diagnosis data. Besides defining the device and interface data units, users can define the highlight and notes

and draw a relationship arrow between devices.

Saurce Destination of Arrow:

4.1.2 Build Intent Map

An Intent Map is a map embedded in an Intent to show the network relationship between devices of this

Intent. It can be created in two ways:

Manually create a map first, then associate this map with an intent.

Create an Intent Map automatically by the Intent Map Settings



Network Intent (Edit Mode) X

Save  @Hep =

K1 route change monitoring (Published

Check route table

~ 9 Us-BOS-R2
+ BB show ip route

1 Protecol

2 Internet
2 Internet
13 Internet
22 Internet
26 Internet
28 Internet

29 Internet

~ 9 US-BOS-SW1

& Diagnosis Tree

Address age (min) Hardware

3.3.3.3 0003.0003.0003
172.24.10.250 192 00d0.58ac. £6£2
172.24.10.249 000e.d7a7.b300
172.24.32.225 136 0021.5589.b300
172.24.32.226 - 0021.5589.b520
172.24.36.1 000e.d7a7.b300
172.24.36.2 9 001c.0fe2.55¢2

4 B show ip ospf interface

1 Topology-MTID
o

Cost  Disabled

1 no

Shutdown Topology Name

no Base

Enabled by interface config, including secondary ip addresses

Loopback interface is treated as a stub Host

ARPA
ARPA
ARPA
ARPA
ARPA
ARPA
ARPA

Internet Address 10.8.1.65/30, Area 0, Attached via Network Statement

Process ID 1, Router ID 10.11.11.11, Network Type POINT TO POINT, Cost: 65

Topology-MTTD

2
3
4
5 Tunnel0 is up, line protocol is up
6
7
8

Cost Disabled

Shutdown Topology Name

4.2 Embedded Incident

The embedded incident in intent supports:

Transient problem diagnosis - findings across multiple executions of the same intent are documented

inside the Intent Incident.

Long-term intent executions - compliance intent or published intents may be executed after the

network change, and the critical findings are documented inside the intent’s incident so that users can

review this from within intent.

Send an email or webhook API call to the 3™ party with a link to point back to the incident /portal with

more data for the execution results.

Run ~  with Live Network

. Intent Map: Select v

@ + Add Device Select Map
Type Description here

B +Add Config Diagnosis ||~ B +A CreateMap

Edit Diagnosis

[ 05PFNbr Down

[ Message [ Data View

[ 8 +da config Diagnosis | |

B8 +Add CLI Diagnosis

Edit Diagnosis

OSPF Nelghbor Diagrosis
g o

£ 05V = Funetion Call

L

J

@



Intent Settings x

intent Map and Data View Data Source Setings Incident Cov Report Fies Fotomup intent |

_Cr“m"‘“e"‘sem"'s (Local Settings) | Network Intent (View Mode) - All Network Intents/Training/OSPF Route Table Check

ﬂ Creste ncident Output

Output

¥ . © wihnpast 1 - - \ -
euse inciden L O | Cremed e . n OSPF Route Table Check ¢ L Check OSPF Status for 2 devices
8 Add Intent Map to incident
= 3 £
" When current inent i used s follow-up intent: @ Cremin Hours
e B — Result: 01/19/2022 09:15PM ~ [ Embedded Incident v W o e

o ® Send data to incigent of homa intart ory

Send data toincident of local imen only This intent execution is finished in dduré 100112 1/2/2022 02:12 PM Vipw Execution Log
100122 1/1/2022 11:12 PM

Intent Used as Follow-up Intent 2 Devices 3 Diagnoses | 1001A1 1/1/2022 10:12 PM

« @ US-BOS-R2 | 10018F 1/1/2022 02:12 PM

Diagnosis Message Settings in Intent —

D Diagnosis Message: Save to Embedded Incident

11}

v OSPF Neighbor $neighbor_id(US-BOS-R1.0spf_nbr_table) Status Change.

18] Set Status Code for Device:

-8 Set Status Code for Intent:

Use the embedded incident as follows:

Run Intent Emb_edded Send Data to Incident
Incident

* Triggered * New One + Diagnosis Note as Incident Finding Message
* Manual * Reuse Last One + Add Intent Map to Incident

4.2.1 Document Critical Findings in Embedded Incident

Users can send messages and add a map to the incident, enabling users to track all execution history of a

NI(T) from Interactive/Triggered/Preventive automation.

e Send a Message to Incident

Diagnosis Message Settings in Intent Finding Message in Incident
[ Diagnosis Message: Save to Embedded Incident = .
~ | OSPF Neighbor $neighbor_id(US-BOS-R1.0spf_nbr_table) Status Change. DeanT 17150 AW

! 3] Set Status Code for Device: OSPF Neighbor 10.11.11.11 Status Change.

) Set Status Code for Intent: 1 OSPF Nbr Check &



e Add Map to Incident

Intent Map Settings in Intent Map in Incident

Intent Settings 10006F abc ® 5 = *
S=
Intent Map and Data View Incident CSV Report Files Follow-up Intent I ™ _'_ D] {;}
] Messages (2) Maps (3) Diagnosis (7) Portal (Gn)
Create Incident Output ! n —
« ® Add Map

Reuse Incident if Last One | Created ~ | within Past | 1 Days v
|—']|2_ ‘Add Map to Incident > | © Northern Core Map from Xu (Current)
Add Intent Map to Incident ~ B

Owner: zhaoxu

R

4.2.2 Create New or Reuse an Incident to Organize Results Reasonably

Users can define the incident creation settings as follow:

Intent Settings

Intent Map and Data View Data Source Settings Incident CSV Report Files Follow-up Intent
1 ]
| Create Incident Settings (Local Settings) |
Create Incident Output
n Reuse Incident if Last One = Created ~  within Past | 1 Days ~
Add Intent Map to Incident \ \
/_When current intent is used as follow-up intent: € Creat Hours
e (® Send data to incident of home intent only T )
Send data to incident of local intent only
Both (Send data to Incident of local intent and home intent)

.

! Intent Used as Follow-up Intent




Create Incident Output

P N
/" Create Incident \

\\Oulput Check Box /
~_ e

——

Do Not Create Incident IN o @ Yes

-

( Reuse Incident

‘\ Check Box / Create Incident

|

Is Checked?

|

Create Incident

No

|

Create Incident Reuse Last Incident

o Ifthe Create Incident Output check box is selected, an incident will be generated when executing
this NI for the first time; If this check box is not selected, the NI will not create an incident.

o Reuse incident check box — indicates whether to use an existing incident from the second
execution of NI. When the condition is not met, a new incident will be created. If itis not checked,

a new incident is always created.



e Intent Used as Follow-up Intent
Current Intent as Follow-up Intent

Incident of Home Intent Exists?

+ Send Message and Add Map to
Local Incident if Needed

« Use Local Incident Settings
Home Only Radio Selection Local Only

Both

4 § i v

- N\ Ve N o

« Not Use Local Incident Settings « Use Local Incident Settings « Use Local Incident Settings
« Send Message and Add Map to + Send Message and Add Map to « Send Message and Add Map to
Home Incident if Needed Home and Local Incident if Needed Local Incident if Needed
J AN N J

o The setting here is based on the assumption that the home incident exists. If the home incident
is not generated, the follow-up intent (local intent) always generates an incident or sends
messages according to its local settings.

o If the home incident is generated, users can set whether to use the home incident.

v" Send to home only: no local incident is created. Messages are sent to the home incident,
and the intent map is added to the home incident.

v" Send to local only: local intent will create/reuse the local incident and send messages
and intent map to the local incident.

v' Both: Indicates that the above two will work at the same time. It will send data to the
home incident, and it will also create/reuse the local incident and send data to the local

incident.

4.2.3 Manage Historical Results

Manage the embedded incidents in the following ways:



e For Single Intent: In the NI View mode, incidents generated by this intent can be displayed.

Network Intent (View Mode) - All Network Intents/Training/OSPF Route Table Check

\_m OSPF Route Table Check ( Published ) Check OSPF Status for 2 devices

Result: 01/19/2022 09:15PM ~ [ Embedded Incident iy = ®

This intent execution is finished in ddure 100112 1/2/2022 02:12 PM Vikw Execution Log

100122 1/1/202211:12 PM

2 Devices 3 Diagnoses | 1001A1 1/1/2022 10:12 PM ladincreased. 3

v ¥ US-BOS-R2 | 1001BF 1/1/2022 02:12 PM please focus this device *s chany

Pl show ip ospf interface 1 Diagnosis check OSPF hello time of interf,

1 Loopback( is up, line portocol is up
2 Ethernet0/1 is up,line portocol is up

e For Entire Domain: Add the management of Intent Incidents in Incident Manager.

Incident Manager LT T
Q 7 Incidents (Only those directly included under “Intent Incidents” are displayed) Search Incident ID, Subject and Creator... Q) 3 Export
4 [ Al Incidents. Incident ID Subject Maps Devices Members Status Creation Time Source Creator Attachment Size

' E:jgw::idchange 101388 aa 1 1 1 Open 011172022 11:10:12PM | Intent! John o8
7 Intent Incidents 100W3 test by joey 1 0 1 Open M11/2022 111012 PM Intent2 John 0B
100UQK testdd 1 1 1 Open 01/1172022 11:10:12 PM Intent2 John 0B
100UQ] test33 1 3 1 Open 01/11/2022 11:10:12PM | Intent2 John 0B
100001 test 1 1 1 Open 011172022 11:10:12 PM Intent2 John 0B
100U0A testl 1 2 1 Open 011172022 11:10:12 PM Intent2 John 0B
100UNV test 1 ] 1 Open 011172022 111012 PM Intent3 John 0B

4.3 Follow-up Diagnosis

The previous version supports NI and NIC as the follow-up diagnosis. R11.1 adds NIT, Qapp, and the intents
from ADT as the follow-up logic. Compared with NIC, NIT and Qapp do not replicate member Intents in advance,
and the definition is simpler. Follow-up diagnosis enables multi-stage reasoning so that a follow-up intent can

be taken as a home intent to do further follow-up diagnosis.



Cloned Intent1 . .
Cloned Intent2 — Follow-up Diagnosis...

Qapp Run Qapp
Home Intent

Filtered Intent1

Filtered Intent2  m— Follow-up Diagnosis...

Member Intent1

Member Intent2 —> Follow-up Diagnosis...

Run NI —> Follow-up Diagnosis...

AVRCRURY

4.3.1 Follow-up Intent Template

An intent (home intent) can call a specified intent template to run the follow-up diagnosis, under which the
diagnosis logic in the template can be applied to downstream devices calculated from the home intent. The

home intent can also transfer other variables to the macro variables of the follow-up intent templates.

Check Failover

R1) (R2)
Check Configured Technology
8 (R1) (R2) (R3) \
Check QoS

B R3)

The follow-up intent supports the following setting:



Entry

Create Diagsnosis Message
Intent Data View

Send Email

Follow-up Intent

Set Intent Baseline
Advanced >

Add Logic v

~ Then

2 Follow-up Intent: @ Add Network Intent  |O Current Intent (Sel) O Stop

Follow-up Intents

0 Follow-up Intents: + Follow-up v @

Select Intent (Standalone)

Select Intent Template

Select Intents from ADT

Advanced

¢ Replication Mode

Follow-up Intents

1Follow-up Intents:  + Follow-up~ @

~ [l BGP check (intent Template) i

* Description: | When

Replication Settings:

On-demand Aot use baseline data

Replication Mode

o + Replicate Device Scope

Boundary Settings

@ Pre-replicated 0 devices repficated for this intent.

{ Replicate Current Intent to: ~ This Device’s Neighbor 1Pvd L3 Neighbor

Limit Device Propagation and Follow-up Execution:

Set Macro Variables of Seed Intent Template:

4 SeedDevice  Macro Variable Type Set Variable
4 @R
target_subnet string route (LP Device Route Failover Table) ~ Variable Mappin
wif_name string Please Select.. ~
< @swi
target_subnet string US-BOS-SW1.subnet ~
Other Settings
Merge multiple replicated intents into one 112 Device Key Sat for Selected Table@— =
Arrow Relationshi
Draw Arrow from This Device to Next  Arrow Settings +—L
Annotation for Diagnosis Tree:
5 . 7]
* Pre-Execution Mode:  Because...
Post-Execution Mode:
&=
= If Follow-up Intent is Executed: | Because... =

Prune other follow-up intents Cancel Save

o On-demand: Retrieve the data from the live network.

o  Pre-replicated: Use pre-decoded data (cached data).

¢ Replicate Current Intent to:

o  This Device's Neighbor, IPv4 L3 Neighbor, IPv6 L3 Neighbor, and L2 Neighbor can be selected.

o Device by Variable, the range of variables that can be selected includes:

v' $this_device

v Device Variables under Calling Intent

v Device Macro Variables under Calling Intent

v' Global Variables under Calling Intent

e Set Macro Variables of Follow-up Intent Template: The range of variables that can be selected is the

same as the Device by Variable in Replicate Device Scope.



4 SeedDevice  Macro Variable Type
4 BRI

target_subnet string

vrf_name string
4 & swi

target_subnet string

Set Variable

route (LP Device Route Failover Table) v
US-BOS-R1.vrf v
US-BOS-SW1.subnet v

Merge multiple replicated intents into one: This check box is not selected by default, which indicates

each device generates an intent.

Set Device Key for Selected Table: Set the device key to match table variable values precisely.

Device Key Settings for Selected Table X

© Define the device key. If None is selected, table column value will be used for all devices.

Selected Table Device Key Column
Critical ACL Entry device v
Device Route Failover Table None ~
None
device

= acl_number
entry

description

Draw Arrow from This Device to Next: Draw an arrow directly from the current device to the next

device whose intent is to be replicated.



Draw Arrow from This Device to Next ~ Arrow Settings

Annotation for Diag e
Arrow Settings
* Pre-Executior

Annotation of This Device: $state =
Post-Execution Color: Random Color ~
* If Folloy
Line Style: ~
Width: ~
-— '
'rune other folloy Direction: N E

<

s @po through interf: i f topol i
& Draw arrow through interface  $intf of topology  IPv4 L3 Neighbor Cancel Apply

T K pe—

An arrow example on a map:

US-BOS-SW2
1 O.g-ﬂ 242

10.8.1.16/28

HSRP: 1(10.8.1.17)
[}

-

vlan101 10.8.1.18/28

0¥

1) HSRP: 2(10.8.1.8) >
ROL TR ITP
“l2g .

e
US-BOS-SW1%
10.8.1.241
Cisco 10S Switch

Annotation for Diagnosis Tree: Annotations are displayed on the line of Diagnosis Tree. The diagnosis

tree of the follow-up intent template is as follows:



o Pre-Execution Mode: The basic information of the intent template is displayed on the left, and

the information defined in the intent is displayed on the right.

Pre-Execution | Post-Execution

@ show ospi getails

—e——>b

US-BOS-R2

Diagnosis 1 . .
OSPF Route Table Check ﬂshn‘v:lqs{lll detai m 6 E

BOS _lab .

Diagnosis &
s F ABR/ASBR Check @ show ospf details
—® —p
B|_POP1 Diagnosis 3
OSPF LSDB Check details
0SPF Interface MTU
-

Intent Template Details - OSPF Interface MTU Mismatch Check -

‘= Name: OSPF Interface MTU Mismatch Check Edit Intent Description: When...

E} Description: Use this Network Intent Cluster to check the OSPF neighbor interface MTU Replicate Follow-up Intent to: bgp_nbr
mismatch.

[ Location: All Network Intents\ABC Folder\OSPF Interface MTU Mismatch Check

Set macro variables of seed intent template:

a Seed Device Macro Variable Type

Set Variable
s @rm
target_subnet string route (LP Device...
vrf_name string US-BOS-R1.vrf
4 @ w
target_subnet string US-BOS-SW1.subnet

Annotation for Diagnosis Tree:
Pre-Execution Mode: None
Post-Execution Mode:

If Follow-up Intent is Executed: There are some OSPF interface MTU mismatched
issues 1o be fixed.



o Post-Execution Mode: The detailed results are displayed below. Besides the diagnosis details

and comparison details, the follow-up intents/Qapps/ADT will be displayed.

|

Diagnosis Tree

Source: [l Incident 100 FRK

Pre-Execution | Post-Execution

US-BOS-R2 checkpo

[ Incident 100 FRK
OSPF Route Table Check

B3 show ospf d

Current NI: £ OSPF Route Table Check

poicy.
ils.

W—=—n
BJ_POP1  Diagnosis 2

_~BSPF Neighbor Check
B show ospf details

OSPF LSDB Chack

Result: 03/03/2022 09:00AM v (7] Publish to Incident

a—p

8.POP1  Diagnosis 3
B8 show ospf details

OSPF Authentication Check

-

‘OSPF ABR/ASBR Check

Diagnosis 5
B show ip ospf

B

Diagnosis 6

B show ospf details

m e o

Neighbor Device Interface...

Diagnosis 7

B show ospf details

&SP

B8] POP3  Diagnosis4 o~

\SDE Pasr Halln Intarval ChartBl-POP1

Diagnosis 8

G Refresh

Diagnosis Details - Diag 1 -
& US-BOS-R2 B8 show ip ospf neighbor Description: show command show ip ospf neighbor
Diagnosis Details Compare Follow-up Intents Call Qapps ADT
Items: 600 Q| G Refresh
Follow-up Intent Name Source Status Code Devices Execution Time
Edconf-policy-and-class-map Stand-alone Intent 12 Alerts 8 Successes 2 03:54 AM 09/21/2022
EBGP check_10.10.10.2 Stand-alone Intent 8 Alerts 8 Successes 2 03:54 AM 09/21/2022
ﬂBGP check_10.10.10.3 BGP (Intent Template) 8 Alerts 3 Su 3 10:56 AM 09/21/2022
uBGP check_10.10.10.4 OSPF (Intent Cluster) 6 Alerts 5 02:54 AM 09/20/2022
E¥BGP check_10.10.10.5 BGP (Intent Template) 5 Alerts 8 Successes 2 05:54 AM 08/15/2022
E#BGP check_10.10.20.5 OSPF (Intent Cluster) 9 5 05:54 AM 08/15/2022
E¥8GP check_10.10.12.5 OSPF (Intent Cluster) Successe: 2 05:54 AM 08/15/2022

4.3.2 Follow-up Self

An Intent (home intent) can call itself to be the follow-up intent template, under which the same logic will be

applied to downstream devices calculated from the home intent. The logic is recursively called upon until it



hits a boundary defined by logic or maximum depth.

Home Intent

BGP Check
& (RY)

R« Nbre
2's Nbrs

BGP Check
B (R2)
BGP Check

BGP Check & (R5)

S R1) R1's Nbrs

BGP Check
& (R6)

R3's Nbrs

BGP Check
BR3)

ASAS

BGP Check
& R7)

The Follow-up Self settings are like follow-up NIT:

Follow-up Self i
Repeat current intent’s logic in neighbor or next-hop device recursively. -
Lk g
* Description: | When... S =
Entry
Create Diagsnosis Message Replication Settings:
) Ondemand  Notuse baseline data .
Intent Data View Replication Mode.
@ Pre-replicated 0 devices replicated for this intent. S
Send Email ) .
Replicate Current Intent to: | This Device's Neighbor  ~ | | IPv4 L3 Neighbor v Replicate Device Sco

| Follow-up Intent

A Limit Device Propagation and Follow-up Execution: Setting®- Boundary Settings
Set Intent Baseline

Set Macro Variables of Seed Intent Template:

Advanced > 4 SeedDevice  Macro Variable Type Set Variable
4 @r1
Add Logic v . " . .
target_subnet string. route (LP Device Route Failover Table) b - Variable Maggmg
vrf_name string Please Select... ~
~ Then « @sw
2 Follow-up Intent: O Add Network Intent O stop = targetsubnet suing US-BOS-SWI subnet hd
Merge muitiple replicated intents into one 1/2 Device Key Set for Selecied Table @———Cunorsettings
Draw Arrow from This Device to Next  Arrow Settings + Arrow Relationship
Annotation for Diagnosis Tree:
* Pre-Execution Mode:  Because... =
4 Diagnosis Tree Annotation
Post-Execution Mode:
* If Follow-up Intent is Executed: ~ Because. =

5 ’
& Prune other follow-up intents. Cancel Save

Users can control when to hit the boundary by defining max depths and device scope:



Replicate Current Intent to: | This Device's Neighbor 1Pv4 L3 Neighbor v

Limit Device P and Follow-up : Settings

4 SeedDevice  Macro Variabi

4« Br Intent Map and Data View Data Source Settings Incident CSV Report Files Follow-up Intent
target_subnet
vrf_name
The following settings are available only when the current intent is used as home intent.
4 @ sw
target_subnet 1 Max Depth of Follow-up Intents’ Execution: 5
Merge multiple replicated intent Max Count of All Follow-up Intents’ Execution: g9
& Draw Arrow from This Device to 2 Max number of secuons nac o ene .92
4 | site
“ My Network
Annotation for Diagnosis Tree: %
Network Scope for Follow-up NIT and Self Diagnosis: > NetbrainDC
* Pre-Execution Mode:  Because... Only Run on Network Devices: ~ -ﬁ * Unassigned
___.__——9 + Excluded from site
Stop Running at Border Device: v . B9 All Device Groups
Post-Execution Mode: Run on Border Device B8 My Device Groups

13 M Shared Device Groups
0 Policy Device Groups
0 System Device Groups

* If Follow-up Intent is Execut

une other follow-up intents Cancel oK

Users can set the max depths and follow-up intent count in Area 1. They can also set the max command

sections in one cloned intent in Area 2.

/AZS——)AST
A1l

A T

i

A12 ———»A25———>» A38

A26 ——»A39

Define network scope in area 3:

e Limit the range of devices. The devices beyond this range will not be replicated.
e When entering a border device, it will not continue to find its neighbors, but whether to clone the intent
and continue the diagnosis on the current border device can be set.

e Device groups and sites can be selected for both selections, and multi-selection is supported.



Examples of Follow-up Self:

e Execute recursive diagnosis from the current Device towards a Target IP Self.
e Draw a path with the arrow.
e Execute recursive diagnosis across Multi-level Neighbors.

e Draw the multicasting tree and execute recursive diagnosis across the multicasting tree.

e C(reate a Technology Map and Highlight the Interface Area.

4.3.3 Follow-up ADT Intents

In R11.1, Automation Data Table (ADT) can reference multiple automation intent columns for each automation

asset, and users can use intents (e.g., path intents) in ADT as follow-up diagnosis. The definition of follow-up



ADT includes the following:

Follow-up ADT Intents X Follow-up ADT Intents
1 Foliow up Nodes:  + Follow Up v @ 1 Follow up Nodes:  + Follow Up v @
~ @ ADT: FalloverLinks =] v @ ADT: Failovertinks [
*Description:  When. *Description:  When.
Find Critical Automation Assets (ADT Rows) by Intent Variables (Device or Device variables): © Find Critical Automation Assets (ADT Rows) by Intent Variables (Device or Device variables): ©
Find Critscol Assets by device, o properties of Criticol Asset. Find Criticol Assets by device, or properties of Criticol Asset.
A Failover Device v Contmns v | ths device v B A Fasiover Device v | Contains v | this device v @
B Select Criteria v B Select Criterla ~
Boolean Expression: A Boolean Expression: A
Select Intents of Found Critical Automation ASsets to Execute: G Select intents of Found Critical Automation Assets to Execute:
& Al intents AR Intents
Sedect s, Column v
Selected intents:  Column?, Column 2 v ed intents:. | Colume1, G 2

® Intents with Tags: h - ~
Intents with Tags: Matchany ~ o 8% | Match any

Match any OSPF Checking
Match all EIGRP Checiing
Maximum number of m
Maximum number of Network Intentis) matched to be executed: 10 55
Qos
Define Diagnosis Tree An
L2 Device
Prune other follow-up intents o o Prune other TOROW-Up IteNts Carcel Sve

1. Find Automation Assets by Intent Variables (Context Device or other Device Variables)

2. Select the Intent of Automation Assets to be Executed.

Use the follow-up ADT intent to analyze the network problems of related automation assets. For example,

check the OSPF and EIGRP state of the failover device when the HSRP state is changed.

4.3.4 Call Qapp

A new block, Call Qapp, can be added to the NI diagnosis. Users can select a Qapp and execute it by defining
the matching relationship of input variables. The Qapp output link can be saved in NI if this Qapp is executed.
Calling Qapp can execute Python scripts for advanced functions, e.g., making an API call to a 3™ party system

to send the notification.

Intent Variables can be passed to follow-up Qapp. Users can execute the Qapp with a Qapp output link saved

in NI.



Call Qaj
Entry e

1Qapp: + Add
Create Diagsnosis Message ~ [ Multicasting check ]
: Aand B
Intent Data View “Description: When...
Send Email Export CSV Report
o 1 Device Scope
) Set Value for Input Devices: | this_device, bgo_nb
Set Intent Baseline Operate on Table o 5 device, bgp_br -
. " Set Value for input variables of the follow-up Qapp:
Advanced > Set Intent Variable
" Qapp Input Varizble Input Variable Type Set Variable [
Add Logic v Call Qapp Mgme_ P P sucip ~
Call Webhook API target_subnet string route (Device Route Failover Table) ~ Variable Mappin
process_id number Please Select. ~
CPU Urilization number 90 ~
table1 table summary_table ~ &
Annotation for Diagnosis Tree:
* Pre-Execution Mode: | Because... =
4 Diagnosis Tree Annotation
Post-Execution Mode:
* If Qapp is Executed:  Because... &
Cancel save

Use Qapp to Run Advanced Functions like Making API Calls to Outside Resources. For example, users can create
an intent to get the device vendor, model, and serial number, then pass these parameters to a Qapp to call

Cisco Diagnosis API to get End of Life (EOL).

4.4 New Operation in Intent Table

Many network data are tables. R11.1 supports more operations of tables without coding:

Table Operation Description

Merged Table Updated Merge two tables using DB-style programming: full/inner/outer/left/right join
two tables to extract matching data rows to improve the loop table efficiency

in the diagnosis.

Appended Table New Append the data from two tables with different sources.

Sub Table (Filtered by Condition) Nev | Filter table rows by a condition to create a sub table, reducing the noise in the

diagnosis.




Add/Delete/Update/Query Table New

Support the “add/delete/update/query” table operation on the intent table

and ADT to ensure the accuracy and completeness of table data.

Built-in Device Table Diagnosis NeW

Reference built-in device data, e.g., NAT table, and loop the built-in table rows

to check the data accuracy and the live status for the table key metric.

Automation Assets Diagnosis NeW

Reference ADT, e.g., critical failover links, and loop the ADT rows to get the

key assets as input for the follow-up diagnosis.

4.4.1 Merged Table

In the previous version, the system supports two Merging Rules: Full Join and Inner Join. R11.1 enhances

Merged Table to perform DB-style merging rules (outer/left/right join) on table data.




Merged Rule Logic Diagram Logic Description with Sample Data
Returns all rows when there is a match in left (table1) or right (table2) table rows.
Left Table (Table1) Right Table (Table2) Merged Table
LCoumnl L Column2 R Columnl
Full Join | ) . . coumnt BP  column2 , .
; - . b x ‘ 2 b b
2 d @ 3 3
3 3 -
Returns all rows that have matching values in both tables.
Left Table (Table1) Right Table (Table2) Merged Table
Inner Join Cowmnt  Column2 TP S
1 » ‘ . - LColumnl L Column2 R Columnl
2 b : 2 b b
3 . ¢ z
Returns all rows that have no matching values in both tables.
Left Table (Table1) Right Table (Table2) Merged Table
New
Outer Join Columnt  Coumn2 @D v | LCoumnt  LCoumnz R Coumnt
1 Ll 1 a2
2 b ‘ : 2 ‘ 3 <
3 < 3 d
Returns all rows from the left table (table1), and the matching rows from the right table.
Left Table (Table1) Right Table (Table2) Merged Table
New
Left Join Comnt  Coumn2 B T | LCoumnal  LCouma2 R Coumat
1 : 1 1 :
b
- . P —
3 3 3 3
Returns all rows from the right table (table2), and the matching rows from the left table.
Left Table (Table1) Right Table (Table2) Merged Table
New ot .
Right Join . yloumay bt @P  cobmn2 | LCoumai LCoumn2 R Coumal
: ‘ b x ‘ 2 b b
A d 2 d

The key logic of Merged Table:

R Column2

R Column2

R Column2

R. Column2

R Column 2



Merged Table b4

EH Table Name: ospf_nbr_compare

B8 Input Tables:
™ B/*POP

Table 1: | ospf_nbr_intfs

D Paired Keys:

Key 1: | this (B]*POP
Key 2: | interface (5)*F
Key 3:  nbr(B/*F
Key 4: nbr_intf (B]*FOP.ospl_nb

+ Add Paired Keys

Table 1(BJ*POP. ospf_nbr_intfs)
Device: B/*POP

Table: ospf_intfs( show ip ospf interface )

$thisEP(Key 1) sinterface@P(Key 2) Scost $area_id $local_intf $nbr  $nbr_intf

BJ*POP Fasthernet1/1 64

B|*POP Fasthernet1/2 64

1. The output table name must follow variable naming rules.

0
0

S
Current »
v Table 2:
~ Key 1:
v Key 2:
~ Key 3:
v Key 4:

Calculate | 48% /

Table 2(B|_core_3550, ospf_nbr_intfs)

BI*POP

ospi_nbrs{ show ip ospf nei.

Fasthern... BJ_c... Fasther...

Fasthern... BJ_c... Fasther...

@ B core_3550
Settings

ospf_nbr_intfs

Select columns in merged table

Table 1:

nbr (8] _cor 5 pf_n
nbr_intf (B]_core_3550.08
this (B

interface (B) core 3550.0

Qutput(ospf_nb

Device: B)_core_3550

Columns
$interface
Scost
$area_id
$hocal_intf
$nbr

$nbr_intf

Table Merging Rule:

Table: ospf_intfs{ show ip ospf interface|

Table 2:

(<< I < I I <

Columns
Sinterface
Scost
Sarea_id
Slocal_imf
$nbr

Snbr_intf

f

Full Join (Keep all rows in both tables)

Full Join (Keep all rows in both tables)

Inner Jein (Only keep the rows with matching key)
Outer Join (Only keep the rows with no matching key)

I Left Join (Only keep the rows with value in the left table)
Right Join {Only keepthe rows with value in the right table)

sthisEh(Key 1) $interfaceEP(Key 2) $cost Sarea_

BJ_core_3550 Fasthernet2/2

B)_core_3550 Fasthernet2/3

64
64

Cancel

0
0

oK

2. Select the table variables for Table 1 and Table 2 and specify the data source (Current, Baseline, Last)

for the table variable. The table variable includes the parser table, intent table, built-in table, ADT, and

compound table.

3. Add Paired Keys to define the Paired Keys for Tables 1 and 2. The Paired Keys define the column

pairs to be merged, and users can have multiple Paired Keys.

4.

Select the columns and select the table merge rule in Settings.

Use the merged table to merge table data from two tables. For example, find the missing BGP prefixes

between primary and secondary wan routers.
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4.4.2 Appended Table

Appended Table is added in R11.1, which appends one table row into the other. Users must define how to

map the columns of two tables.

Table 1: OSPF routes
Table 2: Connected routes

4 @ B 3550 how i te ospf
& B)_core_ @ show ip route osp| 4 &y B)_core_3550 B show ip route connected

4 .= ospf_routes

connected_routes
flag (string) subnet (string) next_hop (string) out_intf (string) flag (string) subnet (string) intf (string)
0E2 192.168.29.0/24 172.24.10.33 Vlan10 T 172.24.10.224/27 FastEthernet0/3
o 172.25.52.0 172.24.100.2 Port-channel 10 c 172.24.32.224/28 FastEthernet0/]
(o] 172.25.54.0 172.24.100.2 Port-channel10 I 172.24.36.0/29 FastEthernet0/20
e} 172.25.51.0 172.24.100.2 Port-channel10 c 172.24.10.32/27 Vian10
[s] 172.25.50.0 172.24.100.2 Port-channel10 c 172.24.100.0/30 Port-channel10
0OE2 172.25.320 172.24.100.2 Port-channel10
Appended Table: OSPF + Connected routes

flag (string) ~ subnet (string) B w Next_jop (string) ~ out_int (string) w

0E2 192.168.29.0/24 172241033 Vian10

o 172.25.52.0 172.24.100.2 Port-channel10

o 172.25.54.0 172.24.100.2 Port-channel10

_’o 172.25.51.0 172.24.100.2 Port-channel10

o 172.25.50.0 172.24.100.2 Port-channel10

OE2 172.25.32.0 172.24.100.2 Port-channel10

c 172.24.10.2247127 FastEthernetd/3

c 172.24.32.224/28 FastEthernetd/1

d

c 172.24.36.0/29 20 <}

c 172.24.1032/27 Vian10

c 172.24.100.0/30 Port-channel10



The definition of Appended Table:

Edit Appended Table x

T Table Name: appended_table

"7 Input Tables: p=

&= B)_core_3550 & B|_core_3550
Table 1 ospf_routes w Table 2: connected routes w

¥ Column Mapping:

Column 1: | flag (B)_core_3550.05pf_routes) v Column 1: flag (Bl core_3550.connected routes)  ~ @
Column 2: | subnet (B]_core_3550.05pf_routes) v Column 2: subnet (B] core 3550.connected rou... w
Column 3: | out_intf(B] core_3550.05pf_routes) v Column 3:  intf(B] core 3550.connected routes) -

+ Add Mapping
Merge Conected routes to OSPF routes by Column Mapping

Calculate 53

Table 1 (ospf_routes) Table 2 (connected_routes)  Output (appended_table)
& B)_core_3550

@ show ip route ospf = ospfl_routes

flag (string) w subnet (string) Bp ~ next_jop (string) ~ out_intf (string) v
0 E2 192.168.29.0/24 172.24.10.33 WVlan10 -
0 172.25.52.0 172.24.100.2 Port-channel10

o] 172.25.54.0 172.24.100.2 Port-channel10

0 172.25.51.0 172.24.100.2 Port-channel10

0 172.25.50.0 172.24.100.2 Port-channel10

0 E2 172.25.32.0 172.24.100.2 Port-channel10

o 172.24.10.224/27 FastEthernet0/3

[ 172.24.32.224/28 FastEthernetd/1

C 172.24.36.0/29 FastEthernet0/20
© Help Cancel OK

The logic of Appended Table:

1. The output table name must follow variable naming rules.

2. Select the table variables for Input Table. The table variable includes a parser table, intent table, built-
in table, ADT, and compound table.

3.  Column Mapping: map columns of table2 to columns of table1. The column name of the Appended

Table will be the same as that of Table 1.



Use Appended Table to merge rows from two tables. For example, append the connected route table and

OSPF route table.

Edit Appended Table

[I7 Table Name: appended_table
[T7 Input Tables: f:)
& B)_core_3550 & B)_core_3550
Table 1: ospf_routes ~ Table 2: connected_routes ~

4 Column Mapping:

Column 1: flag (B)_core_3550.05pf_routes) v Column 1:  flag (B]_core_3550.connected_routes) ~
Column 2:  subnet (B)_core_355( v Column 2: subnet (B)_core_3550.connected_rou. v
Column 3: out_intf (BJ_core_3550.0spf_routes) ~ Column 3:  intf (B]_core_3550.connected_routes) v

+ Add Mapping
Calculate &

Table 1 (ospf_routes) Table 2 (connected_routes) ~ Output (appended_table)
& B)_core_3550
@ show ip route ospf ,= ospf_routes

flag (string) v subnet (string) B v next_jop (string) v out_intf (string) v
OE2 192.168.29.0/24 172.24.10.33 Vian10 -
o 172.25.52.0 172.24.100.2 Port-channel10

o] 172.25.54.0 172.24.100.2 Port-channel10

[e] 172.25.51.0 172.24.100.2 Port-channel10

o 172.25.50.0 172.24.100.2 Port-channel10

OE2 172.25.32.0 172.24.100.2 Port-channel10

C 172.24.10.224/27 FastEthernet0/3

c 172.24.32.224/28 FastEthernet0/1

C 172.24.36.0129 FastEthernet0/20 v
@ Help Cancel OK




4.4.3 Sub Table Filtered by Condition

R11.1 supports defining Sub Table (Filter by Condition) to keep or remove the rows of the base table matching

the conditions. The sub table can reduce the noise in the diagnosis.

Parsed Result [ interface_ips v Base Table: Including all interfaces @ -

$interface v $ip_address v Sok_ ~ $method ~ $status v
FastEthernet0/0 172.24.22.225 YES NVRAM up -
FastEthernetl/1 172.24.31.195 YES NVRAM up

FastEthernet0/0/0 unassigned YES unset administratively down
FastEthernet0/0/1 unassigned YES unset administratively down
FastEthernet0/0/2 unassigned YES unset administratively down
FastEthernet0/0/3 unassigned YES unset administratively down
Serial0/1/0 172.24.32.210 YES NVRAM up 7

1

Create Sub Table to only removing the interfaces without IP address

interface (string) ~ ip_address (string) ~ ok_(string) ~ method (string) w | status (string) w
FastEthernet0/0 172.24.32.225 YES NVRAM up

FastEthernet0/1 172.24.31.195 YES NVRAM up

Serial0/1/0 172.24.32.210 YES NVRAM up

Serial0/1/1 172.24.32.1 YES MNYRAM down

LoopbackB0000 172.24.255.8 YES NVRAM up

Sub Table: Only including interfaces with ip address

You can define the sub table (filtering row by condition):



Add Sub Table (Filtering Row by Condition)

| Table Name:  ips_table

OJ Qutput Table

‘Only Keep' or |"'" Base Table:  interface ips
i | "Only Remove'

o) Input Table

Al ip_address v Equals

Select Column

B | Please Select ~
from Base Table

Boolean Expression: A

Calculate

Base Table (interface_ips) ~ New Table (ips_table)
@ BJ*POP

Filtering Legic:él Only Remove  ~  [table rows if values mateh the below cendition

unassigned

©

Select Intent variable or
Input Constant

@@ show ip interface brief B interface_ips

interface (string)  ~ ip_address(string) ~ ok_(string) ~ method (string)
FastEthernet0/0 172.24.32.225 YES NVRAM
FastEthernet0/1 172.24.31.195 YES NVRAM
Serialor1/0 172.24.32.210 YES NVRAM
Serialor1/1 172.24.32 YES NVRAM
Loopback80000 172.24.255.8 YES NVRAM

@ Help

~ status (string)

up
up
up
down

up

v protocel (string)  ~
up
up
up
down

up

Cancel OK

The key logic of Sub Table (Filtering Row by Condition):

1. The output table name must follow variable naming rules.

2. Select the table variables for Base Table. The table variable includes a parser table, intent table, built-

in table, ADT, and compound table.
3. Filtering Logic:

a. Define filter rule: Only Keep or Only Remove.

b. The left-side field can specify the columns of the Base Table.

¢. Theright-side field can specify the Intent variable and enter a constant.

Use Sub Table to Filter Table Row by Specified Condition. For example, create a sub table to only keep the

interface with the IP address configured.



Add Sub Table (Filtering Row by Condition) X

Table Name:  ips_table

Base Table: interface_ips ~
Filtering Logic:  Only Keep w  table rows if values match the below condition
A | ip_address v Does notequal v unassigned v @
B | Please Select M

Only keep table rows if the ip_address does not equal "unassigned"

Boolean Expression: A

Base Table (interface_ips) =~ New Table (ips_table)

@ BJ*POP
B8 show ip interface brief [ interface_ips
interface (string) v ip_address (string) w ok_(string) w method (string) v status (string) v
FastEthernet0/0 172.24.32.225 YES NVRAM up
FastEthernet0/1 172.24.31.195 YES NVRAM up
Serial0/1/0 172.24.32.210 YES NVRAM up
Serial0/1/1 172.24.32.1 YES NVRAM down
Loopback80000 172.24.255.8 YES NVRAM up
@ Help Cancel OK
rl

4.4.4 Enhance Operation on Table

R11.1 adds table operations, “add/delete/update/query rows”, on the intent table and ADT in the intent

diagnosis block:



ted: 03/24/2023 11:22:45 AM

2. Define Diagnosis

[ Add Note & Add Diagnosis Can also click a variable on the left to add automation

Name:  Untitled Diagnosis 2 Anchor: | Select Variable v

[ype description
Select Table:  Critical_Routes v
O Loop Table Rows
v If Select Operation: ~ Add Table Row v
A Select Variable ~ Add Table Row
) weivalipEEl | Delete Table Row
Critical_Route_t tbound_Interf...
Booclean Expression: eg Aand B ritical Reute T Update Table Row S
| 1 T |

o Thaw

Intent Data View

O save to Embetided Incident =

Send Email

Follow-up Intent Export CSV Report

Set Intent Baseline Operate on Table

Advanced > Set Intent Variable

i
Call Webhook API
+AddElself  + Add Else
Note: Table operation will be performed at the end of the NI execution. Cancel OK
Cancel Apply
4




Add table row: Select a table and populate a new row with a specific value.

Operate on Table 4

Select Table: | Device_Config Data

Select Operation: | Add Tahle Row

Populate New Row with Specific Value:
Device Cfg_Delta

$this_device ~  EIGRP_Config_Delta

Mote: Table operation is delayed in the end of execution...

Camment

Cancel oK



Delete table row: Delete table rows (Frist Row or All Rows) matching condition.
Operate on Table >
Select Table: | |ncident Table ~

Select Operation: | Delete Table Row ~

Delete the First Row ~ Matching Condition:

A | Status Code w contains ~ | changed ~

B | Select Variable ~

Boolean Expression: A

Mote: Table operation is delayed in the end of execution... Cancel OK



Update table row: update the matching condition row (Frist Row or All Rows) to a certain value.
Select Table: | Incident Table ¥
Select Operation: | Update Table Row he

Update the First Row ~ Matching Condition:

A Status Code ~ contains ~ | changed ~

B Select Variable ~

Boolean Expression: = A

For the Selected Columns:

Table Column Variable

Ehb

Column 1 ~ = $number(string) -

+ Add

Mote: Table operation is delayed in the end of execution... Cancel OK

Query table cell: Get the first table cell to match the specified conditions.



Get Cell of Table b4

Retrieve Cell Value from:

Select Table: | critical_subnet

o
From Calumn: | netwark >
From the Row Matching Condition:
A device R Equals ~  Sthis_device ~ -|]TI
B interface ~ Equals ~ | fedsd ~ -ﬁ
C Select Variable L
Boolean Expression: = Aand B
Expression: Get_Table_Cell {critical_subnet, netwark, <Candition: A and B>)
Cancel OK

For example, users can get the Switch Port from One-IP Table by end system ip address from the

ServiceNow Ticket.



Retreve Cell Value fram:

Select Table:  One-IP Table

From Column:  Switch Port

Frann the Row Matching Condition:
A P Address £ Equals ¥ LnkOA_ip
B Select Vanable W

Boolean Expression: A

[Expression: Get_Table_Cell (ontiptable. switchPort. <Condition: A}

4.4.5 Support Built-in Table and ADT

In R11.1, Intent can use the built-in data tables (e.g., Route Table, NCT) and ADT to define diagnosis:

e Loop and analyze the built-in table data. For example, loop the OSPF Neighbor table to check the

neighbor state.



Manage All Variables

Device Variables | Marca Variables Intent Data Table

+ Add Compound Variable  + Add Compound Table~  + Add Built-in Data Table

4 @ GW2Lab B show ip ospf nei

b BB cisco_ios_osfp_nei

4 @ GW2Lab B show ip ospf interface brief

4 @ GW2Lab B show ip ospf interface
Select Built-in Data Table :
BGP Advertised Route Table SIEATE
BGP Neighbor Global
GRE Tunnels ID_1::Global
MPLS TE ID_2:Global

‘OSPF Meighbor
Original Results Variable Definition

GW2Lab#show ip ospf neighbor
Neighbor ID  Pri State Dead Time Address Interface

172.24.25551 1 FULL/DR 00:00:36  172.24.10.2  GigabitEt
172.24.25520 1 FULL/DR 00:00:32 172.24.30.2 GigabitEt

[ O T

Cancel 0K

Handle ADT Update and ADT-based follow-up intent, and loop ADT to get the multi-line text for device

config-let compliance check.



Manage All Variables X

Device Variables Marco Variables Intent Variables
+Add Intent Variable  + Add Intent Table  + Automation Data Table\ EE———
[=! Global Varaiable 1 Type: String Inital Value:10 ) . Q
Search
f=! Global Varaiable 2 Type: String Inital Value:10 <[ man

b4 F8 critical application paths
b & Global Table 1 /] ppl P

BB Security Zones of network

P £ Global Table 2 A8 Glabal ACL Config-let

4 & critical application paths C Refresh

device ($string) & acl ($string) entry ($mstring)

CA-TOR-R1 120 permit udp any 10.8.3.0.0.0.0.255 eq 5201
CA-TOR-R1 194 permit udp any any eq pop3

CA-TOR-R1 190 permit udp any host 10.1.1.1 eq telnet
US-BOS-SW2 120 permit udp any 10.8.3.0.0.0.0.255 eq 5201
US-BOS-R1 120 permit udp any 10.8.3.0.0.0.0.255 eq 5201

» BB security zones of network

Cancel oK

4.5 Control the Update of Intent Baseline by Logic

R11.1 supports updating the baseline in the intent diagnosis, which allows users to reset the baseline with

conditions such as:

e If configuration changes are detected.
e If the baseline has not been updated for a long time.

e |f the baseline is not set at all.



Configuration Diag

@ US-BOS-R1 Last Updated: 03/24/2023 05:32:09 AM
1. Define Variable 2. Define Diagnosis
Summary Text Criginal Text search... q v A D Add Note 3 Add Diagnosis Can also click a variable on the left to add automation
219 fouter ospf 1 -
228 router-id 18.10.18.18 I check OSPF config [ Loop Table Rows
FE1 area 51 range 10.8.8.0 255.255.0.8 v If
222 redistribute bgp 6581 subnets route-map AWs-Dhio-M
223 network 18.8.1.0 ©.8.0.255 area @ .
A -BOS- Current Baseline
224 default-information originate always B B v e
ospf_config ~ | Does not equal v | ospf_config v &
B  Select Variable ~
Baolean Expression: A
~ Then
[ Diagnasis Message: (J save to Embedded Incident =
w  The OSPF configuration has changed.
g [5] Set Status Code for Device:
[5] Set Status Code for Intent:
H Set Intent Baseline: & =
SetBaselineof ThisCommand ~  of ThisDevice ~ with | CurrentValue -
Add Logicw
=
‘ » + add Elself  + Add Else
@ Help | Manage All Variables Cancel Apply
4

Users can select batch updating intent baseline based on command and device.

I SetIntent Baseline & X

Set Baseline of | All Commands | of | This Device ~ | with | CurrentValue -~

All Commands This Device Current Value

+ Add Elseif This Command All Devices Last Value



R11.1 also adds a setting to define whether to update the intent baseline based on the baseline age.

Setting X
Update the intent basseline data when the age of baseline ‘ Select vl l | Select l
Hour
Older Than
D
Younger Than 2y oK

. Week
. None-Existent |

Month

4.6 Intent Variable and Intent Diagnosis Block

Intent Variable and Intent diagnosis block provide a way to support:

Analyze logic on a few previous device sections and use the intent diagnosis block to loop through the

intent table to output the final diagnosis, including NI status code, diagnosis message, CSV report, or
trigger follow-up.

define intent variable

varl1 =0
Device Section 1 Device Section 2 Intent Diagnosis
Block
var1(1) = var1(0) +1 vari(2) = vari(1) +1 analyse and output vari ==

2

e Intent-level of diagnosis - handle ADT update and ADT-based follow-up intent (using Macro and Intent

Variable to match intents inside ADT).



Intent Diangosis ADT value Follow-up Intent
Block

Loop ADT Call Follow-up Diagnosis

4.6.1 Intent Variable

R11.1 allows users to define an intent-level variable (string, number, or table variable) that can be reached

and modified in the intent:

e Add/remove/update the table row and use the data row of this table.

e Define the singleton variable (string or number) with an initial value and update the value in the

device diagnosis.
e Create Intent-level Macro Variable to take the external incoming key metric as the input (e.g.,

ServiceNow ticket id) and use the metric value in the follow-up intent template.



CLI Command Diagnosis
Manage All

Device Variables  Macro Variables | Intent Variables ‘

qapp-c3560-1  show version ~ Retrieve Live Data  ~ | Las

1. Define Variable

+ Autornation Data Tables

| + Add Intent Variable + Add Intent Table

Baseline Data Search.. Q aw

11 qapp-c3568-1 uptime is 10 weeks, 2 days, 18 hours, 28 mint Var Line 1 a unkonw_ip Type: string Initial Value: 10.1.1.1
12 system returned to ROM by power-on

13 system image file is “flash:/c356e-ipservicesk9-mz.122-53, [ switch port Type: string Initial Value: SW1

14

15 .

16 This product contains cryptographic features and is subje 4 BB device_interface

17  sStates and local country laws governing import, export, tr

18 use. Delivery of Cisco cryptographic products does not imy devire(string) interface(string)

19 third-party authority to import, export, distribute or us¢
20  Importers, exporters, distributors and users are responsil
21 compliance with u.s. and local country laws. By using this
22 agree to comply with applicable laws and regulations. If
23 to comply with U.S. and local laws, return this product ir

25 A summary of U.S. laws governing Cisco cryptographic prodi
26 http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

28 If you require further assistance please contact us by ser
29  export@icisco.com.

31 cisco WS-C35606-24TS (PowerPC485) processor (revision Fo)
32 Processor board ID FOC1432V29Q

33 Last reset from power-on

3a 9 virtual ethernet interfaces

35 28 Gigabit Ethernet interfaces

36 The password-recovery mechanism is enabled.

38 512K bytes of flash-simulated non-volatile configuratiowm
39 Base ethernet MAC Address 88:17:35:
48 Motherboard assembly number
41 Power supply part number i 341-0098-
42 Motherboard serial number
43 Power supply serial number

@ Help Manage All Variables

From Command Diagnosis

New
From Intent Edit Menu

Network Intent (Edit Mo

UF Switch device original2 3, Diagnosis Tree + Auto Intent Run  with Live Network Save ew@

Intent Settings

Lock Settings

Manage All Variables
B + Add Config Diagnosis @+ 'ntent Template Settings
Add Intent Diagnosis Block

v &7 qapp-c3560-1

4 @@ show version Switch Devices

2 [isco 105 Software, C356@ Software (C3560-IPSERVICESKS-M), Version 12.2(53)SE2, RELEASE SOFTWARE (1 ifra Define Abstract
11 qgapp-¢356@-1 uptime is 10 weeks, 2 days, 18 hours, 28 minutes B diff device var com
. Named Tag
[ Message [E] Statu
Intent Family >
@ one device compar Export

" Message [5] Statu Saye as

. N B compound variable Publish Intent

4 @ show interface Edit Diagnosis =

Use the intent variable to:

e Store the device statistic data, which can be referred to by the intent status code. For example, Count

the shutdown interfaces on the devices:



B BPOP | show interface v a5t Updated: 03/24/2023 01:51:44 PV
1. Define Variable: 2. Define Diagnosis

[ Acd Note @ Add Disgross an also click & variable on the left 12 dd automatic

Summary Test  Original Text

2 FastEthernetd/d is up, line protecol is up
23 Fastithernetd/s is o, Lire protecol is up P d D Type description
s

h
hernetd/o/6 is sdministratively Gown, line pro

5 "
o 1 is sdministratively down, line pro

108 2 is sdministratively comn, line pro

125 073 is sdministratively éown, Line pro Lovp Table Rows [E s v Table Key: inif
152 s up, line orotocol is wp -

178 1is down, line pratocel is down

281 vianl is up, line protocel is down

223 Loogbackd i up, Line pratocal 15 U A opeop Current v
242 Loopbackd is up, Line protocol is up )
261 Loopbackd is up, 1ire grotocal is uo pyh_state || Consains ~ | down v
28 Loogbacksded is w, Line protocel s u
B @ 5iPOP Current w
protocol_statue v | contalns v | down v &
€ | selectvarianie .

Boolean Expression:  AorB

~ Then

25t Intenit Varisbie: =

all_down_interface = $all_down_interface + 1

Add Lagic ~

+Add Eiself -+ Add Else

@ Help | Menage Al Variables Cancel | Apply

Receive external incoming key metric (e.g., ServiceNow ticket id) and pass the metricvalue in the follow-

up intent template. For example, check the interface state and close the ticket from ServiceNow.



Add Intent Variable

Variable Name: ‘ sv_ticket_id

Type: = string

Initial Value: ‘ 10001

Cancel

Set as macro variahle |

MName:  ServiceNow

Description: | close servicenow ticket

URL: Past= hatpaii10.10.32.1 43 ket dosesticket_id

Header: +Add
Ky Value
1-i
Ison Body Sample: 2
3 “ticket idT:7$id",
4 “dovice”:"$device”,
5 “interface™:“$intface™
5 ]
Praxy:  None -

Test Cancel

4.6.2 Intent Diagnosis Block

Difference between Intent Diagnosis and Device Diagnosis:



e Eachintent can have only one intent diagnosis block, which will be displayed and executed after all
device diagnoses.

e Intent Diagnosis has no parser and command baseline data and includes diagnosis blocks
(if/then/else).

e Device diagnosis can access all variables of the current device and intent variables. Intent diagnosis
only can access intent variables.

e Device diagnosis can use all supported logic, and intent diagnosis can only use the device-independent
logic, including Intent Status Code, Follow-up Intent, Send Email, Call Webhook API, Call Qapp, and
Export CSV Report.

Network Intent (Edit Mode)

1! route change monitoring & Diagnosis Tree Run v with Live Network Save Qe = Diagrosis! X Dugrossz X |
Check route table Intent Settings
Name.  Inter Status Code Summary
[ = + g evee v vites |
intent Template Settings Drscripton -
v i US-BOSR2 8-+ Add Block
2 B show ip route u Switch Devices 0 Loop Tabie Rows  Bcare rosie v Tabie Key: route.next_hop v
Define Abstract "
! Protocol Addres: (min) Hardwar
toca! s Age o Type Named Tag
2 Internet 3.3.3.3 - 0003.0003.0003 ARPA v - ~ @
" Intent Famiy > o had S e .
12 Intermet 172.24.10.250 192 00d0. 58a0. £6£2 ARPA
B stus_code w | Contans ~  Nochange ~ 8
13 Internet 172.24.10.249 - 000e.d7a7.5900 ARPA Export
2 Intermet 172.24.32.225 136 0021.5589.5900 ARPA i ¢ seeavinsie v
% Internet 172.24.32.226 - 0021.5589.8520 ARPA Publlsh intare . —
2 Internet 172,24.36.1 - 000e..d7a7.5900 ARPA Ll
2 Internet 172.24.36.2 L] 001c.0fe2.55c2 ARPA
Then
~ 9 US-BOS-SW1 0 B + Add Config Diagnosis | (@ + Add CLI Diagnosis = Status Code for hntent: @ Alert v $ihis_device EIGRP intf Sintl(E IGRP-1 =
a [ show ip ospf interface ! Edit Diagnoss =

8 Export o (v Report: Define

Topology=MTID Cost. Disabled Shutdown Topology Name 5V Mame: BOS Lab CSV 1212 - 1

[ 0sP Nesghos Diagnoss

1
2 0 1 no no Base
_ B OV 8 Funcion Cat Follow Up Intert. @Add Netwrokincest Siop =
3 Enabled by interface config, including secondary ip addresses
Intertace Seatus

4 k interface is treated as a stub Host

Lophout « Cluster Snghe Derice Sample
5 Tunneld is up, line protocol is up e T
6  Internet Address 10.8.1.85/30, Area 0, Attached via Network Statement
7 Process ID 1, Router ID 10.11.11.11, Network Type POINT_T0 FOINT, Cost: 65 O Cat Qapge Define -
!  Topology-MITD  Cost  Disabled  Shutdown Topology Name QapmAA_Show intertace [Cisca 105]

+ Add Elseil  + Add Else |

Users can use ADT as input to define an intent diagnosis. For example, check failover link change.



+add Buell 4 Add Dae

4.7 Programmable Notification to 3"-party system

R11.1 adds three diagnosis logics: Send Email, Call Webhook API and Call Qapp so that the intent diagnosis
results can be sent to users or 3rd systems via Email, Webhook API, and Qapp. (e.g., email ServiceNow to

create a ticket or pass the data to Splunk via Webhook API).
The basic flow of sending diagnosis results is as follows:
External Call via ] f TAF Response via Intent Executed and Notify 314 Party on
API/Email J L Incident Type Preventive Findings
= Email

=  Webhook API
= APl Notification by Qapp




4.7.1 Send Email

R11.1 provides an entrance for adding Send Email block in NI diagnosis. Users can define the email settings,

such as subject, body, and intent link.

Entrance: Email Settings:
Intent Data View !  Then
i Email Template:  None v
Send Email & Send Email: 8 Include Intent Link Indlude Incident Link 2 =
]
To: | Sefect use put 4
Follow-up Intent © hll o . i
1
. Subject:  [NetBrain] Intent Execution Issues on Device $this_device. = R
Set Intent Baseline :> :;; t #
t
Advanced > Add Logie v Bec | 5 i
Add Logicv Email Subject:  [NetBrain] Intent Execution Issues on Device Sthis_device, o]
Email Body: Include Intent Link Include Incident Link
B
Hi,

Please pay attention to these issues:
Sroute_source(US-BOS-R1.summary_table) route changed.

Create alert notifications via NetBrain system
+Add Elself  +Add Else

Merge emails to same recipients from this intent into ane

Cancel Apply Cancel oK

For example, send an email if the interface CRC error grows.



Name: Check CRC Issue Anchor:

Check CRC Issue

Loop Table Rows = Interface errors check v Table Key: interfacef v

A
0 v

Delta($crc) w Greaterthan  w

B  SelectVariable

Boolean Expression: A

v Then
[ Diagnosis Message: (0 Save to Embedded Incident =

v | The CRC of $this_device.$interfacef continues to grow.

Hs] Set Status Code for Device:

© Error  ~  The CRC of $this_device.$interfacef continues to grow.

Hs] Set Status Code for Intent:

The CRC of $this_device.$interfacef continues to grow.

O Error v
B Send Email: Include Intent Link  (J Include Incident Link [ =
To: jt@sevicenow.com it
=

Subject: [NetBrain] The CRC of $this device.$interfacef continues to grow.

4.7.2 Call Webhook

Outgoing Webhook Manager is added in the System Management. Users can refer to the defined Webhook

in the intent without knowing the technical details, such as the URL and Header, to send diagnosis results to



a 3" party system.

System Management System Admin
Home Page License Outgoing Webhook Manager
+ Add
Name Description URL
ServiceNow-1 ServiceNow-1 Post: https://servicenow.adtrig.com/1/19%3a4683917ee74c4c88a1d214a348cfe16f%40thread.skype
Add Outgoing Webhook x
Name:
Description:

URL:  Post ~

Header: + Add

Key Value
token 1024456
status up
Json Body Sample: 1 {
2 incident.created”,
3 i 1231230123,
4 s : "$msg"
5 “status™ “$status”
6 }
7
8
9
10
11
12
Proxy: None ~
Test Cancel OK

Inside an intent, users can add a Webhook API Call block.



\. Than v~ Then

Diagsnosis Message

& Webhook API Call:

Intent Data View
Output to Embedded Incident Select Webhook: = ServiceNow-1 v | Json Body Sample
Send Email Body Variables:  Variable Value
Follow-up Intent msg Select One 5
Set Intent Baseline status Select One v
Advanced > Export CSV Report 4 & BJ*POP
Add Logic v Write to Devicelet Gt 4 B Configuration
Operate on Table = policy_maps

+ Add Elseif + Add Else ’
+Add Elseif + Add Else J= class_maps

BH final_table2

Set Intent Variable

Call Qapp
] policy_map pply

Webhook AP Call
policy_map_config

_ sl I
Inline Function

Use Webhook Call to Send Alerts to External Ticket System, for example, check application performance and

return found issues to ServiceNow via calling webhook.

CLI Command Di X

& 812 Core 4 | show policymap interface ~  LastUpdated: 03/19/2023 04:24:12 PM
Summary Text  Original Text Search.. o [EB [ Add Note 3 Add Diagnosis Can also click 2 variable on the left to 2dd automation.
2 | FastEthernet2/0/10 *
8 5 minute offered rate @ bps, drop rate @ bps PrmrEresme  [§
1 Class-mep: em_voice_class2 (match-all)
3 S minute offered rate O bps, Grop rate @ bps
16 Class-mep: cn_class3 (matcn-all) « Then
18 5 minute offered rate @ bps, Grop rate @ bps
2 Class-mep: class-default (matcn-any) [ Disgnosis Message: (0] Save to Embedded Incident =
23 5 minute offered rate B bps, drop rote @ bps
27 | FastEthernet2/0/24 ~ | Qos Drop accured in class map Sclass_map of Sintf
3 Cless-mep: cn_voice_class1 (match-all)
3 5 minute offered rate @ bps, drop rate @ bps Set Status Code for Device:
36 Class-mep: em_voice_class2 (match-all)
33 5 minute offered rate @ bps, Grop rate @ bps @Eror ~ || QosDrop occured in class map Sclassmap of Sintf
a1 Cless-mep: cn_class3 (matcn-all)
a3 5 minute offered rate @ bps, Grop rate @ bps Set Status Code for Intent:
46 Class-map: class-default (metch-any)
48 S minute offered rate B bps, drop rote @ bps

& Call Webhook AP

Select Webhook: | ServiceNow Webhook | Json Body Sample
Body Variables:
Variable Value
Problem Device this_device v
Incident_ID Incidenc_ID v
+ Add Elself
@Help | Meanage All Varisbles cancel | Apply

4.8 Schedule Intent

R11.1 supports setting the schedule to run intents. Users can schedule an intent to diagnose the transient

problems, such as:



e Schedule an Intent “Monitor ASA Failover status” to continuously monitor the core application path.

e Schedule an Intent to regularly check whether the standby switch has been configured with the same
ACL as the active switch.

e Schedule an Intent to ping devices before regular network changes or identify variation after network

changes, then send email alerts to engineers.

Network Intent [View Mode) - All Network Intents/CLI UnReachable

Schedule Run X & 0 &0 AEit =
Task Name: | Untitled-Task 1 Run | w | with Live Network
. Run Now
Description:

|- Schedule Run

— Views
Intent: | CLI UnReachable select

Data Source: @ Live Network () Current Baseline €@
Time Settings: =
® Once @ Execute st | 2023-03-17 1M~ 212 v AM
(0 Continually
(O Daily
0 Weekly

Time Zone:  (UTC+08:00) Beijing, Chongging, Hong Kong, Urumgi  ~ @

Cancel Submit

When a user defines a scheduled task:

e One scheduled intent task can only have one intent.

e Able to set the data source, execution time, and frequency (Once, Continually, Daily, and Weekly).

e Forthe Continually settings, users must set the end by times and end by date (cannot be longer
than 2 weeks from the start). If the Times checkbox is selected, the Times*Frequency must be less

than 2 weeks.



Schedule Run X

Task Name: | Untitled-Task 1
Description:
Intent:  Monitor QoS Drop Select

Data Source: @ Live Network (O Current Baseline €@

Time Settings: O Once

Start: | 2023-03-19 08w :/32v |PMwv
@ Continually @
) Frequency: Repeatevery 30 minutes
O Daily
O Weekly End by: @ 10 Times
O | 2023-04-02 08w 132w PMw

Time Zone:  (UTC-08:00) Pacific Time (US & Canada) v O

Cancel Submit

4.9 API Diagnosis in Intent Definition

The Intent in the previous version supports the data retrieved from CLI and SNMP but not from APIs, which
limits the intent used for the public cloud and SDN technologies. R11.1 adds support for API data, which
enables the Diagnosis of SDN/Cloud Network and SPOG Data View from an external system via REST API (such

as Splunk, SolarWinds, and ServiceNow).



R11.1 adds a new API diagnosis type to support APl diagnosis in intent. After defining the API diagnosis, a new

API Diagnosis section will be added:

0 oA oty g B A 1 D

o ot S D

1. Add Retrieve Function to Retrieve data by REST API: In the API diagnosis definition, after selecting API
Adapter for a specific vendor, users can define the retrieve data function to get the network data of
SDN/Cloud/Other External System via REST API. The Retrieve Data Function is defined by Python

Script, and it is defined the same as the advanced API parser.

AP Diagnosis 1

@ US-BOS-R1 Section Name: APl... /#  APlAdapter: Cisco ACI ~ || Retrieve Data Function: Defined Retrieve LiveData v @& Last Retrieved: 10/12/2020 9:49:10 AM

2. Define Diagnosis 3. Debug

detTable [X] Add JSON Table=

Define Function to Retrieve Data

110

2 {

3 "procEntity” i |

4 4 P'mrihgé 2 Begin Declare Variable ine  Add Replacement
5 “admin; 3-1

6 “childAt 4 ("name": "intf_table”, "type™: "table”,"columns”: [

7 “cpuPct 5 ("name”: "intf", "type”: "string"},

8 dn" "t 6 ["name”: "intf_status”, "type”: "strl o
9 "maxM 7 ["name”: "traffic_in_byte”, "type” .

10 "memFi 8- ("name": "traffic_out_byte”, "type”™: "int"]

n “medTs 9

12 "menP¢ 10 l}

13 “name" 1 1

14 “operEr 12 End Declare Type

15 “operSt 13 )

16 "status’ 14 String v 2
17 i 15 - def BuildParameters(context, device_name, params):

18 } 16 get_dn = GetDeviceProperties(context, device_name, {'techName': 'Cisco ACI", 'paramType': 'SDI String ~ 0
19 b 17 dn = get_dn['params‘]['dn"]

20 It 18 role - get_dn['params']['role'] String <leo
21 "procEntity” 19 rtn_params = [{ 'devName' : device_name, 'dn' : dn, 'role": role }]

2 4 “attribute 20 return rtn_params

23 “admin! 21

24 “childA 22 def RetrieveData(rtn_params):

26 "dn": "t 24 role = rtn_params['role"]

27 "maxMi 25 url = "/api/mo/' + dn + '/sys/proc.json’ ~
§§ :::2 ? ren-parans{’url'] = url ‘pad-1/node-1/sys/proc
30 "monP¢

31 “name” ‘pod-1/node-1/sys/proc
32 “operEr

33 e

Cancel oK
Set current data as bas 4 Cancel Apply




2. New JSON Group to parse the JSON Result: After retrieving the JSON data by the defined retrieve data
function, add a new Parser Group, JSON Group, to parser the JSON result. JSON Group will read all the
keys from the JSON result and convert the JSON result to Table Format by selecting the JSON key.

API Diagnosis X

AzureFirewall_West-VHUB(East-RG1)... Diagnosis Name: API Section #  API Adapter: = Microsoft Azure  ~ Retrieve Data Function: Edit Retrieve Live Data ~  Last Updated: 03/19/2023 01:47:58 PM
1. Define Variable 2. Define Diagnosis
Baseline Data #° search. Qlatw Define Variables () [(X] Add Variables <& Add Parag able =
2 { 7 Add Json Table
3 : "/subscriptions/@73e6f45-d1ae-40fe-93af-882: v B app_rules_hit_count Add Text i
4 ": "Microsoft.Insights/metrics”,
5 s g Add Collector
", now icati i Hel +Start Line
6 value‘ 4 Apph:anonRu!eHxF » . P publish Parser to Library
7 “localizedvalue": "Application rules hit count
2 7 Data Scope @ Copy from Verified NI~ >
9 :di?p}ay?escrietion": “Number of times Applicatior Load Parser from Library
10 unit”: "Count", p ByPath  [/{}/timeseries[}/{}/data[}/{}
11 "timeseries”: [ Copy Parser from NI
12 { Export Parser
13 "metadatavalues": [], 3 :
i “data": [ = Define Variable by Selecting JSON Key @ Import Parser
1-Start
=i { . . Search and Replace
16 “timeStamp”: "2023-62-09721:30:60: Key 1 JSON Key Variable
17 "total": 3
18 i, K2 = timeStamp ~ B stimestamp string - [l =
19 { DS1-End _
20 "timeStamp”: "2023-02-09T21:31:00i Parsed Result ' §& app_rules hit count  ~ @ -
. = DS2-Start
21 total": 3
22 ¥ Key 1 $timestamp Ep v stotal v
23 oy
24 { & 2023-02-09T21:30:00Z 3
25 “timeStamp”: "2023-02-09721:33:00: DS2-End
- " 2023-02-09721:31:00Z 3
= 3 atalEtl DS3-Start
28 Key 1 2023-02-09721:33:00Z 1
29 ]
30 ) Key2
3 1 Ds3-End
32 “errorCode": "Success"
33 }
1 )
‘ » &
@ Help | Manage All Variables Cancel Apply
4

For example, users can build an intent with API diagnosis to monitor the number of times application rules

are hit on all Azure firewalls.



API Diagnosis

AzureFirewall_West-VHUB(East-RG1)... Diagnosis Name: AP Section # APl Adapter: | Microsoft Azure w Retrieve Data Function: Edit Last Updated: 03/19/2023 01:47:58 PM
1. Define Variable 2. Define Diagnosis
SummaryText  Original Text search. all~|la [) add Note (3 Add Diagnosis can also diek a variable on the left to add automatior
16 | “timestamp”: "2823-02-89T31:3 . e s hit N -
e mtotal™: 1 30 A Rules Hit Count ame: | App Rules Hit Count chor:  app_rules_hit_court...v
2@ “timeStamp": "2023 02 09T21:3
21 “lotal”: 3 Type description
2 timestamp”: ~2023-92-89T21:3
26 “total™: 1
Loop Table Rows  §& app_rules_hit_count ~ Table Key: timestamp v =]
I
A AaurcFirewall . Cument w
total v | Greaert. v | 3 v B
B Selectvaniable -
Boolean Expression: A
~ Then
[ D.zgnesls Message: 8 save to Embedded Incident =
| App Rules Hit Count is higher than 3 on $timestamp
] sex Status Code for Device:
O Eror  ~ App Rules Hit Count is higher than 3 on $timestamp
D + Add Elself
@ Help Manage All Varizbles Cancel Apply
4

4.10 Simplified Intent debug

R11.1 removes the old Intent Debug function since it is hard to use and maintain. Instead, R11.1 enriches the
Execution Log in intent Debug Mode.

e Support the centralized viewing of home intent and follow-up intent/intent template/intent cluster

execution log for multi-stage diagnosis.



Network Intent (View Mode) - All Network Intents/Training/OSPF Route Table Check X

n OSPF Route Table Check ( Published ) Check OSPF Status for 2 devices 53] 1 B0 AEit =
Result: 01/19/2022 09:15PM ~ [ Embedded Incident v s oe. ©® Run | ~  with Live Network

|This intent execution is finished at 01/19/2022 09:16PM with 3 errors. You can View Execution Log

2 Devices 3 Diagnoses [5) The CRC of interface FastEthernet0/0 has increased. 3 View v
v @ US-BOS-R2 [s) Hello timer mismatch 2 please focus this device's changing. 2 Actions
P show ip ospf interface 1 Diagnosis check OSPF hello time of interface
1 Loopback0 is up, line portocol is up D) Hello timer mismatch

2 Ethernet0/1 is up,line portocol is up
12 Timer intervals configured, hello 10, Dead 40, wait 40, Retransmit 5

13 Tunnel0 is up, line protocol is up

22 Timer intervals configured, hello 10, Dead 40, wait 40, Retransmit 5
- show ip ospf 1 Diagnosis check OSPF hello time of interface
1 Loopback0 is up, line portocol is up [ Hello timer

2 Ethernet0/1 is up,line portocol is up
12 Timer intervals configured, hello 10, Dead 40, wait 40, Retransmit 5

13 Tunnel0 is up, line protocol is up

22 Timer intervals configured, hello 10, Dead 40, wait 40, Retransmit 5
~ @ NBLAB-XR-P1 [s) Diagnosis Note: Bl core 5 2 Actions
4 show ip ospf neighbor 2 Diagnoses Check OSPF Nbr uptime.
1 Protocol Address Age (min) Hardware Type [ Diagnosis Note: B)_cor...
2 Internet 3.3.3.3 - 0003.0003.0003 ARPA
[ The ospf route has chan..
12 Internet 172.24.10.250 192 00d0.58ac.£6£2 ARPA
13 Internet 172.24.10.249 - 000e.d7a7.b900 ARPA
22 Internet 172.24.32.225 136 0021.5589.b900 ARPA
26 Internet 172.24.32.226 - 0021.5589.b520 ARPA
28 Internet 172.24.36.1 - 000e.d7a7.b900 ARPA

Support outputting richer error logs for troubleshooting intent execution.



Select Intent: 10 critical subnet ~ @ [[v[~]| GRefresh
4 [ critical subnet 1 9:47:22 PM: Start to retrieve and parse the command "show ip route” on device "R2" from live network
2 2 PM: End to retrieve and parse the command "show ip route” on device "R2" from live network
A 3 9:47:22 PM: Start to calculate the compound table "sub_route_table" on the command "show ip route” of device "R2"
= show ip reute 4 9:47:22 PM :An error occurred while calculate the compound table "sub_route_table” on the command "show ip route” of
5 device "R2", error message: Xxxxx
@ showip 6 9:47:22 PM: End to calculate the compound table "sub_route_table" on the command "show ip route” of device "R2"
@ show version 7 : Start to execute the diagnosis "Check Critical Subnet” on the command "show ip route” of device "R2"
8 : Start to Loop Table:sub_route_table
4 B*POP 9 : Row1 subnet:172.16.0.0 cost:170 distance:307200 next_hop:10.10.0.1 intf:Ethernet0/1
10 : The condition A “next_hop{current):10.10.0.1 does not equal next_hop(baseline):10.10.0.1" is False
@ show ip route 11 9:47:22 PM: Success status code for intent: next hop is same
ioR2 12 9:47:22 PM: Row2 subnet:172.16.2.0 cost:180 distance:307220 next_hop:10.11.0.1 intf:Ethernet4/1
13 9:47:22 PM: The condition A “next_hop(current):10.11.0.1 does not equal next_hop(baseline):10.10.0.1" is True
& show ip interface 14 9:47:22 PM: Alert status code for device "R2" : next hop is changed
15 9:47:22 PM: End to loop table
o show ip route O 16 09:47:22 PM: End to execute the diagnosis "Check Critical Subnet” on the command "show Ip route" of device "R2"
17 9:47:22 PM: End to run Network Intent "Critical-Subnet"

e Support outputting richer intermediate raw data of intent execution process for debug intent.

4.11 Other Intent’s Improvements

4.11.1 Intent View

In R11.1, the Ul layout of Intent View is optimized. The first layer Ul displays the current running status of NI
and frequently used operations. Moreover, the CSV Report is moved to the secondary menu to keep the main

interface clean.



New
Published o o Scheduled

o . New Embedded Incident
o) Incident J) Open Intent Map Nen’
View on Context Map ew

Metwork Intent (View Maode) - All Network Iftents/Training/OSPF Route Table Check

ew n OS5PF Route Table Check | Chisck DISPF Status far 2 devices m 11 B0 Lot =

9) Execution Requests | OJ Run Settings
—

Result: 01/15/2022 09:15PM w II | @ embesdedincisen: v | | 5 @ | Run  ~  tn Lve Metwork

[this intent execution is finished at &1/ 92022 0%16PM with 3 errars. You can View Execution Log |

) New
o) Execution Tip 20evices 3 Diagnoses 5] The CRE o interface FastEterneiid has perensed, 1 \-iﬂ.‘

w @ US-BOS-R2 €] Helto tiner issatehs | 3 plnase focus this device’s char|  D128n0sis Tree
Cipen Intent Map

View on Context Mag OJ Intent Cutput

1 toopback is up, line portocol is up [esv hepont
Z  Ethernet0/1 is up,line portocol is up

4 EM show ip ospf interface 1 Diagnasis chack O5FF hello time of inter

Diraw All Devices on Map
12 Timer intervals canfigueed, hello 10, Dead 40, wait 40, Retransmit 5

Expand All D
12 fuanell is up, line protocol is up xpand Al Diagnoses

22 Timer intervals configured, hello 10, Dead 40, wait 40, Aetransmit 5 Callapse All Dlagnoses
Wiew Execution Log
4 M show ip ospl 1 Disgnasic check OSPF Bella time of interfaee
1 Loopbackl is up, line portocol is up [ Hetatimer
2 Ethernetd/1 is up,line portocol is up
12 Timer intervals configured, hello 10, Dead 40, wait 40, Retransmit 5
'3 Tunnell is up, line protocol is up
2 Timer intervals configured, hello 10, Dead 40, wait 40, Retransmit %
~ 8 NBLAB-XR-P1 [5] Diaprasks Wote By core 5 2 Actions
4 EM shew ip ospf Aeighber 2 Disgnases Cheek OSPF Mbr uptifme.
! Protocol rddress Age (nin) Hardware Type T3 Dragnasis b B_cor
2 Intermet 3.3.3.3 = D003, 0003, 0003 ARPA
% Tre ospd route has chan_
12 Internet 172.24.10.250 192 00dd., 5Bac. 612 AREA
13 Internet 172.24.10.249 - D00e.d7a’7. bIHD AREA
2 Internet 172.24.32.225 136 D021,5569. L300 HRPA
26 Internek 172.24.32.226 = D021,5589.b520 ARPA
7 Internet 172.24.36.1 - D00e,d7a’7 . bIkD AREA

4.11.2 View Diagnosis Message

The Diagnosis Message dialog supports switching to view the status code and message generated by the

execution of Home Intent and Follow-up Intents, and clicking the Open button can open the follow-up intent



to view the details:

Diagnosis Message

nmnnmnuam ished Check OSPF Staus for 2 devices ® 1 B0 Lem =
Result: 01192022 0950M ~ [ Embecded Incident v & & e Run | mth L Kework Select Intent: I 1! OSPF Route Table Check @3 hd ]
Ths Intent execution is finished in  duration of § secs with error. You can View Execution Log
Follow-up Intent:
20ewes 3Diagnoses (5] T CRC o narace Fanbarnesas s ncreaset View v
w [§l Intent L 4 1) OSPF Route Table Check @3
~ @ usBOsR2 2 Actons
I [5] The cre > 1) OSPF ABR/ASBR Check @1 ®
O show ROSINE | ot ierts: 1 OSPFRoute Table Check 3 ~
! Loopbackd & | T— ) > I OSPF ABR/ASBR Check
5 min I
‘a Bthernet0/1  + (] intent Level Status Code: 1 Alert 2 Successes > [ OSPF Route Table Check @2
: Timer 4 2] T € o et Cassiharmast s ncrassedt.
[ Tt ia [5] 5 min cPer 1<75%
2 Tiner in [5]5 min CPU atzmon en U5 805 2 < 750
515 min CPU utizton en NBLABI.P1 < TS
B show ip ospl - ~ Device Level Status Code: 1 Alert 2 Successes 1 Message
. yo i | IDMe LovelStatus Code: 1 et 2Succesces | Message 5 /i
2 Etharneto/i @ USBOSR2(1 Aert ess) @ US-BOS-R2 (1 Alert 1 Success)
n Tizer in [5]5 mincou wazaton o < 75w
‘2: Tuneld i3 Bl o ol [5] 5 min cPU utilization on < 75%
Tizer in o
@ NBLABXRPI (1 Success | Mesage )
o [5] T™he CRC of interface has increased
5 0 CPU uthastion on < 75
~ @ NBLAB-XR-P1 2 Actions
0 route 10101, 8 changed .
P pr— @ NBLAB-XR-P1 (1 Success 1 Message)
| — tonwazioM |
2 Internet 3.3.3.3 - 0003.0003.0003 ARPA @Smm CPU utilization on < 75%
[ The oupl roune has chan..
12 ermet  172.24.10.250 192 00d0. 58ac. £6£2 e
1 Internet 172.24.10.249 - 000e.d7a7 6900 2P [ route to 10.1.1. is changed
2 meemer  172.24.32.225 1% 002155895900 ey
3 mntermet 172,232,226 - 002155895520 Y
3 nterner  172.24.36.1 - 0000, d7a7.5900 ARPA

10/10/2022 11:10PM

4.11.3 Export CSV Report to Files

In R11.1, users can specify the NetBrain Files folder for CSV reports from intent.



Intent Settings

Intent Map and Data View Data Source Settings Incident CSV Report Files Follow-up Intent

Define the CSV report files:

+ Add CSV

-
m

*CSV Mame: Test1

*Column: | column 1, column 2, column 3, column 4, column 5,
Save CSV Report to Files
*Location:  Desktoph Browse
*®
*CSV File:  Test1
€ The C5V file name will be reset as file name + intent name when this intent is used as
intent template/intent custer,
Cancel oK

4.12 Intent Replication Improvements

The configuration logic in the Intent Template Setting is improved to be more intuitive.

R11.1 makes the following improvements to the Intent Template:



Intent Template

Description: | [nput...
Device Expansicn via Template Mode Settings: @
A: Device Qualification: Defined @
A B
Macro Ypdate B: Filter Devices by Device Groups/Sites: Select v
Variable
config
NEW
VME_CLCI) \Macro Variables: 2 variables Preview Data
ariable
config of I Enable Replication for Device: Match Macro Variable I
Replicatior\ - —_—
for Path M I [C]Enable Replication for Path: I
Update Cirtical Variable Serting=: @
Critical Var
Config \ () Automartically Select All Diagnosis Variables
-
(@ Manually Select 3 Variables
EW
Inten_t Par_serN _'I Intent Parser Qualification: Undefined
Qualification
Cloned Intent NEW X Cloned Intent Naming Rule: @
Naming Rule $nit_name =
. NEW
Automation Tag Autornation Tag for Cloned Intents: + Add
Config r v
Cancel OK

¢ Macro variable config: config how to define Macro variables using ADT.

e Macro Variable config of Replication for Path: enable replication for path and how to pass a variable
value to a Macro variable using built-in path variable (source, destination, source port etc.)

e Critical Var Config: define how to match a seed device command based on auto-test results of critical
variables.

¢ Intent Parser Qualification: define intent parser qualification to filter qualified devices based on
qualification to improve unnecessary command testing.

¢ Cloned Intent Naming Rule: define how cloned intent can be named with the variable value of Macro
variable and path variable values.

¢ Automation Tag Config: configure automation tag for cloned intents.



4.12.1 Device Scope Configuration

For Device Scope configuration, the existing Device Qualification and Filter Devices by Device Group/Sites

options are merged into one section for configuration.

Device Expansicn via Template Mode Settings: @

A: Device Qualification: Defined @

B: Filter Devices by Device Groups/Sites: Selectw

Both options A and B can be defined separately with the following options:

o Define A only: Filter Intent Template devices based on the Device Qualification of the
configuration item.

o« Define B only: Filter Intent Template devices based on Device Group/Site configuration.

e Define both A and B: Filter Intent Template devices based on the intersection of A and B.

e Both A and B are undefined: Intent Template cannot match any device.

4.12.2 Set Macro Variable

The method to set Macro Variable can be done only through GDT in the current version (the method of

configuring Macro Variable through CSV file is removed. You can create a GDT table from a CSV file instead).



Define i atching Macro Variables

® The value of Global Data Tables with device key is tested based on device. While the value of Global Data Table without

device key is tested across all qualified devices. Command is tested based on default value if ne matching variable.

4 Seed Device Macro Variable Macro Variable Type Martching Variable

Pl ® GW2lab

Critical_route string IP(Critical Route)

1

Device Key Settings: 1/1 Device Key Set for ADT Decode Filter: Undefined

Define Macro Variable for the seed device as follows:

1. If an ADT column is selected and the device key is configured for the ADT, all Qualified Devices will
use values of the column for each device defined in ADT to test against Critical Variables.

2. If an ADT column is selected and no Device Key is configured for the ADT, all Qualified Devices will
use all values in the ADT column for Auto Test to test against Critical Variables.

3. If no ADT column is selected, the default value in the Seed Intent will be used to test the
effectiveness of the command for all Qualified Devices (without going through the Critical Variable

check).

By default, the system will set the first available device/interface column as the default device key column. You

can manually modify the device key column settings.



Device Key Settings

Selected Table Device Key Column

Critical Route Device ~

None
Device

P

Interface IP

Interface Name

Cancel

To reduce the possibly large number of Candidate Values to perform decoding operations, users can set a

decode flag for the values.



Select ADT Variables

Type to search...

4 1 Shared Tables

4 [ Design

4 ] L3 Design

4 B Device_Critical_Route

[x] Decode Flag

] My Tables

Users can define a filter logic for each Seed Device by selecting an ADT column. By using an ADT column with

Boolean Type, it can decide whether the row will be used for decoding.

4123 Intent Replication for Path

When an Intent Template is used for a Path, it can be used as input and passed to the Macro Variable for
replication. Therefore, the ability to enable replication for Path is added here, which can replicate for Path

Input.



When the user enables the replication for Path, a window “Enable Replication for Path” popups for the user

Define Replication for Path

Pl Seed Device Macro Variable Macro Variable Type Matching Variable

4 @ CATORRI -
critical_description  string | Path.Source ~ |
critical_ac! string 4 " PathVariable -

[ Destination

[&] SourcePort

[ DestinationPort
& Protocol

[z PathType

Select ADT Variables

Remove Selected Variable

to select the Path Variable used for the Seed Device Macro Variable.

eplication for Path

Define Replication for Path

Type to search...

a4 [ Shared Tables

emaove Select ariable

4 A8 BGP NER Ping Status

[x] Device
[z] BGP_Neighbor_IP

A Ding Srarus

d Seed Device Macro Variable Macro Variable Type Matching Variable
4[] Eddy ADT Test
a & CA-TOR-R1 - 4 BB Critical Route - Eddy
critical_description  string Path.Source [ Critical Route
o~ 4 BB Critical WAN Link - Training
critical_acl string 4 ©° PathVariable
[ Failover Link Name
critical_entry string - I & Primary Device
[=] Destination
- [5 Critical Route
: SourcePort
Path Variables [ Secondary Device
=] DestinationPort & Primary Link
B |
i Piomaa - 4 B wvty_rule_check 2
4 -
- [ PathType , b transport_input
ADT Variables | Select ADT Varisbles N [ exec_dmeout

cancel -




4124 Intent Map Setting Configuration

The Intent Map configuration in the Intent Template is moved to the Intent Map settings inside the Intent.

monitoring | Publiahed ) b Diagnoah Tree R~ with Live Metwaork Barve 0 Help =

o SelectMap | SPOr

Defire NI C5V Repaort

5-R2 I B +Acd Config Diagrosis || B = Add CL) Diagnesis
Swinch Dhrveces
Ip route B DLagnas= | Define Abstract
Intent Famaby
ool amp INtent Map Settings b4 B 5P it Do ]
VLRETRL 3.3, S Mersage (3 Daca hre Defire Macro Variable
TAETE 172,  Ovaw Dedces anbap Hamed Tag
TROTTWIL 172, B Intent Devices intent Template
ernet 172, “
Intent Map Settings
P o inteen Daa View Dinices Orily =
Pubslish Intient
Thernat 172, _
ternat | Auto link devices with 1P L3 Topology
Extend atmost | 3 reeighbsor devices for each member devioe
5-R10 B +Add Config Diagrosis | B0 = Add CLI Diagnesis. =
ip route Cange QK Edit DHagnosis =
rotocal Addroas Agn tmin) Hardware TYPe B CSPF Mt Down
LTt 3.3.3.3 = 0003.0003. 0003 ARPA " Note :
vacret 172:24:00.250 ] wr 00d0 SBac. 2682 A ] DaeventOguaew b I

When generating Cloned Intent, the Cloned Intent Setting will be set according to the Intent Map Settings in
the Seed Intent.

4.12.5 Configuration of Critical Variables

The configuration of Critical Variables is consistent with the configuration items of the improved Intent
Cluster. The logic is consistent for generating Cloned Intent for PAF/TAF, and the match is determined based

on the Boolean expression of all Critical Variables.

Users can select any variable as the Critical Variable and combine them with the Boolean operations

(AND/OR).



Seed NI Variable Setting x

4 7 SNMP Only

4 @ D1 [BJ-R2]

Boolean Algebra = CLI Command Critical Variables Replicate
QA = show version 1 Variables Selected
@B - 1.3.6.1.2.1.2.2.1 4 [ @ show version
©cC = [23] $cpu_oid| | $mem_oid ®D =) day

O [=] hour
@D = [ 1.3.6.1.2.1.2.2.1.12 3

(=] minutes
©QE = (@0 show process cpu () [5] week
OF = @0 show interface 1 Variables Selected
@G = [1.3.6.1.2.1.2.2.1.2.1 1 Variables Selected
©@H = B Configuration 1 Variables Selected

Boolean Expression: AorB

Cancel OK

A Replicate checkbox is added to each device section, indicating whether the corresponding CLI/Config will be

replicated. Dependencies across CLI Command will be passed through even if not selected for replication.

412.6 Intent Parser Qualification:

An option Intent Parser Qualification is added in the intent template settings to reduce the possibly large
number of commands during the decoding process. With this option checked, the devices will be filtered
according to the qualification defined in the Intent Parser Qualification (for example, per different Vendor

Devices).

Cirtical Variable Settings: €

(@ Automarically Select All Diagnosis Varizbles
() Manually Select

Intent Parser Qualification: Undefined



Intent Parser Qualification

Define Qualification for Intent Parser

A Seed Device Command Qualification

Fl @ CA-TOR-R1

5] Configuration Undefined

For each command and each Seed Device, users can define the following:

o Device Type Qualification: Specifies the Device Type Qualification that will be effective for

Device Types.

4.12.7 Cloned Intent Name Rule

To make the name of Cloned Intent more meaningful, users can define the rule to name the cloned intent.

The following variables be inserted into the name:

° NIT_name
e Macro Variable Name
e Pathvariables (application_name and path_name)



Define Link to Variable

4 [ Macro Variable
4 CATOR-R1
[ critical_description
ke critical_acl
ke critical_entry
4 [ Path Variables
[x] application_name
[x] path_name

E. nit_name

Limk Text: |

&

4.13 Intent Decode and Baseline Improvements

R11.1 improves Intent Decode and Baseline Service to remove the complexity in understanding the Intent

Decode/Baseline and the Intent Decode cycle. The key improvements are:

1. Added detailed status indicators to the column Intent Decoding



2. Updated Intent Decoding and Baseline Settings pane.

[, Intent Based Automation Center

Installed Intents Published Intents Preventive Automation vis ADT Auto Intent
ltems: 154 + Add Intent
4 Intent Name Location Intent Mode
4 Eddy
Anti-drift All Network Intents/Engineer/Ed... Template
4 yu_d_labl
Anti_drift All Network Intents/Automation... Template

NEW

Location:  All Network Intents/Engineer/Eddy Trigzered Automation

Intent Made: Template

ltems: 212
Intent Decoding Decode Now
ed Intent
(O Recurring Decode
B3 Anti-drift 1
----- Bl Anti-drift 3
Update Intent Baseline Periodically

® One-Time Decode 106 Devices decoded... B Anci-drift 4
B3 Anti-drift 2
B3 Anti-drift 5
Bl Anti-drift 6

4.13.1

MetBrsin Downlosd

Intent Baseline Intent Decoding Auto Intent
Manual Last Decoded at 02:14 PM 04/1... ]
Manual Last Decoded at 11:17 AM 04/1...

Preventive Automation ‘ Cloned Intents |

e Intent Decoding and Baseline Settings

Devices

1

1

Intent Decode / Baseline Settings Adjustment

Intent Decoding Status

Update,

Created At

02:46 PM 04/17/2023
02:46 PM 04/17/2023
02:46 PM 04/17/2023
02:46 PM 04/17/2023
02:46 PM 04/17/2023

02:46 PM 04/17/2023

R11.1 version adds the option, Update Intent Baseline Periodically, under Recurring Decode.

After selecting Recurring Decode, users can select a timer and check Update Intent Baseline Periodically.



Intent Name: BGP Check 1
Location: All Metwork Intents/hame-network

Intent Mode: Template

Intent Decoding: Decode Mow

(®) Recurring Decode 0 Devices decoded..,

Update Intent Baseline Periodically

One-Time Decode

The logicis:

e Theintent Baseline cycle is completely consistent with the Intent Decode cycle, and there is no longer

a scenario of an inconsistent Intent Decode/Baseline cycle as in the previous version.

e Intent Decode is completely decoded according to the period selected here, and there is no longer a

minimum daily period limit.

4.13.2 Intent Decode Displaying Status

More intent decoding statuses are added:

e Aborted at xxx: No Qualified Devices - A corresponding status label is added when the Intent Decode

task ends due to no qualified devices. If the decoding result is 0 devices, "0 Devices decoded..." is

displayed next to the Recurring Decode field.



« Default

Application Check All Network Intetns/Library ~ Template Recurring Last Decode at 9:00pm 6/3/2022

BGP Check 1 All Common Intents/home... Template Manual Aborted at 9:00pm 6/3/2022

Intent Name: BGP Check 1

Location: All Network Intents/home-network Cloned NI
Intent Mode: Template
Item: 8 ®
Intent Decoding: Decode Now Cloned Intent Devices Created At
_ ) - - HSRP Check 1
(® Recurring Decode 0 Devices decoded...
HSRP Check 2
AV
HSRP Check 3
Update Intent Baseline Periodically
HSRP Check 4
One-Time Decode
HSRP Check 5
HSRP Check 6

¢ Not Started: The Decode Task has not started.

e Decode Now task scheduled at xxx: The task is scheduled in the future.

e 50/180 devices processed... 24 devices matched: The Decode Task is going, showing the total
number of devices (180), the number of devices that were already decoded (50), and the number of
matched devices (24).

e Last decoded at 06:50:30 PM 12/2/2022: The date and time that the task was done.

4.13.3 Intent Decode Results Improvements

If the Intent Decode process succeeds the command test but fails the Critical Variable test, the result will still
be stored to be used by Auto Intent. This scenario will result in a situation where a Command Test is
successful, but Create NI is NO (due to a failure in the Critical Variable result). And when the user hovers over
the Create Intent, it will display a prompt "Command tested successfully with default macro variable

value of Seed NI".



View Decode Result

Last Decode Task Run at 03/20/2023 05:35:15 AM View Decode Task Creation Log

Total Decoded Devices: 173 Filter: | No,All Trigger Sources,Auto In. | » Search q 3 Refresh
Marched Device Matched Seed Device Matched Commae No Decoded At Baseline Data Updated A...
US-BOS-SW5 CATOR-R1 Configuration Al Trigger Sources 0/2023 05:33:56 AM  03/20/2023 05:33:44 AM

Auto Intent Only
US-NYC-R1 CA-TOR-R1 Configuration B -—.-0/2023 0%:33:56 AM  03/20/2023 05:33:45 AM
EIGRP-R10 CA-TOR-R1 Canfiguration All Trigger Sources 03/20/2023 05:33:56 AM 03/20/2023 05:33:43 AM
O5PFv3-R30 CA-TOR-R1 Canfiguration All Trigger Sources 03/20/2023 02:33:56 AM  03/20/2023 05:33:47 AM
O5PFv3-R14 CA-TOR-R1 Canfiguration All Trigger Sources 03/20/2023 05:33:56 AM 03/20/2023 05:33:45 AM
VALAN-MGMT CA-TOR-R1 Configuration All Trigger Sources 03/20/2023 0%:33:56 AM  03/20/2023 05:33:45 AM
F3-5W2 CA-TOR-R1 Canfiguration All Trigger Sources 03/20/2023 02:33:56 AM  03/20/2023 05:33:45 AM
ASA@DSwitch CA-TOR-R1 Configuration All Trigger Sources 03/20/2023 05:33:56 AM  03/20/2023 05:33:45 AM
B|_Acc_Swid-bbb-eee-i-l.. CA-TOR-R1 Canfiguration All Trigger Sources 03/20/2023 05:33:56 AM 03/20/2023 05:33:51 AM
O5PFv3-R16 CA-TOR-R1 Canfiguration All Trigger Sources 03/20/2023 05:33:56 AM 03/20/2023 05:33:46 AM
MPL5-CLOUD-R40 CA-TOR-R1 Configuration All Trigger Sources 03/20/2023 05:33:56 AM  03/20/2023 05:33:45 AM
IMPLS-R2 CA-TOR-R1 Configuration All Trigger Sources 03/20/2023 0%:33:56 AM  03/20/2023 05:33:45 AM
4134 Show Decode Results for APl Parser

When displaying the results of the API parser, the APl names and the API parser may be the same but
correspond to different parameters. If users hover the cursor over the matched command, the Parameters

of the API parser are displayed.



.ast decoded Task at 07/22/2022 10:20:30 AM  Vlew Decode Task Creation Log

fotal Decoded Devices: 3 | Intent Creation Only ~ Search . ¢
I Matched Devices ~ Matched Seed Device Matched Command Create Intent Last Decoded At Baseline Data U
R1 Seed Devicel show ip route summary Yes 07/21/2022 04:33:22 PM 07/22/2022 102
R1 Seed Device2 show ip route 10.10.10.1 Yes 07/21/2022 04:33:22 PM 07/22/2022 10
R2 Seed Devicel API| Diagnosis 1 * No 07/21/2022 04:33:22 PM 07/22/2022 10:2
Parameters:
Interface: f0/1

When users click on the API Parser in the Matched Command column, it pops up a window with the Baseline

data:

show ip route 1010101 v | Execution Time: 10/3/2022, 7:18:58 AM -t
(0 Match Whole Word

“attributes®: |

“epuPotT: T47,

“dn"s *topology/pod-1/nade-1/sys/pres”,
"attributes”s {

“adminSt”s "epabled”,

"epuPet®: T4,

"dn": *topology/pod-1 fnoda-1 feyed proc,

1
2
3
4
5
6
7
8
9
18
1
12
13
14
15
16
17
13




5 Automation Bot

Automation Bot can be used to build an interactive, multi-step automation chatbot and execute multiple
intent-based automations to solve real-world challenges without using NetBrain IE system Ul. Using a chatbot
doesn't require NetBrain know-how or any seat license and is a great way to provide self-service to a large

audience.

Automation bot is considered a new event to launch automation in PDAS. The use cases of the Automation

Bot:

e Use a Bot to deliver the dynamic map for specific IT objects, such as applications, data centers, sites,
and device groups.

e Use a Bot to execute various diagnoses on a network by following a simple chat conversation.

e Use a Bot to prompt end users to interactively provide input devices and other related data to execute
intent.

e Share important findings in the Bot with others for collaboration.

5.1 Use Chat Bot (End User)

The end user uses a web-based chatbot to complete the self-service automations. The chatbot can be opened

within the NetBrain IE system or a bot URL from others sharing from the bot editor.



©® ® ®  NetBrain IE - Chatbot an

S we (& # unicorn-new.netbraintech.com/bot/135dk3c.html

5 Share findings via session

Check Application Bot

Session1 v

'3 Support multiple sessions

Q Welcome to NetBrain's chatbot service. Please choose one
of following options to start:

°Click to follow the flow

Check Core Devices @

g Please select devices

250 Items

@R
o R e Select input data

@ R8
@R10
@ R4
@ R22
@ R6

@ R38

Send P>

e Type input data or issue built-in command

With a chatbot, users can:

1. Follow the conversation by clicking the button prompted by Bot to follow the conversation flow.

2. Interactively select or input value for automation execution: depending on the automation flow
defined by the power user, end users might provide the following input to trigger the network intent
for diagnosis:

e Single selection and Multiple selections. For example, select one device or select multiple

devices for NIT replication.



e Power users can allow end users to input string directly in the drop-down box instead of

selecting an existing item from the list.

g Please select a device:

Eerlin-Rj

156 Items

0z @ 77505R12
& ACI-L30UT-246
& ACI-L30ut-249
& ACI-L30UT-50.23
& ACI-QA-SW1
== AS30000
¢ Baraccuda-FW
& Berlin-R1
D Berlin-vEdge

@ BOS-N9K-L30UT

e Input textin the chat input box directly.

E] Please input the application name:

02:09 PM

| Boston DC1 DB Backuﬂ Send =

3. The chat input box at the bottom
e Users can enter the text in the field instead of clicking the button.

e Users can type"/” to show all built-in commands.

/help

flogout

Ishow flowchart
/show incident link

frestart




4. Sessions: Every chat session will be saved automatically. Users can view previous sessions and start a

new session at any time.

Hello World

Session 4

+ New Session

Session 4 1
@ Welcome to NetBrain Automation Bot. I'll assist you ) get started, tell me what you'd li
ke to check. Session 1
02:18 PM Session 2
— Session 3
g | NY_DC1 L2 General Check |

Critical Application |

02:18 PM

5. Publish the current session with important findings to others for collaboration.

5.2 Chatbot Creation Flow

Power users can use Automation Bot Manager to build the bot conversation flow via just drag-and-dropping a

node to the flow. The system provides the following types of nodes:

e & e he s eme o

L, Automation Bot Manager

] Routing Check ~

This bot is used to check both OSPF and BGP L Enabled & Share Save
[} & & i “ » K = T |
Design the flow;with automation nodes and flow,control nodes
> Ot OSPF Route Change? L .
e o Define automation input.and output
( k 1 Node Input Node Output 54 N
Tempiate R T —— 5 5GP Check Intent Template
l l All Network Ingents/Dema/Case S/Route Summary Check Select
= 059" R Crrae? Repated DeviceData Sorce
AOManon o
Data Tazlo BOF P Chigs Assocate with System Data: device
. & :
X Y O
;
* ;‘ Chat Preview
\/ OSPF Nor Change?
e l BGP Nt Change? OSPF Route Change? 9
2\
<“?} l [} intent: Route Summary Check
“a R %\@ Diagnased Scount_of_all_devices devices, found Scount_of_error_m
\[/ €55005 7O MesSages 0n Scount_of_error_devices devices.
v

OSPF Config Change? OSPF LSDB Check 8GP Config Crange?




5.2.1 Intent (NI) Node

If power users do not want end users to interactively change devices for the intent during using this Bot, use

the intent node.

For example, power users create a series of intents for NY_DC1 network daily checks and troubleshooting. The
best way to enable end users to leverage this automation knowledge in their daily work is for power users to
group these intents into a bot. Power users don't need end users to change the target devices defined in the
intent. End users just need to chat with this Bot without accessing the NetBrain IE system and execute the

pre-defined automation to ensure everything works as expected.

Start

I | )

= Daily Check & L2 Troubleshooting /—} = L3 Troubleshooting
L2 General Check L2 Error STP Check OSPF Check
No Error Always Always
Trunk Check BGP Check
L3 General Check

l L3 Error
No Error

|

Critical Applications Assura...




5.2.2 Intent Template (NIT) Node

When power users want end users to interactively change devices and other input data for the macro variables
to replicate the intent for execution, use the Intent Template node. The Intent devices and macro variable value
can be replaced by other devices and data for replication. During end user interactions with the Bot, it will guide

the end user to interactively provide input devices and macro variable value for intent template replication.

For example, create a bot to guide end users to draw the multicasting tree of the source/group that end users

interactively specify and execute multicasting diagnosis.

NeSrain Q search

12}, Automation Bot Manager

“« Multicast Tree / & Enabled

& Share Save

o “« » @ - + 100% O
Multicast Tree
Intent > Sun
l Node Input Node Output

All Network Intents/Use Case/M

Select

Replicated Device Data Source

Manual Input: B) L2 Core_3, BST_POP2

Macro Variables Input Settings

Automation Data Table ® Manuai Selection

Input Prompt

input source

Candidate Values ASSIgn to Macro Variable

Manual Input v /£ 2 source

Allow user custom input

Input Prompt
input group
Candidate Values. Assign to Macro Variable

Manual Input vz 2 gow

Allow user custom input

5.2.3 Automation Data Table (ADT) Node

ADT provides a flexible way to organize and extend the critical network assets and their associated intent and

map. Two typical use cases can be achieved by ADT node:

e Use the ADT node to deliver a map.

e Use the ADT node to dynamically search matched critical assets and execute its associated intent

automation.



For example, create a bot to deliver a critical application path map to bot end users.

« (e F i 192.168.31.46,

@ Bk B M B3 NetBrain B3 RN ED Team @ BT PDF Compressor [ ChatGPT sp OneDrive

4p SharePoint

Deliver Map

Session2 v

EI Welcome to NetBrain Automation Bot. Il assist you In troubleshooting network issues. To get started, tell me what you'd I
ke to check.

Get Critical Application Path Map ford

1158 AM

a Please select an application path name:

6ltems
. & App3
@ MvS2-Path
© MVs3-Path
& MVS-Path
@ MVS-Unknown-IP

© Raju_BOS_SW5_To_TOR_SW1

Send ©

5.2.4 Condition Node to Control Flow

A completed conversation flow usually consists of multiple steps. Power users can connect multiple automation
steps with conditions to decide the next flow to send users in an automation flow based on the previous
diagnosis result. For example, if a previous diagnosis detects an error, go to flow1; if there is no error, go to

flow2. No condition is also available to connect automations without any condition, and the system will execute

multiple intents individually.



For example, use condition node to control: if OSPF errors are detected after a Routing Check, then go to OSPF
detailed check branch; if BGP errors are detected, then go to BGP detailed check branch; if no error is detected,

then go to critical application check.
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5.2.5 Selection Node

Power users can leverage the selection node to organize bot conversation flow by grouping automations. Just

double-click the node to rename it. No additional settings are needed.
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5.3 Additional Features

The system provides the following functions to help users manage the bots:

1. Lock/Unlock a bot with/without a password to avoid unauthorized modification.

2. Enable/Disable a bot.



Share the Bot and control which user roles can access this Bot, and whether to allow the session feature

and show flowchart command in the end user chat console interface.

Share Bot

Copy link to share
http://192.168.31.46/bot/100016 Copy
Manage user access by roles

Domain Admin

7] Engineer

7 Network Change Approver

74 Network Change Creator

7 Network Change Executor

7 Portal Temp User

Allow users to manage and publish sessions

Allow users to view bot flowchart

Customize Bot Login Page Logo, Content, and About Bot Content for different purposes.



6 Report and Dashboard

NetBrain system lacks a function to view the results across the whole network in the early versions. R11.1

adds the Report and Dashboard with two capabilities:

e Organize, analyze, and share data from different NetBrain automation assets, such as thousands of
ADT Intent results.

e Provide a visual display of multiple automation results from PDAs on a single GUI.

The picture below illustrates an example that uses Report and Dashboard to analyze Intent results and

visually display the data to help monitor a network's failover designs.
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Besides the example mentioned above, other common use cases for the Report and Dashboard:

e Capture the Configuration Drifts for Outage Prevention

e Capture transient problems for Diagnosis Automation

e Perform Security Assessment for Network Security

e Display the result of Change Management Tasks for Protective Change

o Display the application information for Application Performance



6.1 Key Components to View Report and Dashboard

6.1.1 Key Components to View Report
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The GUI of the View Report page consists of seven key components:

1. Report Manager: Lists all the accessible reports in the domain. From the Report Manager, users can
choose a report for viewing, editing, or renaming; or create new folders and reports.

2. Report Info Bar: Display the basic information of the report, such as the title and last update time.
You can mouse over the info icon to view more information, including the report's creator, last
modified by and last modified time. It also provides the option to edit or run the Report.

3. Report Input: Display the Report Input and the criteria to select and generate the report data.

4. Report Filter: Filters used to refine the report data or narrow it down to subsets of report data.

5. Pivot Table: Display the Pivot Table, which helps analyze and summarize information from a large
amount of Report data.

6. Report: Display the content of the report.



7. Drill-down Actions: Hyperlinks in report columns that are linked to other NetBrain features for users

to drill down to underlying data.

6.1.2 Key Components to View Dashboard

@ Dashboard Info Bar @ Dashboard Pane @ Drill-down Actions Egvnw Report
. A A

/£ Edit o3 1

I Application Continuous Monitoring  Description:

The Historical Verification Result of Application 2/26/2023. 10:5749 PM

The Last Verification Result of Application 372412023, 10:29:19 AM lew Repart

Dater All v

Failed @ Succeeded

The Last Monitoring Result of Application 312472023, 6:04:45 PM

Path Name: All v 13 records
Path Name

Alerts Found
“ Diagnoses Passed

Top 3 Alerts

:::::

The graphic user interface of the View Dashboard page consists of four key components:

1. Dashboard Info Bar: Displays the basic information of the Dashboard, such as title and description. It
also provides the option to edit, share or update the Dashboard.

2. Dashboard Pane: Major components of the Dashboard that display report data in various charts.

3. Drill-down Actions: Hyperlinks in report columns linked to other NetBrain features.

4. View Report: Display the report data used for the Dashboard Pane in a pop-out window.

6.2 Key Components to Create the Report and Dashboard

The user flow to create the Report and Dashboard:
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6.2.1 Key Components to Create a Report
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The GUI of the Report editor consists of 3 major areas and 4 basic settings. You can define a basic report by
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defining the following four settings:

1. Report Property: Define the basic properties of a report, including report name, creation method
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and Report Field Tree. Report Objects and Report Fields define the Report Field Tree.

o

Report Object: Report Objects are analogous to database tables that organize NetBrain data by

categories, such as Device Property, Change Management, and Intent Property.




o Report Field: Report Fields are analogous to columns in database tables. Each Report Object has
multiple Report Fields. For example, the Intent Property Object has Report Fields such as Intent
name, creation time, Intent type, etc.

2. Report Input: Define the Report rows with filtering criteria. Each report has one built-in default input
that can be edited but not deleted; additional report inputs can be added by drag-and-dropping
Report Fields to the Report Input area. The logical relationships between each input can also be
defined.

3. Report Settings: Define the Report Columns and Drill-down Actions.

o Report Columns: Define the Report Columns by drag-and-drop available Report Fields from Report
Field Tree to the Report Column area.

o Drill-down Actions: Define user interactions with the Report, such as opening the Device detail
pane or the Network Change Manager. Those interactions will appear as hyperlinks in the Report
columns for viewers to click.

4. Pivot Table Settings: Define the Rows, Columns and Values of the Pivot Table.

These four settings help to define the three major areas on the Report Editor page:

¢ Report Field Tree: Report Field Tree lists all the available fields that can be used in the Report, including
Customized Fields defined by users and built-in Report Fields defined by Report Property.

e Pivot Table: Pivot Table helps aggregate the report data by selecting Report Fields to help analyze and
summarize information from the Report. It can also be used in Dashboard to create charts.

e Report: The report area displays limited sample data of the report. The Report rows are defined by

Report Input, and the Report columns are defined by Report Columns.

Besides the four basic settings mentioned above, the following advanced settings are offered as an extension

to the basic Report functionality:
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e Customized Field: Define customized fields besides built-in Report Fields using calculations, functions,
and conditions.

e Report Filter: Define filters for users to drill down data when viewing a Report or Dashboard.

e Auto-update: Besides running Report manually, users can update the Report data automatically on the

specified frequency.



6.2.2 Key Components to Create a Dashboard
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Drag and drop the reports you want here

The GUI of the Report editor consists of 2 major areas: Report Tree and Dashboard Pane.

¢ Report Tree: Lists all the available reports that can be used in the Dashboard. Drag and drop a report
to the pane area on the right to add a Dashboard pane.

 Dashboard Pane: A Dashboard pane is defined by the data source and chart settings. Each pane can
have a different report from Report Tree as its data source. Also, different chart types are provided to
satisfy different use case scenarios, such as Line Charts, Gauge charts, Pie charts, etc. Besides the chart,

each pane could have an optional call-out chart to help provide extra information.



6.3 Create Report

The report organizes data from different automation assets into reports, such as device, intent, application,
change management, and site. Besides that, the Pivot Table feature in Report can help further analyze and

summarize the report data.

6.3.1 Define Report Properties

When creating a new Report from Report Manager, the Report Properties window will automatically pop out,
then you can follow the steps on GUI to define the Report Properties. There are three steps to define the Report

Properties:

e Basic Settings: The name and description of the Report.
e Report Properties: Select the Primary Object, Related Object and their relationships.

o Report Object: Report Objects are analogous to database tables that organize NetBrain data by
categories, such as Device Property, Change Management, and Intent Property. Each report must
select one Primary Report Object and can also have up to three Related Report Objects.

o Primary Object: Primary Object defines the main subject of the report. Each report must have
and can only have one Primary Object.

o Related Object: Related Objects can supplement the main subject's information. Other Report
Objects can be added to Report as Related Objects via a lookup relationship.

e Report Fields: Preview the Report Fields of the Report and add Related Fields if necessary.

6.3.1.1 Report Object

Report Objects are analogous to database tables that organize NetBrain data by categories. The Report Object
includes multiple Report Fields that can be used as Report Columns to build report content. In R11.1, the system
provides Report Objects for device, intent, application, change management and site. We will continue to
provide more report objects in the future release. As illustrated in the picture below, the blue box represents a
Report Object, such as Network Intent, which contains multiple Report Fields such as Intent Name, Intent

Type, Intent Map, etc. The Report Fields will be listed in Report Field Tree for use in the Report.
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Report Objects are mainly used in Report Properties to help define the basic data structure of a report. Users

must select one Primary Object and can add up to three Related Objects for the report.

Report Properties - Edit Report

o Define Basic Settings

o Define Report Objects

Primary Object defines the main subject of the report. You can add other related report objects via lookup relationship.

0
Primary Object: Network Intent Result ~

Application Path
Application Path Historical Result
Application Path Intent Result

Application Path Last Result

Change Management Implemented Device -

= Previous Next >

o Define Report Fields

Cancel Save




Each report must have and can only have one Primary Object. The major purpose of the report should
determine Primary Objects. For example, for a report of Intent Results, Report Object Network Intent Result
should be selected as Primary Object. After the Primary Object is selected, the Report Fields under the Report

Object will be listed in Report Field Tree for use in the Report.
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Cancel Save

6.3.1.2 Lookup Relationships between Report Objects

In the database, the Report Objects are related via Lookup Relationships. Through the lookup relationship,
different Report Objects are related via key Report Fields so that multiple Report Objects can be used in the

same report.

The diagram below illustrates an example of the Report Objects and their relationships. The Network Object B
(Network Intent Result) lookup to A (Network Intent) via Report Field Intent Name, and A (Network Intent
Result) can be considered as the Parent Object to B (Network Intent). Similarly, Report Object C (Network Intent
Device Result) lookup to B (Network Intent Result) via Report Field Intent Name. The B (Network Intent Result)

can be considered as the Parent Object to C (Network Intent Device Result).



Please note that this lookup relationship is one-way, so it makes a difference when adding related objects and

related fields in Report Property.

A : Network Intent B: Network Intent Result C: Network Intent Device Result

Intent Name Intent Name Intent Name

intent Type
ntent Mop

Parent Object of B Child Object of A Child Object of B
Parent Object of C

6.3.1.3 Define Complex Report Using Multiple Report Objects

For Reports that require complex data structures, users can have multiple Report Objects in a Report by adding
Related Report Objects via a lookup relationship. Also, users can add up to three Related Fields to provide
additional context to the Report. And the Primary Object should be the Report Object that occupies the highest

level in the hierarchy of the Report Object relationship.
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For example, to build a report that includes Intent type, Intent results, and Intent device results as report
columns, use three Report Objects: Network Intent, Network Intent Result and Network Intent Device
Result. Report Object A (Network Intent), which occupies the highest level in the lookup relationship, is selected
as Primary Object, then Report Object B (Network Intent Result)is added as a Related Object, and Report Object

C (Network Intent Device Result) is added last.
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The Selected Report Object and the report fields under them will help form the barebone of the Report Field
Tree, which specifies the basic data structure of the report. The picture below illustrates the relationship

between the Report Object definition in Report Property and the Report Field Tree formed accordingly.
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6.3.1.4 Define Report Fields
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All Report Fields of the selected Report Objects are listed to provide a preview of the Report Field Tree. Besides

these Report Fields, users can also add Related Fields to help provide additional information to the report.

To add Related Fields, select the Report Object. The drop-down list will list all the Parent Objects of Report
Object A.
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6.3.2 Define Report Input

Report Input defines the report rows with filtering criteria. It selects the data in the NetBrain database, and only
records meeting the criteria specified in Report Input are included in the report. Each report has one built-in

default input and can have multiple additional report inputs.



Report Input: A

A
Intent Mame [default

All Intents
Intent Mame

Scope: | All Intents —

All Intents
Specific Intent

Specific Intent within ADT

Cance o]

Default Input is included in the report by default and cannot be deleted. It helps provide first-level filtering to
narrow down the data scope. The default input is usually related to the Primary Object of the report. For

example, if the Primary Object of the report is Network Intent, then the default input is Intent Name, allowing

you to select the desired Intent by name or by ADT.
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Besides default input, you can add multiple additional inputs by drag-and-drop Report Fields from the Report
Field Tree to Report Input. For example, to filter the report content by execution time, you can drag and drop

execution time to Report Input and set the time range as This Month.

Report Input: AAND B AND C v X
A B C
Intent Name (default) Execution Time X Device Status Code Count x
All Intents Select Greater Than 10

The relationship between Report Inputs can be managed by clicking the edit icon beside the logical expression.

Please note that the default input will always have an ‘AND’ relationship with the other additional inputs.

6.3.3 Define Report Columns

By drag-and-drop report fields from the Report Tree to Report Columns, users can define the report's columns.

Users can also adjust the column orders by moving the report fields up and down in the Report Columns.
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Besides built-in report fields, users can define customized fields using formulas and use them in the report.

There are two ways to define a customized field: Calculated Field and Conditional Field.

6.3.3.1 Calculated Field

Calculated Field allows you to define a customized field using functions and mathematical and logical operators.
To define the formula, select the available functions and fields from the tree on the left side and insert them

into the formula. All the report fields in the Report Field Tree can be used except for other customized fields.

Besides the standard mathematical formula and logical operators, the following functions are supported for

this release:

Function Description

Name

ToString string ToString(number or datetime Converts a number, a datetime or a boolean to string format.

or boolean $input)

Duration number Duration (datetime Calculate the time difference between the start date and the end
$startDate, datetime $endDate, string  date. The output is calculated by the unit and given in number

$unit) format. Supported unit includes week, day, hour and minute.

Year number Year (datetime $date) Subtract the year from a date




Month number Month (datetime $date) Subtract the month from a date, a number between 1(January)

and 12(December)

Day number Day (datetime $date) Subtract the day from a date, a number between 1 and 31
Hour number Hour (datetime $date) Subtract the hour from a date, a number between 0 and 23
WeekofYear number WeekofYear (datetime Subtract the week from a date, a number between 0 and 53
$date)
Now datetime Now () Returns the current time in datetime format
Ceil number Ceil (number $input) Returns the smallest integer that is greater or equal to the given
number.
Floor number Floor (number $input) Returns the largest integer that is smaller or equal to the given
number.
IF number or string or datetime IF First verifies if an expression is true or false, then returns a given
(logical expression $expression, value based on the verification result. The data type of variable
$value_if_true, $value_if_false) $value_if_true and $value_if_false should be the same.

6.3.3.2 Conditional Field

Unlike Calculated Field, which is based on user-defined formulas, Conditional Field provides quick and easy-to-
use Ul-based conditions for the most common customized fields. For the Conditional Field, the report field can

only be of data type 'number’, ‘picklist’ and ‘DataTime".



6.3.4 Pivot Table

A pivot table is a data summarization and analysis tool that organizes, summarizes, and analyzes data from a
report. In a Pivot Table, data is organized into rows and columns, and users can reorganize the data to look at

different aspects of it, enabling users to identify trends and patterns in the data and perform various

calculations and comparisons.
There are two primary purposes for the Pivot table:

e To analyze large amounts of data in a Report by summarizing it into a more manageable and
meaningful format.
e To assist in defining the Dashboard by providing the data needed for Dashboard charts.
In the report editor page, drag-and-drop fields from Report Field Tree to Pivot Table Settings to define the Rows

and Columns of Pivot Table. Then click +Add to define the values of the Pivot Table.

3 OSPF Config Checking for WAN Link Deseriptian: Report Filter (1) Cancel Save Save and Run
# Edit Report «
. ReportInput: | Intent Nav.. Intent Column: OSPF CanfigC.. | + 1 additianal inputs ~
Y
T Commmed Fioid “add | PivorTable Settings ® Previening a Imized number of recards. Run the repars @ see al recards,
[5] Execuns Date Rows Pivet Table
[S]execuss Date =
Sum of Intent Alert Sestus Codle Count Sum of Inten: Success Starws Cose Coun
2023-03-14
Columns
[5] Iner Tags 20a0s ! :

5] cresr Drag-and-drop 20230321 3
(1) Crestion Time

[5] Modifer

Velues
(D) Modfy Time

4 Metwork Inzent Resuit (Inzent Name) # Sums Intent Alers Status Com
5] Suremary

0 intent Name.

(T) Execusion Time

4 Total Aler: Cours

Report Settings
[ Saurce
2 lntent Seatus Code Coune Columns.
# Intent Stanus Code Count —
[ inter Nome $
Intent Scatus Cade Summary Insent Alert Status Code Caunt Inent Success Status Code Caunt
(OExecution Time Y
USNYCR) OSPF Canfig Nex Crange 0 1
[ o USNYCR1 OSPF Canfig Nor Change 0 1
# Intent Alert Ststus Cod... (% i Contig e Crangs . .
PR o CATORRI OSPF CorfigNot Change 0 1
CATORAI CSPF CanfigNat Changs. 0
OSPF Config Mot Change o o
102212 AM US-BOSR1 OSPF Config Nat Changs 0 1
oston Edge  3/18/2023, 50615 PM US-BOSR1 OSPF Config Kot Changs 0 1
15/2023, 5:08:45 PM US-BOS-R2 OSPF Config Changed 2 0
o oston Edge  3/18/2023, 2:14:20 PM US-BOS-R2 OSPF Canfig Changsd 2 o

pe 311412023, 10:36:20 PM US-BOS-R1 OSPF Confie Chaneed 1 0 s



6.3.4.1 Pivot Table Rows

The rows in Pivot Table represent the categories by which the data is grouped and summarized. Any available
fields in the Report Field Tree can be used as Pivot Table rows. As illustrated in the picture below, the Rows for

Pivot Table will become the first column in Pivot Table.

Pivot Table Settings & Previewing a limited number of records. Run the report to see all records.
Rows Pivot Table

CreateDate CreateDate | Totals
2023-01-24f 12
\ 2023-03-14 1
Columns 20230315 25
2023-03-16 3
2023-03-21 &1

Values + Add

# Distinct Count: Intent Name

show: [_| Grand Total [ Subtotal

A Pivot Table can have multiple grouping by rows. It provides a multi-layer of data grouping and can be used to
drill down into more details. Each Pivot Table can have up to four groupings by Rows or columns. When there
are multiple rows in a Pivot Table, the data is grouped hierarchically based on the order of rows. Each row
represents a grouping level, with the first row being the highest level and the last row being the lowest level. As
the picture below illustrates, the Pivot Table will group the data first by Creator, then by CreateDate. Each Row
will represent a grouping level, with the Creator row being the highest level and the CreateDate Row being the

lowest.



Pivot Table Settings & Previewing a limited number of records. Run the report to see all recards.

Rows Pivor Table
Creator Creator | CreateDate [Totals
NetBrain 2023-01-24 14
CreateDate 20230314 1
2023-03-15 25
Columns userz 2023-03-16 3
2023-03-21 61

Values + Add

# Count: Intent Name

show: ] Grand Total ] Subroral

6.3.4.2 Pivot Table Columns

Like Pivot Table Rows, the Column in Pivot Table also allows you to group data by certain report fields. Pivot
Table Columns provide another way to aggregate data and help you identify important trends that may not be
obvious when viewing data by rows. The Pivot Table will create a new column for each unique value in the
selected report fields when grouping by columns. The Pivot Table will then display the summary data for each

column.



Pivot Table Settings & Previewing a limited number of records. Run the report to see all records.

Rows Pivot Table
Intent Name I execution date | 2023-03-23 2023—03—24'
17 Intent Mame ¥
_Enforcement 4 0
S ACL_enforcement_BOS 2 0
Columns ACL_enforcement_YVR 2 b
Add Table Row 1 a
execution date ¥
= : BGP_Configuration_BOS 4 0
S BGP_Configuration_YVR 4 0
Values + Add Call Qapp Copy 0 4
Fake - 5l lication Interface CRCE Check 0 7
# Count: Device Alert Status Co.. 3 ake - Slow Application Interface rrernee
Fake - Slow Application Interface Usage Check 0 14
show: [_] Grand Total [_] Subtoral
Fake_BGP_Configuration_BOS 4 0

Like Pivot Table Rows, a Pivot Table can have multiple groupings by columns. Each Pivot Table can have up to
four groupings by Rows or columns. When there are multiple columns in a Pivot Table, the data is grouped
hierarchically based on the order of columns. As illustrated in the picture below, the Pivot Table will group the

data by execution date, then by Site Name.

Pivot Table Settings & Previswing a limited number of records. Run the report to se= all records.
Rows Pivot Table
execution date 2023-03-23 2023-03-24

Site Mame CXL-Lab Multicast-Lab NIC-DemoZ-Lab null  CXL-Lab Multicast-Lab

Totals 106 4 22 4 N7 2
Columns

execution date

X Site Name

Values + Add

# Count; Device Alert Status C... 3

show: ] Grand Total [_] Subtotal



6.3.4.3 Pivot Table Values

In Pivot Table, the Values are the numerical data being summarized and displayed. When defining values for
Pivot Table, you can choose one or more report columns to use as Values. Then you can also specify the
calculation method for the Values, such as sum, average, minimum, count, etc. The available calculation

method varies depending on the data type of the Report Field selected.

These Values are displayed in the body of the Pivot Table, with Rows and Columns defining the categories or

dimensions you want to analyze.

Pivot Table Settings & Previewing a limited number of records. Run the report to see all records.
Rows Pivot Table
Totals
execution date b 4
execution date | Count of Device Alert Status Code Count  Count of Device Success Status Code Count
2023-03-23 132 132
Columns 2023-03-24 348 348

Values + Add

# Count: Device Alert Status C... X
# Count: Device Success Stat.. X

show: [_| Grand Total [_| Subtotal

6.3.5 Drill-down Actions

Drill-down actions in the Report provide navigation from Report data to related NetBrain features by

hyperlinks in report columns, providing deeper insights for Reports by drilling down into the underlying data.



Ji1 stow Application Qos rop () M Do B0 Ledt 3

Result; 03/25/2023 06:11 PM v B Embedded Incident v a & o

Live Network

This intent execution is finished at 03/25/2023 06:11 PM with 0 errors. You can View Execution Log

4Devices 3 Diagnoses. {S) No Queue Drops Detected in Class video a Vies

v &/ US-BOS-SW1 0 Diagnoses

o cantent has been odded.

v @ US-BOS-R2 (8] No Queue Drops Detected in Class video )
4 @ show policy-map interface 0/1 1 Diagnosis
6 | Class-map: video (match-any) TR n I
8 5 minute offered rate 0200 bps, drop rate 0009 bps [ No Queue Drops Detected in Class ..
2 Closs-mep: Signal (match-all) - = -
2 » , drop rate 000 bps [ No Queue Drops Detected in Class ..
32
34 , drop rate 0009 bps 0 De E
a8 &
48 s, drop rate 8008 bps b
s8
L » drop rate 9000 bps
7 ault (match-any)
72 5 winute offered rate 1000 bps, drop rate 9000 bps
v @ US-BOS-R1 {S) NoQueue Drops Detected o
4 @ show policy-map interface 0/2 1 Diagnosis
6 |  Class-map: video (match-sny)
3 S minute offered rate 0000 bps, drop rate 0000 bps
20 Class-map: Signal (match-all)

2 5 minute offered rate 0009 bps, drop rate 8000 bps
3 o unles fmatrhaally

There are six types of actions to select from for Drill-down actions. Besides that, you can also select one of the
Report Columns as the parameter for the Drill-down actions. The parameter defines the details of the Drill-

down Actions, such as the name of the Intent to be opened.

e Open Configuration File - Open the configuration file for the device. The parameter defines the
value of the device name.

e Open Intent Details - Open the Network Intent in View Mode. The name of the Intent is defined by
the parameter.

e Open Diagnosis Tree - Open the Diagnosis Tree of an Intent execution result. The name of the Intent
and execution time of the result are defined by the parameter.

e Open Path Overview - Open the Path Overview pane. The name of the Path and Verified Time is
defined by the parameter.

e Open Change Management Task - Open the Change Management Task. The name of the Change
Management Task is defined by the parameter.

e Open Map - Open the map in another window. The map name is defined by the parameter.



3/24/2023 1:41:01 AM a
# Sum: Device Alert Status Co... }1’ ' ' '

S TS S * Drill Down Action Open Intent Details ~ |
show: [_] Grand Total ] Subtota None |
St Parameter Value Open Configuration File
Report Settings ‘ Intent Name COpen Intent Details
“olumns Open Diagnosis Tree
Open Path Overview
LT T 2 Open Change Management Task —‘
(1) Execution Time [ X Slow Applicatior] Open Map I‘
Device Name ¥ X Slow Application QoS Drop 3/25/2023, 6:11:01 PM
# Device Alert Status Cod... (% X Slow Application QoS Drop 3/25/2023, 5:41:01 PM
# Device Success Status .. (% X Slow Application QoS Drop 3/25/2023, 5:41:01 PM

6.3.6 Report Filter

Report Filters can filter the report data by certain criteria when viewing a report. There are two purposes for

using Report Filters:

e Helps users to sort through a large amount of data and focus on important information.
e Displays data from different perspectives or scopes to help identify the trends or patterns that may not

be obvious when viewing the report.



[ report Manager

4 Shared Reports (24)
4 E Application Performance - Continuous MonTtaring (4)
[ Application Path Historical Menitoring Report
[ Application Path Historical Verification Repart
[ Application Path Last Verification Report
[ Application Pathl Last Monitoring Report
4 1 Diagnosis Automation - Transient Problem (6)
[ Check CPU Utilization in Last 7 days Repart
[ Check Interface CRC Error in Last 7 days Report
[ Check interface Utilization in Last 7 days Report
[ Check 005 Drop in Last 7 days Report v
[ Intent Alert Summary
[ Voice Application
4 1) Network Securlty - Continucus Security Assessment (4)
[ Route Leaking Check In This Week
[ SNMPy2 Enabled Check in This Week
[ Telnet Enabled Check in This Week
[ Unencrypt Username Check in This Week
4 ) Qutage Prevention - Fallaver Fallure (8)
[ check ACL Config
[ Check BGP Config
[ Check Policy Config
[ Critical Application Report
[ Critical Failed Application Repart
[ Critical Succeed Application Report
[ Failaver Device Info
[ oroblem Failover Devices
B New Report
£ MITEST
My Reports (0)

Check CPU Utilization in Last 7 days Report @

Report Input:

Intent Name: Intent: Slow Application CPU..,

Device: All ~

Pivot T Al
CATOR-R
CATOR-SW1
CATORSW2

.. UsBOSRI
ne| UssosR2

TN TS
AM
3/24/2023 1:09:05
AM
3/24/2023 1:39:04
AM
3/24/2023 2:09:05
AM

Report Table

Intent Name

Slow Application CPU Chec
slow Application CPU Chec
Slow Application CPU Chec
Slow Application CPU Ched
slow application CPU Chec
Slow Application CPU Chec
Slow Application CPU Ched
Slow Application CPU Chec
Slow Application CPU Chec

k

Device Alert Device Alert
Success Status Code Success Status Code Success
atus Code Count Status Code Count Status Code
Count Count Count
3/24/2023, 9:09:03 AM CA-TOR-R1

3/24/2023, 3:09:03 AM

3/24/2023, 9:09:03 AM

3/24/2023, 3:09:03 AM

3/24/2023, %:09:03 AM

342412023, 9:09:03 AM

3/24/2023, 3:08:03 AM

3/24/2023, 8:39:06 AM

3/24/2023, B:39:06 AM

+1 additional inputs

CATOR-SW1

CATOR-SW2

US-BOS-R1

CATORR1

CATOR-SW1

Date: All v
US-BOSR1
sum of Sumet
Device Alert
Status Code SUSFE5S
s Code  status Code
Count

Last Updated on: 3/24/2023, 9:37:49 AM Run Edit e
us-80s-R2 Ern— UsBoSSWa
sumaf WMo gumgr  Wmot gumer  Sumof
Device Alert e Device Alert icces: Device Alert R
Status Code Status Code Status Code Status Code Status Code Status Code
Count Count Count
Count Count Count

You can define up to three Report Filters for each Report on Edit Report Page. Each Report Filter has three key

elements:

Check CPU Utilization in Last 7 days Report @

Device Date + Filter
Report Input:
Field: Filter Name:
Device
Filter Value: +Add Pivot T
CA-TOR-R1
CA-TOR-5W1 _’
CA-TOR-5W2
UsS-BOS-R1
US-BOS-R2 Executig
Time
Cancel OK
°
Column the filtering criteria is applied to.
L]
°

All

CA-TOR-R1

CA-TOR-3W1

CA-TOR-SW2

Us-BOS-R1

US-BOS-R2

-R1
Sum of
Device

Success

Count

Values. You can add up to ten Filter Values for each filter.

tatus Code

Intent Name: Intent: Slow Application CPU...

+ 1 additional inputs

CA-TOR-SW1 CATO
sum of SDuel'-vnicaef Sum of
Device Alert e Device Alert
Status Code Status Code  STETUS Code
Count Count
Count

Field - Select one of the Report Columns as Field from the drop-down list to define which Report

Filter Name - Define the name of the Report Filter displayed on the View Report page.

Filter Value -Define the options in the drop-down list for Report Filters. Click on +Add to add Filter



Define Report Filters

Devicex Date + Filter

Field: Filter Name:

Device ‘

Filter Value:

CA-TOR-R1

Edit Filter Value

CA-TOR-SW1 Scope: | All Devices v ‘

CA-TOR-SW2

us 205 carce (BT

Us-BO5-R2

Cancel

6.3.7 Run Report

Once the report is defined, you can run it to generate the data. The Report Edit page only provides a preview

of the limited number of sample data, and you need to run the report to achieve accurate and complete data.

There are two ways to run a report: manually run it through the Save and Run button, and schedule to run it

through Auto-update.

Check 00S Drop in last 7 days Report Description: Report Filter (2) | I Auto-update I Cancel save ‘ _
«
# Edit Report Properties
Reportinput: | Intent Na... Intent: Slow Application Qo5 .. ‘ ‘ +1 additional inputs v
Search... Q ‘
=1 Customized Field +Add Pivot Table Settings @ Previewing a limited number of records. Run the report to see all records.
47 Network Intent Device Result Rows Pivot Table 2
Intent Result Summary — e
@ intent Name (DExecution Time X o CATOR-RT US-80S-R1 Us-BOS-R2 US-BOS-SW1 I
(D) Execution Time Drag and drop fields here Sum of Device Sum of Device Sum of Device Sum of Device Sum of Device Sum of Device Sum of Device Sum of Device
Execution AlertStatus  SuccessStatus  AlertStatus  SuccessStatus  AlertStatus  SuccessStatus  AlertStatus  Success Status
& Device Name Columns Time Code Count Code Count Code Count Code Count Code Count Code Count Code Count Code Count
# Device status Code Count SR RS
0 3 0 12 0 6 0 o
## Device Alert Status Code Count &8 Device Name X
# Device Success Status Code Count Drag and drop fields here 3l24/20fM12=41'46 o 5 o - o 5 0 o
Device Status Code Summary
Values +Add | 3f24/20231:11:01 AM 0 3 0 12 0 6 0 o
3/24/2023 1:41:01 AM 0 3 0 12 0 3 0 o
# Sum: Device Alert Status Co... X
3/24/2023 2:11:01 AM 0 3 0 12 0 6 0 o
# sum: Device Success Status ... X
3/24/2023 2:41:02 AM 0 3 0 2 0 3 0 o
show: (] Grand Total [ subtotal 3/24/2023 3:11:01 AM o 5 0 12 [ 5 ) olv




6.4 Create Dashboard

The Dashboard visually displays multiple reports in different charts for a specific purpose.

6.4.1 Chart

The dashboard uses various charts to display the analyzed result of the Report. Based on different pivot table
settings, Dashboard provides a column chart, bar chart, line chart, metric chart, gauge chart, pie chart

and table chart to display data.

Edit Pane - BGP Config Check by Date X
A =
Types: | “a. m 123 = . %

Report
BGP Config Checking for WAN link BGP Config Check by Date
Title
BGP Config Check by Date © Boston - BGP Config Check for Boston Edge @ NYC - BGP Config Check for NYC Edge
Toronto - BGP Config Check for Torento Edge
K-axis 20
Execute Date v
Y-axis
15
Sum: Intent Alert Status Code Count ~

Series

Site Name, Intent Name

O Show Call-out on Right~ #
Show Legend  onTop v <

(J show Data Label I I
|

2023-03-14 2023-03-15 2023-03-20 2023-03-21

Cancel Save

As illustrated in the table below, the data that can be selected and used in the chart directly relates to the

Pivot Table settings in the report.

Chart Type Ul Annotation for Chart Settings Chart Settings




Line Chart, Bar

Edit Pane - BGP Config Checking for WAN link

The x-axis of the line chart can be one or more of the

Chart, Column — Pivot Table Rows.
Types: e, ™ 123 =
Chart The y-axis of the line chart can be one or more of the
Report Pivot Table Values.
BGP Config Checking for WAN link
The series of the line chart can be one or more of the
Title
BGP Config Checking for WAN link Pivot Table Columns.
. Check Show Call-out to display call-out on the chart.
-axis
Execute Date You can display the call-out on the right or bottom of
Y-axis the chart.
sum: Intent Alert Status Code Count Check Show Legend to display the data legends on the
Series chart. You can display the legend on the chart's top,
Site Name, Intent Name X
right, or bottom.
[J show Call-out on Right~ # . .
on et enTe Y £ Check Show Data Label to display the data details on
[J Show Legend onTopw
[ Show Data Label the chart.
Gauge Chart Report The Measure of the Gauge Chart can be one or more

BGP Config Checking for WAN link

Title

BGP Config Checking for WAN link|

Measure

Sum: Intent Alert Status Code Count

Data Range
0
. Low
50
- Medium
150

- . High
200

O show Call-out onRight~ 4

of the grand totals of Pivot Table values, whether the
total is enabled in Pivot Table.
You can modify the data range, colors, and labels for

Gauge Chart.




Metric Chart Report
BGP Config Checking for WAN link

Title

BGP Config Checking for WAN link
Fields
1 | Sum: Intent Alert Status Code Count v
B + Intent Alert Status Code Count
2 ) Sum: Intent Success Status Code Count v
~ Intent Success Status Code Count

+ Add

Pie Chart Report
BGP Config Checking for WAN link

Title

BGP Config Checking for WAN link

Measure

Sum: Intent Alert Status Code Count v
Sliced By

Execute Date ~

[ Show Call-out on Rightv #
[ ShowLegend onTopw
Show Data Label

. The data of the Fields in the Metric Chart can be one
of the grand totals of Pivot Table values, whether the
grand total is enabled in Pivot Table or not.

. You can modify the data, colors, and labels for Fields
in Metric Chart.

. You can add more than one Field in one Metric Chart.

. The Measure of the Pie Chart can be one of the Pivot
Table Values.

. The ‘Sliced By’ of the Pie Chart can be one of the
Pivot Table Rows or Columns.

. Check Show Call-out to display call-out on the chart.
You can display the call-out on the right or bottom of the
chart.

. Check Show Legend to display the data legends on
the chart. You can display the legend on the chart's top,
right, or bottom.

. Check Show Data Label to display the data details on
the chart.



Table Chart Report . The Table Chart can display the top N records of the
BGP Config Checking for WAN link report, where N can be specified by users.

Title . The Table Chart can be sorted by one of the Report
BGP Config Checking for WAN link Columns in ascending or descending order.

Row

100

Sort by

Intent Name ~ | Ascending v

[0 show Call-out onRightv

6.4.2 Call-Out

Besides the chart, each dashboard pane can have one call-out to help provide additional information. There

are two main purposes for using the call-out:

e Provide additional details that are not obvious from the chart.

e Highlight important data or trends in the chart.

Edit Pane: The Last Monitoring Result of Application X
~
Types: | Ih | ™ |13 = ‘ =]
Report

Application Pathl Last Monitoring Report The Last Monitoring Result of Application

Title

The Last Monitoring Result of Application Alerts Found

Fields + Add

Diagnoses Passed
1) Sum: Intent Alert Status Code Count v

M ~ Alerts Found

2 sum: Intent Success Status Code Count ~

Top 3 Alerts
M ~ Diagnoses Passed
Intent Name Intent Map Execution Time Intent Alert Status Code G Intent Success Status Coch
Voice Path Voice Path 3/24/2023, 3:42:17 PM 9 22
Webex Path Webex Path 3/24/2023, 10:16:31 AM 8 0
Webex Path Webex Path 3/24/2023,11:44:21 AM 6 6

Show Call-out on Bottom~ 2 I

Cancel Save




6.4.2.1 Define Metric Call-out

This type of call-out displays numerical data along with their corresponding units of measurement. It helps

highlight important data in a clear and concise format.

ACL Config Checking Results

- Sum of Intent Alert Status Code Count Total Alerts

ormat: ~+ Sum of Intent Success Status Code C... Alerts
8

Caption: Total Alerts

Fields:

1) Sum: Intent Alert Status Code Count

W v Alerts

2023-03-23  2023-03-24  2023-03-25

Cancel ok

Select the Metric Chart as the format in the Edit Call-out window to define a Metric Call-out. There are two key

elements for Metric Call-out:

e Captions - Captions are descriptive labels on the top of the Call-out. It helps provide an overview of the
content or purpose of a call-out.

e Fields-Fields are the data displayed in the Metric Call-out. Each Metric Call-out can have up to six Fields,
while each Field displays one summarized data from the report. You can define a unique background

color and label each field to help annotate the data.

6.4.2.2 Define Table Call-out

This type of call-out displays the top-N records of the original report. It helps provides additional details for the
chart.



To define the Table Call-out, select the Table Chart as the format in the Edit Call-out window. There are three

key elements for a Table Call-out:

e Captions - Captions are descriptive labels that help provide an overview of the content or purpose of
the call-out.
e Row - Row defines how many rows of data appear in the Table Call-out.

e Sort by - Sort by defines by which report column the report data is sorted. You can choose to sort it in

ascending or descending order.

Format: 123

Top 3 Alerts ‘

Caption:

RW‘B ‘

Sort by ‘ Intent Alert Status Cod... v | Descending v




6.4.3 Refresh Dashboard

Dashboard caches report data in the back end for faster loading speed. Refresh the Dashboard from the drop-

down menu to get the latest report data and update the dashboard accordingly.

Monitor Failover Design  Description:

Failover Devices with Problems ~ 3/25/2023.3:3409

oM

N\

1

View Report

Policy Config Checking Results

372572023, 3:34:05 M View Report

Date: All v

Total Alerts

#- Sum of Intent Alert Status Code.
=+ Sum of Intent Success Status C.

N - -

The Result of Application Verification

Last Verified Time: All v

3

ACL Config Checking Results

Date: All v

#- Sum of Intent Alert Status Code.

== Sum of Intent Success Status C.

- -

) 312512023, 3:34:05 PM

© failed @ Succeeded

Total Alerts

6.5 Report and Dashboard Examples

View Report

BGP Config Checking Results

Date: All v

#- Sum of Intent Alert Status Code.
== Sum of Intent Success Status C.

.

6.5.1 Monitor Failover Failure for Outage Prevention

) 3/25/2023,3:34:05 PM

View Report

Total Alerts

Failover design is essential to network outage prevention to ensure the reliability of critical network services.

However, sometimes failover failure could happen due to inadequate testing or configuration errors. To

monitor the failover designs and find potential risks in advance, a dashboard could be built to answer the

following question:

How is the robustness of the failover design in the network?

To answer this question, a few follow-up questions could be asked:

e Arethe ACLs consistent between the primary and failover devices?



e Are the BGP configurations consistent between the primary and failover devices?
e Are the policy maps consistent between the primary and failover devices?

e Which devices have potential risks?

e When are the risks detected?

e Isthere any impact on critical applications?

For each follow-up question, you can build a report to answer it. Then a dashboard could summarize and

display those reports on a single screen.

Monitor Failover Design  Description: / Edit <

Failover Devices with Problems SRR SAKG0 P View Report The Result of Application Verification ATRTA Ak e Pk View Report

Last Verified Time: All v

® Failed @ Succeeded

Policy Config Checking Results ACL Config Checking Results BGP Config Checking Results

3/25/2023. 3:34:05 PM View Repor

3125/2023, 3:34:05 PM View Report 3/25/2023, 3:34:05 PM View Report

Date: All v Date: All v Date: All v

Total Alerts Total Alerts Total Alerts
#- Sum of Intent Alert Status Co. - Sum of Intent Alert Status Co. - Sum of Intent Alert Status Co.

=+ Sum of Intent Success Status =+ Sum of Intent Success Status =+~ Sum of Intent Success Status
N R
- —————

s S—

6.5.2 Automate Diagnosis of Transient Problems

Diagnosing transient problems can be challenging because they occur intermittently or briefly, making them
difficult to reproduce and troubleshoot. An Intent is scheduled to run every 10 minutes to troubleshoot the

slowness in the voice application. A dashboard can be built to answer the following questions:
What are the possible causes of slowness in the voice application?
To answer this question, a few follow-up questions could be asked:

e Isthere high CPU usage in Voice Application?



e Isthere QoS drop in Voice Application?

e Isthere high interface usage in Voice Application?

e Arethereinterface CRC errors in Voice Application?
e When are the alerts detected?

e How many alerts in total are detected?

Reports and Dashboards can be created to analyze and display the results from the following Intents:

e Check CPU Utilization: This Path Intent is scheduled to collect results of the command, show process
CPU, for all the devices in the path and generate an alert if the CPU usage is above 80%.

e Check QoS Packet Drop: This Path Intent is scheduled to generate an alert whenever there is a QoS
packet drop for all devices in the path.

e Check Interface Usage: This Path Intent is scheduled to monitor the interface usage for all the devices
in the path and generate an alert if the interface usage is above 70%.

e Check Interface CRC Error: This Path Intent is scheduled to check the interface CRC error for all the

devices in the path. It will generate an alert if there is any CRC error detected.

For each follow-up question, you can build a report to answer it. Then a dashboard could summarize and

display those reports on a single screen.

Traubleshaot Slow Voice Application for incident  Description: / Edit £

Slow Application Info 3/24/2023, 12:11:44 AM View Report Alert Detection Count 34242023, 250:12PM View Report

Application Name  Path Name Path Type Source Source Device Destination Destination Dievice  Reference Map

Voice Volce Path Unicast 10.8.3.200 10.83.200 10.8.1.28 Webex-Server Vaice Path 40

High CPU Usage Alert 005 Drop Alert

372472023, 9:37:49 AM View Report 342642023, 1:1 2:49 PM Wiew Report

Device: All v Date: All » Device: All v Date: All »

e o 0 0 © © 0 0 0 © ¢ 0 0 @ 0 0 0 ¢ 0 0 0 0 0 0 0 0 © 0o 06 0 0 0 0 0 0 0 0 © © 0 0 0 0 0 0 0 0 0 ¢ 0 0 0 O

High Interface Usage Alerts 37412023,21820PM  View Report Interface CRC Error Alerts 32412023,218:27PM  View Report

Davice: All v Data: Al v Device: All v Date: All v



6.5.3 Perform Security Assessment for Network Security

Network Security Assessment is critical to maintaining a secure and resilient network infrastructure. To conduct
the security assessment regularly, a series of Network Intents are scheduled to run weekly. A dashboard can

be built to answer the following questions:
Is there any security weakness in the network?
To answer this question, a few follow-up questions could be asked:

e Can the allowed devices successfully access the devices in the security zone?
e Are the disallowed devices successfully blocked by the security zone?

e Isthere any configuration drift in the security zone?

Security Assessment Dashboard Description: Edit Update Q
Security Zone - Allowed Network Alert in This Month 401712023, 5:09:01 PM  View Report Security Zone - Disallowed Network Alert in This Month 4/18/2023, 5:42:31 AM  View Report
Result: All > Result: All >

1 2 1 2
. ,\ \ . . , /\ ;
1 2
The Latest 3 Detections The Latest 3 Detections
intent Name Execution Time Intent Alert Status Code Count Intant Status Code Summary ntent Hame Execution Time Intent Alert Status Code Count  Intent Status Code Summary
Check Production Zone of US-..  4/17/2023, 5i01:55 PM o Validation Disallow Network is C.. Check Production Zone of US-.  4/18/2023, 2:01:56 AM Validation Disallow Network is in...
Check Enterprise Zone of US-M... 4/8/2023, &:50:43 PM ] Validation Disallow Netwark is C... Check Enterprise Zone of US-M... 4/8/2023, 9:00:09 PM Validation Disallow Netwark is in...
Check DMZ Zone of US-NYC-Pa... 4/8/2023, B:59:34 PM 1 Validation Allow Network Is Inco... Check DMZ Zone of US-NYC-Pa... 4/8/2023, 8:59:53 PM Validation Disallow Network is C...
Security Zone - Anti-drift Device In this Month 4/18/2023, 5:40:45 AM  View Report
Result: All v
The Latest 3 Detection
1 > Intent Name ExecutionTime  Device Name Device Alert Status | Device Success Stat Device Status Code Alert Datection
f \ NYC Security Zo.. 4/18/2023, 20Z.. US-NYC-Paloahto-.. D [ Access-intemet... ©
0 | —— 3
]

6.5.4 Perform Continuous Monitoring of Application Performance

Continuous Monitoring of critical applications and paths can help identify potential problems, improve

performance, and analyze network traffic patterns. Two Intent are scheduled to run continuously to monitor



the key applications Voice Path and Webex Path in the network. A dashboard can be built to answer the

following questions:
Are there any potential problems in critical applications?
To answer this question, a few follow-up questions could be asked:

e Which applications failed to be verified that require attention?
e Which applications are verified successfully?
e For the application failed to be verified, are there any failed to ping destination issues?

e Forthe application failed to be verified, are there any ACL misconfigurations?

For each follow-up question, you can build a report to answer it. Then a dashboard could summarize and

display those reports on a single screen.

Application Continuous Monitoring Description: /' Edit g

The Last Verification Result of Application The Historical Verification Result of Application

3/2412023. 1028:19 AM View Report 37242023, 10:26146 AM View Repart

® falled @ Succeeded
® Failed @ Succeeded

‘ 0
‘ o -_ s |

2023-03-23 2023-03-24

The Last Monitoring Result of Application The Historical Monitoring Alerts of Application

372412023, 6:04:45 PM View Report 32412023, 5:11:20 M View Repart

Path Name: All v Date: All v

Alerts Found -
o I
Diagnoses Passed 2023-03-23 2023-03-24

Top 3 Alerts Top 3 Alerts

Intent Hame Execution Time Intent Alert Status Code Cor Intent Success Status Code ntent Name Execution Time Total Alert Count
Voice Path 302472023, 34217 PM ] 2 32412023, 34217 PM 18

Webex Patt 3242023, 10:1631 AM 8 o 312412023, 10:16:31 AM 16

Webex Path Webex Path 32472023, T1:44:21 AM 6 6 3/23/2023, 8:32.05 PM 12




7 Other Enhancements

7.1 Domain Setup and Data Accuracy Improvements

7.1.1 Discovery and Fine Tune Improvements

7.1.1.1 Unknown IP and Do-Not-Scan Improvement

After the discovery, many entries will be generated in the table Fine Tune\Devices to be Discovered. Some
of these IP addresses are not accessible or invalid, which makes cleaning up this table difficult. R11.1 provides

automated ways to clean up these entries.

1. Changed the field name, Missed Devices to Inaccessible Devices, and Unknown IPs to Devices to be

Discovered.

Domain Management

Start Page Fine Tune
¥ Refresh

lrems: &

4 g Live Access

4@ All Discovered Devices (172) Hostname Management [P Device Type

I- @ CLI Configuration Devices (161) AWS-EAST-Vedge 192.168.28.4 Viptela vEdge
# @ SNMP Configuration Devices (9) Azure-ckdge 44411 Cisco Router
& Others(2)
Berlin-vEdge 10.8.12.33 Viptela vEdge
0 Inaccessible Devices (B)
© Unknown SNMP Sy=ObjectlD (4) London-vEdge 10.8.12.37 Viptela vEdge
I 4 ) Devices to be Discovered (512) I Paris-vEdge 1081241 Viptela vEdge
G NPT Tokyo-vEdge 10.8.12.45 Viptelz vEdge

0 Routing Neighbor (16)
@ Routing Table (35)
O Orthers (134)
@ SSH Fingerprint Check Failed (0)

a Network and Topology

2. Automatically add MPLS PE IPs to the Do-Not-Scan table after creating and updating MPLS Cloud. The
PE IPs already in the Devices to be Discovered table will be removed.
3. After the Generic Device is added, the IP address belonging to the Generic Device will be automatically

deleted from the Devices to be Discovered table.



Provide a System Plugin, Auto_Clear NDP, that automatically runs after the discovery to move the
entries from the Devices to be Discovered/NDP table to the Do-Not-Scan table.
The Auto_Clear NDP plugin matches the keyword in the description column and moves them to the Do-

Not-Scan table to reduce the noise. The user can modify the keyword, for example, Linux, I[P Phone, etc.

Domain Management

S12r1 Page Fing Tune Plugin Manager Discover Schedule Task
Discover View Historical Result: Select @ Help

Discover Devices via SNMP/CLI  Network Settings

Method: @ Discover via Seed Routers () Scan IP Range Access Mode:|  SNMP and S5H/Telnet v @ Discovery Depth: 30
IP/Hostname: | c.z. 10.10.10.1, vy Import 1P List v
Discover Devices via APl + Select AP| Servers
API Servers:
[(1Benchmark Task:  select Advanced Options w Start Discovery

_Advanced Qprions

=3

r
o——bl Select Plugin @ 1
_______ e ]

@ Somple Inpur

1y

2| 1P Phone”, |
3 “Linux®

al

Cancel oK

Record the IP source in the Do-Not-Scan Table to help the user understand where the IP is from.

Do-Not-Scan

@ List the IP address, subnets or device types you da not want to discover via Telnet/SSH/SNMP/API.

S5ltems - Add [@ Import [3 Export

IP or Subnet = Description Source Te«

30.30.30.30/32 IP found from To be Discovered Devices: bos_core-r20  All Techno

30.30.30.32/32 IP found from Unknown SNMP SysObjectID: 21F3A-37... All Techng

’ 30.30.30.34/32 IP found from MPLS Cloud: AT&T_MPLS All Techno
30.30.30.35/32 IP found from All Discovered Devices: R1 All Techng

30.30.30.36/32 IP found from Inaccessible Devices: R2 All Techno



6. When the Source Device is deleted from the domain, its associated entries in the Devices to be
Discovered table are automatically cleared.

7. Add Rediscover Selected Source Devices function in the Devices to be Discovered table, which will
launch a new discover task using the Source Device as the seed and the depth set to 1. After

rediscovering the source device, the system automatically clears the associated entries that are no

longer in the Source Device’s NDP table.

Domain Management & Support  Temant: demoTenant  Domain: demoDomain & Danny.Gan@net...
Start Page Fine Tune
A Refres
S Refresh 4ot Rediscover All | seore QB 5 @k
4 [ Live Access
4 © Al Discovered Devices (172) IPAddress  Source Device Source Interface  Interface Descrip... Description (Device Name, Interface, Platform) M Resson Discon
» @ CLI Configuration Devices (161) 10.1.1.13 IPv6Lab-SWE Ethernet0/0 (10.1.1... 1PvBLab-RA.netbrain.com,Ethernet0/ Linux Unix Ping Failed, SNMP Failed 3/1
o o
» @ SNMP Configuration Devices (9) 10112 IPv6Lab-MPLS Ethernet®/3 (10.1.1... IPveLab-R_IPvd.netbrain.com, VYiew Edge Device Configuration SNMP Failed 31
@ Others(2) . .
10.1.1.235 |PvbLab-SW11 Ethernet0/2 (2020:... |Py6Lab-SWO.netbrain.comfr  ove Selected IPs g Do Not Scan IP List | crynip failed 371
© Inaccessible Devices (6)
i Delete from Tabl
© Unknown SNWP SysObjectiD (4) 1011248 IPvbLab-MPLS Ethernet0/2 (10.1.1... Revrftest.nesbrain.com, Exhern SNMP Failed  3/1
Discover Selected IPs
4 @ Devices to be Discovered (512) 1011248 IPvbLab-MPLS Ethernet0/2 (10.1.1 R18.nesbrain.com Ethernetd SNMP Failed 3/1

O NDP(427) | Rediscovefgelected Source Devices

© Routing Neighbor (16)

10.1.15 |Pv6Lab-MPLS Ethernet0/1 (10.1.1... IPv6lLab-R4.netbrain.com, E: NMP Failed  3/1

Live Access Log

ITE SW1 Vlan3 (172.16.10.2/... ving railed, SNMP Failed  3/1

Domain Management &) Support  Tenant: defnoTenant

e Unix Ping Failed, SNMP Failed 3/1

nux Unix Ping Failed, SNMP Failed  3/1
Start Page Fine Tune Discover

2, Linux Unix Ping Succeeded, SNMP... 3/1

Discover View Historical Result: Select @ Help nux Unix Ping Succeeded, SNMP... 3/1

Discover Devices via SNMP/CLI  Network Settings

Method: @ Discover via Seed Routers () Scan IP Range Access Mode:  SNMPand S5H/Telnet ~ @

ernet0/0,Linux Unix Ping Failed, SNMP Failed  3/1

0/0,Linux Unix Ping Failed, SNMP Failed 3/1

Linux Unix Ping Failed, SNMP Failed  3/1

IP/Hosmamey 1Pv6Lab-SWE Linux Unix Ping Failed, SNMP Failed  3/1
 Linuwx Unix Ping Failed, SNMP Failed  3/1

Discover Devices via APl + Select API Servers
Linux Unix Ping Failed, SNMP Failed  3/1
AP Servers: Linux Unix Ping Failed, SNMP Failed 3/1 ¥
»
[)Benchmark Task: ~ select Advanced Options Start Discovery

7.1.1.2 System Validation Improvements

R11.1 adds new error types to improve the CLI, APl and server access errors. Also, the recommendation of
existing error types is updated to guide the users more accurately in solving live access issues in the Data

Accuracy Wizard pane.



Data Accuracy Wizard OHelp 5 ¥

a

BJ-R1~ Serial Number: FHK1014FORW ‘ Display Alert on Map
Cisco-2821  System Driver: Cisco Router (69 devices shared this driver) Resource Auto Update
Dashboard Validation Rules Topclogy Open Driver
Re-validate Clear Results ~ QN 8
Error Type @Ermror 1 Warning: 0 ()€ Information: 0 [ Ignored: 0 2£» Collapse All

» @ [10018] Authentication failed in non-privilege login.

Non-privilege login failed: Username or Password is not valid.

Network

Error Message You may check the login credential configured in the Shared Device Settings or Tune Live Access

o?

Path

Runbaaok
Template

7.1.1.3 Discover a Device with Duplicate IP

BJ-R1
172.24.10.2

Cisco Router

Recommandation

R11.1 provides an option in the Advanced Settings of Domain Management to enable the discovery of

duplicate IPs in such customer networks. This option can be used to discover the device which has duplicated

interface IP address (the management IP address must be unique). By default, this option is disabled.

Enabling this option will impact the discovery performance.



Support  Temant: Tenant! ~ Domain: Domain1 & admin

Start Page Advanced Settings
Ivianagement Interrace selection uraer R
Build L3 Topology Option Enter the nterface type order for batch setting the management interface
management;loopback;vlan;ve;ethernet Apply

() Use the main class mask to caleulate L3 topology for an IP without mask

Discovery and Scan

Build L2 Topology Option

Continue to discover, if the IP to be discovered is not duplicated with the existing device management IP.

() Filter DHCP Entries (Used for the situation that device management IP has a duplicate with other devices' interface IP
Only save One-IP table entries that have values in Switch Port or DNS Name parameter Polling Order
Configure Alert Email for Qapp ® Trying to login device directly, then login via Jumpbox

O Trying to login device via Jumpbox, then login directly
Compose emails in this format during each interval:

® Merge all alerts in one email I ping fails, don't try Telnet/SSH in Tune Live Access and Seed Discovery

) Separate alert emails for different tasks If ping fails, don't try SNMP/Telnet/SSH in Scan IP Range

(O Separate alert emails for different objects Third Party Telnet/SSH Tool

Duplicate an alert in emails when alert count increases by = 60 .
(J Enable Telnet/SSH CLI via third party tool

SSH Fingerprint Check

() Enable SSH Fingerprint Check and Auto Fill-in Fingerprint Key to the Devices

Overall Health e

7.1.1.4 Import Devices Via Config Files/Pre-defined CSV

R11.1 provides two built-in plugins to import inaccessible devices to the NetBrain system.
e Import Devices via Config Files:

The plugin, Import_DeviceData_From_ Files, under the folder /All Plugin/Built-in
Plugins/Plugin_Features/Import_Baseline/ in the plugin manager, imports the devices by the

configuration file.



Start Page Plugin Manager

A Name: Import_DeviceData_From_Files
4 LAl Plugins Description Input mainpy +
4 7] Built-in Plugins
Multisource Normal & SansSerif ¢ A WA B I U S 9 ®iE==@
NB_System_Use
Platform_Certification Add the device to your NetBrain system.
4 7] Plugin_Features
Clean_invalid_Data
Dry_Run_NIC 1. To get started, you need to prepare the following "devicelist.csv" file to list the information you want to import to NetBrain system:
Export_Baseline Foreanse A 8 c
Feature_Design 1 DeviceName DeviceType
Hostname_Change 2 |Netbrain_Router Cisco Router
+ M import_Baseline 3 Netbrain_SW  Cisco 10S Switch
o Cont T:ehm column must be the device name, and the second column must be the device type(ignore case)
[2) Import_DeviceData_from_Files
Tmport_DeviceData_From Local 2. Create folder to import devicelist.csv and device name folders.
For exar
Import_GenericDevice_From_Files
Split_Zone G ¥ X
Samples
Special_Scenarios
4 1 My Plugins i
Azure_VRT_154 ] F 12 m
Import_Configuration s m

e Import Devices via Pre-defined CSV
The plugin Import_GenericDevice_From_Files, under the folder /All Plugin/Built-in
Plugins/Plugin_Features/Import_Baseline/ in the plugin manager, imports the devices by CSV file.
The CSV file must contain the following information:

e Ifthereis no IP address, the corresponding physical interface data will be generated.

e Ifthereis an IP address, the corresponding physical and IP interface data will be generated.
The fields DeviceName, ManagementIP, DeviceType, DriverName, and IntfName are required. The other
fields are optional.

DeviceName Management|P DeviceType DriverName IntfName IPv4Address IntfType IntfVrf IntfMode
Devicel 10.10.10.10 Cisco 10S Switch = Cisco 10S Switch | Ethernet0/0 = 192.168.25.1 VIAN global_vrf
Device2 1111111 Juniper Router Juniper Router Ethernet0/1 Physical access

IntfVian

40

100



7.1.2 Benchmark Improvements

R11.1 made the following improvements on the scheduled benchmark task:

¢ Remove the BGP Advertised Route Table from the System Table since we already have the NCT
Table with the same information. Collecting the same data twice is a waste of resources and time-
consuming.
¢ Modify the data collecting logic for BGP Advertised Route Table and BGP All VPNv4 Advertised
Route Table in the Server Benchmark to only collect the data on the MPLS CE device and the BGP
neighbor connected to MPLS Cloud. This logic also applies to Public Cloud VRT. The related nodes in
Public Cloud are:
o AWS: DX Router, VGW
o Azure: MSEE, Virtual Network Gateway, and VPN Gateway
o GCP: Cloud Router, Partner Interconnect, and VPN Gateway
e Add Circuit Breaks
Collecting a large amount of data may be time-consuming, which could cause Server Benchmarks to
run for several hours without completion. This delay in updating critical data such as topology could
affect the regular system operations. However, by implementing a Circuit Break, the initial Server
Benchmark may take longer to complete as it detects and records the big data items. The Circuit
Break Benchmark can then collect these items at a lower frequency, resulting in smoother and

quicker subsequent Server Benchmarks. Refer to Circuit Break in Server Benchmark for more

information.

7.2 Topology Accuracy Improvements

7.2.1 Open Topology Improvements

The Open Topology team has continuously improved and updated the main logic of the Open Topology

algorithm:



e Improve the Proxy ARP in the VLAN Group algorithm to support more complex network situations.

e Support “Generic Device” in Open Topology.

e Optimize the performance.

e Use the Adaptive Plugin to address more customer cases, including:

o Improve the HA support for more Vendors and technologies.

o Improve the VSS/VDS logic.

@)

O

Support the sub-Interface case with Duplicate IP in different VRFs.

Support the Palo Alto Firewall using L2 Zone to connect different VLANS.

e Remodel the Virtualization model to restrict the related interfaces to the Child device only.

e Provide more plugins to improve the troubleshooting ability.

7.2.2 One IP Table Improvement

Certain IP/MAC entries in the One IP table do not have a corresponding switchport because of the NDP

neighbor in the domain. Due to this, users cannot determine the connected switchport and hence cannot

locate the IP/MAC in their network. To solve this issue, R11.1 adds two columns, gateway and possible

switch port into One IP table.

101.65 172.24.101.0/24

172.24.101.0/24

MAC Address

00b0.c275.8<00

0023.0502.dedt

One-IP Table

Resolve All DN () Show Unknown End System Only
ltems: 129

P Address LAN Segment

1722410151 172.24.101.0/24

1722410152 172.24.101.0/24

1722410161 172.24.101.0/24

1722410162  172.24.101.0/24

17224.101.64  172.24.101.0/24

0cb6.d2f8.1d20

0478.56%e.2040

0478.560e.0240
001¢.73ac.b326
001c.737a.2ead

085b.0e5¢.e805

0000.0c5¢.d8c3

Arista Networks

Fortiner, Inc.

Cisco Systems, Inc

Switch Port
BJ-L2-Core-A.FastEzh...

BJ-L2-Core-

8)_L2_Core 6
B)_L2_
BJL2_
B)_L2_
BJ_L2_(
B)_L2_Core 6.
BJL2_(
8)_L2_Core_6.FastEth

B)_L2_Core_6.FastEth.

Eth..,

Possible Switch Port
. | BJ-L2-Core-A.FastEd t0/15

B-L2-Core-AF w0/15

8)_L2_Core_6.FastEthe

B)_L2_Core_6.FastEchernes0/15
BJ_L2_Core_6.FastEthernet0/15
B8J_L2_Core_6.FastEthernet0/15

8)_L2_Core_6.FastEcherne:0/16

VLAN ID

DNS Name

Gareway

@Help 4
Q¢
Description Data Sour
Port_con_Juniper_"n.. ARPTa *
Port_con_Juniper_"n.. ARPTa
onnect to BJ-3750-1 ARP Ta
onnect to BJ-3750-1 ARP T3
konnect to BJ-3750-1 ARP Ta
onnect to BJ-3750-1 ARP Ta
konnect to BJ-3750-1 ARP Ta
konnectto8)-3750-1  ARPTa
fconnect to BJ-3750-1 ARP Ta
fconnect to BJ-3750-1 ARP Ta
onnect to Rack_Con... ARPTa



7.2.3 Remove Zone Selection from Add Topology Link

Each VLAN Group generates a zone in the Open Topology, causing many zones in the domain. R11.1 removed

the zone selection and media option from Add Topology Link Ul. Users can add point-to-point L3 and L2

links only.
Default Zone W |
First Device Interface Second Device | By Device v | Interface
Search... Q Searchu. Q Seorch.. Q Q

EMU_NAT_R11 . EMU_NAT_R11

_for AWS_IGW _for AWS_IGW

_for_Azure_lInternet_Cloud _for_Azure_Internet_Cloud

_for_Google_Cloud_Interner_Cloud
00:00:00:00:00:00
10.88.16.1
10.88.19.1
100G-02-GABM-HV-A
50:02:00:07:00:01
50:02:00:07:00:02
5101_Router
77505R12
a01231414014001-deviced

ACI-L30UT-246

_for_Google_Cloud_Interner_Cloud
00:00:00:00:00:00

10.88.16.1

10.88.19.1

100G-02-GABM-HV-A
50:02:00:07:00:01
50:02:00:07:00:02

5101_Router

77505R12
201231414014001-devicel

ACI-L30UT-246

Cancel

Connect

7.3 Circuit Break in Server Benchmark

Collecting a large amount of data may be time-consuming, which could cause Server Benchmarks to run for
several hours without completion. This delay in updating critical data such as topology could affect the
regular system operations. However, by implementing a Circuit Break, the initial Server Benchmark may take
longer to complete as it detects and records the big data items. The Circuit Break Benchmark can then collect

these items at a lower frequency, resulting in smoother and quicker subsequent Server Benchmarks.

The Domain admin can use Circuit Break to detect and record large data items in the regular Benchmark task

and move them to the Circuit Break Benchmark automatically for low-frequency data collection, which will



ensure the regular Benchmark operates at a faster pace. Take the following steps to configure the circuit

break:

1. Enable/Disable the Circuit Break function globally.
Define the global threshold of Circuit Break checking.
Define the scheduling of the Circuit Break Benchmark and view the current status.

Review all device data items that are triggered by the Circuit Break threshold.

oA W

Review and update customized Circuit Break threshold settings for the individual device data item.

Enable/Disable Circuit
Break Function

() Schedule Setting and Status of

1) Global Threshold of Circuit Break Circuit Break Benchmark

Start Page Circuit Break Manager

Global setting

Triggered Thresnold
o e

000976 | MB  Apply |l Taskc Sehedule: Weekly CurrentStatus: l6le @ Run Now

2 Enable Circuit Bresk (@ |

Domaii Management & Suppont  Temant: shared tenant  Domain: shared domain & danny ) m&_‘_

Benchmark Circuit Break A list of all device data isems that are triggered by the circuit bresk threshold
. ) circuit Break Records Lo e
Device Daza Data Size (MB) Rerieval Time Last result Circuit Break Threshold
@ VPLS CE1Z MAC Table 001 om7s Succeeded Data Sze ? 0 ME
& VRF-P MAC Table 0.01 Om 435 Succeeded Data Size 7 0 MB
S— wac Taie o om e —— w1203, 120200 70
& VRF-CE4 MAC Table on Om 4ds Succeeded 3/1472023, 12:02:00 PM Data Size 70 MB
@ Sanjose_Core MAC Table 002 1m42s Succeeded 371472023, 12:01:54 PM Data Sze ? 0 MB
@ Sanjose_Core Route Table 0.01 Om 413 Succeeded 3148202 01:54 PM Data Size 7 0 MB
— wac Taie oz om s — e Do sce70E
@ Emu_NB_NYC_MGMT MAC Table 0.02 Om 35 Succeeded 34202 Data Size 70 ME
& VRF-PEZ MAC Table o im 205 Succeeded 371472023, 12:01:49 PM Data Size ? 0 MB
@ VRF-PE2 Route Table 0.01 1m18s Succeeded 371472023, 12:01:49 PM Data Size 7 0 MB
Individual Setting A kst of the threshold sextings for indwidual device data Inlisishunl Ternahald
Zhems [ Delete Setting for Device Data
Device Data Data Size (MB) Circuit Break Threshold
& BJL2 Core 4 Route Table 0.01 Data Size is Unlimited
oG — oo e Sce 208

7.3.1 Circuit Break Global Settings

By default, the Circuit Break function is turned OFF, and it can be turned ON when there is a large amount of

data in the user network, causing delays or inability to complete the Server Benchmark.



Domain Management

Start Page Schedule Task Circuit Break Manager

Global Setting

Tri red Threshold
e o Eeualrg | 50 ME  Apply

f Data Size is Greater or Equal to:

| {o;i Enable Circuit Break ([ | {rg}
| l

The Circuit Break uses the data size as the threshold for retrieving live data in the Server Benchmark. The

default system-wide threshold is 50 MB.

Domain Management

Start Page Schedule Task Circuit Break Manager
Global Setting
e — )
. | Triggered Threshold |
{% Enable Circuit Break @) | e:c} If Data Size is Greater or Equal to: 30 MB Apply |

L e

The Circuit Break will check the following data retrieved in the Server Benchmark:

e Each data item in the Retrieve Live Data section, including the System Tables and NCT Tables.



Edit Benchmark Task

Task Name: | Basic System Benchmark Description:  Default system benchmark task
Frequency Dievice Scope CLI Commands Additiona
[ Stop retrieving after Hours | 0 Minuzes

e ———————————
I 4 [=] Builz-in Live Data I
| Canfiguration File |
Rowte Table |
ARP Table |
MAC Table |
MDP Table |
STP Table |
] Irventory Information of Device/Interface/Module I
4 [ NCT Table [
Access Palicy |
ARP Switch Table |
ARP Table[Mac Learning Typel] I
AWS ELB Listener Table I
AWS ELB Target Group Table

AWS Endpaint Service Table I
AWS EMI Interface Table I
AWS Firevesll Palicy Table :

-

AWS Firewall Staveful Rule Table

e Each CLI Command in the CLI Commands section.

Edit Benchmark Task

Task Name: | Basic System Benchmark Description: | Default system benchmark sk

Freguency Device Scope Retrieve Live Data CLI Commands Additonal Operations after Benchmark

Enter Commands

Enter Command... Select Device Type e Add

Command Device Type
[ = e e o e e e e e e e e e e e e R e e e e e
I show version 3Com Switch;Arista Switch;Aruba IAP:Aruba LWAP: Aruba ‘
1 show interface Arista Switch |

The data size is the size of the raw data in each item listed above for an individual device. If a data item has

sub-items, the data size is the total amount of all raw data of the main item and sub-items.



For example: If R1 has 5 VRFs configured, the Route Table of R1 will include one default routing table and 5
VRF routing tables. The data size of the Route Table for R1 is the total amount of the default routing table plus

5 VRF routing tables.

7.3.2 Execute Circuit Break Check in Server Benchmark

When executing Server Benchmark, two checks need to be performed for each data to be collected:

o Before collecting each piece of data, check whether it has been recorded in the Circuit Break Manager.
If it has been recorded, do not collect it.
e After collecting each data, check whether it triggered the Circuit Break threshold. If triggered, record it

in Circuit Break Manager.

7.3.3 Manage Circuit Break Data

All Device Data items that trigger Circuit Breaks in Server Benchmark will be recorded in the Circuit Break

Manager.

Domain Management & Support  Tenant: shared tenant  Domain: shared domain & danny [

Start Page Fine Tune Schedule Task Advanced Settings Circuit Break Manager

Global Setting

Triggered Threshold Search and Filter
48} Enable Circuit Break. 8} | Data Size is Greater or Equalre: | 00076 MB Apply Task Schedule: Weekly Current Status: Idle @ Run Now SiRefresh 9 items in the data
Benchmark Circuit Break  Alist of all device data items that are triggered by the circuit break threshold Sort by Each Column
19 Irems Searc e} 5 0
Device Data Data Size (M8) Retrieval Time Lastresult | Last Retrieve Time Gircuit Break Threshold
& VPLS_CEI2 MAC Table 0.01 om7s Succeeded 3/14/2023, 12:02:12 PM DataSize 70 MB
@ VRFP MAC Table 0.01 0m 435 Succeeded 3/14/2023, 12:02:04 PM Data Size 20 MB o
& Burispgw! MAC Table 0.01 0m 18 Succeeded 3/14/2023, 12:02:00 PM DataSize 70 MB Export to CSV File
& VRF-CES MAC Table 0.01 om 445 Sucezeded 3/14/2023, 12:02:00 PM DataSize 20 MB
 Sanjose_Core MAC Table 0.02 1m42s Succeeded 3/14/2023, 12:01:54 PM DataSize 70 MB
& Sanjose_Core Route Table 0.01 0m 415 Sucezeded 3/14/2023, 12:01:54 PM DataSize 20 MB
& QinQ-MGMT MAC Table 0.04 0m32s Succeeded 3/14/2023, 12:01:52 PM DataSize 70 MB
& Emu_NB_NYC_MGMT MAC Table 0.02 0m 31z Sucezeded 3/14/2023, 12:01:52 PM DataSize 20 MB
@ VRF-PE2 MAC Table 0.01 1m20s Succeeded 3/14/2023, 12:01:49 PV Data Size 70 MB
& VRF-PE2 Route Table 0.01 m 18 Succeeded 3/14/2023, 12:01:40 PM DataSize?0 MB .

Individual Setting A list of the threshold settings for individual device data

2ltems [ Delete All Q, | G Refresh
Device Data Data Size (MB) Circuit Braak Threshold
& B 12 Core 4 Route Table 001 Data Size is Unlimited

& 8|12 Core 5 Route Table 001 Date Size =20 MB



Users can set individual Device Data of the Circuit Break thresholds according to their actual situation. For
example, if the data size for the routing table of the core router is larger than the default Circuit Break
threshold, but the user still wants to get data in the Server Benchmark, it can be achieved by modifying the

thresholds.

Start Page Circuit Break Manager

Global Setting

Triggered Threshold

{53 Enable Circuit Break ([ B i Dot si

2 Size is Greater or Equal to

0.00097 MB Apply Task Schedule: Once Current Status: Idle @ Run Now ¥ Refresh

Benchmark Circuit Break  Alist of all device data itemns that are triggered by the circuit break threshold

6984 Items QB S
Device Data Circuit Break Threshold Setting B+ Retrieve Time Circuit Break Threshold
7 ACI-QA-SW1 FHRP Tal 2/2023, 12:13:48 PM Data Size >= 0 M8
@ Cisco-10W-ARP arpTsb|  Choose Setup Type: 1Item Selected  porag>a 13.13 Vil Devicelog ..o

_____________________ Thresh:
@ Cisco-10W-ARP MAC Tah I- l if_Edll f ﬁd — _E.'—=OMB
I . . | Delete
@ Cisco-10W-ARP NDP Taby @ Data Size is Unlimited 212023, 12:13:4 e>=0MB
I
@ Cisco-10W-ARP Route T : I 2/2023, 12:13:44 PM Data Size »= 0 M8
& NATT-MGMT FHRP Ta . . 2/2023, 12:13:39 PM Data Size >= 0 MB
| (O Data Size is Greater or Equalto: 50 MB |
N !
Cancel OK

e Choose the “Data Size is Unlimited”, which means that this data item does not run Circuit Break
checking, which is the default selection.
e The “Data Size is Greater or Equal to” can be chosen to assign a specific data size value to the data

item.



7.3.4 Run Circuit Break Benchmark

Domain Management 'E' Support  Tenant: shared_tenant  Domain: shared_domain & danny

Start Page Fine Tune Schedule Task Advanced Settings Circuit Break Manager

Schedule Setting and Task
Running Status

Global Setting

Triggered Threshold

{'ﬁ% Enable Circuit Break 0.00976 MB Apply

¥ Refresh

: Wedl . Now
éﬁ%} If Data Size is Grearer or Equal to: Task Schedule: Le@y Current Status: Idle € Run No

Gircuit Break Threshold Seming

Benchmr

[%]
-]

19 ltems [ Stop retrieving after Hours 0 Minutes | — o The time limit for data retrival

Device

@ Emu_N Start Date: | 2023-03-12 [ End Date: | 2023-03-13 Time Zone:|  (UTC-05:00) Eastern Time (US & Canada) ~ e
& VRF-PE
avree | O one o Schedule Settings

& bjra002 @® Weekly Every: |1 weeks on:
& VRF-CE O Monthly Sunday Monday Tuesday Wednesday Thursday Friday Saturday
& NHRP-£
StartTime Everyday: | 10w |1 16 v AM ~ | Use Current Time .
Individy

2 ltems Refresh

Device

B 12.C v

& Bl L2 C

Cancel Submit

1. When the Circuit Break function is enabled, the system will automatically create a Circuit Break
Benchmark task, and all device data items in the Circuit Break table will be included in this task.

2. Insome user networks, device access is allowed only within a specified time range. The “Stop
retrieving after” option can define the time limit for data collection.

3. Using a lower frequency to collect the device data items in the Circuit Break Benchmark task is

recommended. Circuit Break Benchmark supports run Once (manual execution), Weekly and Monthly.

Information summary can be viewed after the Circuit Break Benchmark is finished.



Start Page Circuit Break Manager

Global Setting U U PR U I USRI —

4

.., Triggered Threshold

59 Enable Circuit Break (@ & Data Size is Greater or Equal to: | 000097 | M8 Apply Task Schedule: Orice Current Suatus: e @ Run Now £ Refresh
Last Run Time: 3/22/2023, 12:10:19 PM

G Duration: 3m 565

Benchmark Circuit Break A list of all device data items that are triggered by the circuit beeak threshold

Total items Retrieved: 755

G38A oo Total Data Size: 118.55 MB Al B -
Device Data Data Size (MB) Retrieval Time Last result Next Run Time: 1/2/3000, 12:00:00 AM  guit Break Threshold
w2 ACI-QA-SW1 FHRP Table 0.00 1m32s ot w20 000 | 2 A D) 00 ) M — v
® Cisco-10W-ARP ARP Table 61.47 om31s Succeed 3/22/2023, 12:13:44 PM Data Size >= 0 MB
@ Cisco-10W-ARP MAC Table 0,00 om1s Succeed 3/22/2023, 12:13:44 PM Data Size >= 0 MB

7.4 System-wide Intent Execution Workload Control

The system is expected to process the intent execution from different sources efficiently, and meanwhile, the

stable operation of the system will not be affected by a large number of requests.

Moreover, the priority of intents and urgency to run intents differ. For example, an intent of compliance checks
may be executed once a month, and their delay time can be long, such as 1 week, while the intents to help

troubleshoot must be executed in a short time.

R11.1 introduces a new setting for intent: max_execution_delay, and the system utilization can also be

controlled in this version:

e Inside Intent, a field “max_execution_delay” has been added for the maximum time gap of a NI from
submission to execution. By default, it is set as 5 minutes. When executing an intent, the service will
check if the interval between the current time and the submission time is greater than the max
execution delay time. If so, it means the intent was submitted too long ago, and the execution of the
intent will be aborted.

e Before each Nl is executed, it will be checked whether it needs to be executed: If the same NI has been
executed before and there is a result, then the execution of the same NI within the max execution delay
time will be skipped, and the result of the previous NI will be reused for the new execution request. If

the system is still executing an NI and receives the same NI execution request, the execution of the



subsequent NI request will be skipped if the request time interval is within 2 * max_execution_delay,
and the result of the previous NI execution will be reused.

e The backend process can monitor the system utilization (server CPU, memory, etc.) in real-time.
Requests will be processed only when the utilization is within the specified range (80%, configurable in
the database), preventing the system from being busier by more requests.

e Theintent requests have priority: all intent execution requests from PAF are submitted to the backend
system for execution at LOW priority, while those from TAF are at HIGH priority (priority is divided into
SUPPER, HIGH, and LOW).

e To protect the system from being overwhelmed by the API requests, users can set the API request
threshold (5000 in the API request queue, configurable in the database by the system administrator)
that the system can accept. If the accumulated API request exceeds the threshold, the API requests
from the 3rd-party system will be discarded and cannot enter the system.

e Users can set the number of waiting tasks supported by TAF to prevent the impact of many tasks. By
default, the number of waiting tasks is up to 30 in a worker server, and this value can be configured in

the database.

7.5 Lock and Single Editing Control

The files of many key features (Network Intent/Map/Bot/ADT...) in NetBrain can be created by a user and used

by many others. R11.1 improves the lock/unlock function with the editing rights control function in NetBrain.

Lock a File by User1

@ Lock Provide Password to Edit by User2

@ with Password: Confirm Password:
This file is currently locked by James Green whom you can contact
to get more details.

Lock Annotation: -—@
Please enter password to continue:  ##+

This file is currently locked by James Green whom you can contact to get more
details.

Continue

Cancel 0K



e Users with editing rights can lock a file with or without a password.
e Other users who want to edit the file must provide the password if needed.

e The creator and users with the “Domain Admin” role can freely edit a file without a password.

7.5.1 Lock Function

The Lock function protects users’ important files from being modified casually. Here are two typical use

scenarios for applying this function:

e The creator of afile (such as intent and map) can lock it with a password to prevent other users from

modifying it.

e Forteamworking, the creator of a file locks it with a password and shares it with other team members.

Users who are not team members can only view the file.

Users can lock files with or without a password and provide lock annotation to other users. If the file is locked
with a password, other users can edit the file after entering the password.

Lock Settings >

@D Lock
Without Password
(@ with Password: Confirm Password:

Lock Annotation:

This file is currently locked by James Green whom you can contact to get more
details.

Cancel OK

e The information about who modified the lock settings and the modification time are displayed on the
Lock Settings dialog.

e To define the lock settings, users must meet one of the following conditions:
o Acreator of the file.



o Auser (who is not the creator of the file) with Editing Rights, e.g., the “Shared Resource and File
Management"” privilege.
o Auserwith the “Domain Admin” role.

e The lock settings of the original file will not be kept in the new one after saving as or copying the file.
However, the settings will be kept after the file is exported/imported.

7.5.2 Single-editing Control
Users in the same domain may simultaneously operate with the same file in NetBrain. If several users edit the

file simultaneously, the file may be overwritten or cannot be saved. To address this issue, we introduce

“Single-editing Control” to ensure that only one user can edit a file simultaneously.

When a user intends to edit a file, the verification flow is shown in the diagram below:

A User Intents to
Edit a File
Has Privilege?
No
Gb<

7.5.3 Related Features

Lock Condition Check

" o
Is Editing by Others? T

Pass Edit the File
Successfully

The above logic can be applied to Network Intent/Map/ADT/Bot/Network Intent Cluster in R11.1. However,

there may be adjustments for every feature based on each one’s specificity.

Feature Lock Function Single-editing

Control

Network Intent | Editing Rights: “Shared Resource and File Management” privilege. The same as the

When to Verify: users click “Edit", e.g. basic concept.



Map

Network Intent (View Mode) - All Network Intents/RED/Zhas Xu/Multicast Tree Copy x

Wulticast Tree Copy

- a B e v - @ Run ~ t
1 Device 5 Diagnoses [5) The group 228.1.1.7' next b asel e
~ @ Multicast-R02 [E) The group 228.1.1.1' next nt
Editing Rights: Map Owner
When to Verify: users click “Save”, e.g.
® Stencils . Map % Network Guidebook | o = + 140% x
p e
5 g

Use the “Map
Owner” control as

before.

ADT
(Automation

Data Table)

Bot

Editing Rights: “Shared Resource and File Management” privilege.
When to Verify: users click “Enable Editing”, e.g.

B8, Automation Data Table Manager

), S«

S ¥ ltems: 6Rows 7Column

B critical application paths o o=
BBSecurity Zones of network = Device - = = &
BBFailover Links R1
» [0 AB Tables v
Bive o 12.10.10.10/24 Check Interface Status2There arent

B8 My Tables

Editing Rights: “Shared Resource and File Management” privilege.

When to Verify: users click “Edit”, e.g.

s s

+ 00

Example 1- N¥_DC1 Network Automation Last edited by: Chris Zhao@natbr.

= -

Usage: Used 4 times by 2 users

> Start

!

NY_DC1 L2 General Check

This concept is

not used in R11.1.

The same as the

basic concept.

Network Intent

Cluster

Editing Rights: “Shared Resource and File Management” privilege.

When to Verify: users click “Save”, e.g.

2-WAN Link Failover Check # @ Hel; Author: NetBrain
Description: | In this sample, each Member NI contains 4 devices of 2 sites and every 2 devices are active and standby device Togs: +Add (B App

respactively for sach site. This NIC i used ta check route and ACL cansistency between active and standoy O St v | bie R
Logic \‘*\_‘
AT

2 Seed NI 3. Seed Logics T

7.6 Support Plus

The same as the
basic concept.
Check the
condition when

clicking “Save”.

Support Plus aims to check the health status of NetBrain IE systems online/offline so that system

improvements can be made promptly according to the report.



In R11.1, Support Plus provides more metrics in the report, helping customers monitor and have better

insights into the system'’s health and performance.

&} AlertRules Y2 Refresh 0, admin v  @Help

Delete Aged Data
Search Rep Q
" Support Leg o
Created Time Last Updated Time
" Support Plus
2022-11-18 10:50:50 AM 2022-11-18 10:51:32 AM
Log Analysis
2022-11-17 03:38:32 PM 2022-11-17 03:38:35 PM
Log Out

2022-11-1010:56:43 AM 2022-11-10 10:56:50 AM

2022-11-02 01:41:47 PM 2022-11-02 01:41:530 PM

2022-10-31 11:16:10 AM 2022-10-31 11:16:13 AM

e System Health List Items

Check if the firewall of each server is turned on and if the port of each

component is open.
e  Whether the firewall is enabled

Server Firewall & Port e  Whether the incoming ports of MongoDB, Elasticsearch, RabbitMQ,

Information and Redis are open

e Whether the outgoing port of the Front Server and the incoming port

of the Front Server Controller are open

e Whether the outgoing ports of SMTP and IMAP are open

Check the network connectivity required for specific needs:
External Network e Whether the email-sending port is connected
connectivity e Whether Teams can be connected to the Internet

e  Whether ShareFile can be connected to the Internet




Multi-DC Configuration

Whether Multi-DC is implemented

Whether Multi-DC is configured properly

Auto Data Clean Check

List the time when the data clean was last executed. Users can

determine if the data clean works properly from it.
List the data clean status of each data type, i.e., whether it's enabled

List the clean rule for each data type, i.e., when the old data should be

deleted

Notification Setting

Check if the System Email Setting has been enabled and defined.

Check if the Service Monitor Alert Setting has been defined. The email

receiver and the alert rule must be defined.

Auto-update Information

Check if the auto-update has been enabled.

Check the last result for auto-update

MongoDB Metrics
o Check the status of the replica set

o Check the status and role(master/secondary/arbiter) of each

node
MongoDB o The number of currently open files
o If the Majority Read Concern has been enabled for the
MongoDB cluster
MongoDB Data Size Check: The data size in each domain
MongoDB Slow Queries: Slow queries and their correlated metrics
RabbitMQ Metrics:
RabbitMQ

o Check the status of the RabbitMQ cluster




e RabbitMQ Queue Check: Check if there is an abnormal queue in

RabbitMQ and if consumers exist

7.7 Auto Update Improvements

In previous versions, all system admins received an email notification when a system update succeeded or
failed, or when a new patch was available. In R11.1, a system admin can select who will receive these emails.
Only the selected users can receive the notifications. Admins can make the selection at any time, and the

selection will be applied when the next update is performed.

&« > C A Notsecure | 192.16831.1 Jpdat r & i

2 Users Selected @

Running the pre-check before auto-update can verify the environment's readiness, preventing issues such as

malfunctions of the service monitor.

To prompt users to run the pre-check tool, a pop-up window will appear when they upload a patch and click
Schedule. Clicking the running the pre-check tool link in the window will take users to a webpage with the

user guide, which includes instructions for completing the system and environment check.



7.8 New Vendor Support

7.8.1 Support NSX-T

R11.1 supports NSX-T with the following functions:

SiteBT1-GW-App
NSCT Tiart Gateway

T ET—m—"

diauswss ddy-eyur

[}

App-Segment
36

Network adapter 1

Discover NSX-T components such as TO/T1 Gateways, Segments, N-VDS Transport Nodes, Edge Nodes,

etc. This enriched data helps understand better the network's configuration, dependencies, and
potential bottlenecks.

Create the map to visualize the NSX-T infrastructure, such as the topology of Logic Components like
TO/T1 Gateways, Segments and Virtual Machines, which provides a comprehensive view of the

network topology, enabling users to identify and troubleshoot potential issues in their NSX-T

environment.

siteB-QATI-LB-GW
NSXT Tier-1 Gateway

N
Site-B-Specific(Local-Man...

N
ManagerT1-GW-

Minigu-T:|-GW~Web Site-A-Specific{Local-Man...

TestLSWeb
71t
wie




20.20.20.0/30
VRF: NSX-T

S rpmre

BOS-N9K-L30UT N9K-VPLS-1
1921685021 921685022

Cisco Nexus Switch Cisco Nexus Switch

172.16.41.0/24 172.16.31.0/24 172.16.51.0124 172.16.81.0/24
VRF: NSX-T VRF: NSXT VRF: NSX-T VRF: NSX-T

vmk10 172.16.31.11/24
vmk10 172.16.51.10/24
PZ/OL'L'ILTLL OLAWA

m VZIOLLYOLTLL ODIWA

192.168.50.155::0verlay-H... 192.168.50.152:0verlay-H... 192.168.48.101-Overlay-S... 192.168.48.104::0verlaySw...
NSX-T Virtual Distributed Switch NSX-T Virtual Distributed Switch NSKT Virtisal Disiiiacad Setech NSX-T Virtual Distributed Switch

e Discover the AB path between the two endpoints inside or outside the NSX-T networks. The path
calculation can also support checking DFW Policy, Gateway Policy, NAT and Load Balancer, which can

help analyze the security, traffic flow or load balancing quickly and visually.

Same T0 gesewey differers T1 geee... = @ X Agphketion: Unted Appiic.,  Reference Mapi Nome 1P, Currens Beseline, 41172023, 345135M § X % Stenls -, Map 1 Newwork
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e View NSX-T operation status by applying data views driven by the API parser.



7.8.2 Other Device Type Support

Besides NSX-T, R11.1 also supports the following new device type:

¢ Juniper MIST: support the discovery of Juniper MIST AP and the L2 Wireless Topology.
e Aruba Orchestrator (Silver Peak, or Aruba SD-WAN): supports Aruba WAN Optimizer and Router.
The system retrieves the configuration files, routing tables, APR tables, and NDP tables through the

API.
e Fortinet SD-WAN: support the discovery of the ForiManager and Forinet ForiGate Firewall through

APl and retrieve the configuration files and routing tables through API.

7.9 Security Improvement

R11.1 resolved the following CVEs in R11.1 from 3rd Party Libraries (C/H/M/L is the priority, meaning
Critical/High/Medium/Low):

CVE-2021-29921 C Python 3.10.9
CVE-2022-37454 C

CVE-2020-27619 C

BZip2 in Python (CVE-2019-12900) C
CVE-2015-20107 H

CVE-2022-0391 H

CVE-2021-28861 H

CVE-2020-10735 H

CVE-2022-42919 H

CVE-2022-45061 H

CVE-2021-3737 H

Zlib in Python (CVE-2018-25032) H
CVE-2021-3733 M

CVE-2021-3426 M

CVE-2021-23336 M



CVE

CVE-2021-4189 M
CVE-2013-0340 M

CVE-2022-35737 H

CVE-2020-10543 H
CVE-2020-10878 H
CVE-2020-12723 H

CVE-2022-29117 H

CVE-2022-41881 H

CVE-2022-41854 M
CVE-2022-38752 M

CVE-2022-38900 H

CVE-2022-24999 H

CVE-2022-0536 M

CVE-2022-21189 C

CVE-2022-31160 M

CVE-2021-32840 C
CVE-2021-32842 M

CVE-2021-44732 C
CVE-2021-43666 H
CVE-2020-36475 H
CVE-2020-36476 H

Associated Library

SQLite3

Perl

Microsoft.Owin

Netty-Codec-Haproxy

SnakeYAML

Decode-URI-Component

QueryString

Follow-Redirects

Dexie.js

JQuery Ul

SharpZipLib

MbedTLS (used in Redis C++ client)

Fixed version

3.40.0

5.32.1.1

4.2.2

4.1.90

1.33

0.2.2

6.11.0

1.15.2

3.2.2

1.13.2

1.3.3

Removed from
10.1.9/R11.1

Replaced with () redis-
plus-plus


https://nvd.nist.gov/vuln/detail/CVE-2020-10543
https://nvd.nist.gov/vuln/detail/CVE-2020-10878
https://nvd.nist.gov/vuln/detail/CVE-2020-12723
https://nvd.nist.gov/vuln/detail/CVE-2022-29117
https://github.com/netty/netty/security/advisories/GHSA-fx2c-96vj-985v
https://nvd.nist.gov/vuln/detail/CVE-2022-41854
https://nvd.nist.gov/vuln/detail/CVE-2022-38752
https://nvd.nist.gov/vuln/detail/CVE-2022-38900
https://nvd.nist.gov/vuln/detail/CVE-2022-21189
https://nvd.nist.gov/vuln/detail/CVE-2021-32840
https://nvd.nist.gov/vuln/detail/CVE-2021-32842

CVE Associated Library Fixed version

CVE-2020-36478 H
CVE-2020-22741 H
CVE-2020-36426 H
CVE-2020-36477 M
CVE-2021-24119 M
CVE-2020-10941 M
CVE-2019-16910 M



8 Cases Resolved in R11.1

The followings are customer cases resolved in R11.1 since the last major release of R11. Please note that this

is a completed list.

e (Case 00153154: Fixed the issue that the dynamic search with an IP address is not working when

proceeding with the site segregation operation due to an Elasticsearch synchronization problem.
e (Case 00152949: Support for manual gateway selection in path calculation.
e (Case 00150847: It takes a long time to log in if there are many domains.
e (Case 00153653: Benchmark task running for 24+ hours when updating site maps.

e (Case 00151489: Unable to run password change scripts on Cisco Routers and Switches due to lack of

<send enter>.
e (Case 00152785: CLI access issue with HP ProCurve Switch caused by vt100 context handle logic error.
e (Case 00153828: Velocloud Path tracing is not working with SDWAN devices via Live Data source.

e (Case 00153762: Aruba WLC configuration file update failed due to an extra underline in the

hostname.
e (Case 00153684: PAF not displaying/sending alerts.
e (Case 00153578: Search/Map for End Hosts not working properly.
e (Case 00154011: Incorrect switchport info on One-IP Table and wrong |12 connections to other switches.
e (Case 00152299: Site Visio maps size is 0 KB when exported using benchmark task.
e (Case 00153524: MPLS Cloud path failing - no route to next hop device.
e (Case 00152920: Benchmark takes a long time due to CLI threads reinitiating issue.
e (Case 00153517: Recurring decode not running without selecting update baseline.

e (Case 00153256: Cannot search some devices in Site search and global search if the config files are

larger than 16MB.



Case 00152886:

runbook.

Case 00151857:
Case 00146775:
Case 00150245:
Case 00152343:

Case 00151947:

Benchmark.

Case 00149717:
Case 00152482:
Case 00152335:

Case 00151710:

Firepower.

Case 00151988:

configurations.

Show counters with the Include bar for only "0 0 0 0" cannot be displayed in the

Incorrect L2 topology and One IP table entries based on PAN virtual Mac.
Portal SSO Integration Support.

L3 topology for the switch device is not built for the IP unnumbered interfaces.
Unify search return data format by adding object-group and object network.

Decommissioned devices are removed from Missed Devices table after System

New API for Domain Metrics Plugin.
Sites display problem when moving devices from Unsigned to leaf sites.
Failed to update device info due to null PyFuncContext.

Configuration comparison does not work properly if APl config is selected for

Schedule Task Succeeded with warnings due to exceptional data in HP switch

Case 00150356 & 00150449: Error while exporting Site details in Excel File format.

Case 00151491:

Case 00151991:

Case 00151600:

Case 00151420:

Case 00150970:

Case 00151563:

Case 00150778:

Case 00151110:

Integrating Audit and system monitor logs to Splunk.

The help link is incorrect on the Missed Device page.

Checkpoint NCT Policy Table not complete after live path.

NI Global Data Table - Subtable showing empty.

Remove "The site was rebuilt" messages received on ALL site maps.

Delete old, cached files to reduce swap usage on the Worker server automatically.
New plugin API to delete all Fine Tune-unknown ip.

L2 topo build stuck during the benchmark.



Case 00149980: MongoDB high disk utilization due to data clean not working for some domains.
Case 00150996: Solve domain creating performance issue.

Case 00150951: L2 topology build takes a long time during the Benchmark.

Case 00076382: New feature to export the user list in NetBrain.

Case 00150652: Add support for new BGP peer template command to MPLS L3 VPN Cloud.
Case 00150108: Getting UnicodeDecodeError when tracing path using current baseline.

Case 00147921: Unable to generate domain health report with error message "The domain health

report is being created by other users. Please try again later. "

Case 00148718: Support Ignore config block (multi-lines) for Comparison logic.

Case 00150652: Add support for new BGP peer template command for MPLS L3 VPN Cloud.
Case 00148962: The user can not choose the email subject identifier.

Case 00150179: IP from one IP table cannot be displayed on the map with the error message

"TypeError: Cannot read properties of undefined (reading 'id")".
Case 00150219: Servers getting disconnected in the service monitor due to ES performance problems.

Case 00149896: SNMP access timed out for Cisco Meraki Firewall and Cisco ACI Leaf Switch, Spine,
APIC in Validation.

Case 00150400: Path failure due to setting the wrong port mode after switchport command - Arista

Switch.
Case 00148570: Device login session is not cleaned in front server - Juniper Router.

Case 00148665: Support a new format when building the cloud routing table and comparing as a

path.
Case 00150277: Miss L2 topology from the Palo Alto Firewall to the Juniper EX SW.
Case 00149376: Inaccessible devices not being sent to the "Missed Devices" list.

Case 00149138: Velocloud Exception: in ngJson::Value::asCString(): requires string Value.



Case 00149745: Triggered Diagnosis events are long pending and are not getting through.
Case 00149286: Error while making API calls to Netbrain due to duplicate site name.

Case 00149220: MPLS path not working as expected due to destination IP load logic defect.
Case 00149388: Policy Table Comparisons are not working on Checkpoint firewalls.

Case 00149507: VRT in Business Cloud missing B Routes from CE device BGP Advertised Route.

Case 00149714: Azure route lookup should check the route AS-Path value to show the active path with

a bold line.
Case 00150041: Change Management templates don't load due to multiple selection templates.
Case 00148553: Add more error logs for SNOW app integration.

Case 00149469: Portal login issue with access code with error message "The user has no permission

to login".

Case 00148694: The Next hop device is not available in the routing table as the next hop IP is a

duplicated IP on the HA device interface.
Case 00148841: The uploaded logo does not appear on the login page.
Case 00149016: Guidebook diagram fails to initialize.

Case 00149340: NCT Compare is not working on some Azure nodes due to duplicate data in the data

engine.
Case 00149419: L2 topology building time is long, and the performance needs to be optimized.

Case 00148659: Cisco ACI Leaf Switches are wrongly shown in the Missed Devices after being

rediscovered.

Case 00148786: More missing switch port entries are found in the One IP table due to the L2 logic

changes since IEv10.
Case 00148915: Feature request-API for retrieving portal access key.

Case 00149122: Request to restrict APl access to the parser if the user does not have private resource

management permission.



Case 00147645: The device count shown in the Fine Tune result, and Inventory Report is different. A

plugin is provided to delete duplicated devices.

Case 00148655: Duplicated VRF subtables are shown in the BGP Received Route table, but there is

only one VRF subtable - Fortinet FortiGate Firewall.
Case 00148735: The Interface description in the subnet manager is not populated properly.

Case 00148339: NIC Failed to update Baseline with an error "An item with the same key has already
been added."

Case 00147510: Support Office 365 SMTP/IMAP OAuth2.0.
Case 00147590: Webserver shut down with the error "Cannot read configuration file".

Case 00147284: Display N/A instead of retrieval failure since Interface Information is not defined in

the End System driver.

Case 00147917: Fail to update Palo Alto configuration with empty hostname error due to large

configuration file not saved in drive in time.

Case 00146200: Checkpoint Opsec manager is not working.

Case 00147939: Entries in One IP-table doubling during the build process.

Case 00147709: Management ip disappears in Tune live device of the silver peak.
Case 00147678: Ping result inconsistency in Device Log and Fine Tune Report.
Case 00146542: Cisco Meraki Firewall CLI Config Retrieval Failed.

Case 00148399: There is no topology for the Baracuda firewall due to failure to parse interface

information.

Case 00145332: SNMP proxy forwarder support for Netbrain Front Server.

Case 00147739: Config parser does not show data for Cisco I0S XR device for IEv10.1.
Case 00147366: Benchmark crash in Build VLAN Group step.

Case 00144319: Unable to Delete Parser in the Shared Folder, error "Unable to perform the operation

due to invalid Knowledge Cloud authentication".



Case 00147123: No L2 Topo for ACI leaf device's specific VPC port. The physical interface on the VPC

port needs to be displayed on the ACI leaf device.

Case 00147473: Traceroute node throws an unknown error because Traceroute is not using the login

script from the driver.

Case 00147701: Getting ACI L2 neighbor servers with BOND. The physical interface on the VPC port

needs to be displayed on the ACI leaf device.

Case 00133340: Add export to Excel for Audit Log.

Case 00144876: [Public Cloud] Add Northbound API to Edit APl Server Include/Exclude VNets.
Case 00145923: All Palo Alto firewall configs retrieve failed in benchmark and discovery.

Case 00146264: Cannot import Automation Library caused by the security policy.

Case 00146624 Netbrain is not loading the config for the selected dates.

Case 00146335: Benchmark succeeded even though vCenter failed due to insufficient license.
Case 00146657: Issues with L3 mapping NIC.

Case 00146729: Last Accessed Time in Fine Tune wording issue.

Case 00146771: Subtask LiveRetrieveMultiDevice ended but failed with an error.

Case 00146846: Unable to create Device Health report with error "Failed to generate a new report".
Case 00146928: Support Full-Text Search.

Case 00147153: Unable to create Device Health report with error "Failed to generate a new report"

due to multiple records isCurent=true in DB.
Case 00147233: Import ticket does not work.

Case 00144967 Path failure for ACl endpoints with traceback error in next hop check due to too many

subnets in one VLAN interface.

Case 00146043: Cannot adjust the L2 connections for the port channel link.



Case 00146048:

error..."

Case 00146603:

Case 00145635:

Case 00146157:

Case 00145165:

Case 00145496:

Execution.

Case 00145854:

Case 00145352:

Case 00145634:

Case 00144583:

Case 00144445:

Case 00143758:

Case 00143492

Case 00144180:

Case 00144384

Case 00142952:

Case 00143818:

Case 00144150:

Case 00143667:

Case 00143693:

Case 00143844:

Basic System benchmark warning "Subtask BuildVlanGroup ended, but failed with

Schedule discovery - Discovery over node license limit not saved.

Device cannot be found during Dynamic Discovery for MPLS cloud.

Interface parsing issues- Aryaka SD-WAN.

Unable to pull any data(config, route) from Aryaka SDWAN devices via SNMP.

Network Change stuck on one device when checking Pre-check Hostname before

Unable to find Layer2 after benchmark due to an error when dealing with HRSP data.
Unable to create Device Health report with error "Failed to generate a new report".
Resolve Latest CLI Configuration Retrieval Failed on Palo Alto Firewall.

L2 Path failing -Fortinet FortiGate Firewall.

Benchmark error - Subtask BuildVlanGroup ended but failed with an error.

Site Maps L2 & L3 connection is not populating post 10.1 version upgrade.

Path is not moving forward to Viptela boxes.

Ignored DAW alerts still making devices red on site maps.

Getting Old Domain Health Report While Exporting.

The map data was not completely exported.

Dynamic Map L3 Topology-PortChannel Links Issue.

Retrieve live Data won't run when we play runbook.

Path not working after upgrade due to MPLS Cloud L3 Topo issue.

Adding cloud objects to L2 site maps.

Benchmark Timeout error due to too many NetScreen Firewalls having the same IP.



Case 00142752: Benchmark is slow because all the telnet sessions are taken and not released

automatically.

Case 00143017: After upgrade, unable to collect logs on Dell EMC switches when the last line contains

'bel' char(0x07).
Case 00143316: Path gateways must always be selected, even for old paths.
Case 00143450: SSH connection failed when setting "version=1" in fix_livesetting.ini on Linux FS.

Case 00143637: When calculating a path, the gateway resolve is very slow due to too many interfaces

in one device.
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