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1.Setup Azure API Access

1.1.0verview

NetBrain accesses Azure through either Managed Identity or Service Principle and uses Rest APIs to retrieve the

data from Azure. To enable the NetBrain |IE system to retrieve the Azure data, you need to:
1. Create a Custom IAM Role
2. Access APIs (you can select option a or b)
a) Set Up VM Identity (for Managed Identity)
b) Register App (for Service Principle)
3. Assign Subscription Role

4. Setup API Server

1.2.Create a Custom IAM Role

Azure provides role-based access control (RBAC) to manage access to Azure resources. Follow these steps to

create a custom IAM (ldentity and Access Management) role for the NetBrain IE system to access Azure APIs:

1. Go to Access control (IAM) under Subscriptions in Azure Portal.

@netbraintec.

Microsoft Azure O Search resources, services, and docs (G+/) T

NetBrain.  Subscription | Access control (IAM)

Add Download role assignments " Refresh | Got feedback?

Chec s Roleassignments Roles Denyassignments  Classic administrators
A role definition is a colle: n of permissions. You can use the built-in rol U can cre un custom roles

Type : All
Name T, Description Ty T Category T. Details
General

% Events
ntributor

Cost Management

Billing
B silling profile

Settings

® Programmatic deployment
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2. Goto Roles and click +Add and click New custom role to create a custom IAM role.

£ Search resources, services, and docs (G+/) = 3 N = . “u:):;:ggnsnlt::

NetBrain * ' Subcription : | Access control (IAM)

Add Download role assignments Refresh X e Got feedback?

¥ Overview Add role nment
ats | Roles | Denyassignments  Classic administrators
B Activity log Add co-administrator
sermissions. You can use the built-in roles or you can create your own custom roles.

Access control (IAM) Add custom role

# Tags
Tags Type : All Category : All

” Diagnose and solve problems — T . )

] Name 1o Description T4 Type T Category T Details

W Security =

| Owner Grants full access to manage all resources, including the ability to ... BuiltinRole General
% Events Y

] Contributor Grants full access to manage all resources, but does not allow you... BuiltinRole General

Cost Management View all resources, but does not allow you to make any changes.  BuiltinRole General

% Cost analy

Access Review Operator ... Lets you grant Access Review System app permissions to discover... BuiltinRole None

® Cost alerts AcrDelete acr delete BuiltinRole Containers

Budgets AcrimageSigner acr image signer BuiltinRole Containers

® Advisor recommendations O AcPul acr pull BuiltinRole Containers

Billing AcrPush acr push BuiltinRole Containers
B Billing profile invoices AcrQuarantineReader acr quarantine data reader BuiltinRole Containers

’ | AcrQuarantineWriter acr quarantine data writer BuiltinRole Containers
Settings
| AgFood Platform Sens: Pro contribute a o manage sensor related entities i BuiltinRole None
W Programmatic deployment
[} AgFood Platform Service ... Provides admin access to AgFood Platform Service BuiltinRole Al + Machine Learning

3. Define Basics Configuration.

Create a custom role

Got feedback?

To create a custom role for Azure resources. fill out some basic information

Custom role name App_Netbrain_IE

Used for Netbrain IE APl access

Baseline permissions Clone a role Start from scratch

Select Start from JSON in the Baseline permissions field and import the JSON file below to customize the

role with the minimal permissions required for NetBrain |IE system discovery and data retrieval.

To get the latest JSON file, refer to NetBrain Online Help: NetBrain Required Azure IAM Permissions

4. Review Permissions.
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https://www.netbraintech.com/docs/R11/help/HTML/permissions-in-json-file-format.html

Create a custom role

Got feedback?

Click Add per
To 3dd 3 wikdc:
To exclude specific permi n, dlick Exclude permi

Permission
Microsoft Resources/subscript reeGroups/read

Microsoft Sul

¥ an svailsbility set
rity group defintion

urity Group 1D,

Gets VinualNetworkGatewayConnection
Get 3 Virtual Wan
Get a Virtual Hub
AirtualHube/hubRouteTables/read
Microsoft Network/virtualHubs/effectiveRoutes/ action
Microsoft Network/publiclPAddresses fread 2 public ip address definition.
Microsoft Netwe Networks/read he virtusl network definition
Microsoft Netw 3 Nat Gtewsy Definition
iNetworkGatewsy
3 VprGateway
xpress Route Gateway
rtualNetworkGateway
Supported Vpn Devic
sainetworkgateway leamad routes
Get an ExpressRouteCircuit
Microsoft Network/exps ircuits/peerings/read Gets an ExpressRouteCircuit Peering

Microsoft Network/expressRouteCircurts/peenngs/connections/read Gats an ExpressRouteCircuit Connection

Microsoft Azure L Search resources, services, and docs (G+/)

Update a custom role

Got feedback?

2 Route Table child resource of Virtual Hub

effective route configured on Virtual Hub

Permission type

Action

Click Add assignable scopes to select the scopes (management groups, subscriptions, or resource groups) where this role will be available for assignment.

Your role must have at least one assignable scope. o

Assignable scope
/subscriptions/073e6f45- 3af-88231d2377bd

/subscriptions/eb48417e- -d4-990d862f9cdb

T, Type

Subscription

Subscription

6. Review Custom Role in JSON Format. Finally, click Create button after reviewing the Review + create page.

NetBrain supports both Managed Identity and Service Principal types to access Azure APIs.

If you select Managed Identity, follow the steps in section 1.3;

If you select Service Principal, follow the steps in section 1.4.

NetBrain Azure 1.0.0 Quick Setup Guide | 5



1.3.Access APIs With Managed Identity (Option 1)

1.3.1. Set Up VM Identity

NetBrain supports both Azure-system-assigned and user-assigned ldentity for VM, which acts as an application

server to access APIs. You only need to choose either one of the following methods below.
Set Up Azure-system-assigned ldentity
1. Go to the Identity page of Virtual Machine, which will be used as a NetBrain server from Azure Portal.

2. Select System assigned menu, switch to On for Status and click the Save button.

Micrasoft Azure £ Search resources, services, and docs (G+/)

[ frontserver-vm-managedidentity | Identity

‘System assigned | U

Set Up User-assigned Identity

1. Go to the Identity page of Virtual Machine, which will be used as a NetBrain server from Azure Portal.

2. Select the User assigned menu and click + Add button. Refer to Azure's official guide to create a managed

identity and select it.

6 | NetBrain Azure 1.0.0 Quick Setup Guide


https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/

Microsoft Azure © Search resources, services, and docs (G+/) B ® o

Add user assigned managed i...

% frontserver-vm-managedidentity | Identity

igned | User assigned

Got feedback?

‘Salected identities:

?.T&lhnagmlﬂuliry

eastorg

1.3.2. Assign Subscription Role

NetBrain supports both service principal and managed identity as role assignment types. Follow these steps to

assign the previously created custom role to managed identity for the NetBrain IE system to access Azure APIs:
1. Go to Access control (IAM) within the subscription.

2. Select the previously created custom IAM role, add the new role assignment, and click + Select members to

select the previously created VM with managed identity for the NetBrain IE system.

Microsoft Azure

Select managed identities

= Add role assignment
@ Home Got feedback?
8 Dasrbonrd Got feedback?

A sernces
ey e —

« avvmms
TH AN resources. Al system - assigned managed wlentibes (6)
®) Resource groups
& App Servces
. Function App.
T SOL datobases
# Acuwee Cosmos D8
O Vrtuad machines
4 Load balancers
M Stomge accounts

> Vnad mebworks renpro 88231423 TbdrescurceGroups/Enst RG..
4 Azure Active Directory
@ Monitor

® Advisor

W Microsoft Defender for
Coud

) Cost Management + Biling
A Velp + spport
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1.3.3. Set Up API Server

Note: Before setting up your API server, read NetBrain Requirements for API Server Setup first.

Follow these steps to set up a NetBrain API server:

1. Open the Domain Management page in the NetBrain IE System. Locate the Quick Access tab, select API

Server Manager, then click + Add API Server to initiate the addition of a new API server.

Domain Management

Start Page API Server Manager

APl Source Type

DataDog GCP AP Adapter
Microsoft Azure

Microsoft Azure

Microsoft Azure

Microsoft Azure

Microsoft Azure

Microsoft Azure

Amazon AWS

Amazon AWS

Google Cloud

Splunk AP Adapter

Microsoft Azure
Datadog APl Adapter
Datadog APl Adapter
Splunk APl Adapter

Google Cloud

R L R

* Server Name:

Description:

* APl Source Type:

* Access Method:

* Public Service:

* Endpoint (Qient/ VM ID):

* Client Secret

* Directory (Tenant) 1Dz | [nput

Microsoft Azure

Service Principle

Exclude

Total Items: 90| 4 Add API Server Add External AP| Server £3

!
H
1
H
!
)
¢
3
Description i
|+ 3
4
i
1
ES
!
second Tenant for 1:r|::9L
Test AP call

win by dev team

Mb_app_Acc

W . LNV A S o R N

* Front Server/Front Server Group: | select
Azure Tenant with Bos
Advanced
Managed Devices: 0
Test Cancel il DALEN 2.0 Client
kL s T e Ve o T S L

2. Add a new external API Server for Azure access.
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Add BExternal APl Server

* Server Name: | App_NetBrain_IE

Description: Fg App_NetBrain_|E

* APl Source Type: = Microsoft Azure v
* Access Method: | Managed Identity v
* Public Service: | Include ~
* Endpoeint (Client/VM ID): | s m
* Directory (Tenant] ID: | e2I 3
* Front Server/Front Server Group: | FS ' ~
Advanced +/

Managed Devices: 0

Test Cancel OK

= Server Name: a unique name.

= Description: an optional field to describe this server.

= API Source Type: select Microsoft Azure.

= Access Method: select Managed Identity.

= Public Service: Include or Exclude

= Endpoint (Client/VM ID): copy/paste the VM ID value from the JSON format data in Azure Virtual Machine
(VM) portal.

Home Resource JSON
K2 frontserver-vm-managedidentity < Frontierver-wm manageddenty
it L Copy to cigbourd
. - ; SIS rserve 1 v
Search (Cmde/) & Connect [> Stant i opure @ Oelete () Retres |2 T T (20170330
T Ovindon @ Adisor (1 of 1) Enable Backups on your Vil Machines = 1 f
2 3 “fn e
B Access control (IAM) . rosoft.Compute/virtualMachines®,
Res. group (Move) - mas S -
® Togn 6 *pfppertiesTT 1
st stogf 7 “ald": “eesT——————qp-, VM ID
£ Dlsgnose and soive problems . s T
Locatior st
9 “vasize"s “Standard_Bles®
Subscription (Move) Netl w )
Subscription 10 o1 1 “storageProtile”: {
R Networking . g 8
. : B
. o Sk here 10 8dd tags
& Connect s . 1 -
15 skut 7_9-genz",
B Disks Properties  Monitoring Capabilities (7) Recommendations (1) Tutorals 16 “version®: "latest”
B Soe :
I8 Virtual machine i
© Security i
Computer name fromtserver-vm-managedidentty » oars
@ Advisor recommendations 2 “createdpt lon™:
& n “caching™: “Readwrite”,
&) Extensions + applications Operating system Unux n “sanageddisk”: {
. 2 “ia": “/subscriptions/7] Jproviders Microsott. Conpute/a
3 i Publisher Opentogi
@ Continuous delivery o !
”
® Avadabiity + scaling o Shaaics: % h
n “dataDisks™: (]

Par 7.9-gen2

* Directory (Tenant) ID: copy/paste the Tenant ID.
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e e

Home > NetBrain Technologies Inc >

i NetBrain =

I,O Search (Ctrl+/) | « @l Delete @ Endpoints Preview features

B Overview -
o Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD fo
& Quickstart

A\ Essentials
# Integration assistant

Display name : NetBrain
Manage Application (client) ID : ead1q ldaGee
= Branding |Directory (tenant) ID : e2031 1804 |
Object ID 1 215 34
3 Authentication il = Ja

¢ Front Server/Front Server Group: select one front server VM with managed identity to access Azure.

e Management Identity Client ID/Object ID/Resource ID: In the Advanced settings, you can specify which VM
management identity will be used for NetBrain IE discovery.

o Ifthe VM is configured with only a system-assigned identity or if the VM has only one user-assigned
identity configured, no additional configuration is required.

o If both identity types are configured and you prefer to use the user-assigned identity (note: Azure
defaults to the system-assigned identity). To override the default system-assigned identity and use a
user-assigned identity, you must explicitly define the management identity using one of the following
parameters: Client ID, Object ID, and Resource ID.

Add External APl Server X

* Server Name:  Azure Management |dentity

Description:
* APl source Type: | Microsoft Azure o
* Access Method: | ManagCCliaes X
* Public Service: Exclud! Key: | Directory (Tenant) Name .
* Endpoint (Client/VM ID): | dfo67d% ..  Directory (Tenant) Name

Excluded Virtual Networks

* Directory (Tenant) ID:  e203529 Indluded Virtual Networks

| n Identity Client I
* Front Server/Front Server Group: = FS1(192. SRR R A

Managed Identity Object ID

Managed Identity Resource ID '
Front Server for Preventivig FS1(192.168.48.150) =
Parameter List: O items
Key Value
Managed Devices: 0
Test Cancel OK

10 | NetBrain Azure 1.0.0 Quick Setup Guide



e Find the management Client ID, Object ID(Principalld) or Resource ID from Json view of Azure Portal.

MScrosoft Azure £ Search resnurces, services, and docs (G+/) 5 @ ¢ L

Resource JSON

L - .-.._managed_identity | Overview

Detete T . A . i nicrosoft... [
s A Essentials
Bl Activity log

credentials

3. Click Test to verify that this APl server works.

- Test Extermal APl Server X

Start Tirne: 2021-12-13 09:23:53

Connecting to Front Server(FS1) ...

Successful

Connecting to end poins (fB0%2556-1265-426e-bacd-
613dE80cE8ad) via Front Serven{F51) -

Successful

End Time:2021-12-13 0522407

OK

Once the API server is successfully verified and saved, you can proceed to Discover Azure resources.
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1.4.Access APIs With Service Principal (Option 2)

1.4.1. Register App

The Microsoft identity platform performs IAM only for registered applications. Therefore, an App must be

registered in the Azure portal to establish a trusting relationship between NetBrain |IE and Azure.
Follow these steps to register an App for the NetBrain IE system:

1. Go to Azure Active Directory in Azure Portal.

ﬁ 7 W int
P Search resources, setvices, and docs (G+/) NETBRAIN TECHNOLOGIES INC

“} Create 2 resource

A Home

Ed} Dashboard _|_ b @ @ > ,6 b @ &

Azure services

= Al servi A : y
Msevices Create a Azure Active Application  Load balancers Virtual Virtual WANs Tenant App Services Appliances

* FAVORITES Directory gateways networks properties

B All resources a

(%) Resource groups
group Recent resources

@ App services

> Function App i Type Last Viewed
8 SQL databases @ VNET-1-Application-Gateway Application gateway 2 hours ago N
% Azure Cosmos DB € VNET-1-Private-Load-Balancer Load balancer 3 hours ago
B virtual machines i oA Virtual network 3 days ago
&) Load balancers A Bur-Netbond ExpressRoute circuit 3 days ago
= Storage accounts € VWAN-TO-BUR Virtual WAN 3 days ago
4> Virtual networks 8 cenral-veN-GW Virtual network gateway 3 days ago
NetBrain Azure subscrip Subscription 4 days ago
) Monitor @ Central-VPN-GW-AWS-CSR1000v Connection 2 weeks ago
& Advisor & EastvPN-GW Virtual network gateway 2 weeks ago
© security Center @ East-VPN-GW-Burlington-Lab-ASA Connection 2 weeks ago

2. Goto App registrations and click New registration.

e

Home > NetBrain Technologies Inc

: NetBrain Technologies Inc | App registrations = X
Kawre Active Directary
b @ endpoints /¥ Troubleshooting - Download [ Preview features | Got feedback?
O Overview =
# Getting started .

@ Try out the new App registrations search preview! Click to enable the preview. =
Preview hub

X Diagnose and solve problems
@ Sstarting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue 1o provide technical support and security updates but we will no

Manage longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library [MSAL) and Microsaft Graph. Learn more
& Users

All applications  Owned applications
B Groups PPl PP

D Start typing a name or Application ID to filter these results

& Roles and administrators

B Administrative units Display name Application [dient) ID Created on Certificates & secrets
B Enterprise applications Al | a1 7 2712001 @ current
El Devices o - 83 %0 11162020
Test 20 2 127772020
12/8/2020 @ Current

@& Identity Governance

z
|3
@
g
g

B Application proxy 12/15/2020 @ Current

. 3 |
& Licenses o 51 7e 171372021 @ Current

-
a

12/8/2020 @ Current

©
=

® Azure AD Connect

12 | NetBrain Azure 1.0.0 Quick Setup Guide



3. Define an App name, select the account type Accounts in this organizational directory only (Single tenant), and

then click register.

e S S &

Home > NetBrain Technologies Inc >
X

Register an application

Q& ? © YaweiWang@netbraint.. @

NETBRAIN TECHNOLOGIES INC &P

Name

The user-facing display name for this application (this can be changed later).

NetBrain

Supported account types

Who can use this application or access this API?

| (®) Accounts in this organizational directory only (NetBrain Technologies Inc only - Single tenant)

O

(O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts

D directory - Multitenant)

ints in any organizational directory (Any Azul
(e.g. Skype, Xbox)

(O rersonal Microsoft accounts only

Help me choose.

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
-

changed later, but a value is required for most authentication scenarios.

By proceeding, you agree to the Microsoft Platform Policies !

4

Note: NetBrain only fully supports the “Single Tenant” account type.

Go to the Overview page of the newly registered App. The Application (Client) ID and Directory (Tenant) ID

information will be used to set up the NetBrain external API server later.

Delete Endpaints Preview features

w Overview

Essentials.
& Quickstart

A Integration assistant

Manage

& Eranding

e 30th, 2020 we will no longer add any new featy tion Library (ADAL) and Azure AD Graph. We will continue to provide technical support and security updates but we will no longer provide feature updates.
afiguration will need to be upgraded ta Microsoft Authenticati

AP| permi
it consent to newly registered multitenant apps Without verified publishers.

A Starting November 9, 2020 £n Users Wil 1o longer be ab
& Expose an AP|

5i App roles GetStarted  Documentation

Fedminsieten Build your application with the Microsoft identity platform

fou can create modern, standards-based authentication

The Microsoft identity platform is

Go to Certificate & secrets within the created App to add a new client secret. The value of the newly created

client secrets will be used to set up the NetBrain external APl server later.
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D6 &0 7 o "IN

= Microsoft Azure £ Search resources, services, and docs (G+/)

Hom NetB Technologies

NetBrain | Certificates & secrets =

m
b [ = - I e this
art
L ant
Manage
Thumbprint Start date Expires o
Branding
¥ n ad v th
Client secrets
A secret string that the application uses 1o ntity when re ken efe applicat
Description Expires Value ID
rdministrators | Pr [ wthentication testing 2/15/202 v I L R J
m Manif

Support + Troubleshootina

1.4.2. Assign Subscription Role

NetBrain supports both service principal and Managed identity as role assignment targets. Follow these steps to

assign the previously created custom role to the service principal for the NetBrain IE system to access Azure APIs:

1. Go to Access control (IAM) within the subscription.

2. Select the previously created custom IAM role, add a new role assignment, and click + Select members to

select the previously registered Application for the NetBrain IE system.

2 Search resources, services, and docs (G+/) "’”"';m"ﬁ’ﬂ.“ﬁ’( .

Add role assignment

B Dashboard Got feedback?
Al servces
FavoRTTES

B Al rescumces.

. Selected role

@) Resource groups:

® ren [C—

Members

4 Load balancers

™ Storage accounts

7 Virtual networks.

4 Azure Active Directory
@ Monitor

& Advisor

® Microsoft Defender for
Cloud

Aoy Netbain
'3

“} Cost Management + Biling

& Help + support
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1.4.3. Set Up API Server

Note: Before setting up your API server, read NetBrain Requirements for API Server Setup first.

Once you have completed the steps above, follow these steps to set up a NetBrain API Server:

1. Open the Domain Management page of the NetBrain IE system, select Operations > Discover Settings > API
Server Manager from the quick access tab, and click Add API server.

Domain Management

Siateage  APIServer Manager
Total ltems: 17| 4 A All API Source Types v (.| [@ Backup [ Restore T Refresh
‘Add Baernal AP| Server
AP Source Type Server Name Front Server Device Counts
Micrasof: Azure AP—Jth Sub * Server Name Fsi(19) 46)
Micrasof: Azure AP 2 —— F51(19) 46)
ezcriprion
Cisca ACI 192 135 F5119) 46) o
Amazon AWS A hceount 747805045325 FS2(19) .167) 25 v
“ APiSource T ACIMSO v
Amazan AWS AW ccount 070113567925 Source Type: Fs2(19) .167) 56
Amazan AWS AW * Endpoints: | e hrp 8 80: hape . F52(19) .167) 35
Amazan AWS [« _DirectConnect yeuts2 1168.26.24) o
* Username: “ Passward
Amazan AWS [ _Client¥pe A yeuts2 1168.20.24) o
Amazon AWS [« _TGW_us-sast-2 = FrontServer: | select d yduts2 .168.29.24) 0
Amazon AWS [« _Client¥pe_B yduts2 168.29.24) o
Managed Devices [
Amazon AWS [« _TGW_us-west:2 yduts2 1168.29.24) o
Amazon AWS [¢ Clientipe_C yduts2 168.26.24) o
Amazon AWS [¢ TransaVIF = Cancel oK yduts2 1168.29.24) 0
Amazon AWS [¢ Good yduts2 168.29.24) 0
Splunk API Adapter Spl https:/i192.168.28.207:8089 lin.zhu £52(15) .167) 260
DataDog Azure AP Server Da |eure API Server hitosi/fspl.datadogha.com A £52(19) .167) 260
Datadog API Adspter dat https:/isp.dazadogha.com NA FS2(19) .167) 263

2. Add a new external API Server for Azure access.

Edit External AP| Server X

* Server Name:  App_NetBrain_IE

Description: For App_NetBrain_IE

* APl Source Type: v
* Access Method: | Service Principle v
* Endpoint (Client/VM ID): | ef [t

* Client Secrer; | ### %4

* Directory (Tenant) ID: | e 4

* FroncServers | F—————) v

Advanced v

Managed Devices: 113

Test Cancel OK
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= Server Name: a unique name.

= Description: an optional field to describe this server.

= APl Source Type: select Microsoft Azure.

= Access Method: select Service Principle.

= Endpoint (Client/VM ID): copy/paste the ID from your registered App.

S ESESSEE S

Home > NetBrain Technologies Inc >

= NetBrain =

L Search (Ctrl+/ ‘ « [i] Delete € Endpoints Preview features
in :
185 Overview o Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD

Quickstart .
N Essentials

X

# Integration assistant

Display name : NetBrain
Manage [.&pp\icaﬂor (client) ID : el = ] k
Directory (tenant) ID  : el I3

B Branding

Object ID :ef J4

3 Authentication
= Client Secret: copy/paste the value from created client secret within your registered App.

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password

New client secret
Description Expires Value
test] 2021-11-12 _afermanmanseananean

roketest 2021-12-11 UZOFtessrsmsnsasannss Copy

testnew 2021-12-11 VLI )| | 261

jay-test-1 2299-12-31 T 1564

» Directory (Tenant) ID: copy/paste the ID from your registered App.

e e o

Home > NetBrain Technologies Inc >

= NetBrain =

2 Search (Ctrl+/) | « [i] Delete & Endpoints Preview features

e -
& Overview - . - .
o Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD f(

Quickstart
/N Essentials

# Integration assistant

Display name : MetBrain
Manage Application (client) ID : ed bee
= Branding |[‘|re-:icr}-' (tenant) ID : e P4 I
Object ID s ed 34

BN Abhandianbiam

= Front Server: select one front server which can access Azure.

16 | NetBrain Azure 1.0.0 Quick Setup Guide



3. Click Test to verify that the APl server works.

Test External APl Server

Start Time: 2021-12-13 09:23:53

Connecting to Front SersenFsl) .

Successful

Connecting to end points (fBD%2556-1265-426e-bec-
613de80cEDad] via Front Server{F51) ..

Successful

Emd Time:2021-12-13 05:22:07

OK

Once the API server is successfully verified and saved, you can proceed to Discover Azure resources.
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2.Discover Azure Resources

Follow these steps to discover Azure networking resources via APIs:

1. Login to your NetBrain IE system.

2. Click the Discover link from the Domain Management page.

Domain Management Tenant: Initial Tenant ~ Domain:

Start Page
Dormain: Cloue-Tes Descripton: 2 & Rerest
© Discover © Fine Tune O site © Schedule Task
.
s0 10 A0 o7
Lo Discovered Devices Al Dicoverea Devices S Tasis
resik Succesced s00%) Contaner sees 0 Discovery Tk
Duraton 2rmins 11 secs 0 0 sencnmarkTesk s
SicctonTme 112572021 0358107 0 et Sies (o 100 Dmices) 0 p—
Unknonn SNMP Sy00EcD 0 Unsssgrea Devices 519 Qeppsk
Unkne 2 Blugin Tesk
Subnet with Confiicted IPs 3
4 Cumemcisers  SesonCoune2  ClentType: | IE SmarcLl Emben . a
Username - ClentType Machine Name 1P Address Browser LoginTime - End Session
4 B onytong (NetBrain)
Sesson e — crvome 111267201, 5103940
4 B skanal (NetBrain)
Sessiont 3 | Chrome 11/26/2021, 85440 AM  End Session

3. Click + Select API Servers and select the Azure APl Server you just created.

4. Click Start Discovery to start the Azure discovery. Run the discovery task manually or schedule a discovery
task to discover Azure resources.

Start Page Discover

Discover View Historical Resulu Select

Discover Devices via SNMP/CLI  Metwork Settings

Method: (@ Discover via Seed Routers () Scan IP Range Access Mode:|  SMMP and S5H/Telnet v @  Discovery Depth: 30

IP/Hostname: | e.g: 10.10.10.1; NY_R1 Import IP List

Discover Devices via APl + Select APl Servers  Unselect All

APl Servers: | APP for AD2

advanced Options v Start Discovery
Discovery is completed. but there are some issues need to be resolved in Fine Tune. For troubleshooting, please Contact NetBrain.
For foundation license, 4 nodes discovered, 4 added to domain. For Microsoft Azure, 3 vnets discovered, 3 added to domain.

Discovered 1 IP addresses, found & devices within 00:00:48. Duration spent in performing additional operations: 00:01:56.

® Devicelog  [g] Execution Log  [gr] Plugin Log Report
Discovery Summary License Details
2 o ¢
Azure Virtual M... Azure VNet Dist... Azure NAT Gate...
4 3 1

5. Wait till the discovery finishes. The number of discovered objects will be displayed.
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Domain Managemen Tenank: Initial Tenant Do

r Pags Discover
Discover View Historical Resul 11/19/2021, 2:00:23 PM

Discover Devices via SNMP/CLI  Netwark Seti

Metnod: ® Discover via Seed Routers () Scan IP Range Access Mode: | SNMF andSSHiTsinet v | @ Discovery Deptn:| O

Import IP Li

Discover Devices via APl + Select APl Servers  Unselect All

APIServers: 03-Azure Tenantwith Two Subs  04-Azure Tenant for CrossTenant Test

Advanced Options v Stars Discovery

v but th need to be resolvad in Fine Tune. pleasa C;
For foundation license, 2 nodes discovered, & added to domain. For Microsoft Azure, 41 vnets discovered, 41 added to domain

Discovered 2 IP addresses, found 144 devices within 00:02:42. Duration Spent in parforming additiona| operations: 00:02:54.

@ Devicelog [ Eecutionlog  [giPluginlog ) Report

Discovery Summary Licanze Details

o ¢ Q Q ® ] &

Azure Virtual M... Azure VNet Dist.. Azure VPN Gate... Azure ExpressR.. Azure NAT Gat

® = Q

Azure Virtual Hub Azure Applicatio... Aaure MSEE Azure Virsual Ne...

Azurs Firewall Azure Load Bala,

&1 2 2 2 z 2 10 4 2 2 10

NetBrain Azure 1.0.0 Quick Setup Guide | 19



3. Auto-Update and Enrich Azure Data

The discovery process only retrieves the basic data of your Azure network and builds L3 topology. After the
discovery, you need to set up a NetBrain benchmark task to retrieve all data, including visual spaces and data
views.

To create a benchmark for Azure resources, complete the following steps.

1. On the Start Page, click the Schedule Task link.

2. On the Schedule Discovery/Benchmark tab, click Add Benchmark Task.
3. On the Frequency tab, define the task frequency.

4. On the Device Scope tab, check the Select external API servers to retrieve data check box and select the API
server for Azure.

Edit Benchmark Task

Task Name: | Azure Retrieve Basic Info Descriprion:
Frequency Retrieve Live Data CLI Commands Additional Operations after Benchmark Plugins Summary
[select Device Select external APl servers to retrieve data of SDN nodes
Devices Device Group Site Total ltems: 5 All API Source Types v Search... Q
[=) APISource Type Server Name EndPoints Description
Microsoft Azure APP for Both Sub 23914d98-0e74-4951-08,.,
Router(26 Microsoft Azure APP for AD2 cBafdece-cOBf-4024-82b...
T T
_r N _ [] Amazon AWS AWS_Lab_Account_7478.. 747895045325 The Lab account ...
) End e
[0 Amazon AWS AWS_Lab_Account 0701... 070113567925
4 £oE10
e (] Amazen AWS AWS Lab 041444721655
Exclude Device Groups: <Please Select>
Cancel Submit

Note: It's highly recommended to re-use the “Basic System Benchmark” with a full benchmark task to ensure all Azure-
connected physical or virtual devices are selected within the device scope.
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On the Retrieve Live Data tab, select the Microsoft Azure Basic Data check box, keep the default selected
NCT tables as they are, and select BGP Advertised Route Table.

Edit Benchmark Task X

Task Name: = Azure Retrieve Basic Info Description:

[ Stop retrieving after Hours | O Minutes
e
[0 Basic Data
4[] Ruckus SmartZone
[ Basic Data
< B Microsoft Azure
Basic Data
4[] Big Switch I}
[0 Basic Data
4[] Cisco Meraki
[0 Basic Data
4[] Cisco FMC
[ Basic Data
4[] AudioCodes API
[ Basic Data
4[] CheckPoint R20 API
[0 Basic Data
4[] CloudGenix SD-WAN
[0 Basic Data

Cancel Submit

On the Additional Operation After Benchmark tab, select the check boxes for:

= Update MPLS Cloud

= Update Public Cloud (Recalculate Azure Virtual Route Table)
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7. Click Submit.

Update Build Topology

Edit Benchmark Task

Task Name:

Frequency

Ensble

Ensble

Device Scope

“ Update MPLS Cloud

“ Update Public Cloud

Operstion Name
Recalculate Cloud

Recalculate Cloud NCT

Operstion Name

Retrieve Live Data

Basic System Benchmark Description: | Default sysiem benchmark task

CLl Commands Additional Operations after Benchmark

Recalculate AWS Virtual Route Table

Recalculsce Azure Virnusl Routs Tble |

Ensble

v Build Tepology

Recalculate Google Cloud Virtual Route Table

Operation Name
1Pu4 L3 Topelegy
1PvE L3 Topalogy
L2 Topology

L3 VPN Tunnel

8. Trigger the benchmark task by clicking Run Now.

Domain Management

Piugins

Summary

Submit

Start Peg

3 Discover Schedule Task

schedule Discovery/Benchmark

+ AddB:
Enab...

8]
o
/]

<

schedule Data View Template/Parser  Schedule Qapp

Type

enchmark Task + Add Discovery Task
TaskName
Besic System Benchmark

Scheduled System Discovery
benchmark
Jay Test - Azure Topo

build_GCP_tapo

Benchmark Task
Discovery Task

Benchmark Task
Benchmark Task

Benchmark Task

Last Run Time Duration

3152022, 707:26PM 43 mins20secs

1/25/2022,12:1835AM 2 mins 5secs
1252022, 06:42PM 6 mins 10 secs

3/8/2022, 11:0626AM 3 mins 50 secs

schedule Plugin~ Schedule Platform Validation

Last Result

Succeeded with warnings

Manualy Stopped
Succeeded

Succeeded with warnings

Current Scatus

Idle

Idle

Idle

Idle

Next Run Time

Device Scope

Al Deviees;03-App_ Nex..

Al Live Network

Al Deices03-App Net.

03-App_NetBrain IE0T

Frequency
once
Once
Once
Once

Once

Author
NetBrain
NetErain
tonytong
juei

admin

G Refresh

Edit

Delete

9. Open the network tree and select Azure in the Category field to view the Azure resource. Select Network
View in the View field.

nNet3raln

A BigSwitch

e Cisco ACI

o NS

& Google Cloud
s MERAK]

Physical Network

W Netwo

Wiew

A7)

- Tet{AVI-Controllery{073e6f4 5] (VirtualMet...

¥ 17 ViNet AVIControllermet7E7(AVI-Controller)[073e6545)VirtualM...

22 | NetBrain Azure 1.0.0 Quick Setup Guide



All Azure resources discovered are displayed on the network tree. In addition, you can click a resource to open its
context map.

08 & @ ocwes

* Swncis | Owmeslbesmn Map Amens | H - + an

Azure On-Prem

TO-SUREast RGTIO72e6725)Virtus WAN,
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4. Appendix

4.1.NetBrain Requirements for API Server Setup

= The minimum resource unit for an API Server scope is a subscription that includes all the resources under
it. Therefore, NetBrain does not recommend separating resources under one subscription to a different

API Server.

= The API Server is associated with an AD Tenant. Use IAM to control the subscription level of resources API

discovery. If you have multiple AD Tenants, set up at least one API Server for each AD Tenant.

= NetBrain does not retrieve tenant details (including tenant name) using Azure Management APIs but
instead creates a random tenant name. However, as below, you can manually define your Tenant Name in

the API server manager:

Add External APl Server Parameter X X

=5 Key: | Directory (Tenant) Name W

Value:

+ APIY Cancel Save v

* Endpoint (Applicati

*Client Secret  soferrissnrsanrnes

* Directory (Tenant) ID: 20] Je3204

* Front Serverf| FS1(192.168.31.46) v

Advanced

Parameter Lizt: 0 items + add

Key Value

Managed Devices: 0

Test Cancel OK

* To collect data from Azure successfully, NetBrain Front Server must have access to *.core.windows.net,

* azure.com, *.microsoft.com, and *.microsoftonline.com.
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4.2.NetBrain Required Azure IAM Permissions

{

"properties": {

"roleName":

"description":

to Azure design for some processes like downloading

run-time.",
"assignableScopes": [

"/subscriptions/modifytoyoursubscriptionl",

"/subscriptions/modifytoyoursubscription2"

]
s

"permissions": [

{

"actions": [

I

"notActions":
"dataActions": [
"notDataActions":

"Microsoft.
"Microsoft.

"Microsoft

"Microsoft

"Role App Netbrain IE",

"Used for Netbrain IE API access. /action permissions are used due

some tables which are generated at

Resources/tenants/*/read",
Resources/subscriptions/*/read",

.Subscription/*/read",
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
.DBforPostgreSQL/servers/*/Read",
"Microsoft.
"Microsoft.
"Microsoft.

Network/*/read",

Compute/*/read",
Insights/Metrics/*/Read",
DocumentDB/databaseAccounts/*/Read",
DBforMariaDB/servers/*/Read",
DBforMySQL/servers/*/Read",

Sgl/servers/*/Read",
Storage/storageAccounts/*/read",
CostManagement/*/read",

"PaloAltoNetworks.Cloudngfw/*/read",

"Microsoft

"Microsoft

.ResourceHealth/*/read"

.Network/applicationGateways/backendhealth/action",
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

Network/applicationGateways/getBackendHealthOnDemand/action",
Network/applicationGateways/effectiveNetworkSecurityGroups/action",
Network/applicationGateways/effectiveRouteTable/action",
Network/networkInterfaces/effectiveRouteTable/action",
Network/networkInterfaces/effectiveNetworkSecurityGroups/action",
Network/virtualHubs/effectiveRoutes/action",
Network/virtualNetworkGateways/getadvertisedroutes/action",
Network/virtualNetworkGateways/getbgppeerstatus/action",
Network/virtualNetworkGateways/getlearnedroutes/action",
Network/virtualNetworkGateways/supportedvpndevices/action",
Network/virtualwans/vpnconfiguration/action",
Network/vpnGateways/getLearnedRoutes/action",
Network/vpnGateways/getAdvertisedRoutes/action",
Network/virtualNetworkGateways/read",
Network/virtualHubs/bgpConnections/advertisedRoutes/action",
Network/virtualHubs/bgpConnections/learnedRoutes/action"

(1,
I
[]
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