
 
 
 

 

Version 7.1a | Last Updated 2018-09-27 
Copyright ©2004-2018 NetBrain Technologies, Inc. All rights reserved. 

 

 

 

 

NetBrain® Integrated Edition 7.1 
Domain Maintenance Guide 



 

Contents 

 

1. Maintaining Your Domain.............................................................................................................................................................. 3 

1.1. Logging into Domain Management Page....................................................................................................................... 3 

1.2. Cleaning Up Domain Issues ................................................................................................................................................ 4 

1.3. Resolving Duplicated IP and Subnet ............................................................................................................................... 5 

1.4. Verifying Task Result.............................................................................................................................................................. 7 

1.5. Tuning Live Access ................................................................................................................................................................10 

1.6. Cleaning Up Unassigned Site Members .......................................................................................................................11 

1.7. Browsing Map Update Result ............................................................................................................................................13 

1.8. Monitoring Server and Service Metrics ........................................................................................................................14 

1.9. Maintaining Data Storage...................................................................................................................................................16 

1.10. Customizing Auto-Update Schedule..........................................................................................................................18 

 

 



 

 

NetBrain Integrated Edition 7.1a Domain Maintenance Guide | 3 

 

1. Maintaining Your Domain 

To provide accurate and up-to-date network data for daily operations, complete the following steps to 

maintain your domain data or to maintain your system. 

▪ Data Maintenance 

o Clean Up Domain Issues 

o Resolve Duplicated IP and Subnet 

o Verify Benchmark/Discovery Task Result  

o Tune Live Access 

o Cleaning Up Unassigned Site Members 

o Browse Map Update Result 

▪ System Maintenance 

o Monitor Server and Service Metrics 

o Maintain Data Storage 

o Customize Auto-Update Schedule 

 

1.1. Logging into Domain Management Page 

1. In your web browser, navigate to http(s)://<IP address of NetBrain Web Server>/. For 

example, https://10.10.3.141/ or http://10.10.3.141/. 

2. In the login page, enter your username or email address, and password.  

Note: If your user account is managed in a third-party user management server (LDAP, AD or TACACS+), you 

need to select the authentication server name from the drop-down list. If your user account is created and 

managed in NetBrain system, select the NetBrain option. 

Note: If you are using SSO (Single Sign-On), click the hyperlink of the SSO server to redirect to the login 

page of your Identity Provider. After your credentials are verified, you will be directly logged in to the NetBrain 

system and you can skip step 3.    

3. Click Log In.  

https://10.10.3.141/admin
http://10.10.3.141/admin
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4. Click the domain name from the quick access toolbar and select Manage Domain.  

 

Note: It is not recommended to use the same web browser to log into NetBrain system with multiple user 

accounts. Only the last logged-in user will be recognized as the current user. 

 

1.2. Cleaning Up Domain Issues 

After discovering devices, you can view the devices with issues in the Domain Manager and resolve them 

to maintain your domain assets up-to-date. The domain manager summarizes devices by category and 

provides quick access to resolve issues. The device list in each category is updated as soon as a 

discovery task is finished, including both the on-demand discovery and the scheduled discovery. 

The following categories of reports can be viewed in the Domain Manager. Select the target issue to 

clean up based your needs. 

▪ Unknown IP — the IP addresses that cannot be accessed via Telnet/SSH and SNMP during a 

discovery. 

▪ Discovered Devices — the devices discovered successfully during a discovery. 

▪ Missed Devices — the devices existing in the current domain but failed to be verified during a 

discovery. 

▪ Discovered by SNMP — the devices accessed by SNMP but failed to be accessed via SSH/Telnet. 

▪ Unknown SNMP sysObjectID — the devices whose sysObjectIDs are not defined in the Vendor 

Model table. 

▪ Unclassified Network Devices — the devices whose types are not supported, or not recognized 

due to unknown sysObjectIDs.  

Best Practice 

http://www.netbraintech.com/docs/ie71/help/index.html?unknown-ip.htm
http://www.netbraintech.com/docs/ie71/help/index.html?discovered-devices.htm
http://www.netbraintech.com/docs/ie71/help/index.html?missed-devices.htm
http://www.netbraintech.com/docs/ie71/help/index.html?discovered-by-snmp.htm
http://www.netbraintech.com/docs/ie71/help/index.html?unknown-snmp-sysobjectid.htm
http://www.netbraintech.com/docs/ie71/help/index.html?unclassified-network-devices.htm
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1.3. Resolving Duplicated IP and Subnet 

The duplicate IPs refer to the interfaces configured with the same IPv4 addresses. By moving interfaces 

of duplicated IPs into different zones, you can make all duplicated IPs involved in IPv4 L3 topology link 

calculations. When you extend IPv4 L3 neighbors, all calculated links can be displayed on the same map 

page. 

During the live network discovery, NetBrain will parse the VRF and IPv4 address for each interface and 

deal with the interfaces of duplicated IPs as follows:   

▪ If two interfaces are configured with the same IP address, but with different VRFs, then two zones 

named after the VRFs will be created automatically after the IPv4 L3 topology is built, and these 

two interfaces will be put into the corresponding zone according to its configured VRF. 

▪ If two interfaces are configured with the same IP address, but without VRFs configured, these two 

interfaces will be put into the Default Zone. To separate the two interfaces, you must create a zone 

manually, then move one of the interfaces and its neighbor interfaces into the created zone, and 

finally rebuild the IPv4 L3 topology. 

Tip: The Default Zone is auto-generated in each domain by the system to store interfaces in IPv4 L3 

topology by default. It can neither be renamed nor deleted.  

Example: Only one topology link is drawn between the following two devices because their interfaces 

are configured with the same IP address, but without VRFs configured. 

 

 To resolve the issue, complete the following steps: 

1. In the Domain Management page, click Operations > Topology Manager > Duplicated IP and 

Subnet Manager from the quick access toolbar. All subnets that contain duplicate IPs in the Default 

Zone are listed under the Auto Detect IP Conflicted IP tab.  

2. Create a zone. 

1) Click Add at the upper-right corner of the left pane. 

2) Enter the zone name, for example, zone1 and click OK.  
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3. Move the Interface of duplicated IP and its neighbor interfaces to the newly created zone based on 

your judgment and rebuild the IPv4 L3 topology.  

1) Select the interface of duplicated IP and its neighbor interfaces from one or more subnets, and 

then click Move To.  

Tip: If a lot of duplicated subnets are detected in the Default Zone, you can quickly search them by 

entering their IP addresses and subnet masks on the Search Subnet tab. Use semicolons to separate the 

items if you enter more than one.  

2) Select the zone that you created and click Move To. In this example, select the g0/0/0/3.100 

interface of the BJ_L2_Core_4-LAN-01 device and the g0/0/0/3.100 interface of the 

BJ_L2_Core_3-LAN-02 device and move them into zone1. 

 

Note: The move operation will delete all the manually added topology links of this interface.  

3) Click Yes when a confirmation dialog box pops up.  

4) Click OK when a successful notification dialog box pops up.  

5) Click Yes to rebuild the IPv4 Layer 3 topology in the pop-up dialog box. 



 

 

NetBrain Integrated Edition 7.1a Domain Maintenance Guide | 7 

 

After resolving duplicated IPs, two topology links are drawn between the two devices. 

 

Best Practice 

1.4. Verifying Task Result 

After a task is executed, you can look into the detailed logs to verify benchmark results or to 

troubleshoot any problems. The system provides the following two types of logs: 

▪ Execution log — records the overall status of all subtasks, such as building topology, recalculating 

sites. 

▪ Device Log — records the live access process for each device, including data retrieval process. 

To browse benchmark logs, complete the following steps: 

1. In the Domain Management page, select Operations > Discovery/Benchmark Task from the quick 

access toolbar.  

 

Tip: You can view the latest execution result of all benchmark tasks from the Last Result column. To view 

the detailed latest execution log of a benchmark task, click the hyperlink (such as Succeeded) in its Last 

Result column. 

2. Right-click the target task entry and then select View Log from the drop-down menu. 
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3. In the following dialog, select the log type to view from the Log column. 

 

Tip: To export the log, point to the target task entry and click the  icon to select Export Execution Log or 

Export Device Log. The default location of the exported file is C:\Users\<your username>\Downloads. 

 View Execution Log 

Click the  icon in the target entry. By default, only the failed logs are displayed. To view all items, 

clear the Only show failed logs check box. 
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 View Device Log 

1) Click the  icon in the target entry. By default, the devices with any data retrieval failures are listed. 

 

Tip: To show all devices, clear the Only show failed devices check box. 

▪ For a discovery task, all devices discovered in the task are listed in the pop-up dialog. 

 

2) Select a device entry to view its task log at the bottom of the dialog. 
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Best Practice 

1.5. Tuning Live Access 

Tuning live access enables you to check the reachability of live devices by polling the credentials 

configured in the Shared Network Settings or verifying the credentials in the Shared Device Settings. You 

can tune live access to synchronize login credential, vendor and model changes, and check hostname 

changes if they occur in your network.  

1. In the Domain Management page, select Operations > Domain Maintenance > Tune Live Access 

from the quick access toolbar. The Tune Live Access tab opens with all devices in the domain listed. 

 

Tip: The  icon indicates the Shared Device Settings of the device are locked so that the system will only 

verify the login credentials of the device in the tuning process. 

Tip: To view the latest live access results, you can right-click in the table list and select Load Last Results. 

2. Select devices to tune the live settings. By default, all devices in the domain are selected. You can 

select devices by device group. 

3. To view or change the tuning mode and access method, click Options. See Tuning Options for more 

details. 

Tip: To specify NetBrain Front Server, server jumpbox, and credentials to be used in the tuning process, click 

Network Settings. 

4. Click Start Tuning. 

http://www.netbraintech.com/docs/ie71/help/index.html?tuning-results.htm
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5. When the tuning task is finished, a notification message is displayed. Click OK.  

After the tuning process is completed, you can click a device entry in the table to view the detailed log 

of the tuning process at the bottom. 

 

Note: If the system fails to access some devices with the Auto Set Device Settings option selected in the 

tuning options, you need to check the related credentials in the Network Settings.  

Note: If you repeat the tuning process, the system will retrieve data for only devices with failure records by 

default. To repeat the tuning process for other devices, clear the current live access result via the right-click 

menu. 

Best Practice 

1.6. Cleaning Up Unassigned Site Members 

Unassigned site members could be generated when new devices are discovered while the sites are set 

with manually added devices, or new discovered devices with new criteria that is not defined in any leaf 

sites. The existence of unassigned site members would prevent site manager from generating complete 

site maps. 

To clean up unassigned site members to the corresponding sites, complete the following steps: 

1. In the Domain Management page, select Operations > Site Manager from the quick access toolbar.  

2. In the Site Manager, click My Network in the site tree and then locate Site Definition on the target 

leaf site. 

3. Clean up unassigned devices to target leaf site by using either of the following ways. 
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▪ Dynamic Search — Improve the existing Dynamic Search, such as Criteria search and boolean 

expression. Click Search. 

 

▪ Manually Add — Click Add Devices Manually.  Under Site option, click Unassigned and then 

select target devices. 

 

4. Repeat step 1 to step 4 to add more leaf site members until unassigned site members are all cleaned. 

5. In the Site Manager, click Rebuild Site to rebuild the site topology. The Site Member pane opens 

automatically and lists the device members in the currently selected site.  
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6. Click Commit to commit the site changes. 

 

Best Practice: 

1.7. Browsing Map Update Result 

Besides the maps created on-demand, each site or device group (excluding media) has its own auto-

generated map to reflect the topology among sites and devices. When network changes occur, map data 

will be out-of-date, such as configuration files, topology, and data views. Through recurring benchmark 

tasks, you can schedule map updates with the latest benchmark data and regularly export maps to Visio 

files. See Benchmark Task Settings for more details. 

The following map types are supported: 

▪ Site map file 

▪ Map files of public device group or system device group 

▪ Public map file 

Note: Only users with the domain management privilege can schedule to update maps and manage the  updated 

maps. 

1. In the Domain Management page, select Operations > Domain Maintenance > Update Map 

Manager from the quick access toolbar. 

http://www.netbraintech.com/docs/ie71/help/index.html?task-settings.htm
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2. On the Update Map Manager tab, all the maps updated through benchmark tasks are listed. You 

can click a link in the Update Source column to go to the benchmark task. 

 

 

1.8. Monitoring Server and Service Metrics 

Note: As an add-on component, the Service Monitor Agent must be installed on the Servers that you want to 

monitor.  

1. In your web browser, navigate to http(s)://<IP address of NetBrain Web API 

Server>/monitor.html#/login. For example, http://10.10.3.141/monitor.html#/login. 

2. Enter the username and password (default: admin/admin), and click Log In. 

http://10.10.3.141/
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3. On the Home Page, you can monitor key server metrics, server connectivity, resource utilization, 

service status and so on. 

 

4. (Optional) Perform management operations on services. 

Example: Start Front Server Controller service which is stopped unexpectedly. 

1) In the Services column, point to the target NetBrain Front Server Controller service.  

2) Click the  icon to restart the service. 
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5. To check detailed metrics for a specific service, click the service name to view details.  

 

 

1.9. Maintaining Data Storage 

NetBrain system uses MongoDB to store all your data and files. By default, all your tenant data is saved 

in the MongoDB Server that is initially connected with NetBrain Application Server (such as Web API 

Server and Worker Server) during installation. 

You can use the following two ways to maintain data storage in the system: 

▪ Enlarging Storage Capacity 

▪ Releasing Storage Capacity 

Enlarging Storage Capacity 

When you deploy a MongoDB replica set for redundancy and fault tolerance, you can store data in 

different MongoDB Servers. For example: 

▪ For a multi-tenant system, separate data storage by tenant. 

▪ For a single-tenant system, separate tenant basic data and domain live data. 

  

1. Log into System Management page. 
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2. In the System Management page, select the Tenant Manager tab and click Add. 

3. Configure the following settings for the tenant. 

1) Specify the basic information: 

▪ Tenant Name — a unique name in the system, which is case-insensitive. 

▪ Description (optional) — a brief text to describe the tenant. 

▪ Maximum Nodes — the maximum number of network devices and objects that the tenant 

hosts. 

Note: If you have multiple tenants, the sum of node size in each tenant (including the initial one) 

cannot be greater than the max node count purchased with your license. 

2) Specify the following advanced options to customize data storage for better system performance. 

Note: These settings are only applicable if you have set up multiple MongoDB replica sets .   

a) Expand Advanced options. 

b) Select the corresponding check boxes and click Server Settings for configurations, such as IP 

address, replica set name, username, and password. 

▪ Store tenant data on a different server — by default, all tenant data is stored on the 

default MongoDB replica set. If you specify another MongoDB replica set to store the data of 

this tenant, the data of all domains created under this tenant will also be stored on it.  

▪ Store all live data on a different server — live data is an important part of tenant data, 

including device data and data view. By default, all live data is stored on the same MongoDB 

replica set with other tenant data. 

c) Click OK to save the settings.  

3) Click OK. 

Best Practice 

Releasing Storage Capacity 

To avoid a large volume of historical data occupying the significant space in your database and thus 

decreasing the system performance, you can configure the data clean mechanism for public domain data 

as follows: 

Note: Public data refers to the data generated in scheduled discovery/benchmark/Qapp/Gapp/Crawl tasks. 

Data generated in API-triggered tasks is private. 

1. Log into Domain Management page. 
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2. In the Domain Management page, select Operations > Domain Maintenance > Global Data 

Clean Settings from the quick access toolbar. 

3. On the Global Data Clean Settings tab, make modifications based your needs.  

 

▪  Option 1: Setting Auto Clean UP 

The system provides two options to clean public domain data, and you can enable either one or 

both. 

o For data older than several months, only keep specified time points for each data type in a 

month 

o Delete data older than several months  

Note: The number of months must be between 0 and 255. If you enter 0, the system will only keep 

the data in the current month and delete all aged data. 

▪ Option 2: Deleting Data Manually 

1) Click Manually Delete Data. A dialog pops up with all data organized by year and month.  

2) Select the data to delete by month. 

3) Click Delete.  

4. Click Submit. 

 

1.10. Customizing Auto-Update Schedule 

1. Log into System Management Page. 

2. In the System Management page, select Resource Upgrade tab. 

Note: If your NetBrain Update Server does not have access to the internet, you can configure a proxy server. 

Click Proxy server settings at the upper-right corner, select the Use a proxy server to access the 

internet check box and enter the required information. 

http://www.netbraintech.com/docs/ie71/help/index.html?logging-in-system-admin-page.htm
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3. In the Update type field, select the option Install updates automatically and customize the 

update schedule based on your needs. 

 

Tip: To manually update the new resource, you can select Check for updates and manually update . 

 


